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1. Purpose of Standard

Preface

This standard specifies HAS-160( Hash Algorithm Standard) that provides

methods to compress bit strings with arbitrary lengths into a hash code with fixed

lengths(160 bits).

2. Recommended Recommendations and/or Standards

2.1 International Standards
ISO/IEC 10118-1(1994) :

ISO/IEC 10118-2(1994) :

ISO/IEC 10118-3(1996) :

ISO/IEC 10118-4(1996) :

Information Technology-Security techniques

Hash functions - Part I : General

Information Technology—Security techniques

Hash functions - Part 2 : Hash functions

using an n-bit block cipher algorithm

Information Technology-Security techniques

Hash functions - Part 3 : Dedicated hash function
Information Technology-Security techniques

Hash functions - Part 4 : Hash functions

using modular arithmetic

2.2 Domestic Standards : KIS 133 : Hash function Standard / Framework

2.3 Other Standards : None

3. Relationship to International Standards

3.1 The Relationship of international standards : None

3.2 Additional requirements to the international standard : None

4. The statement of intellectual Property Rights : None

5. The Statement of conformance testing and certification : None

6. The history of standard

Edition Issued date Contents
The 1st edition 1998. 10. 27. Established
The 2nd edition 2000. 12. 20. Revised
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ol EVE HY) o &5 v EY

10101101 01101011 11001001 10101110 = ad6bbcYae
& P2HE Y= W = aecd6bad’} EHt. o= 19 4ulolE FAE S
little—endian 71 €] ol A unsigned long 2. & type casting?dr 723} 7Lt}

el olo MEDS RME JEdR WHFnA & Wi of
=g, %

A& nlolEE® B A 4uto]EE 3 4
10101101 01101011 11001001 10101110 00111111 01011001 01000110
= adbbcYae3fH946

L& PHE Jrd = gec96bad 0046593f7F o},

U 32HE A=dS HELE M d= 7h vl d3Ads mEan

gl AUE AS5 Z=22X+ Y (<X, V<2 = 2HE g=9 (Y, X)=
HEEoh = 519 328 EZ R =) "o

BT AL SS 4o HdolE 7HAE 9y wWAAE SI2HE EE
T2 APt 1600 Ee &8-S Wtk 512V E @] EES AHgste 4F
e BT 4 s, 09 AR AN, A Z=E Adtete AT eE 5
Aolth, Ee Zh gl so] AHE" vAlx] W4 S SI2HE JHEEEo
ZREH AAE 16959 o2 =72 AAEE 479 YJ=s x3dte] 2

EF ALY TS dofe] Aol vwiAA Mol ¢
< Hg& ws SlznES wieg e F, S12HE
b &5 ME ohs 293 22

Kl
1 = =
of FF =5 A5 AW Hy Hi, H, Hs, H/E WEDR WS A
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’HO’ H,, H,, H;, H, =15} ‘

——{ A=H,, B=H,, C=H,, D=H,, E=H,|

L | SHS M @ctZ =, 80 A O
st W28 = AB,C,D,E &l

)

A,B,C,D,E

— Hyt=A, H,+=B, H,+=C, H;+=D, H+=E

W |

==

—/

6.2. YHEE o] g glEo]7]

PHWAA = 51201 E @92 A g}, vpA e WA X S5 S5 4
o] 7} 448U E(= 512 - 64)7} HEF “1” ool od A 0
<, PHAE 64N E= Tl2oly] A wAA] el 2 =
Eol7tth dEE dEMAATE o HMEGR FojHrhal oA}

10100010 00111001 11100101 01101011 11001001 10001010 10011101

o] HJEZ ] Zo]i= 560l 27 1th3d 391712 08 tlio] 448vE= vt
E3 YA 64H Eo = 56 = 1110000] Eol7HAl €t} wheba] 1 A3 5124
EQ PHE YJrEde S o] Fojzit

6be539a2 809d8ac9 00000000 00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000 00000000 OOO00000 00000000
00000038 00000000

Hy - 67452301
H; - efcdab89
H> - 98badcfe
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Hs - 10325476
Hy - c3d2elf0

6.4. &
Z @AA A AFRE e 16305 #2712 BF3 o] Folxlh o
FEL FEF 22, 23, 2059 AFRRs A sloltt

K; = 00000000 (0<;<19:¢e2= 1)

K, =5a827999 (20</<39:&¢=2) [2%W2]
K, = 6edJebal (40 <;<59: gt¢=3) |23 |
K; = 8flbbedc (60 <;<79: &&= 4) [ 2°W5 |

6.5. WAIA] W FH]

7+ 5128 E HAA B2 MiE vED-A=d WA o] 16749
9= X[0], XT1]---, X[15]2 W=, o] 16 =2FH 4719 mAA] W (
7 X[16], XT17], X[18], X[19]57t= A€ 7} =9 @7 A4kl
g W AA] W] A= oby ek o] Folxth 471 F7t WA
X1161, X1171, X[18], X[191%= ZF &=29] 10, 15, 0, SHA A Ao A A
S5 2 e 2 Fe=9 04, 6-9, 11-14, 16-19 SAA2EN A ALE5
T HAA WFEY XOR#oz Aitdth oE B9, 294 gezo
Xx116], x117]1, x118], X[19]= vt #Zo] ALte )

~—

B o
) 18

v}

A]

-

X[16] = X[ 31 D X[ 6] D X[ 9] D X[12]
X[17]1 = X115] D XT 21 D XTI 51 D XTI 8]
X[18] = X[11] D X114] D XTI 11 D XTI 4]
X191 = X[ 71 @ Xx110] D Xx113]1 D XI 0]
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et 1 3eE 2 e 3 2P E 4
X[18] X[18] X[18] X[18]
XI[0] X[3] X[12] X[7]
X[1] X[6] X[5] X[2]
X[2] X[9] X[14] X[13]
X[3] X[12] X[7] X[8]
X[19] X[19] X[19] X[19]
X[4] X[15] XI[0] X[3]
XI[5] X[2] X[9] X[14]
X[6] X[5] X[2] XI[9]
X[7] XI[8] X[11] X[4]

10 X[16] X[16] X[16] X[16]

11 X[8] X[11] X[4] X[15]

12 X[9] X[14] X[13] X[10]

13 X[10] X[1] X[6] X[5]

14 X[11] X[4] X[15] X[0]

15 X[17] X[17] X[17] X[17]

16 X[12] X[7] XI[8] X[11]

17 X[13] X[10] XI[1] X[6]

18 X[14] X[13] X[10] X[1]

19 X[15] X[0] X[3] X[12]

O 0 || |01 W | (O |-

Ao A BADINA AGH WA AR X[IG)]E ESA, e

@ fo EERE () e 2ol FUE & 4 Atk
(»p =18, 0,1, 2, 3,19, 4, 5, 6, 7,16, 8, 9,10,11,17,12,13,14,15 ( 0<,<19)
(5 =18, 3, 6, 9,12,19,15, 2, 5, 8,16,11,14, 1, 4,17, 7,10,13, 0 (20<,<39)
(5 = 18,12 5,14, 7,19, 0, 9, 2,11,16, 4,13, 6,15,17, 8, 1,10, 3 (40=<,<59)
(» =18, 7, 2,13, 8,19, 3,14, 9, 4,16,15,10, 5, 0,17,11, 6, 1,12 (60<,;<79)

3Me] FE&eTF AFRETH 7 A GA A A EEHE B E
o7 2
filx,v,2) = @AYV (TxA2) (0</<19: &= 1)

fix,v,2) =xDyDz (20 <7<39, 60</<79: &&= 2, 4)
filx,v,2) = vy (xV 72) (40 <7<59: &L= 3)

AR} FEdErt AR EM, B E 29 4M = 2
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(0<s<19, 20</<39, 40<,<59, 60=</<79)

s:(7) =10 ( 0</<19)
s:(7) =17 (20<7<39)
s:(7) =25 (40=<;<59)

s(7) =30 (60=<7<79)

%, wfol5e] F 5 24 BeEu B £AZ HgHE, £l F
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2 paAle] aAQe Theat ol HeHnt (b 1Y Fw).
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1.1 A9

i WAIAZE t7he] 5128 E B (M} (0<i<H)2 o|Fo Hua 71435

A (71 wpA ) WAL A] B2 WAIA] Blgol7] g S S 4480 B HA|
Aok 64| E ] WAIA] dolE BlEolA AAE 512°E EiO]E}). Zh A A

.
x] BE0 H]and_ﬁ/\l H

= {X,[/]} (0</<16)%
*J? fi, Kj, s1(9), s2(5), 47

9l
2

St Aol oa 2E Jrw wad 1679 9=
QAT 7 jaA A AgHE g4 9
o

0 5% &5 9 ges 345
filx,v,2) = @AV (TxAz) (0<7<19)
filx,v,2) =xDyD=z (20 <7<39, 60 </<T79)
filx,y,2) =yD VT2 (40 <7<59)
K; = 00000000 (0<;<19)
K, =5a827999 (20</<39) [2"V2]
K; = 6eddebal (40 <j<59) [ 2%V3 |
K; = 8flbbedc (60 <7<79) 25|
[ =8l s %
si() =5,11,7,15,6,13,8,14,7,12,9,11,8, 15,6, 12,9, 14,5, 13
(0<;<19, 20<7<39, 40</<59, 60< j<79)
s;(7) =10 (0<j<19)
s(7) =17 (20<;<39)
sy(7) =25 (40<j<59)
s3(7) =30 (60<;<79)
] #IAA] M A8 A
Ij) =18,0,1,2,3,19,4,5,6,7,16,8,9,10,11,17,12,13,14,15 (0</<19)
Ij) =18,3,6,9,12,19,15,2,5,8,16,11,14,1,4,17,7,10,13,0 (20<;<39)
Ij) =18,12,5,14,7,19,0,9,2,11,16,4,13,6,15,17,8,1,10,3 (40<;<59)
() =18,7,2,13,8,19,3,14,9,4,16,15,10,5,0,17,11,6,1,12 (60<;<79)
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1.2 Az =

P A mAA Mol BlZol7] #AS Fal 167he] 32HE A=<E { X[

(0<:i<t, 0<j<16)2 ME=HAJATG 714,

Hy = 67452301; H, = efcdab89; H, = 98badcfe; H; = 10325476; H, = c3d2elf0;
for i =0 to t-1 {

A=H,;B=H;;C=Hy,; D= Hy; E= Hy;

for r = 0 to 3 {

j=20-r,;

X161 = X[IG+ D] @X[G+ 2)] DX[G+ 3)] DX[G+ D
X171 = X[+ 6)] DX [G+ D] DX[G+ )] X[+ D;
X181 = X[IG+1D] DX [1G+12)] DX [IG+13)] DXL i+14)];
X191 = X[1G+16)] ©X[IG+17)] DX [IG+18)] D X[ i(i+19)];

fork:OtO 19{
j:20°r+k;
T = 4400 + /i(B,C,D) +E + X[ ()] + K};
E-D;D=CGC=B“"B=AA=T;

)
H, +=A;H +=B;Hy+=C, Hy += D; H += E;

——

E9 : 3ME Y=L HoH,HoHs HiE ANE NELR WIS E9
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hash("")

=30 79 64 ef 34 15 1d 37 c8 04 7a de c7 ab 50 f4 ff 89 76 2d
hash("a")

= 48 72 bc bc 4c d0 fO a9 dc 7c 2f 70 45 e5 b4 3b 6¢ 83 0d b8
hash("abc”)

= 97 5e 81 04 88 cf 2a 3d 49 83 84 78 12 4a fc e4 bl c7 88 04
hash("message digest”)

= 23 38 db c8 63 8d 31 22 5f 73 08 62 46 ba 52 9f 96 71 Ob c6
hash(”abcdefghijklmnopgrstuvwxyz”)

=59 61 85 c9 ab 67 03 d0 dO db b9 87 02 bc Of 57 29 cd 1d 3c
hash("ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz01234

56789")
= cb 5d 7e fb ca 2f 02 e0 fb 71 67 ca bb 12 3a f5 79 57 64 eb

hash(”123456789012345678901234567890123456789012345678901234567890123456789

01234567890")
= 07 fO 5c 8c 07 73 ¢cb bc a3 ab ab 95 ce 6a ca 4c 43 89 11 bb

hash(a million of "a”)
= d6 ad 6f 06 08 b8 78 da 9b 87 99 9c 25 25 cc 84 f4 9 f1 8d
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F71 22 BA 73 41

M = "abc” = 61 62 63

X[ 0]
X[ 1]
X[ 2]
X[ 3]
X[ 4]
X[ 5]
X[ 6]
X[ 7]
X[ 8]
X[ 9]
X[10]
X[11]
X[12]
X[13]
X[14]
X[15]

Round
Round
Round
Round

Round
Round
Round
Round

Round
Round
Round
Round

Round
Round
Round
Round

NN N NN [ R ]

w w w w

R R

80636261
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000018
00000000

1 X[16]
© X[17]
1 X[18]
cr X[19]

1 X[16]
crX[17]
 X[18]
11 X[19]

1 X[16]
1t X[17]
0 X[18]
© X[19]

1 X[16]
crX[17]
1 X[18]
cr X[19]

HO = 67452301

80636261
00000000
00000000
00000018

00000000
00000000
00000018
80636261

00000018
80636261
00000000
00000000

00000000
00000018
80636261
00000000
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H1
H2
H3
H4

[ < < < S S < g < < < < S < S < < < < < < O o VR OO ey

efcdab89
98badcfe
10325476
c3d2el {0

A

0 :: 45321fla
1 :: e04d88ff
2 f60b82ab
3 ccd02fd8
4 :: 870fe765
5 :: 038d19e6
6 :: eb4d513d
7 1 ¢6199ccO
8 :: 82635%a2
9 :: a%99e52d0
10 :: 28d842cf
11 :: c6c273fb
12 :: d655c964
13 :: eb2425da
14 :: 63adb6e3
15 :: f0693e36
16 :: f0d180b3
17 :: 4831ddlb
18 :: 39ad9cba
19 :: 2b3bad86
20 :: 1fcb2490
21 :: ceeb8557
22 :: 046c945c
23 :: aceedbel
24 :: 2728fe3c
25 i d2c6ef67
26 :: ed732ebe
27 :: e8563479
28 :: 0422d6lc
29 :: eealel3e
30 :: ab216b59
31 :: ed2649af
32 :: af24b8a’?
33 :: bef7lcle
34 :: 458f929a
35 11 e9470c4c
36 :: 88f362f4

B
67452301
45321fla
e04d88ff
f60b82ab
ccd02fd8
870fe765
038d19e6
eb4d513d
c6199cc0
82635922
a99e52d0
28d842cf
c6c273fb
d655c964
eb2425da
63a4b6e3
f0693e36
f0d180b3
4831dd1b
39ad9cba
2b3bad86
1fcb2490
ceeb58557
046c945¢
aceedbel)
2728felc
d2c6ef67
ed732e6e
e8563479
0422d61c
eealel 3e
ab216b59
ed2649af
af24b8a7
5cf7lclce
4581929a
€9470c4c

C
36ae27bf
148c059d
c87c6914
36231181
2e0aafd8
40bf6333
3f9d961c
3467980e
3544f7ad
66730318
8d668a09
794b42a6
610b3ca3
09cfeflb
57259359
90976bac
92db8d8e
a4f8dbcl
4602cfc3
c7746d20
3974735b
490c5677
49203196
0aaf9dcb
28b808d9
b7c159dd
fc784eb1
decfab8d
5cddc8eb
68f3d0ac
ac380845
c27ddd41
d6b35642
935fdadc
7141549
3838b%ee
25348b1f

D

98badcfe
36ae27bf
148c059d
c87c6914
3623181
2e0aafd8
40bf6333
3f9d961c
3467980e
3544f7ad
66730318
8d668a09
794b42a6
610b3ca3
09cfeflb
57259359
90976bac
92db8d8e
a4f8dbcl
4602cfc3
c7746d20
3974735b
490c5677
49203196
0aaf9dch
28b808d9
b7¢159dd
fc784eb1
decfab8d
5cddc8eb
68f3d0ac
ac380845
c27ddd41
d6b35642
935fdadc
714f5e49
3838b9%ee

10325476
98badcfe
36ae27bf
148c059d
c87c6914
36231181
2e0aafd8
40bf6333
3f9d961c
3467980e
3544f7ad
66730318
8d668a09
794b42a6
610b3ca3
09cfeflb
57259359
90976bac
92db8d8e
a4f8dbcl
4602cfc3
c7746d20
3974735b
490c5677
49203196
0aaf9dcb
28b808d9
b7c159dd
fc784eb1
decfab8d
5cddc8eb
68f3d0ac
ac380845
c27ddd41
d6b35642
935fdadc
714549
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O < < < < < < < < < < < < < < g < G < < < < < < e < g U O VR ORI VY

37
38 ::
39
40 ::
41
42
43 ::
44
45 ::
46 ::
47
48 ::
49 ::
50 ::
51 ::
52
53
54 ::
95
56 ::
57 ::
58 ::
59
60 ::
61 ::
62 ::
63 ::
64 ::
65 ::
66 ::
67 ::
68 ::
69 ::
70 ::
7
72
73
74
7%
76 ::
7o
78 ::
79

98da38db
63608a5f
57114138
74518524
928b2198
2bfa870f
485b83bd
8543cf31
0234fa06
f4d7e359
6a7ddb44
194bd76a
d771855¢
33743c28
e7edeffb
6727cbl
39004ed5
6cd12861
b229d753
05dbaade
f1d5af33
ee9d7f0d
276963ea
d9855335
bOeeba74
9ab4f69e
d568200c
330c25d9
e9feeb40
5b05bcdf
3550bb91
9a8c9cf2
7£9c5e70
037235cc
8bf6e3d6
8d89c7b7
ae682415
£9182e75
02d79705
5327d673
7£26992f
4d5d23ff
9d3c3b96

88136214
98da38db
63608a5f
57114138
7458524
928b2198
2bfa870f
485b83bd
8543cf31
0234fa06
f4d7e359
6a7ddb44
194bd76a
d771855¢
33743c28
e7edeff5
67127cbl
39004ed5
6cd12861
b229d753
05dbaade
f1d5af33
ee9d7f0d
276963ea
d9855335
bOeeba74
9a54f69%e
d568200c
330c25d9
e9feebd(
5b05bcdf
3550bb91
9a8c9cf2
7£9c5e70
037235cc
8bf6e3d6
8d89c7b7
ae682415
£9182e75
02d79705
5327d673
71269921
4d5d23ff

1899d28e
c5e911e6
71b731b4
bec6cl 14
70ae229%
48e8bf0a
3125165f
1e57f50e
7a90b707
630a879%
0c046914
b3e9afc6
88d4fbb6
d43297ae
b9aee30a
5066e878
ebcfdbdf
62cfed 9
aa72009d
c2d9a250
a76453ae
bcObb755
67e3abbe
7ba75fc3
89dab8fa
766154cd
2c3baedd
a6953da7
355a0803
4cc30976
3a7fbad0
d6cl16£37
4d542ee4
a6a3273c
1fe7179c
00dc8d73
a2fdb8f5
e36271ed
6b9a0905
7e460b9d
40bbe5cl
d4c9f59¢c
dfc9a64b

25348b1f
1899d28e
cbe9lleb
71b731b4
bec6cl14
702e229e
48e8bf0a
3125165f
1e57£50e
7a90b707
630a879%e
0c0469f4
b3e9afc6
88d4 fbb6
d43297ae
b9aee30a
5066e878
ebcfdbdf
62cfed f9
aa72009d
c2d9a250
a76453ae
bcObb755
67e3abbe
7ba75fc3
89da58fa
766154cd
2c3baeld
a6953da7
355a0803
4cc30976
3a7fbad0
d6c16£37
4d542ee4
aba3273c
1fe7179¢c
00dc8d73
a2fdb8f5
e36271ed
60920905
7e460b9d
40bbeb5cl
d4c9f59c

3838b%ee
25348b1f
1899d28e
cbe9l1eb
71b731b4
bec6cl 14
70ae229%e
48e8bf0a
3125165f
1e57f50e
7a90b707
630a879%
0c0469f4
b3eJafc6
88d4fbb6
d43297ae
b9aeeld0a
5066e878
ebcfdbdf
62cfedf9
aa72009d
c2d9a250
a76453ae
bcObb755
67e3abbe
7ba75fc3
89dab8fa
766154cd
2c3bae9d
a6953da7
355a0803
4cc30976
3a7fbad0
d6cl16£37
4d542ee4
a6a3273c
1fe7179¢c
00dc8d73
a2fdb8f5
e36271ed
6b9a0905
7e460b9d
40bbebcl
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HO
H1
H2
H3
H4

67452301
efcdab89
= 98badcfe
10325476

= c3d2el 0

+

9d3c3b96
+ 4db5d23ff
+ dfc9a64b =
d4c9f59c =
+ 40bbebcl =

+

04815e97
3d2acf88
78848349
ed4fcdal?2
0488c7bl

5e 81 04 88 cf 2a 3d 49 83 84 78 12 4a fc e4 bl c7 88 04
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71 23 A TE 4 2

M ="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghi jklmnopgrstuvwxyz0123456789” =

First

X[ 0]
X[ 1]
X[ 2]
X[ 3]
X[ 4]
X[ 5]
X[ 6]
X[ 7]
X[ 8]
X[ 9]
X[10]
X[11]
X[12]
X[13]
X[14]
X[15]

Round
Round
Round
Round

Round
Round
Round
Round

Round

41 42 43 44 45
51 52 53 54 55
67 68 69 6a 6b
77 78 79 7a 30

512-bit block
41 42 43 44 45
51 52 53 54 55
67 68 69 6a 6b
77 78 79 7a 30

= 44434241
= 48474645
= 4c4b4a49
= 504f4edd
= 54535251
= 58575655
= 62615a59
= 66656463
= 6a696867
= 6e6d6c6b
= 7271706f
= 76757473
= 7a797877
= 33323130
= 37363534
= 00803938

46 47 48 49
56 57 58 59
6c 6d 6e 6f
31 32 33 34

46 47 48 49
56 57 58 59
6c 6d 6e 6f
31 32 33 34

1 :: X[16] = 10000000
1 :: X[17] = 08003a3e
1 :: X[18] = 00000010
1 ¢ X[19] = 7efd454b
2 11 X[16] = 263a0008
2 11 X[17] = 7ef54d43
2 :: X[18] = 5d575553
2 1 X[19] = 6365677d

3 :: X[16] = 737d7f75

4a 4b
5a 61
70 71
35 36

4a 4b
5a 61
70 71
35 36

4c 4d 4e 4f 50
62 63 64 65 66
72 73 74 75 76
37 38 39

4c 4d 4e 4f 50
62 63 64 65 66
72 73 74 75 76
37 38 39 80 00
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Round 3 ::
Round 3 ::
Round 3 ::

Round 4 ::
Round 4 ::
Round 4 ::
Round 4 ::

X[17] =
X[18] =
X[19] =

X[16] =
X[17] =
X[18] =
X[19] =

HO = 67452301
Hl = efcdab89
H2 = 98badcfe
H3 = 10325476
H4 = c3d2el 0

1 1l 1l
—_ = =
N = O

O < < < < < S < < < < < < < S O O O O VR O
1l 1 1l 1l 1 1l 1l 1 1l 1l 1 1l 1l
DN DN DN DN DN DN = o e e e e
T W N = O W 0N O Ul oW

1
[\
»

1
O 0 N O U1 b W = O

A

11 4532112a
1t ad2de8df
11 2e82b8b2
1t 6fff365d
1 4ba724d9
: ¢c6f7606b
1t 4c192962
1t 6a2e27d3
1 52d226db
1t 1b0c07d6
11 3a48e8f9
: bef208d3
1 89b0db3b
1t 4bb9f37f
11 27351bac
1 40c9d040
:: bd8b4521
: 2f344beb
1t eaf360a3
1t 6eb86ald
1t c0f085e5
t da45a825
11 866f084e
© 141df495
1t 8e993129
1t 44a3el8a
11 c65e076¢c

10101010
05800000
00101000

7375777d
5d474543
6eeb5d43
262a1018

B
67452301
45321f2a
a42de8df
2e82b8b2
6fff365d
4ba724d9
c6£7606b
4¢192962
6a2e27d3
52d226db
1b0c07d6
3248819
bef208d3
89b0db3b
4b59f37f
27351bac
40c9d040
bd8b4521
21344beb
eaf360a3
6eb86a18
c0f085e5
da45a825
866f084e
141df495
8e993129
44a3el8a

C
36ae27bf
148c059d
c87call4
b7a37e90
0ae2c8ba
fcd975bf
9c93652e
dd8laflb
64258930
b89f4da8
489b6d4b
301f586¢
23a3e4e9
c8234efb
c36cee2b
67cdfd2d
d46eb09¢c
27410103
2d148616
d12£94bc
c147d5e6
d430dcb0
Obcb8lel
504bb48b
109d0cde
€92a283b
62531d32

D
98badcfe
36ae27bf
148c059d
c87call4
b7a37e90
0ae2c8ba
fcd975bf
9c93652¢
dd81aflb
64258930
b89f4da8
489b6d4b
301586¢
23a3e4e9
c8234efb
c36cee26
67cdfd2d
d46eb09c
27410103
2d148616
d12f94bc
c147d5e6
d430dcb0
Obcb8lel
504bb48b
109d0cde
€92a283b

E
10325476
98badcfe
36ae27bf
148c059d
c87call4
b7a37e90
0ae2c8ba
fcd975bf
9c93652e
dd8laflb
64258930
b89f4da8
489b6d4b
301f586¢
23a3e4e9
c8234efb
c36cee2b
67cdfd2d
d46eb09c
27410103
2d148616
d12f94bc
c147d5e6
d430dcb0
Obcb81el
504bb48b
109d0cde
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O < < < < < < < < < < < < < < g < G < < < < < < e < g U O VR ORI VY

27
28 ::
29
30 ::
31
32
33
34
35
36 ::
37
38 ::
39
40 ::
41 ::
42
43
44 ::
45 ::
46 ::
47
48 ::
49
50 ::
51 ::
52
53 ::
54 ::
95
56 ::
57 ::
58 ::
59 ::
60 ::
61 ::
62 ::
63 ::
64 ::
65 ::
66 ::
67 ::
68 ::
69 ::

0920d6da
93881846
7bb13b8b
d72d809a
725e605¢
ee836e69
4091795
1740cd2d
3Jae274da
2b440566
3ab41628
6c0c6c05
a06ccd40
3d17a198
aa645397
a222c158
e019e372
ldecl fbl
65520199
f6b31c29
72da30c0
db3b55d3
a8fa93ca
8a281e20
b05855f0
ca802c35
4af6bla9
ele3dadae
2fa439b0
aa9577de
72dbd9de
5a3ebcce
3735alad
al0aZ2b9ca
€6045a60
165a6ddd
93adc4eb
bab79c49
40b1 fbc6
66b25e08
ee621520
2bb2{2e2
e92el54d

c65e076¢
0920d6da
9388846
7bb13b8b
d72d809a
725e605¢c
ee836e69
4091795
1740cd2d
3ae274da
2b440566
3ab41628
6c0c6c05
a06ccd40
3d17a198
aa645397
a222c158
e019e372
1decl fbl
655a0199
f6b31c29
72da30c0
db3b55d3
a8fa93ca
8a281e20
b05855f0
ca802c35
4af6bla9
ele3a3ae
2fa439b0
aa9577de
72dbd9de
5a3ebcce
373balad
a0a2b9ca
€6045a60
165a6ddd
93adc4eb
bab79c49
40b1 fbc6
66b25e08
ee621520
2bb2f2e2

c3148947
0ed98chbc
adb41241
f08d2711
7716762
0135aebb
c0b8edbc
dcd3dd06
2f2a9%e12
9a5a2e81
e9b475c4
0acch688
2c507568
0ad818d8
8140d99a
307a2143
2£54c8a7
b1444582
e5c033c6
623bd83f
32cab403
53ed6638
80ebb461
a7b676ab
95511527
4114503c
el 60b0ab
6b950058
5295ed63
5dc3c747
6054873
bd552aef
bcebb7b3
968faf33
4dcd686b
aB828ae72
39811698
45969b77
64eb7139
6eade712
902c7efl
19ac9782
3b988548

62531d32
c3148947
0ed98cbc
adb41241
f08d2711
7716762
013baebb
cOb8edbc
dcd3dd06
2f2a9e12
9aba2e81
€9b475c4
0acch688
2c507568
0ad818d8
8140d99a
307a2f43
2154c8a7
b1444582
e5c033c6
623bd83f
32cab403
53ed6638
80ebb461
a7b676ab
9551527
4114503c
e160b0ab
60950058
5295ed63
5dc3c747
60514873
bd552aef
bcebb7b3
968faf33
4dcd686b
a828ae72
39811698
45969b77
64eb7139
6eade712
902c7efl
19ac9782

€92a283b
62531d32
c3148947
0ed98cbc
adb41241
f08d2711
77161762
0135aebb
c0b8edbc
dcd3dd06
2f2a9e12
9a5a2e81
€9b475c4
0accb688
2c507568
0ad818d8
8140d99a
307a2143
2f54c8a7
b1444582
e5c033c6
623bd83f
32cab403
53ed6638
80ebb461
a7b676ab
95511527
4114503c
el 60b0ab
6b950058
5295ed63
5dc3c747
6054873
bd552aef
bcebb7b3
968faf33
4dcd686b
a828ae72
39811698
45969b77
64eb7139
6eade712
902c7efl
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J =70 :: f86f2f44 e92e154d
J =71 :: 7blce2l6 f86f2f44
J =72 :: 62cfdfbd 7blce2l16
J =73 :: al8b2ded4 62cfdfbd
J = 74 :: 72892a81 al8b2ded
J =75 i 2526c7a6 72892a81
j = 76 . f43fcc35 2526c7a6
J = 77 :: 8f24d2b2 f43fcc3b
J = 78 :: 06345c67 8f24d2b2
Jg =79 11 6d26f10f 06345c67
HO = 67452301 + 6d26f10f =

Hl = efcdab89 + 06345c67 =

H2
H3
H4

10325476

+

98badcfe + a3c934ac =
7d0ff30d =
c3d2elf0 + 8949ble9 =

Second 512-bit Block =

X[ 0]
X[ 1]
X[ 2]
X[ 3]
X[ 4]
X[ 5]
X[ 6]
X[ 7]
X[ 8]
X[ 9]
X[10]
X[11]
X[12]
X[13]
X[14]
X[15]

00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
0000010
00000000

8aecbcb8
7a4b8553
3elbchbdl
9ec73885
58b3f7ef
2862cb79
5ca24aal
8949b1e9
7d0ff30d
a3c934ac

d46c1410
£602070
3c8411aa
8d424783
4d1c93d9

3b988548 19ac9782
8aecbcb8 3b988548
7a4b8553 8aecbch8
3elbcbdl 7a4b8553
9ec73885 3elbcbdl
58b3f7ef 9ec73885
2862cb79 58b3f7ef
Sca24aal 2862cb79
8949b1e9 5ca24aal
7d0f£30d 8949ble9
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Round
Round
Round
Round

Round
Round
Round
Round

Round
Round
Round
Round

Round
Round
Round
Round

HO =
HI =
H2 =
H3 =
H4 =

1
—
o

1
—
—

1
—
[\

1
—
w

I
—
'~

1
—

O < < S < < < O < O U O VR Y
I
ol

1
—
»

1 X[16] =
b X[17] =
1 X[18] =
©X[19] =

g S w—ry

: X[16] =
s X[17] =
o X[18] =
o X[19] =

N DN NN

o X[16] =
s X[17] =
o X[18] =
o X[19] =

4 :: X[16] =
4 :: X[17] =
4 :: X[18] =
4 :: X[19] =

d46c1410
£602070
3c841laa
8d424783
4d1c93d9

A
11 17d£5796
: b08af9fb
1 9abld2da
1 21e76bbb
11 997ae4e0
1 eb3ebcd?
1 496dab30
: aa2a9d89
:t 9eef38bl
11 d2701168
1 8426d2dc
1t ab9lccle
1 £526dbb8
: ec2caddf
1t 1b1071d4
11 2dab6e95
1 2489881

O 0 3 O U1 &= W N = O

00000000
00000000
00000000
000001 f0

00000000
00000000
0000010
00000000

0000010
00000000
00000000
00000000

00000000
0000010
00000000
00000000

B
d46c1410
17d£5796
b08af9fb
9a51d2da
21e76b5b
997aedel
eb3ebc47
496da530
aa2a9d89
9eef38bl
d2701168
8426d2dc
ab9lcc2e
£526dbb8
ec2cad4f
1b1071d4
2dab6e95

C
081fc3d8
b0504351
7d5eb85f
2be7eec2
474b6a69
9dad6c87
eb938265
9711194
b694c125
aa7626a8
bce2c67b
c07da349
9b4b7210
4730ba96
9b6eel3d4
b2913fb0
41c7506¢

D
3c8411aa
081 fc3d8
b0504351
7d5eb85f
Z2be7eec?
474b6a69
9dad6c87
€b938265
9711194
b694c125
aa7626a8
bce2c67b
c07da349
9b4b7210
4730ba96
9bbee3dd
b2913fb0

E
8d424783
3c8411aa
081fc3d8
b0504351
7d5eb85f
2beTeec?2
474b6a69
9dad6c87
eb938265
9711194
b694c125
aa7626a8
bce2c67b
c07da349
9b4b7210
4730ba96
9b6eel3dd
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O < < < < < < < < < < < < < < g < G < < < < < < e < g U O VR ORI VY

17 ::
18 ::
19 ::
20 ::
21
22
23
24
25
26 ::
27
28
29
30 ::
31 ::
32
33
34
35
36 ::
37
38 ::
39
40 ::
41 ::
42
43 ::
44 ::
45
46 ::
47
48 ::
49 ::
50 ::
ol
52
53 ::
54 i
95
56 ::
57
58 ::
59 ::

55247elb
9cecb5f6
5d4028bf
d7b8245a
b55cd11b
c80f1bc9
40ecbc63
09a62ae9
3dddf101
619e20be
eb0f05b3
711aldaf
9aaldl2a
ba085316
893067a5
99557b90
00flcf6e
097ea83b
23cf8ded
296cefb2
7af5d598
baebe95b
e67dc4dl
6c25e610
bef8dae2
65db689f
b8c30d8a
7dechb6e2
9e974045
b425fce9
6744b0c3
Sabcadea
a2d323ff
98d058eb
f44£7316
89bb04a6
05b184d6
62988871
5d3736d1
6228183f
7flfcalb
dc6f42ab
3ba023e9

248c9881
55247elb
9cech5f6
5d4028bf
d7b8245a
bb5cdl1b
c80f1bc9
40ec5c63
09a62ae9
3dddf101
619e20be
eb0f05b3
711aldaf
9aal412a
ba085316
893067a5
99557b90
00flcf6e
097ea83b
23cf8ded
296cefb2
7af5d598
baebe95b
e67dc4dl
6c25e610
bef8dae2
65db689f
b8c30d8a
7decb6e2
9e974045
b425fce9
6744b0c3
Sabcadea
a2d323ff
98d058e5
f4417316
89bb04a6
05b184d6
62988871
5d3736d1
6228183f
7flfcalb
dc6f42ab

95ba54b6
32620492
9186d54
abed39d8
517eba80
48b5af70
a2376ab9
3793901e
b8c681d8
55d2134c
e2027bbb
417cc33c
0b67d61e
3bbee234
82553542
a62d7410
cf4b1260
172132aa
9edc01e3
507612fd
1bc8479f
df6452d9
ab30f5eb
b775d7d2
a3ccfb89
20d84bcc
c57df1b5
3ecbb6dl
1571861b
c4fbd8ad
8b3d2e80
d3684bf9
86ce8961
d4b57949
ff45a647
cb31a0bl
2de89eeb
4d137609
ac0b6309
e2d53110
aZ2babebd
7ec45030
36fe3f94

41c7506¢
95bab4b6
32620492
9186d54
abed39d8
517eba80
48bbaf70
a2376ab9
3793901e
b8c681d8
55d2134c
€2027bbb
417cc33c
Ob67d61e
3bbee234
82553542
ab2d7410
cf4b1260
f72132aa
9edc01e3
507612fd
1bc8479f
df6452d9
ab30f5eb
b775d7d2
a3ccfb89
20d84bcc
c57df1b5
3ecbb6dl
1571861b
c4fbd8ad
8b3d2e80
d3684bf9
86ce8961
d4b57949
ff45a647
cb31a0bl
2de89eeb
4d137609
acOb6309
e2db3110
aZbabebd
7ec45030

b2913fb0
41c7506¢
95ba54b6
32620492
91186d54
abed39d8
517eba80
48b5af70
a2376ab9
3793901e
b8c681d8
55d2134c
e2027bbb
417cc33c
0b67d61e
3bbee234
82553542
a62d7410
cf4b1260
£72132aa
9edc01e3
507612fd
1bc8479f
df6452d9
ab30fb5eb
b775d7d2
a3ccfb89
20d84bcc
c57df1b5
3ecbb6dl
1571861b
c4fbd8ad
8b3d2e80
d3684bf9
86ce8961
d4b57949
ff45a647
cb31a0bl
2de89eeb
4d137609
ac0b6309
e2d53110
aZbabebd
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J =60 :: 3a2fd57f 3ba023e9 f71bd0aa 36fe3f94 7ec45030
Jj = 61 :: 86d1d3b4 3a2fd57f 4ee808fa f71bd0aa 36fe3f94
J = 62 :: b2dfe3e2 86d1d3b4 ce8bfb5f 4ee808fa f71bd0aa
J = 63 i 7edbl506 b2dfe3de2 21b474ed ce8bf55f 4ee808fa
J = 64 :: f2a969ch 7edb1506 acb7{8f8 21b474ed ce8bf55f
J = 65 1 7eb909a3 2a969ch 9fb6c541 acb7f8f8 21b474ed
J = 66 :: 2b8229c3 7eb909a3 7caaba7l 9fb6cb4l acb7f8f8
J = 67 i 63eal937 2b8229c3 dfaed268 7caaba7l 9fb6cd4l
J = 68 :: ac6b4fa8 63eal937 cael8a70 dfaed268 7caaba7l
J = 69 :: d7657342 ac654fa8 d8fa864d cae08a70 dfaed268
J =70 :: f82fc887 d7657342 2b1953ea d8fa864d cae08a70
g =71 :: fec72df2 £82fc887 b5d95cd0 2b1953ea d8fa864d
J =72 :: 9633fde2 fcc72df2 feObf221 b5d95cd0 2b1953ea
J = 73 :: 703bdee2 9633fde2 bf3lchb7c feObf221 b5d95cd0
J = 74 :: 2af69707 703bdee2 a58cff78 bf3lcb7c felbf221
J =75 1 611f0e82 2af69707 9c0ef7b8 a58cff78 bf3lcb7c
J =76 :: 9fdf2cel 611f0e82 cabdabcl 9c0ef7b8 ab8cff78
J = 77 :: 378d8146 9fdf2cel 9847c3al cabdabcl 9c0ef7b8
J = 78 :: ea0027da 378d8146 67f7cb38 9847c3al cabdabcl
Jg =79 1 271249bb ea0027da 8de36051 67f7cb38 9847c3al
HO = 67452301 + 271249bb = fb7ebdch

Hl = efcdab89 + eal027da = e0022fca

H2 = 98badcfe + 8de36051 = ca6771fb

H3 = 10325476 + 67f7cb38 = f53alZbb

H4 = c3d2elf0 + 9847c3a0 = e5645779

of

f4]1Z= = cb 5d 7e fb ca 2f 02 €0 fb 71 67 ca bb 12 3a f5 79 57 64 €5
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