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Abstract. Qisasymmetric block cipher. It is defined for a block size of 128 bits. It
allows arbitrary length passwords. The design is fairly conservative. It consists of a
simple substitution-permutation network. In this paper we present the cipher, its design
criteria and our analysis. The design is based on both Rjindad[DR98] and
Serpent[ABK98]. It uses an 8-bit s-box from Rjindad with the linear mixing layers
replaced with two Serpent style bit-dice s-boxes and a linear permutation. The
combination of methods eliminates the high level structure inherent in Rjindad while
having better speed and avalanche characteristics than Serpent. Speed is improved over
Serpent. This version 2.00 contains better analysis, editorial changes, and an improved
key scheduling algorithm. The number of recommended roundsis also increased.

1. Introduction.

The call for an Advanced Encryption Standard (AES) received wide attention. A number of ciphers were
andyzed. Among them were Rjindad, Serpent, Twofish[SKWHF98], MARS[IBM98], RC6[RRSY 98],
and Crypton[LCH99]. These ciphers vary in structure and speed. Of the finalist Rjindad, Serpent and
Twofish seem to be the most promising. Serpent is the more conservative design and is dower in software.
Twofish is designed with a trade off between s-box memory and speed. Rjindad is fastest but has a high
level structure that may lead to future cryptanalysis. Q alows a relatively small amount of memory to be
used and the keys to be calculated at encrypt time dowing operation. The time-memory tradeoff is
important in limited memory environments. In Q we use afixed s-box but the two key mixing operations
surrounding the s-box equate to a keyed s-box. This representation allows fast operation and the added
security of a key dependent sbox. On the lighter side the name of this cipher was derived as a file
extension. On my system *.Q doesn’t conflict with any of the other filetypes. It isaso the first letter on
the keyboard.

2. Cipher Structure Specifications.

All decimal and hexadecimal numbers follow the normal Arabic convention of most significant digit on the
| eft.

All descriptions are ‘Little-endian’ ie. Smallest byte first (Figure 1). This is the format used in the x86
family of CPUs.

00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33

Figure 1 Byte Order
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These bytes are grouped into words (Figure 2).

03 13 23 33
02 12 22 32
01 11 21 31
00 10 20 30
word 0 word 1 word 2 word 3

Figure 2 Word Grouping

The cipher consigts of several rounds of operations.
Each round consists of:

In an actua implementation steps 1, 2, and 3 will be combined for faster round functioning. This will
result in four different byte substitution tables. This lowers key agility but provides faster round

Key A Mixing

Byte Substitution

Key B Mixing
Bit-dice substitution A
Key n Mixing
Permutation

Bit-dice substitution B

Keying KA

Byte Substution

Keying KB

Bit-Slice S-Box A

Keying Kn

Permutation

Bit-Slice S-Box B

functioning. These factors should be weighed when developing an implementation.

The key mixing steps are smple. 16 bytes of key are XORed with 16 Bytes of data. Keysn (wherenisthe
round number), W1 and W2 are defined as four independent 32-bit words ( Figure 4). The keys Key A and
Key B arefour identical 32 bit words used in each round (Figure 5). Notice that the keys Key A and Key B

are shifted by the permutation when applied towords 1, 2 and 3.

K[03] —~ 03 K[13] - 13 K[23] —| 23 K[33] > 33
K[02] —» 02 K[12] | 12 K[22] — 22 K[32] > 32
K[01] —» 01 K[11] > 11 K[21] | 21 K[31] | 31
K[00] —= 00 K[10] | 10 K[20] —| 20 K[30] = 30

Figure 4 Key Mixing Of Kn

Figure 3 Round Function
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K[3] = 03 K[2] | 13 Kl = 23 K] =~ 33
K[2] > 02 K[ > 12 K[o] > 22 K[3] > 32
K[1] —+ o1 Ko] | 11 KI3l —* 21 K[2] > 31
K[o] > 00 KBl | 10 K[2] = 20 K[1] - 30

Figure5Key Mixing of KA and KB

The byte substitution (Figure 6) is presented in tabular form suitable for direct use in C programs in
Appendix A. Thisbyte substitution is taken from Rjindadl.

S[03] S[13] S[23] S[33]
S[02] S[12] S[22] S[32]
S[o1] S[11] S[21] S[31]
S[00] S[10] S[20] S[30]

Figure 6 Byte Substitution

The KA, Byte Substitution, KB sequence can be combined to an equivalent set of four s-boxes (Figure 7)
for implementation purposes on processors with sufficient memory.  This representation must be weighed
againgt the cost of keying thetable.

S3[03] S3[13] | |S3[23]| |S3[33]
S2[02] S2[12] | |S2[22]| |S2[32]
s1[01] S1[11] | |Si[21]| |S1[31]
S0[00] SO[10] | |SO[20] | |SO[30]

Figure 7 Combined KA, Byte Substitution, KB asfour s-boxes.

The bit-dice substitution (Figure 8) takes the data as four 32-bit words and performs the operations
necessary to equate to a 4-bit s-box operation. The bit order of the bit-dice s-boxes is word 0 as least
significant bit and word 3 being the most significant bit. There are three bit-dice s-boxes described in
Appendix A. Theingtructions to carry out the bit-slice s-boxes are listed in Appendix B.
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03 » 13 > 23 > 33
02 » 12 @ 22 > 32
01 11 @» 21 <> 31
00 10 > 20 > 30

Figure 8 Bit-dice sbox A

The permutation (Figure 9) rotates takes the words 1, 2, and 3; and rotates them by 1, 2, and 3 bytes
respectively.

03 12 21 30
A A A

02 11 20 33

01 10 23 32
v \, \

00 13 22 31

Figure 9 Permutation

Finally the second bit-dlice substitution (Figure 10) performs a second 4-bit s-box operation with a different
s-box.

03 » 12 @ 21 > 30
02 » 11 @«> 20 > 33
01 10 > 23 |« 32
00 13 @» 22 @« 31

Figure 10 Bit-dice s-hox B
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Figure 11 Cipher structure

Now that each step in the round has been described we can

Pre-Whitening define the cipher in terms of the rounds (Figure 11).

1) Firg apre-whitening step with KW1 is performed.
2) rroundsarethen carried out
3) Next aKA step isdone after the last round

R R . .
ound 0 ound 0 4) Then abyte substitution step is performed
5) Followed by aKB step
| 6) Finally apost-whitening step with KW2 is performed
Round 1 Round 1 Note that in the diagram stepsthree, four, and five are

combined as described in the round description. This makes
the algorithm very symmetrical. Any analysis applied to the
encryption function applies equaly to the inverse function.

An important property of this cipher isthat the number of
rounds can be viewed as 3r+1 with KA and KB being repeated

keys.

Rounds 2 to r-2

The number of round is selected as 8 for low security
Round r-1 Round r-1 applications and 9 for high security applications.

3. Thelnverse Cipher

Keying KA
Byte Substitution Theinverseis, asnoted above, structurally very similar to the
Keying KB forward version. Only two steps with permutation and key

mixing arereversed. All other steps occur in the same order
but with the key ordersreversed and different s-boxes. The
inverse of each s-box islisted in Appendix A.

P ost-Whitening

The bit-dlice s-boxes obvioudy require different instructions
in the inverse than the forward version. These are noted in
Appendix B. Instruction sequences corrected for permutation are also listed Appendix C.

4. Key Scheduling Specifications

For keys longer than 256 bits a preprocessng step involving the polynomial in GF(2)
XZE4X B4 X B+ X8+1, Thispolynomial isused to dividethe key in GF(2). Keys less than 256 bits will not
be affected by this function. As this polynomial is primitive it is will provide good mixing. This is
primarily for ASCII keys. It isnot cryptographically strong but it isuseful. No strength above 256 hitsis
Created.

For keysthere are two cases, those with lessthanor equal to 128 bitsand those of greater than 128 bits and
less than 256 hits. In the case where the key is less than or equal to 128 hits, the high order half of the bits
isassumed to be zero.

A constant C is used in key setup. This is one word from the fractional part of the golden ratio (V5+1)/2
0x933779h9. This value was chosen because it was used in Serpent. This step was originally before the
byte subgtitution and after the key mixing. It was moved to a location after the byte substitution and before
the bit-dlice s-box.

A round counter is XORed a the beginning of each keying round. It was previousy considered and
regjected for the 128-bit key, however it is necessary for the 256-bit case so it is now regpplied in this
version.
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The operation of the keying is similar to a single round of encryption applied to the low order half of the
256 bit key. The steps of keying are as follows:

1) A single byte round counter is XORed to KL[0O] (this step is new it insures that each round key is
unique).

2) XOR thehigh order half of the key to the low order half of the key, that is KL =KH.

3) Perform a byte substitution on the low order half of the key.

4) XOR constant C by word KL[0Q], that is KL[0]"=C. (This differs from version 1 where this step was
before the byte substitution).

5) Perform a bit dice s-box (using s-box C) operation on the low order half of the key.

6) Perform a permutation

7) Take off key words

The key byte ordering is as shown in Figure 12. This convention is the same as before.

KL

Byte 00 00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33

KH

Byte 16 00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33

Figure 12 Key byte ordering

The round counter isinitialized to zero and incremented a each step. The bytevalues are 0, 1, 2, 3, 4, 5, 6,
7, 8,9, 10, 11, 12, 13, 14, 15, and 16. This sequence can be continued to 255 before repeating. The XOR
operation isshown in Figure 13.

03 13 23 33

02 12 22 32

01 11 23 31

R > 00 10 20 30
coulgter word KL[0] word KL[1] word KL[2] word KL[3]

Figure 13 XOR byte counter

The mixing of the two key halves is shown in Figure 14. Notice that for KH=0 step 2 is a null operation.
Thisisvery important in memory limited environments.
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KH[03] —{ KL[03] | |KH[13] > KL[13] | |KH[23] — KL[23] | |KH[33] | KL[33]
KH[02] —{ KL[02] | |KH[12] > KL[12] | |KH[22] — KL[22] | |KH[32] = KL[32]
KH[01] —{ KL[01] | |KH[11] = KL[11] | |KH[21] F—{KL[21] | |KH[31] | KL[31]
KH[00] —{ KL[00] | |KH[10] > KL[10] | |KH[20] — KL[20] | |KH[30] | KL[30]

Figure 14 XOR high half of key tolow half - KL*"=KH

The fixed value XOR is shown in Figure 15.

0x9e » 03 13 23 33
0x37 [— 02 12 22 32
0x79 — 01 1 23 31
Oxb9 [— 00 10 20 30
constant word KL[0] word KL[1] word KL[2] word KL[3]

Figure 15 Constant XOR

The byte substitution and permutation are the same as for the round function. The bit-slice s-box C is from
adifferent classthan A and B. The key information produced is taken off in 4 word increments. Theuseis
asfollows:

Discard, KW1, KAB, KO, K1, ..., Kr-1, KW2
KAB is broken down into four words with KA=word 0 and KB=word 1. When used they are four identical
wordswith the permutation applied. Theinitial discard step isnew. It was determined that two rounds are
needed for good mixing. Previously KW1 was considered sufficiently mixed. In light of better analysis
thiswas changed. Single bit changeswill potentially propagate to all bitsin two rounds.

5. Implementation Notes.

If memory is available it is much faster to setup four lookup tables if any quantity of data is to be
processed. Thisavoidsaset of 8 XORsin each byte substitution step.
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A simple method of checking the consistency of the tables byteS and invbyteS is I=byteSinvbyteS[1]] for
al I. Another method is constructing an XOR table. This shows any random inconsistency with XORs
greater than 4 or (0,0) greater than 256 or the zero row (or column) not zero. A final method is summing
the boxes. The sum is 32640 for any 8-bit bijective s-box. This appliesif the tables are used directly or
with the KA/KB modification. Any or all of these methods may be used to verify correct table distribution.
In high-speed implementations this step will be removed once verification is completed. Actual validation
with the test vectors should still be done.

The ordering of inputs and outputs in the sequences given in Appendix B are NOT the sequences that
would produce the actual s-boxes. As noted they are permuted. The corrected version is shown in code in
Appendix C. To achieve correct implementation in a true bit-dlice algorithm only one test vector is needed
for each independent bit-dice s-box. But the ordering of inputs and outputs must be thoroughly tested for
interaction with the other components.

Thereversibility of the key schedule provides an important check of functionality.
Test vectors at intermediate pointsin each round should be used during development.

The byte counter XORed in the key generation should be XORed into the least Sgnificant byte. This may
be a problem on some architectures. On ‘big-endian’ architectures a byte is aligned with the most
significant, instead of least significant, byte of the word.

6. Design Criteria

One of the primary design criteria was that the cipher be faster than Serpent. Another design goal was that
the cipher be immune from differential [BS93] and linear cryptanalysis.

The selection criteriafor thefour bit s-boxes are the same asthose for Serpent.

1) All s-hoxesare hijective.

2) The s-boxes consisted of no more than one Boolean equation of order 2 when expressed in algebraic
normal form. All other equations must be order three.

3) The XOR tablgBS93] hasno entry higher than 4.

4) Nosingle bit changeresultsin aone-bit changein the output.

5) The minimum hamming distancel M S77] between any one output and any one input or itsinverseis6.

6) TheLinear Approximation Table[OL95] hasno entry greater than 4.

After thorough analysis of the Serpent s-boxes it was determined that only 14 classes of s-boxes exist. In
these class dl s-boxes have an inverse in a different class so there are only 7 pairs of classes. This was
accomplished by enumeration using the methods similar to Yang[YJH91] in his enumeration of DES s
boxes. Specifically all equations of order 2 & 3 that are balanced and have non-linegrity of 4 were found.
Then those pairs were found whose hamming distances are 8. These pairs then had one more equations
added to form triples that were checked for orthogondity. Finaly a fourth equation was added and
checked that the properties above hold. Several optimizations were made to the search since the order of
the equations does not matter. Finally a set of numbers representing al 67584 possible s-boxes and the 24
permutations of their outputs was produced. Permutations of inputs and outputs and negations of inputs
and outputs yield the s-boxes in a class. Under the negations of the inputs and outputs any permutation
may be converted to a form with zero as a fixed point. Thiswill be referred to as the ‘natura form’ of the
permutation. This search of classes was inspired by Dag Arne Osvik in private correspondence when he
suggested that the form of the enumeration might suggest that there are only 11 s-boxes as
67584=24* 256* 11.

Only 3 broad classes of these permutations exist when taken over the set of al (non-degenerate) linear
transformations of inputs and outputs. This is obvious since order 2 and order 3 equations remain order 2
and order 3 respectively over the set of all linear transformations. The s-boxes can be grouped into those
with one equation of order 2 in the s-box and its inverse. Those with no equation of order 2 in the s-box
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anditsinverse. Andfinally those with one equation of order 2 in the s-box but not in theinverse (only one
classanditsinverse).

In Serpent the s-boxes used were selected arbitrarily. The s-boxes here were sl ected with speed as a prime
consideration. A search was conducted using a method developed by Dag Arne Osvik|ODAQO]. A state
machine modeling the x86 class of processors was adopted. Only 5 registers are used due to restrictions of
the general programming environment. Only 6 operations are used NOP, OR, AND, XOR, MOV, and
NOT. Certain heuristics are used to prune the search tree[SS98]. Since the process was till very slow
randomization was done to prune the tree further[AC99]. The output was examined to find the fastest pairs

of s-boxes and inverses. The search was broken down into those s-boxes with an order 2 equation and
those with no order 2 equation. No s-boxes with al equations of order 3 were found during the runs. The
search depth was limited to 18 instructions on those runs. It was concluded that on this state machine
Serpent S3was optimal. A quicker equation in natura form was found for the S2 s-box. S-boxes with one
direction requiring 15 instructions and the other direction requiring 16 were alsofound. There should be s-

boxes with both directions being 15 instructions but none have been found. All of the 15 instruction forms
are from the same class as Serpent S2 or itsinverse'sclass.

One of the s-boxes used is actualy Serpent s-box 3 (s-box B). S-box B was chosen as it has all equations
of order 3in both forward and inverse forms. The other s-box (s-box A) was found using the search. Itis
equivalent to the class of s-boxes that include Serpent s-box 2. The s-box C used for the keying is another
s-box found from the search of s-boxes. The condensed data from the run finding these the two s-boxes
used is found in Appendix B. The s-box A with its inverse are the first pair found. The keying s-box C is
the first s-box not from the class represented by that s-box. No fast corresponding inverse was found.
However an 18-instruction form was found for the inverse of s-box C in a new search. The output of the
search program indicates how it wasinitialized. This allows duplication of the results. The program to do
so will be made available.

A large number of bit-glice s-boxes should be avoided as the number of classes is small and leads to long
code. The s-boxes selected may not be ‘optimal’ in the sense that no faster s-boxes exist. However the
code sequences are faster than the s-boxes used in Serpent. The three s-boxes used here are all from
different classes. The s-boxes are used in the natural form although it should be possible to find fast pairs
with one bit set in the zero position. The use of s-boxes with zero as a fixed point is not necessarily a
weakness since ANY s-box can be converted to this form with the appropriate XOR masks on input and
outputs. The key material being inserted between the two bit dice x-boxes effectively changes them to
forms without zero as a fixed point.

The eight bit s-box is taken directly from Rijndagl. A search was attempted for an s-box that had no single
bit output changes for a single input bit change but the resulting s-boxes had linear and differential
characteristic that were about double those for the s-box used. Various hill-climbing and randomization
techniques were also tried [MCD98][MCD99][MCD97][MBCCD99][MZ92][KF99]. Using a known s-box
increases the confidence that no trap doors are located in the cipher.

The additions of KA and KB were introduced to provide variability to the 8-bit s-box. This idea was
introduced by Harris and Adams[HA98]. They recommended key dependent XOR and permutation
operations on s-boxes as a way to increase the security of ciphers. The rotation of KA and KB, asit is
introduced into the bit-dice s-boxes, is designed to ensure that al the changes to the hit-dice s-box are
different. If the rotation was not present then each s-box input would be exactly complemented or exactly
the same as the natural form.

The pre- and post-whitening steps were introduced with DESX[KR69]. In fact it can be seen that any non-
key dependent operation can be peeled off of the cipher.

The permutation was selected as a smple rotate of the words. This provides even diffusion of the words.
The cipher is very uniform. Any differentials will have rotated components. However thisisnot seen as a
weakness. By keeping symmetry no new imbalances in the differentiads are introduced. This was
experimented with on 8-bit s-boxes. The conclusion was that bresking the symmetry destroys the low
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linear probabilities. Thiswas for the eight bit s-box used. Another s-box may fair better. In this case no
additions were made to destroy symmetry since the keying step will add non-symmetric data.

The keying operation was given the same general structure as the cipher. One round is not sufficient to
provide one-wayness with a known second half. This structure equates to keying a similar cipher with
identical round keys. The second s-box is dropped to increase keying speed. Thisis also a factor of the
number of fast s-box classes available.

The keys are output in the order they are first used. This order is important. There is not sufficient mixing
to use KA and KB before two iterations. After two iterations a single bit changein the key affects at least 4
bits meaning thereisahigh probability that at least one bit will changein KA or KB.

The congtant in the keying step is taken directly from the Serpent keying procedure. Selecting a good
known mathematical constant limits the search basically to three numbers, pi, e, and the golden ratio.
There are an infinite number of mathematical constants but these are the ones most commonly used in
cryptography. The use of the constant ensures that the s-box acts as if zero was not a fixed point for half of
the s-boxes. This number may vary as there are 64 hit-dice s-boxes and the operation can be seen as
affecting either one set of 32 or both depending on the most convenient point of view.

The keying procedure was changed dlightly to diminate a class of weak keys. This class existed when a
256-hit key was used. All bytes in each word were required to be equal after the constant was added. This
class|eft al words in each round key equal. Thiswas a class of 2% weak keys. By moving the constant to
a location away from the KH/KL mixing point, it no longer commutes with the key mixing. The round
counter was added to ensure that al round keys are different. This isimportant in preventing attacks that
might be based on such keys. Note that KA and KB come from two words of a single round key and may
be the same.

The number of roundsis selected as eight for low security and nine for high security. Thereason for these
selections relates the number of total rounds when viewed with 3r+1 taken as the number of rounds. For
the low security case there are 25 s-box layers and for the high security case there are 28 s-box layers.
Each s-box layer is accompanied by a corresponding key. For many of these rounds the key is the same
(KA/KB) but it is not known to be exploitable. These values were chosen to provide a speed gain over
Serpent while providing equivalent security. The number of rounds has been increased from version one.
The security margin was inadequate. 7 rounds are required for differentia security and 8 for linear
security. Thehigh security case adds an extraround as a precaution.

7. Security of Q

a) Genera Security

To determine security we must define feasible. Every one will have their idea of what is‘feasible’.

It is conjectured that no ‘feasible’ attack requiring lessthan 264 plaintext/ci phertext el ements exists except
for the obvious plaintext collision attack (probabilistic dictionary attack) which occurs with the frequency
determined by the birthday paradox (text regularities may improve this). Thisis true for any 128-bit block

size cipher.

The Method of Formal Coding attack may also be used. With this number of total bits MFC requires an
infeasibly large amount of memory. The number of terms is about 2¢°*.

b) Differential Cryptanalysis
The firgt and most obvious attack is due to the fact that a one bit change in the input to the 8-bit s-box can

yield a one bit change in the output. To get a working attack we need a one bit change in the 8-hit s-box
that maps to itself. Thechoicesare bits0, 5and 7 (Table 1).

10
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Table 1 Input (left) vs. Output XOR with one bit changed

0 1 2 3 4 5 6 7
0 M X X X
1 X X X
2 X
3 X X
4 X X X
5 X X M X X
6 X X X
7 X X M

Next we need a one to two bit characteristic that reverses itself. Additionally this characterigtic must be in
words 0 and 2 or words 1 and 3. This requirement is due to the permutation. In this case we find such a
characteristic with word 1 asthe one bit and words 1 and 3 asthe two bits (Table 2).

Table 2 Two-One bit characteristics of 4-bit s-boxes

s-box A s-box B is-box A Is-box B
In OXA Out 0x2 416 (-2) | 2/16(-3) | 2/16(-3) | 416 (-2)
In 0x2 Out OxA 2/16(-3) | 416 (-2) | 4/16(-2) | 2/16(-3)

Next we need arecurrence. We define four affected bytes A, B, C and D. We can fix alocation based on
the permutation and have therest of the cipher revolve around it.

C D

A B

In examining Table 3, it can be seen that the best one round characteristic has probability 2%, This
expands to a characteristic of 7 rounds of 2%, With the final byte substitution (two active s-boxes) thisis
2 With one additiona round the probability is 2%. The 7 round characteristic is above the minimum
characteristic as quoted in Serpent of 2%, In Table 3 severa items are listed as No DC meaning that D
cannot expand to C.

Other characteristics are possible but none have significantly higher probabilities. For example a second
bit in each byte could be used raising the probahilities to 1/64 for the byte substitution but this is offset by
the added active bit-dice s-boxes. Differentials with more rounds are possible. In fact in the 7 round case it
would seem that any good differentia is going to be significantly more complex.

This attack can be applied to each of the bits 0, 5, and 7 in 4 different ways leading to 12 sets of
differentials.

Table 3 Active bytesand log, differential probabilities

Input ByteSub Bit Slice A Perm Bit Slice B Qutput (total)
A A-7 AB,-3 AD,0 NoDC NoDC

AB AB,-14 A-2 A0 AB,-2 AB,-18

AC AC,-14 ABCD,-6 ABCD,0 AC,-6 AC,-26
ABC ABC,-21 ACD,-5 ACB,0 ACD,-5 ACD,-31
ABD ABD,-21 NoDC NoDC NoDC No DC
ABCD ABCD,-28 AC,-4 AC,0 ABCD,-4 ABCD,-32

11
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Now that the best characteristics are calculated, we observe that the classic differential attack to Feistel

networks does not apply to an SPN. However the attack from Chen and Tavares{CT98] is applicable. In
that attack the number of s-boxes active in the second and last rounds are calculated when one s-box in

round oneisactive. Thedifferentials described above help in that respect. When they hold, the input to the
first round s-box must be two values and the output from the first s-box is also one of two values. But we
note that no high probability differentialswith only one active s-box exist. An avalanche occurs quickly.

Noting that an attack with one active s-box in round one fails spectacularly, we again look at our iterative
characteristic. Thereare anumber of false characteristicsthat will give identical results. For example if bit
1 ischaosen in round one then the outputs may actually be bit 7 and propagated through the network till they
swap back to 1 via3 and 4. This observation makes the signal to noise ratio high. With the extremely low
probability of the characteristic we will need a huge number of pairs to get a satisfactory result. This
property exists because of the regularity of the cipher. Breaking symmetry at any point prevents the false
differentials from being the same probability.

¢) Linear Cryptanalysis.

Taken from Keliers, Meijer and Tavare KMT99] result for a 16 layer SPN has differential probabilities on
the order of 2**.  For the 8-bit s-box the highest linear characterigtic with any number of inputs has
probability 16/256 (1/16). The highest probability single bit linear characteristic for a four bit s-box is 2/16
(1/8) and for multiple bitsis 4/16 (1/4). For one round the probabilities are for one bit active (1/1024)*4
and for more active bits (1/256)*4. The theoretical minimum (with multiple active inputs) for 8 roundsis
2%, However using the Table 1 from Serpent and extrapolating to 21 rounds the result is 2'%. A more
practical bound (single input) on the eight round probability is 2%. This however only allows for one
active s-box in each layer. Due to the avalanche this number is at least 2%, Even this is probably an over
estimate but it would not allow an attack. Some of these low numbers may seem disturbing but this is a
guaranteed lower bound.

Table 4 Input (left) vs. Output singlebit LAT (over 256) for byteS

0 1 2 3 4 5 6 7
12 |0 14 |12 |8 -4 4 12
2 8 2 6 -2 8 -16 | -2
-8 2 6 6 12 | -16 | 2 -2
2 2 4 0 12 |6 2 4

-12 | -2 -6 -2 -8 -10 | O 8

6 -10 | -2 -12 |2 0 -8 12

4 -4 -12 |16 |12 | -8 -12 1 4

~NO|O|AIWINFIO

-12 1-12 |16 |14 | -8 12 | 4 -4

As can be seen from the single bit LAT Table 4 most of the probabilities are lower. Only a few good one-
bit characterigtics exist.

Sample paths are
0,0 and 6,6 prob. 27
7,2,5,7,2,5,7,2,5 higher prob. 2788

Next we can construct a path through the bit-dlice s-boxes. The simplest path is through word 2. This path
is iterative with probability 1/8 for both s-boxes. This allows acharacteristic path in the range of 2 for 8
rounds of both s-boxes. When we combine these two the bound is indeed 28, This single hit
characterigtic includes 9 bits of KA and 9 hits of KB as well as 8 bhits of round keys and two bits of
whitening. And thisonly gives us aparity of these bits. Note that linear cryptandysis assumes independent
variables. 3 hits each from KA and KB are in fact repeated. Multi-round linear characteristics will not
necessarily follow the high probability path. Infact interference will occur on every round in the byteS and
on every even round asthe linear bit rotates back to the position synchronized with other bits from the bit-
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dice s-boxes. Inactual four s-box (1 and 1/3 rounds) testing the probabilities did not hold, probably due to
the interference effect, therefore the minimum probability of a characteristicis at least 2° times worse. This
is the minimum possible probability. No linear characteristic will have a probability this high. For the 9
round case the probability is higher by at least 7 bits.

The actual best linear characteristic is more likely in the 2° range.
More analysisin this areais needed.
d) Reduced brute force work

Itis possible to reduce the search work given a single ciphertext/plaintext pair. To perform this attack will
require performing a large number of key generation operations. Each key generation operation produces a
new key, stepping through the key space by taking the next key from the discarded key. Thesewill tend to
form cycles. This reduces the brute force search work factor by a factor of 10 or 12 depending on the
number of rounds. The key generation is much quicker using thisimproved method.

This can be sped up even more. All keys forming a specific KA/KB pair are grouped. These groups can be
formed in asimple manner. Theremaining key bits are chosen in some order. Back stepping three times
using the inverse of the key generation step allows finding the original key and stepping forward will yield
the remaining key schedule. But the KA/KB can modify the s-box byteS. So the steps required are
reduced to the fastest possible key generation and the fastest possible encryption.

e Key security

The key transformation is highly non-linear however one complete round key is sufficient to recover all
round keys for a 128 bit key size. The effort required to recover one complete round key is conjectured to
be within a factor of 16 of enumerating al possible keys or requiring more than 2% number of data pairs.
Unralling the round keys once one is recovered istrivia. For the 256 bit case two round keys are required
that are adjacent. For separated round keys the attack is complex but till feasible. If 2 round keys
separated by two other unknown round keys are attacked the effort approaches 128 bits quickly.

Methods requiring a number of key bits from each round are possible. These should be explored further
since they arerequired for a successful differentia or linear cryptanalysis.

Due to the nature of the key generation algorithm no keys have equivalent round keys.

Keysthat generate KA or KB as zero may be considered weak. However only onein 2% keys will do this.
No way is known to explait this weakness. This condition is equivalent to choosing any particular value
for these keys. If fact they may be guessed with an effort on the order of 2°2. This would seem to be
required to attack the cipher. | do not know of any oracle that will allow such an attack.

The following observation on version 1 of this cipher:
A class of very low entropy 256 bit keys will exist when the key contains dl bytes in
each word are identical after the constant C is XORed with the KH[Q]. In this case all
bytes in a round key word will be identical. There will be 2 of these keys. This
condition is easy to check for, simply XOR KH[Q] by C then XOR all bytesin aword by
the lowest byte.

This was corrected in this version. A round counter was also added to insure no sets of round keys
contained more than two adjacent round keys that are identical.

f) Slide Attacks

Due to non-linear nature of the key generation algorithm, genera dide attacks are unlikely to be successful.

13
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The round function in this cipher does not fall under the category of ‘weak’ as defined by Biryukov and
Wagner[BW99]. Further a dide attack suggests that the round transformation F[j]=F[j+1]. Thisis not the
case if the key cannot be easily extracted from the basic round function.

Now dlide attack can be applied to any variant with only keys KA and KB. This requires removing the
round keys and pre and post whitening.

0) Related key attacks

Certain key pairs will have ‘dide’ key schedules. When the same ciphertext is encrypted with a pair of
‘dide’ keys the keys will differ by N key generation steps. These ‘dide’ keys are the outputs of each round
of the key generation. However finding a ‘dide’ key for a given key and N is equivalent to finding the
actual key. An attack of thisnatureisvery difficult dueto the variable KA and KB. However there will be
‘dide’ keysthat will leave KA and KB the same. Encrypting the same text with a‘slide’ key is dangerous.
Doing so with a ‘dide’ key that leaves KA and KB unchanged is even more dangerous. An actual
application of this weakness to an attack has not been found.

h) Davies-Murphy

Davies-Murphy attacks require multiple inputs to adjacent s-boxes. Generalizations of this attack relate to
any s-box that isnot bijective. All of the s-boxesin Q are bijective.

i) Boomerang attacks

The existence of 12 differentials suggests that an improvement with a boomerang might be possible.
However due to all of the 12 differentials existing in a set of two planes (words 1 and 3 and two set of
aternating bytes) with respect to the cipher, it will be impossible to match the differentials. The comments
about differential attacks above hold for boomerang attacks as well.

i) Approximation attacks

Approximation of the byte substitution s-box and of the bit-dice s-boxes would have different
requirements. The 4-bit s-boxes have order of 3 so it may be possible to eventudly develop a low order
attack but the 8-bit s-box has order 7. The total order of one round is no less than 41. The 8-bit s-box
would require interpol ation approximation whilethe 4-bit s-boxes do not have ‘nice’ GF(2) representations.
Since these approximations do not form a group, these attacks are not applicable.

k) Impossible Differentials

Although the possibility of impossible differentials cannot be entirdy discounted the actual use of such
differentiadls seems unlikely. All possible differentidls have uniformly low possibility therefore
distinguishing between impossible and possible is difficult.

[) Other attacks

Partitioning cryptanalysis and statistical cryptanaysis do not seem to be better tools than those applied
above. Extension to linear attack usng low order approximation seems the most promising attack. More
work isneeded in that area.

8. Estimated Efficiency

The estimated efficiency in software is about 550 cycles on an AMD Athlond 650 with 128MB of RAM
running under Windows 98SE. Theround time measured at 67 cycles. Thiswasinfunctioncall. The byte
substitution with KA/KB addition is about 48 cycles. The total is finally reached of less than 584
cycles/block of about 36.5 cycles/byte. The inverse is the same speed. Due to the smaller amount of key
material generated thekeyingisalso fairly fast. Thisisfixed at about 50 cycles/subkey. Thisyields atota
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keying time of about 500 cycles. The keying of the byte substitution with KA and KB takes about 400
cycles. Thiswill reduce the round time by 8 XOR operations or about 8 cycles since they require memory
lookups. That will reduce the total round time to less than 60 cycles. The code was not optimized for
Athlon0 execution. The optimizations were for Pentium Pro(].

Efficient memory usage requires only a counter in addition to the key material for key setup. Thisisa
single byte. The key setup requires additional memory to store KA and KB or speed will be impacted
severely. They can however be calculated without additional memory overhead. Due to the reversible
nature of the key schedule keys can be calculated in forward or reverse direction from a given round key.

For ciphering only one byte is needed in addition to the counter mentioned above. Plus possible an
additional round counter for the cipher rounds. If ROM is limited this may be necessary. This alows the
cipher to run with only 3 bytes of ram in addition to the round key and cipher text.

In the 128-hit version of keying the mixing of the upper 256 bytes of key material can be dropped. Thisis
important in memory limited environments.

This cipher should be more efficient in hardware than Rijndadl.
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Appendix A

unsigned byteS[256] = {

99, 124, 119, 123, 242, 107, 111, 197, 48, 1, 103, 43, 254, 215, 171, 118,
202, 130, 201, 125, 250, 89, 71,240, 173, 212, 162, 175, 156, 164, 114, 192,
183, 253, 147, 38, 54, 63, 247,204, 52, 165, 229, 241, 113, 216, 49, 21,
4,199, 35,195, 24,150, 5,154, 7, 18,128, 226, 235, 39, 178, 117,
9,131, 44, 26, 27, 110, 90, 160, 82, 59, 214, 179, 41, 227, 47, 132,
83,209, 0,237, 32,252,177, 91,106, 203, 190, 57, 74, 76, 88, 207,
208, 239, 170, 251, 67, 77, 51,133, 69,249, 2,127, 80, 60, 159, 168,
81, 163, 64, 143, 146, 157, 56, 245, 188, 182, 218, 33, 16, 255, 243, 210,
205, 12, 19, 236, 95, 151, 68, 23,196,167, 126, 61, 100, 93, 25, 115,
96, 129, 79, 220, 34, 42, 144, 136, 70, 238, 184, 20, 222, 94, 11, 219,
224, 50, 58, 10, 73, 6, 36, 92,194, 211, 172, 98, 145, 149, 228, 121,
231, 200, 55, 109, 141, 213, 78, 169, 108, 86, 244, 234, 101, 122, 174, 8,
186, 120, 37, 46, 28, 166, 180, 198, 232, 221, 116, 31, 75, 189, 139, 138,
112, 62, 181, 102, 72, 3, 246, 14, 97, 53, 87,185, 134, 193, 29, 158,
225, 248, 152, 17,105, 217, 142, 148, 155, 30, 135, 233, 206, 85, 40, 223,
140, 161, 137, 13, 191, 230, 66, 104, 65, 153, 45, 15,176, 84, 187, 22,
h

unsigned invbyteS[256] = {
82, 9,106, 213, 48, 54, 165, 56,191, 64, 163, 158, 129, 243, 215, 251,
124,227, 57, 130, 155, 47, 255, 135, 52, 142, 67, 68, 196, 222, 233, 203,
84, 123, 148, 50, 166, 194, 35, 61,238, 76, 149, 11, 66, 250, 195, 78,
8, 46,161, 102, 40, 217, 36, 178, 118, 91, 162, 73,109, 139, 209, 37,
114, 248, 246, 100, 134, 104, 152, 22, 212, 164, 92, 204, 93, 101, 182, 146,
108, 112, 72, 80, 253, 237,185, 218, 94, 21, 70, 87,167, 141, 157, 132,
144, 216, 171, 0, 140, 188, 211, 10, 247, 228, 88, 5,184, 179, 69, 6,
208, 44, 30,143,202, 63, 15, 2,193, 175,189, 3, 1, 19,138, 107,
58, 145, 17, 65, 79, 103, 220, 234, 151, 242, 207, 206, 240, 180, 230, 115,
150, 172, 116, 34, 231, 173, 53, 133, 226, 249, 55, 232, 28, 117, 223, 110,
71,241, 26,113, 29, 41, 197, 137, 111, 183, 98, 14, 170, 24, 190, 27,
252, 86, 62, 75,198, 210, 121, 32, 154, 219, 192, 254, 120, 205, 90, 244,
31,221, 168, 51,136, 7,199, 49,177, 18, 16, 89, 39, 128, 236, 95,
96, 81, 127,169, 25, 181, 74, 13, 45, 229, 122, 159, 147, 201, 156, 239,
160, 224, 59, 77,174, 42, 245, 176, 200, 235, 187, 60, 131, 83, 153, 97,
23, 43, 4,126,186, 119, 214, 38, 225, 105, 20, 99, 85, 33, 12, 125,
|3

unsigned sA[16]={0,13,6,8,11,7,1,14,9,10,5,15,2,4,12,3};
unsigned invsA[16]={0,6,12,15,13,10,2,5,3,8,9,4,14,1,7,11} ;
unsigned sB[16]={0,15,11,8,12,9,6,3,13,1,2,4,10,7,5,14} ;
unsigned invsB[16]={0,9,10,7,11,14,6,13,3,5,12,2,4,8,15,1};
unsigned sC[16]={0,9,10,4,11,7,12,1,13,6,3,15,14,8,5,2} ;
unsinged invsC[16]={0,7,15,10,3,14,9,5,13,1,2,4,6,8,12,11} ;

the constant C in hexadecimal with theleading 1 and alarge number of digitsfrom UBASIC.

1.9E3779B9 7F4A7C15 F39CC060 5CEDC834 1082276B F3A27251 F86C6A 11 DOC18E9S 2767F0B1
53D27B7F 0347045B 5BF1827F 01886F09 28403002 C1D64BA4 OF335E36 FOBAD7AE 9717877E
85839D6E FFBD7DC6 64D325D1 C5371682 CADDOCCC FDFFBBEL

Note that the last few digits probably contain some error.
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Appendix B

Note that the sequence given for the inverse of s-box A isin permuted form and that these operations give
the outputs in a permuted form. Care must be taken that these are properly aligned See appendix see for
actual code. The sequences are given in Intel [ instruction format.

Parameters1 4 3 20000 1 29 216750081
Programs 15 7 11 14

found 7 r 16 0 2 n 33334

in 32894 in 33462 in 14521 in 29171 in 33465 in 32897 in 10877 in 32263 in 28748 in 25143 in 19612 in
22900 in 27613 in 23095 in 18516 in 23838 in 30689 in 29253 in 12778 in 29857 in 33025 in 32881 in
10646 in 32309

p 33334 p 32759 p 33313 p 17437 p 30051 p 30632 p 29467 p 18154 p 34254 p 32748 p 34250 p 11776 p
33680 p 30159 p 33676 p 11144 p 24769 p 26769 p 24628 p 11173 p 24441 p 27146 p 23392 p 12889

0 2 0001111011100001 0001100010000000

3 3 0110011000101101 0110000001011000

1 3 0010110010110110 0011100111100010

2 3 0100100101100111 0101101100111010

s010611373859154214 12 11

i0312611 82579115144 1310

mov 4,0 and 0,1

xor 0,2 mov 2,4

xor 4,0 xor 2,1

and 1,4 xor 0,3

xor 1,3 and 3,4

xor 3,2 mov 2,1

orl3 and23

xor 1,4 xor 2,4

found 20r 16 0 2 n 23838

in34254t132in34250t 321N 32748t 321n11776t32in 33680t 32in 33676t 32in 30159t 32in 11144 t
32in 33334t 32in 33313t 32in 32759t 32in 17437t 32in 30051t 32 in 29467 t 32 in 30632t 32 in
181541t 32in 244411 32in 23392t 32in 27146t 32in 128891t 32in 24769t 32in 24628t 32 in 26769 t 32
in 11173t 32

p 23838 p 12778 p 27613 p 25143 p 22900 p 10646 p 28748 p 23095 p 29857 p 18516 p 30689 p 33462 p
32309 p 19612 p 33025 p 32897 p 32263 p 14521 p 33465 p 32881 p 29171 p 10877 p 32894 p 29253

1 2 0100111010110001 0101110010000000

4 3 0010110101011001 0011100001110010

0 3 0110010100110110 0110001001000110

2 3 0101100111010010 0100101011110010

s0136811711491051524123

i06121513102538941417 11

mov 4,0 xor 0,1

xor 0,2 xor 1,3

or40 and2,0

xor 1,4 xor 4,2

mov 2,4 and 4,1

xor 4,0 xor 0,3

and 0,1 xor 3,4

xor 0,3 xor 2,3

found 8r 16 0 2 n 17887

in 31834 in 31833in 31621 in 18791 in 31046 in 31045 in 29776 in 20439 in 31755 in 31747 in 31633 in
13643 in 30502 in 30474 in 29802 in 13648 in 27466 in 27437 in 24180 in 18810 in 28140 in 28132 in
24175 in 20449
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p 17887 p 11215 p 24652 p 7790 p 15351 p 12919 p 24316 p 7783 p 12167 p 11218 p 23488 p 9972 p
8627 p 12920 p 21752 p 8388 p 2847 p 7862 p 21636 p 2723 p 5327 p 7859 p 22568 p 4043
3 2 0100110110110010 0101111010000000
1 3 0010110001111001 0011100101000000
0 3 0001011011011010 0001011110100000
2 3 0110101010011100 0110101010001110
s09104 117121136 31514852
i0715103 1495131246812 11
xor 0,1 mov 4,2
xor 2,3 xor 3,1
or20 and3,0
xor 3,2 xor 2,1
or 1,3 xor 4,2
xor 0,2 xor 1,4
or4,0 xor23
xor 0,1 xor 2,4

the following search produced a sequence for Shox inverse C

Paraneters 1 4 4 20000 6 90 245628934
Prograns 17 8 10 16
Starting O
Starting 1
found 1 r 18 0 2 n 23

in0Ot 36in0t 36in0Ot 3in0t 36in0t 3 in0t 36in0t 36
in0Ot 36in0t 36in0Ot 3in0t 36in0t 36 in0t 36in0t 36
in0Ot 36in0t 36in0Ot 3 in0t 36in0t 3 in0t 36in0t 36
in0Ot 36 in0t 36in0t 36
P23 p22p 18 p 2p 17 pl6p 12 p 4 p2l p20p 19 p 0O p 15 p 14 p
3 plp9p8p7p3pllpl0Op6pPS5S

2 0110011010010110 0110000010001000

3 0100001110101101 0101011110010000

3 0010111011100001 0011101010100010

3 0111100010001011 0111100010001010
s0O0O 11 13 8 12 5 7 2 15 4 6 1 10 3 9 14

NF,OWPR

i 0 11 7 13 9 5 10 6 3 14 12 1 4 2 15 8
xor 0,1 nov 4,1

xor 1,2 xor 2,3

or 1,2 and 3,2

xor 1,3 xor 4,2

xor 3,0 or 0,1

xor 0,4 xor 1,3

xor 1,2 xor 2,0

and 2,1 xor 1,4

xor 1,2 xor 2,4

The sequences for S-box three areliged in Dag Arne Osvik’s paper. Andin codein Appendix C.
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Appendix C

The followi ng code fragnents define Sbhoxes A B, and C and their

inverses. r0 to r4 may be any unused registers.

from code assenbl ed

Shox A

;start

nov
Xor

; shoul d synchroni ze for

xor
xor
or
and
xor
xor
nov
and
xor
xor
and
xor
xor
xor

wi th NASMWV

esi, [ esp+pl ai nt ext +f r ane]

ro, [ esi +0]
ri,[esi+4]
r2,[esi+8]
r3,[esi+12]

r4,r0
ro,rl

ro, r2
ri, r3

r4,r0

r2,r0
rl, r4
rd,r2
r2,r4
r4,rl
r4,r0
ro, r3
ro,ri
r3,r4
ro, r3
r2,r3

i nverse s-box A

These sequences are

pentium here

:Xor
:Xor

;nov 4,0
;xor 0,1
;xor 0,2
;xor 1,3
or 4,0
;and 2,0
;xor 1,4
;xor 4,2
;nov 2,4
;and 4,1
;xor 4,0
;xor 0,3
;and 0,1

3,4

0,3

2,3

:Xor

esi, [ esp+ci phert ext +f r ane]

[esi+0],r1l
[esi+4],r4
[esi+8],r0
[esi+12],r2
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Shox inverse A
nmov esi, [ esp+pl ai nt ext +f r ane]
nov r1,[esi+0]
nov r3, [esi +4]
nov r2, [ esi+8]
nmov rO0, [esi+12]

;start inverse sboxa

mov r4,r0 ;nov 4,0
and r0,r1l ;and 0,1
; shoul d synchroni ze for pentium here
xor r0,r2 ;xor 0,2
mov r2,r4 nov 2,4
xor r4,r0 ;xor 4,0
xor r2,r1l ;xor 2,1
and rl,r4 ;and 1,4
xor r0,r3 ;xor 0,3
xor rl,r3 ;xor 1,3
and r3,r4 ;and 3,4
xor r3,r2 ;xor 3,2
mov r2,rl chov 2,1
or rl1,r3 or 1,3
and r2,r3 ;and 2,3
xor rl,r4 ;xor 1,4
xor r2,r4 ;xor 2,4

nov esi, [ esp+ci phertext +f rane]
nov [esi+0],r2

nmov [esi+4],r3

nov [esi+8],rl

nov [esi+12],r0
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Sbox B

esi, [ esp+pl ai

ro, [ esi +0]
ri,[esi+4]
r2,[esi+8]

r3,[esi+12]

;start s-box b

nov
or

xor
and
xor
xor
and
or
xor
xor
and
xor
xor
or
xor
xor
nov
or
xor

r4,r0

ro,r3
; shoul d synchr oni

r3,rl
rl, r4
rd,r2
r2,r3
r3,r0

r4,rl

r3,r4
ro,ri
r4,r0
ri,r3
rd,r2

rl,r0

ri,r2
ro, r3
r2,rl

rl,r3

rl,r0

rd =710
;rol=r3
ze for
r3r=rl1l
rl&=r4
r4h=r2
r2h=r3
;1r3&= 10
i rdl=r1
r3r=r4
rof=r1
rd4&=r0
r1nh=r3
r4h=r2
;rll=r0
rin=r2
r0”h=1r3
r2 =r1l
yrll=r3
r1”r=r0

nt ext +f r ane]

pentium here

esi, [ esp+ci phert ext +f rane]

[esi+0],r1
[esi+4],r2
[esi+8],r3

[esi+12],r4
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Shox inverse B
nmov esi, [ esp+pl ai nt ext +f r ane]
nov rO0, [ esi +0]
mov rl,[esi+4]
nov r2, [ esi+8]
nov r3, [esi+12]

;start inverse s-box b

mov r4,r2 r4 =r2
xor r2,rl r2h=r1l
; shoul d synchroni ze for pentium here
xor r0,r2 ronh=r2
and r4,r2 i rd4&= r2
xor r4,r0 r4anr=r0
and r0,r1 r0&=r1
xor rl1,r3 r1nh=r3
or r3,r4 yr3l=r4
xor r2,r3 r28=r3
xor r0,r3 ;r0h=1r3
xor rl,r4 rif=r4
and r3,r2 r3&=r2
xor r3,rl r3r=rl
xor rl1,r0 r1”r=r0
or rl,r2 yrll=r2
xor r0,r3 ;r0h=1r3
xor rl,r4 rif=r4
xor r0,r1l ;rol=r1

nov esi, [ esp+ci phertext +f rane]
nov [esi+0],r2
nov [esi+4],rl
nmov [esi+8],r3
nov [esi+12],r0



Q: A Proposal for NESSIE v2.00

Shox C
nmov esi, [ esp+pl ai nt ext +f r ane]
nov rO0, [ esi +0]
mov rl,[esi+4]
nov r2, [ esi+8]
nov r3, [esi+12]

;start inverse s-box b

xor r0,r1l ;xor 0,1
mov r4,r2 ;nov 4,2
; shoul d synchroni ze for pentium here
xor r2,r3 ;xor 2,3
xor r3,rl ;xor 3,1
or r2,r0 or 2,0
and r3,r0 ;and 3,0
xor r3,r2 ;xor 3,2
xor r2,rl ;xor 2,1
or rl1,r3 or 1,3
Xor r4,r2 ;xor 4,2
xor r0,r2 ;xor 0,2
xor rl,r4 ;xor 1,4
or r4,r0 or 4,0
xor r2,r3 ;xor 2,3
xor r0,r1l ;xor 0,1
xor r2,r4 ;xor 2,4

nov esi, [ esp+ci phertext +f rane]
nmov [esi+0],r3
nov [esi+4],rl
nmov [esi+8],r0
nov [esi+12],r2



