Zenoss'

e ———— =
Core Extended Monitoring

Zenoss, Inc.

WWW.ZEenoss.com




Zenoss Core Extended Monitoring
Copyright © 2013 Zenoss, Inc., 275 West St. Suite 204, Annapolis, MD 21401, U.S.A. All rights reserved.

Zenoss and the Zenoss logo are trademarks or registered trademarks of Zenoss, Inc. in the United States and other countries. All other trademarks,
logos, and service marks are the property of Zenoss or other third parties. Use of these marks is prohibited without the express written consent of
Zenoss, Inc. or the third-party owner.

Amazon Web Services, AWS, Amazon Elastic Compute Cloud, and Amazon EC2 are trademarks of Amazon.com, Inc. or its affiliatesin the United
States and/or other countries.

Cisco Nexusis aregistered trademark of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.
Flash is aregistered trademark of Adobe Systems Incorporated.

Oracle, the Oracle logo, MySQL, and Java are registered trademarks of the Oracle Corporation and/or its affiliates. Other names may be trademarks
of their respective owners.

Linux is aregistered trademark of Linus Torvalds.

SNMP Informant is atrademark of Garth K. Williams (Informant Systems, Inc.).

Sybase is aregistered trademark of Sybase, Inc.

Tomcat is atrademark of the Apache Software Foundation.

VMware is aregistered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions.
Windows is aregistered trademark of Microsoft Corporation in the United States and other countries.

All other companies and products mentioned are trademarks and property of their respective owners.

Part Number: 03-062013-4.2-v05




< g1 1

A oo TU Q4 = o o S 1
1.1.1. WOorking With ZENPaCKS .........uiiiiiiiiic e e e e e e e e e aes 1

1.2. Viewing Loaded ZENPAaCKS ..........iiiiiiiiii e 1
1.3, INSEAING ZENPACKS ... coviiiiiii it e e e e e e e e et e e et e e et e e e e et e e et a et 2
1.3.1. Installing from the CommMand LiNe ...........iiiiiiiiiii e e e e e e eees 2
1.3.2. Installing from the UsSer INEErfate .......c.uiiiiiii e e 3

O = 1] o A= g =t T 3
1.4.1. Why Create @ ZENPACK? .....uuiiiiiiiiii e e e e e e e e e e e e et e e et e e et e eannaaes 3
1.4.2. Create @ ZENPACK .......uuiiiiiii e e et e e et e e e e et a et aae 4
1.4.3. Add a Database Object t0 @ ZeNPaCK ..........cc.iiiiiiiiiiii e 4

1.4.4. View Database ObjeCtS iN @ ZENPaCK ..........oiiiiiiiiiiieiie e e 5
1.4.5. Remove a Database Object from a ZenPack ............coviiiiiiiii i 5

1.4.6. Adding Other HEMS 10 ZENPACKS ......uiiveciii e e 5

1.5, PaCKaging ZENPACKS .......uiiiiiiiiii e e et e e e e e r e e e e e a e 5
1.6. DIiStriDULING ZENPACKS ... ceuuiiiii et e e e e e e e e e e e et e e et e e et e s et e e et e eetn e eanaees 6
L1.7. REMOVING ZENPACKS ....iitiiiii i et e e e e e e e et e e et e e e e e et e et e e et e e et e e et e e aaeeannns 6
1.8. Where to Find More INfOrMEHION ........oeeuunieiiii e e et e e et e e e et e e e eat e e e entnaaeees 7
|, ZENOSS COME ZENMPECKS ... ieiiiti ettt e ettt e et e ettt e e et e e e et et e e et et e e e ettt e e e es bt eaeeatnseeeeatnaeeaestnaaeeenes 8
2. AMBZON WED SEIVICES ...t e e e e et e e et e e et e e eaaens 9
225 I Y oo 11 | PSP 9

A (= (= o 01 (== 9

2.3 FEBIUMNES ...ttt et e e e e e rns 9
2.3.1. Discovery of EC2 ENtItIES .. .c.uuiiiiiiii et e e e 9

G 7 Y, o a1 (o4 T oo NP 10

2.3.3. GUESE DEVICE DISCOVEIY ...cvuiiiiieiii et e et e e e e e e e e e e e e e e e et e e eanaaee 11

G S Y oY | 3] o o P 11

P (o 11

2.5. Working with the EC2Manager ACCOUNT ........cvuuuiiiiieeieeeieeee e ee e e e e e e et e e e eanes 13
2.5. 1. ClOUOWELCH DA8 ... eeeevieeeeiie ettt e e et e e e ena e e e eaanns 13

2.5.2. Templates and COlECHON .........uiiiiiiii e e 14

2.5.2.1. Example: Initiating Load-Based Elasticity for an EC2 Setup .........ccocvvvvevvnnnnnnn. 14

3. APACNE WD ST ..oeii i e 15
35 Y oo 11 | PP 15

G . (= (= o (01 = 15

GG I 17 o TSI\, Ko o (o) 1 oo P 15
3.3.1. Display the Status Page in Apache Version 1.3 or Higher ..........ccoooeviiiiiiiiiiiieciieeen, 15

3.3.2. Display the Status Page in Apache VErSioN 2.X ........coocvuiiiiiiiiiiiniiie e 17

3.3.3. Verifying Your Apache Configuration ..............cooeeiiiiiiiiieiiin e 18

3.3.4. Configure Zenoss Core to Monitor the Web Server .........coocoiviiiiiiin i, 18

B B =T 1[0 1 PP 19

B T | 0 T = PN 20
N oo 1 | PO 20

A = = o 0T ) (=< N 20

4.3. Enable ENhanced MOOEIING ....coovuiii e e e e e 20

A D =< 1 o PP 21

5. DEVICE SEAICI ...t 22
ST Y oo 11 | PP 22

I . (= (= o 01 == 22

6. Domain Name SYSIEM (DINS) ..uuuiiiii it e e e e e e e et e e et e e et e et e e et e e eanaaees 23
30 Y oo T | PP 23

L3220 1T 1Y, o a1 (o 23
N B = (= (= o U1 = 23

6.2.2. ENAbl€ MONITOIING ..ovvuiiii e e e e e e e e e et e e e eaaaas 23




Zenoss Core Extended Monitoring

LSS A B NN ES 1Y o T 1 (o SN 23
T B =, (= 1= o U1 ] == 24

(SR ¢ o TSN\, o a1l o] 1 oo 24

B.4. DBEIMONS ...ttt ettt ettt ettt ettt e e e e e eas 24

7. File Transfer ProtOCOl (FTP) ...t e e e e e e e e e e e e e e e et e e et e eanaees 25
5 T Y oo 11 | PP 25

A . (= (= o 01 = 25

AT 17 o T3\, Ko ol o) 1 oo P 25

7.4. Enable Secure Site MONITOMNG .....ucvveiiiiieie e e e e e e e e e e e e e e et e e e eaaas 25

7.5. TUNINg fOr Sit€ RESPONSIVENESS ... .cvuiiiiiieiiieeie e e e e e e e e e et e e e e et e e et e et e e saeaetnees 26

7.6, DBEIMONS ...ttt ettt e e ettt et et r e e ens 26

ST el = O o =0 1 PP 27
S35 Y oo 11 | PSP 27

A . (= (= o 01 = 27

8.3. Enable Enhanced MOEliNG ......covuniiiiiiiii e e 27

S B =T 1[0 1 PP 28

9. Internet Relay Chat (IRC) ....uuiiiiiieii e e e e e e e e e e e e e e et e e e e eanas 29
120 Y oo T | PP 29

A o (= = o 01 = 29

LS G 07 o TSI\, Ko g o) 1 oo P 29

S B =T 1[0 1 PP 29

10. Jabber INStANt MESSAGING ....cvvvuiiii e et et et e e e e e e e e e e e e et e e et e e et e e et eeaaneestnaeetnaeesnneees 30
05 Y oo | PP 30

O o = 1= o 11 =P 30

O o 7= o L=, Ko g Tl o) 1 oo RPN 30

O B =< 140 L PP 31

11. Java 2 Platform Standard Edition (J2E) .......ccovuiiiinieii e e 32
0 O oo PPN 32
0 O 1/ Q2 - o (o o0 o PP 32

11.1.2. ZenIMX CapabilitiES ....cccuuniiiiiiiii e 32

11.1.3. Allowable Parameter TYPES ....cvuuuieiieeii et e e e e e e e e e e et e e s e et e e e e eens 33

11.1.4. Single Value ArbUte CallS .........oovviiiiii e 33

11.1.5. Complex-Value Attribute CallS ..........cocovuiiiiiiii e 34

11.1.6. Example Method CallS .........uiiiiiiiiiiiic e e 34

11.1.6.1. No parameters, SiNgle return ValUE ...........ccovvieiiieeiiiiecie e e ei e 35

11.1.6.2. No parameters, multiple values returned in List format .............c.ccovevinnennnnn. 35

11.1.6.3. No parameters, multiple values returned in Map format ..............cooceeeeennnnns 35

11.1.6.4. Single parameter in polymorphiC OPEration ............ceceuuveiiiieeiineeiiiieeiieennnnns 36

11.1.6.5. Multiple parameters in polymorphic operations ............cccovevvieiiiiieiiineeinens 36

11.1.7. SPECial SENVICE URLS ....uuiiiiiiiii ettt e e e et eeeeaaaeeeeees 37

A o = = o 11 =P 37
11.2.1. Oracle Java Runtime Environment (JRE) ........c.ooeviiiiiiiiiiiieci e, 37

11.3. Example to Monitor @ JMX ValUE ........iiiiiiiiii i e e e 38
11.3.1. Enabling REMOLE IMX ACCESS ...uuuiiiieieieeeiee e et e e e e e e e e e e et e e et eean e eees 38

11.3.2. Configure Zenoss Core with a Custom Data SOUICE .........cccvvevivievinieeiiieeiiie e, 38

11.4. Monitor Values in TabularData and CompositeData ObjectS ...........coevvvviiiiiieiiiiciiiieceeaen, 40

11.5. Using JConsole to QUENY @ IMX AQENE ....iivuiiiieeii e e e e e e e e e e et e e eaaas 40
SR~ N 1Y D Q@ o1 o o'~ N 44

A V= 04 To YA A | [ 1 o T 44
ST~ N 1Y G T o 1 oo 44

IR I B =< 140 L PR PTPTRT 45

12. Lightweight Directory Access Protocol (LDAP) ReSPONSE TIME .....uuivivnieiiieiii e e e e 46
20 L oo L | PP 46

A = = o 11 = 46




Zenoss Core Extended Monitoring

13.

14.

15.

16.

17.

18.

19.

20.

T 17 o LY, Ko g Tl o) 1 oo R 46
N o= W B L= Y = TSP 46

R B =< 140 L PP 47
TS @ I BT = o 7= = PP 48
30 Y oo | PP 48
T o = 1= o 811 = 48
T 7= o L=/ Ko gl o) 1 oo R 48
13.3.1. Authorize MySQL Performance Data ACCESS ........ueiviieiiiieeiiieeeiie e e e e e e eainees 48

13.3.2. SEt UP ZENOSS COME ...vuiiiiiie ettt e e e e e e e e e et e e e e en 48

R B =< 140 L PP 49
Network News Transport ProtoCol (NNTP) ......iiiniiiiici e e e e 50
I O oo 1 | PP 50
A = = o 11 == 50
I 7= o LY, Ko g Tl o) 1 oo R 50
B =< 140 L PP PTTT 50
Network Time ProtoCOl (NTP) ....uuiiiiieiii e e e e e e e e e e e e et e e e e eeeas 51
S0 Y oo | PPN 51
T o = 1= o 811 =P 51
T 7= o L=, Ko g Tl o) 1 oo R 51
R B =< 140 L PR PTPTRT 51
ONC-Style Remote Procedure Call (RPC) ......couuiiiiiiiii e e e e e e e 52
G20 Y oo 1 | PP 52
A o = 1= o 811 =P 52
S 7= o LY, Ko g Tl o) 1 oo R 52
R B =< 140 L PP 52
SSH MONItOrNG EXAMPIE ....cveeiiiici e e e e e e e e e e e e e e et e eaaaaee 53
0 Y oo | PP 53
A = 1= o 11 = 53
17.3. Set Linux Server Monitoring CredentialS ..........u e e 53
N (o I 1 10 g = oY= PSP 53
ST B =< 140 L PP 54
AV N Sl =Sy o] o PP 55
S 30 O oo 1 | PP 55
T o = 1= o 811 = 55
18.2.1. Installing Prerequisite Libraries ........cccooviiii i 55

18.3. Enabling the ZEeNPack ..........ccccuiiiiiiii e 56
R R B =< 140 L PP 57
Web Page ReSponse TimMe (HTTP) ... e e e e e ean s 58
5 Y oo 1 | PP 58
R A o = 1= o 11 = 58
RS 7= o L= Y, Ko gl o) 1 oo R 58
19.4. Check for a Specific URL or Specify Security SEttingS .........oovvvviieiiiiiiiii e 58
19.5. Check for Specific Content on the WED Page ..........coovvviiiiiiiiii e 59
19.6. TuNiNg fOr Sit€ RESPONSIVENESS .....cvuiiiiieeii e ee e e e e e e e e e e e et e e e e e et e e e eaens 60
RS B B =< 14 To L PP 60
D IV AT 0 I T PP 61
220 0 N oo 1 | PP 61
B = = o U1 ES ) (= 61
20.3. MOdEl HOSES @N0 GUESL ....ceevviieeeiii et ettt e e e e e et e e e e aa e 61
PO D =< 1 1] PP 61




Chapter 1. ZenPacks
1.1. About ZenPacks

ZenPacks provide a plug-in architecture that extends and modifies the system to add new functionality. This can be as
simple asadding new device classes or monitoring templates, or as complex as extending the datamodel and providing
new collection daemons.

Y ou can use ZenPacks to add:

* Monitoring templates

» Data sources

e Graphs

» Event classes

» Event and user commands

* Reports

* Model extensions

* Product definitions

Simple ZenPacks can be created completely within the user interface. More complex ZenPacks require development
of scripts or daemons, using Python or another programming language.

ZenPacks can be distributed for installation on other Zenoss Core systems.

1.1.1. Working with ZenPacks

A range of provided ZenPacks add and extend system functionality. The following sections provide information and
procedures to help you:

* View, ingtall, and create ZenPacks
» Package and distribute ZenPacks

* Remove ZenPacks

1.2. Viewing Loaded ZenPacks

To see which ZenPacks are loaded on your system:
1. From the navigation bar, select Advanced.

The Settings page appears.
2. Select ZenPacksin the |eft pandl.

Thelist of loaded ZenPacks appears.
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Figure 1.1. L oaded ZenPacks
Settings Loaded ZenPacks |

Commands Pack Create a ZenPack... || Package A T Eg
Users ZenPacks.zenoss. Install ZenPack.. zenoss Zenoss 2.0.1 Ye
ZenPacks.zenoss. Zenoss Zenoss 1.0.0 Ye

Delete ZenPack... )

Jobs ZenPacks.zenoss. ZEnoss Zenoss 1.1.3 Ye
T ZenPacks.zenoss.ApacheMonitor Zenoss Zenoss 2.1.2 Ye
ZenPacks.zenoss.BiglpMonitor Zenoss Zenoss 2.2.2 Ye

Daemons ZenPacks.zenoss.BrocadeMonitor zenoss  Zenoss 2.0.4 Ye
Versions ZenPacks.zenoss.CheckPointMonitor Zenoss Zenoss 1.0.4 Ye
Backups ZenPacks.zenoss.CiscoMonitor Zenoss Zenoss 2.6.0 e
ZenPacks.zenoss.DellMonitor Zenoss Zenoss 2.1.0 Ye

ZenPacks.zenoss.Diagram Zenoss Zenoss 1.1.1 Ye

ZenPacks.zenoss.DigMonitor Zenoss Zenoss 1.0.2 Ye
ZenPacks.zenoss.DistributedCollector Zenoss Zenoss 2.2.2 Ye

ZenPacks.zenoss.DnsMonitor ZEnoss Zenoss 2.0.2 Ye
ZenPacks.zenoss.EnterpriseCollector Zenoss Zenoss 1.0.0 Ye
ZenPacks.zenoss.Enterpriselinux Zenoss Zenoss 1.1.0 Ye
ZenPacks.zenoss.EnterpriseReports Zenoss Zenoss 2.1.2 Ye
ZenPacks.zenoss.EnterpriseSecurity Zenoss Zenoss 1.0.0 Ye
ZenPacks.zenoss.EnterpriseSkin Zenoss Zenoss 2.0.1 Ye

ZenPacks.zenoss.FtoMonitor z&noss Zenoss 1.0.2 Ye

From the action menu on this page, you can create, install, and delete ZenPacks.

Note

Alternatively, you can view loaded ZenPacks from the command line:

zenpack --1list

1.3. Installing ZenPacks

ZenPacks are distributed as . egg files. You can install ZenPacks from the command line on the Zenoss Core server,
or from the user interface.

Note

Y ou can find free, open source ZenPack eggs at the Zenoss Community ZenPacks page:

http://community.zenoss.org/community/zenpacks

1.3.1. Installing from the Command Line

Use these commands to install a ZenPack file, and then restart the system:

zenpack --install <filename>
zenoss restart

If you have the source code for the ZenPack you can install directly from that rather than from an . egg file. The
command is the same; however, you must specify the directory containing the source code. This copies the source
code to $ZENHOVE/ ZenPacks:

zenpack --install <directorynanme>
zenoss restart

If you are developing a ZenPack, you should maintain your source code outside of $ZENHOVE/ zenPacks for two
reasons:

« if you issue a zenpack --remove command it will delete your code from that location and you will lose your files
unless you have them backed up elsewhere.
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« if you are maintaining your source code in a version control system it is frequently more convenient to have the
files reside elsewhere on the file system.

Using the --link option, you can install the ZenPack but have the system use your code from its current location.
Instead of installing your code in $ZENHOVE/ ZenPacks, the system will create a link in that location that points to
your source code directory.

zenpack --link --install <directorynane>
zenoss restart

This option is useful for testing your ZenPacks. When you develop a ZenPack outside of $ZENHOVE/ ZenPacks, you
may want your changes to be caught by the version control system and installed in place, so that future edits affect
theinstalled ZenPack.

1.3.2. Installing from the User Interface
To upload and install a ZenPack . egg file from the user interface:
1. From the navigation bar, select Advanced > Settings.

2. Intheleft panel, select ZenPacks.

3.
From (Action menu), select Install ZenPack.
The Install ZenPack dialog appears.
4. Browse to and select the . egg file you want to install, and then click OK.

Thefileis uploaded to the Zenoss Core server and installed.

Note

After installing the ZenPack, you should restart the system.

1.4. Creating ZenPacks

Read the following information and procedures to learn more about why you might want to create a ZenPack, and
how to:

* Create a ZenPack

» Add adatabase object to a ZenPack

» View database objectsin a ZenPack

» Remove a database object from a ZenPack

» Add other items to a ZenPack

1.4.1. Why Create a ZenPack?

Suppose you have developed a monitoring template for a new piece of hardware. Y ou have created data sources for
the OID's you think are worth monitoring, threshol ds to make sure some of these values stay within reasonable limits,
and severa graph definitions to show this data graphically. Perhaps you also have created a new device class for this
hardware. Y ou can create a ZenPack to easily distribute your template and device class to other administrators. This
ZenPack can be entirely created from within the user interface.

Asanother example, suppose you want to monitor anew piece of software running on one of your servers. Y ou would
like to monitor several performance metrics of this software, but they are available only via a programmatic AP
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provided with the software. Y ou could develop anew collector daemon to gather dataviathis APl and provide it back
to the system. Y ou might also create a new type of data source to provide configuration data for the new collector.
Obviously this effort would require development skills and intimate knowledge of the system not necessary for the
previous example, but this functionality can be distributed as a ZenPack.

1.4.2. Create a ZenPack

Use the following instructions and guidelines to create a ZenPack.

Note

Y ou must be logged in as an administrator to create a ZenPack.
1. From the navigation bar, select Advanced > Settings.

2. Intheleft panel, select ZenPacks.

From (Action menu), select Create a ZenPack.

The Create a ZenPack dialog appears.

4. Enter the name of the ZenPack, which must be in the format:
ZenPacks.Organization.ldentifier

where Organization is a name that identifies you or your organization and Identifier is a string that represents the
intent of your ZenPack.

Note
Do not use underscoresin ZenPack names. ZenPacks whose hames include an underscore break on export.
5. Click OK.

The system creates the ZenPack object in the database and a new directory in the file system $ZENHOVE/ Zen-
Packs/ YourZenPackiD.

1.4.3. Add a Database Object to a ZenPack

To add a database object (such as a device, service, or event class, event mapping, user or event command, device
organizer, or monitoring template) to a ZenPack:

1. Navigateto the object in the interface.

2. From the Action menu, select Add to ZenPack.

Figure 1.2. Add to ZenPack

4 LOCATI]

Bind Templates
- @ Al
Reset Bindings
@ g
: 0 I Clear Geocode Cache

Ow Add to ZenPack...
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The Add to ZenPack dialog appears.

3. Sdlect aZenPack from the list of installed ZenPacks, and then click Submit.

1.4.4. View Database Objects in a ZenPack
To view the objects that are part of a ZenPack:

1. From the navigation bar, select Advanced > Settings.

2. Intheleft panel, select ZenPacks.

3. Click the name of aZenPack in thelist.

The ZenPack Provides area of the page lists objects that are part of the ZenPack.

1.4.5. Remove a Database Object from a ZenPack
To remove a database object from a ZenPack:

1. From the navigation bar, select Advanced > Settings.

2. Intheleft panel, select ZenPacks.

3. Click the name of aZenPack in thelist.

4. Select an object in the ZenPack Provides area of the page.

5. From the Action menu, select Delete from ZenPack.

1.4.6. Adding Other Items to ZenPacks

ZenPacks can contain items that are not database items, such as:
» Daemons

» Data source types

e Skins

Y ou can add these to a ZenPack by placing them in the appropriate subdirectory in the ZenPack's directory.

1.5. Packaging ZenPacks

Follow these steps to create an installable ZenPack .egg file:
1. From the navigation bar, select Advanced > Settings.
2. Intheleft panel, select ZenPacks.

3. Click the name of a ZenPack in thelist.

4,
From (Action menu) located at the bottom left of the page, select Export ZenPack.

The Export ZenPack dialog appears.
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Figure 1.3. Export ZenPack

Export ZenPack

0 Export to $ZENHOME/exports
Export to 3ZENHOME/exports and download

5. Select one of the export options:

» Export to $ZENHOM E/exports - Exports the ZenPack to a file named ZenPacklD. egg in the $ZENHOVE/ ex-
por t s directory on the Zenoss Core server.

» Export to $ZENHOM E/exports- Additionally downloads the exported file to your browser. Other administra-
tors can then install this exported . egg file.

6. Click OK.

1.6. Distributing ZenPacks

Zenoss encourages you to distribute ZenPacks to the Zenoss open source community. To make a ZenPack publicly
available, follow the ZenPack Development Process instructions posted to this location:

http://community.zenoss.org/docsDOC-8495

Installable . egg files are supplied at the Zenoss Community ZenPacks page:
http://community.zenoss.org/community/zenpacks

ZenPack code is posted to:

https://github.com/zenoss/

1.7. Removing ZenPacks

Deleting a ZenPack can have unexpected consequences. Before you take this action, consider that:

» Deleting a ZenPack will delete all objects provided by the ZenPack, as well as al objects that depend on code
provided by the ZenPack. Zenoss recommends that you view a ZenPack's detail page to see its dependencies, files,
and classes before removing it.

* Removing a ZenPack that installs a device class removes the device class, any contained device classes, and all
devicesin that class.

Before removing a ZenPack, you should:
» Delete any data source of atype provided by the ZenPack

» Back up your system data. (See the section titled "Backup and Restore" in Zenoss Core Administration for infor-
mation on backing up system data.)

To delete a ZenPack:

1. Select the ZenPack from the Loaded ZenPacks list.
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2. Select Delete ZenPack from the Action menu.

3. Click OK to confirm removal.

Note

If the ZenPack includes daemons, you must manually stop these after deleting the ZenPack.

1.8. Where to Find More Information

Further information about ZenPack development is available in the Zenoss Developer's Guide.
Discussions about ZenPack devel opment and implementation take place on these forums:

* http://community.zenoss.org/community/devel opers/zenpack _devel opment

* http://community.zenoss.org/community/forums

* https://github.com/zenoss
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Chapter 2. Amazon Web Services
2.1. About

The Amazon Web Services™ ZenPack allows you to monitor Amazon Elastic Compute Cloud™ (Amazon EC2™)
server instances. It collects information for these objects monitored through a combination of AWS EC2 and Cloud-
Watch APIs:

When you install the ZenPack, the / Aws/ EC2 device class is added to your Zenoss Core instance. A single device in
the EC2 class, EC2Manager , represents your EC2 account. All instances and instance types are contained in the EC2
account manager.

2.2. Prerequisites

Y ou must have avalid Amazon Web Services account with the Elastic Compute Cloud service enabled.

Modeling and performance requeststo Amazon are sent via XML over http or https. Y ou must open port 80, port 443,
or both on your Zenoss Core server so that requests can be sent to Amazon's infrastructure through the Internet.

The Zenoss Core server time must be correct; otherwise, no performance datawill be returned.

Table2.1. Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 4.2.x
Required ZenPacks ZenPacks.zenoss.AWS

ZenPacks.zenoss.PythonCollector

Note

The ZenPacks.zenoss. AWS supercedes the older ZenPacks.zenoss.ZenAWS that was installed by default
on versions of Zenoss prior to version 4.2.4. Please remove the ZenAWS ZenPack before installing
ZenPacks.zenoss. AWS.

2.3. Features

The following features are available in this ZenPack:

» Discovery of EC2 entities

» Monitoring of CloudWatch metrics

» Optiona auto-discovery and monitoring of instance guest operating systems

» Optional service impact with addition of Zenoss Service Dynamics product

2.3.1. Discovery of EC2 Entities

The following entities will be automatically discovered through an account name, access key and secret key you
provide. The attributes, tags and collections will be updated on Zenoss' normal remodeling interval which defaults
to every 12 hours.
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» Regions
Attributes: 1D
Collections: VPCs, Subnets, Zones, Instances, Volumes
* Zones
Attributes: 1D, Region, State
Collections: Instances, Volumes, Subnets
* VPCs
Attributes: ID, Region, CIDR Block
Tags. Name, Collector
Collections: Subnets, Instances
* Subnets
Attributes: ID, Region, VPC, Zone, State, CIDR Block, Available |P Address Count, Zone Default, Auto-Public IP
Tags. Name
Collections: Instances
* Instances

Attributes: 1D, Region, VPC, Zone, Subnet, State, Instance Type, Image 1D, Platform, Public DNS Name, Private
IP Address, Launch Time, Guest Device

Tags: Name

Collections: Volumes

Other: Guest Device (if monitored by Zenoss)
* Volumes

Attributes: ID, Region, Zone, Instance, Type Created Time, Size, IOPS, Status, Attach Data Status, Attach Data
Device

Tags: Name
2.3.2. Monitoring

Thefollowing metricswill be collected every 5 minutesby default. Any other CloudWatch metricscan also be collected
by adding them to the appropriate monitoring template. The Average statistic is collected, and the graphed value is
per second for anything that resembles arate. The Amazon CloudWatch datasource type also alows for the collection
of any other CloudWatch metric.

» Regions
Metrics: CPUUTtilization, DiskReadOps, DiskWriteOps, DiskReadBytes, DiskWriteBytes, Networkln, NetworkOut

e |nstances
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Metrics: CPUULtilization, DiskReadOps, DiskWriteOps, DiskReadBytes, DiskWriteBytes, Networkln, Network-
Out, StatusCheckFailed Instance, StatusCheckFailed System

* Volumes
Metrics: VolumeReadBytes, VolumeWriteBytes, VolumeReadOps, VolumeWriteOps, VolumeTotal ReadTime,

VolumeTotaWriteTime, VolumeldleTime, VolumeQueuel ength Provisioned IOPS Metrics: V olumeThroughput-
Percentage, V olumeReadWriteOps

2.3.3. Guest Device Discovery

You can optionally configure each monitored AWS account to attempt to discover and monitor the guest Linux or
Windows operating systems running within each EC2 instance. This requiresthat your Zenoss system hasthe network
and server access it needs to monitor the guest operating system. VPC and non-VPC modes are supported.

The guest operating system devices' life-cycle are managed along with the instance. For example, the guest operating

system deviceis set to a decommissioned production state when the EC2 instance is stopped, and the guest operating
system device is deleted when the EC2 instance is destroyed.

2.3.4. Service Impact

When combined with the Zenoss Service Dynamics product, this ZenPack adds built-in service impact capability for
services running on AWS. The following service impact rel ationships are automatically added. Thesewill beincluded
in any servicesthat contain one or more of the explicitly mentioned entities.

» Account access failure impacts all regions.

» Region falure affects all VPCs and zones in affected region.

» VPC failure affects al related subnets.

» Zonefailure affects all related subnets, instances, and volumes.

» Subnet failure affects all instances on affected subnet.

» Volume failure affects any attached instance.

Instance failure affects the guest operating system device.

2.4. Setup

To set up the EC2 account manager in Zenoss Core, follow these steps:
1. Retrieve your Amazon EC2 access credentials.
a. Browseto http://aws.amazon.com.
b. Select Security Credentialsfrom the Y our Account list of options.

The Access Key ID and Secret Access Key values appear on the Access Keys tab.
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Figure 2.1. Access Credentials

Access Credentials

In order to start using Amazon Web Semvices you must first identify yourself as the sender of a request to the given
senvice. This is accomplished by sending a digital signature that is derived from a pair of public/private access keys or a

valid secunty certificate.

“% Access Keys | [# X509 Certificates

Your Access Keys
Created Access Key 1D Secret Access Key Status

June 24, 2009 KIAJS89KSIISZIKABGAL Show Active (Make Inactive)

Create a New access Key

Click to make the Secret
Access Key visible.

2. Inthe Zenoss Core interface, select Infrastructure, and then select the EC2Manager device in the device list.
3. Select Configure EC2 in the left panel.

The Configure EC2 page appears.

Figure2.2. Configure EC2

Devices Metworks Processes IP Services Windows Services Network Map Manufacturers

5

QOverview
Events
Configure EC2

Access Key ID | |KIAJS89KSIIS2IKABEAL

Instances ﬁ:;ret SCEESS I sesnee .

Instance Types
Default Device |/Server/SSH/Linux

Graphs Class Mapping (eq. /Server/SSHILinux)
Administration Windows®
eyl |/server/windows

Canfiguration Properties Mapping {eg. /Serverindows)
Modeler Plugins ﬂl
Custom Properties
Meodifications
4 Monitoring Templates
EC2Manager (/AWS/EC2)

4. Enter access credentials.

Note

Entering a class for the Device Mapping field allows the system to monitor an EC2 instance as a normal
device. If no classis specified, then the instances are monitoring within EC2Manager only.

5. Model the EC2Manager account to retrieve the Instance and InstanceType objects. From the Action menu, select
Model Device.
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Figure 2.3. Model EC2Manager Account

Custom Properties
Modifications
4 Monitoring Templates
EC2Manager (AWSEC2)

Bind Templates

Add Local Template
Remove Local Template
Reset Bndings

Cwverride Template Here
ResetiChange P Address...
Push Changes...

Maodel Device...

Rename Device... @
Clear Heartbeats ...

Lock...

Delkete Device...

I'l"”Q'”Commands'

Alternatively you can use zenbatchload to add AWS accounts from the command line. To do this, you must create a
file with contents similar to the following. Replace all values in angle brackets with your values minus the brackets.
Multiple accounts can be added under the same /Device/ AWS/EC2 section.

/ Devi ces/ AW/ EC2 | oader =' ec2account', | oader _arg_keys=['accountnane', 'accesskey', 'secretkey', 'collector']
<account name> account name=' <account nane>', accesskey='<accesskey>', secretkey='<secretkey>', collector=" <col

Y ou can then load the account(s) with the following command:

$ zenbat chl oad <fil enane>

2.5. Working with the EC2Manager Account

Select Infrastructure, and then select the EC2Manager account in the device list. Select Instances in the left panel to
see each instance that is active in your Amazon EC2 account. Click an instance to view detailed information

The Instance Typefield isalink to atype object that references al instances of a particular type.

2.5.1. CloudWatch Data

Amazon provides monitoring information through its CloudWatch APIs. These APIs provide monitoring information
for each of their primary objects (Account, Instance, and Instance Type).

Metrics provided by the API are:
» CPU utilization
» Network in/out

 Disk bytesread/write
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 Disk operations read/write

The metrics for an instance apply directly for the instances; for example, if an instance shows 100% CPU utilization,
then its CPU isat maximum. However, for an instance type, 100% CPU utilization meansthat all instances within that
type are at 100% CPU utilization. The same is true for the account; metrics are summed for all instances.

Zenoss Core collects monitoring information for the Account, Instance, and Instance Type objects. Account informa:
tion appears on the Perf tab. Instance and Instance Type information appears on their main screens.

2.5.2. Templates and Collection

Zenoss Core usesthe standard monitoring template system to configure EC2 Manager accounts. Each templaterelieson
acustom ZenCommand, zencw2, that pollsthe CloudWatch APl and returnsall available parameters. These parameters
are used by their associated graphs. Y ou can set thresholds against the parameters.

Templates for each primary object type are defined in the / Aws/ EC2 class.

Table2.2. Primary Object Type Templates

Object Type Template
Account EC2Manager
Instance EC2Instance
Instance Type EC2InstanceType

2.5.2.1. Example: Initiating Load-Based Elasticity for an EC2 Setup

Suppose you want to use Zenoss Core to initiate |oad-based elasticity for your EC2 setup. For example, each time the
account CPU exceeds 80%, you want Zenoss Core to create a new instance. To set up this scenario, you would first
set up and model your account. Then, you would follow these steps:

1. Select the EC2Manager device in the Devices section of the Infrastructure page, and then expand the Monitoring
templates node at the left of screen and click the EC2Manager template.

2. Add athreshold against the zencw2_CPUUL i | i zat i on CPU Utilization data point, and then set its event class to
/ Per f | CPU.

Each time the CPU exceeds the threshold, Zenoss Core creates an event with the device name EC2Manager in the
/ Perf/ CPUClass.

3. Create an event command that matches this event, and launch the EC2 command to create the new instances.

When the event isinitiated, the new instances will be created.

Note

Thecl ear command can be used to shut down unneeded instances.
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Chapter 3. Apache Web Server
3.1. About

The ApacheMonitor ZenPack provides amethod for pulling performance metricsfrom the Apache Web server directly
into Zenoss Core, without requiring the use of an agent. Thisis accomplished by using Apache's nod_st at us module
that comes with Apache Version 1 and 2.

The following metrics are collected and graphed for the Apache HTTP server.
* Requests per Second

» Throughput (Bytes/sec and Bytes/request)

» CPU Utilization of the HTTP server and all worker processes or threads

» Slot Usage (Open, Waiting, Reading Request, Sending Reply, Keep-Alive DNS Lookup, and Logging)
3.2. Prerequisites

Table 3.1. Apache Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.A pacheM onitor

3.3. Enable Monitoring

Follow the stepsin these sections to:

» Digplay the status page in Apache Version 1.3 or higher
 Display the status page in Apache Version 2.x
 Configure your configuration

 Configure the system to monitor the Web server

3.3.1. Display the Status Page in Apache Version 1.3 or Higher

1. On the Apache server, locate the ht t pd. conf file. Generaly, thisfile islocated at / et ¢/ ht t pd/ ht t pd. conf or
/et c/ httpd/ conf/httpd. conf; however, other locations are possible depending on your operating system and
Ssetup.

If you cannot locate the configuration file, use your system's search facilities to locate it. For Windows, use the
Search button of the Windows Explorer tool. For Unix, try the following command:

find / -name httpd. conf

2. Check to see that the following line is not commented out and is available in httpd. conf or /etc/ apache/
nmodul es. conf:

LoadMWbdul e status_nodul e /usr/|ib/apache/ 1. 3/ nod_st at us. so
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Note

Y ou may have to search in alternate locations to find the mod_st at us. so file. Also, the syntax may differ
depending on your configuration.

3. Turn the Ext endedSt at us option on in the ht t pd. conf file. Thisoption istypically commented out. Y ou can
enable it by uncommenting it or ensuring that it is defined.

#Ext endedSt at us on
becomes:

Ext endedSt at us on

4. Enablethe/ server-status location intheht t pd. conf file. Typically, this option exists but is commented out.

#<Locati on /server-status>

# Set Handl er server- st at us
# Order deny, al | ow

# Deny from al |

# Al'l ow from . exanpl e. com
#</ Locat i on>

becomes:

<Location /server-status>

Set Handl er server- st at us

Order deny, al | ow

Deny from al |

Al'l ow from zenoss. exanpl e. com
</ Locati on>

Note

Y our Zenoss Core server or servers must be able to connect to your Apache server. Ensurethat itislisted
here or is part of the network specified in this chunk of configuration.

To specify multiple servers, separate the entries with spaces. If you specify an | P address range rather than
a destination, be sure to add a network mask to the end of the IP address range.

The following example allows a server called ext er nal zenoss. exanpl e. com aswell as all serversthat
start with 192.168.10, in their addresses:

<Locati on /server-stat us>Set Handl er server-status
Order deny, al | ow

Deny from al |

Al'l ow from ext ernal zenoss. exanpl e. com 192. 168. 10. 0/ 24
</ Locat i on>

5. Savethe htt pd. conf file with these changes and verify that the configuration file is correct. This can be accom-
plished with following command.

apachect!| -t
Correct any issues before restarting Apache.
6. Restart the Web server (ht t pd). This can be accomplished with following command.

apachect| restart
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3.3.2. Display the Status Page in Apache Version 2.x

1

Onthe Apache server, find theht t pd. conf file. Thisisusually / et c/ apache2/ apache2. conf or/ et c/ apache2/
conf/ ht t pd. conf ; however, other locations are possible depending on your operating system and setup.

If you are unsure about where your configuration fileislocated, use your system;ssearch facilitiesto locatethisfile.
Under Windows, use the Search button of the Windows Explorer tool. Under Unix, try the following command:

find / -name httpd. conf

. Verify that the nod_st at us module is loaded.

apache% apachec2ctl -M 2<&l | grep status
st at us_nodul e (shar ed)

The previous output indicates that the module is loaded and no further configuration is necessary. If there is no
output, then copy the nods- avai | abl e/ st at us. | oad to the nods- enabl ed directory, and then run:

apache% /etc/init.d/ apache2 force-rel oad

. Turn the ExtendedStatus option on in the ht t pd. conf file. This option is typically commented out. You can

enable it by uncommenting it or ensuring that it is defined.
#Ext endedSt at us on
becomes:

Ext endedSt at us on

. Enable the / server - st at us location in the ht t pd. conf file. Thisis another option that typically already exists

but is commented out.

#<Location /server-status>

# Set Handl er server-st at us
# O der deny, al | ow

# Deny from al |

# Al'l ow from . exanpl e. com
#</ Locat i on>

becomes:

<Location /server-status>

Set Handl er server- st at us

Order deny, al | ow

Deny from all

Al'l ow from zenoss. exanpl e. com
</ Locati on>

Note

Y our Zenoss Core server or servers must be able to connect to your Apache server so you must ensure that
it iseither listed here or is a part of the network specified in this chunk of configuration.

To specify multiple servers, separate the entries with spaces. If you would like to specify an IP address
range rather than a destination, be sure to add a network mask to the end of the IP address range. The
following example allows a server called ext er nal zenoss. exanpl e. comaswell as all serversthat start
with '192.168.10' in their addresses:

<Locati on /server-status>Set Handl er server-status
Order deny, al | owDeny from al |
Al'l ow from ext ernal zenoss. exanpl e. com 192. 168. 10. 0/ 24
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</ Locati on>

5. Savetheht t pd. conf file with these changes and verify that the configuration file is correct. This can be accom-
plished with following command.

apache2ct!| -t
Correct any issues before restarting Apache.
6. Restart the webserver (ht t pd). This can be accomplished with following command.

apache2ct| restart

3.3.3. Verifying Your Apache Configuration

Once Apache has been configured, you should verify that it isworking correctly. To verify your Apache server, point
your Web browser to your Apache server at the appropriately modified URL:

http://your-apache-server/server-status?auto

Thisis an example of what you might see:

Total Accesses: 1

Total kBytes: 2

Uptime: 43

ReqPer Sec: . 0232558

Byt esPer Sec: 47.6279

Byt esPer Req: 2048

BusyWor kers: 1

I dl eWorkers: 5

Scoreboard: W ...

If thereis a configuration issue, you should see an error message telling you that the page is forbidden.
Note

Y our Zenoss Core server or servers must be able to connect to your Apache server by using HTTP to receive
information. This means that the server must be permitted not only by the Apache configuration settings, but
also by any firewalls or proxies between them and the Apache server, including any firewall on the Apache
server. If there are any proxies, they must be configured to alow the Zenoss Core HTTP traffic through.
Consult your network administrator and security officer to verify the firewall configuration and your site's
policies.

Further note that the name or | P address that your server has behind afirewall may be different than the IP
address (some form of Network Address Translation (NAT)) or name resolution (the way that the external
server resolves names may be through an Internet-visible DNS system rather than an intranet-only DNS
system).

3.3.4. Configure Zenoss Core to Monitor the Web Server

Once the Apache server is configured to allow Zenoss Core to access the extended status, you can add Apache moni-
toring to the device within Zenoss Core by binding the Apache template to the device.

1. Select Infrastructure from the navigation bar.
2. Click the device name in the device list.

The device overview page appears.
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3. Intheleft panel, expand Monitoring Templates, and then select Device.
4. Select Bind Templates from the Action menu.

The Bind Templates dialog appears.
5. Add the Apache template to the list of templates, and then click Save.

The Apache template is added. The system can now begin collecting the Apache server metrics from this device.
3.4. Daemons

Table 3.2. Daemons

Type Name
Performance Collector zencommand
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Chapter 4. Dell Hardware
4.1. About

The DellMonitor ZenPack provides custom modeling of devicesrunning the Dell OpenManage agents. It also contains
hardware identification for Dell proprietary hardware. The information is collected through the SNMP interface.

The following information is model ed:
* Hardware ModelR
» Hardware Serial Number

e Operating System

CPU Information (socket, speed, cache, voltage)

PCI Card Information (manufacturer, model)

4.2. Prerequisites

Table4.1. Dell Hardwar e Prerequisites

Prerequisite Restriction

Product Zenoss Core 2.2 or higher

Required ZenPacks ZenPacks.zenoss.DelIMonitor

On each remote device The Dell OpenManage SNMP Agent is used to gather information
about the device.

4.3. Enable Enhanced Modeling

To enable modeling:
1. Select Infrastructure from the navigation bar.
2. Click the device name in the device list.
The device overview page appears.
3. Select Modeler Plugins from the left panel.
4. Click Add Fieldsto reveal thelist of available plugins.
5. Select the following plugins from the Available fieldslist, and then drag them to the Plugins list:
« DellCPUMap
* DellDeviceMap
« DelPCIMap

6. Remove the following plugins by clicking on the X" button located to the right of the plugin.
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¢ zenoss.snmp.CpuMap
 zenoss.snmp.DeviceMap

7. Click Save to save the updates.
8. Remodel the device using these new plugins by selecting Model Device from the Action menu.

4.4. Daemons

Table 4.2. Daemons

Type Name
Modeler zenmodeler
Performance Collector zenperfsnmp
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Chapter 5. Device Search
5.1. About

The DeviceSearch ZenPack allows you to search, by name or IP address, for any device in the system.

A search input field appears at the top right of each page of the user interface. Typing text in thisfield triggersasearch.
Y ou can enter partial word searches; for example, the keyword "test" matches "test123" and "test." Search results are
limited to the top twenty-five matches.

Figure 5.1. Device Search Keyword Search

admin SIGN OUT E

ZCamlog | 9 test-aix53-1.zenoss.loc

tect-aixs3-2 zenoss. oo
test-aixg1.2enoss.loc
test-exch2003-1d.zenoss.loc

%

test-exch2007-1d.zenoss.loc

L

test-exch2010-1d.zenoss.loc

L2

test-hpux.zenoss.loc

-~ testjboss.zencss.loc
test-ldap-1.2enoss.loc

adit test-rhelsd .zenoss.loc

5.2. Prerequisites

Table5.1. Prerequisites

Prerequisite Restriction
Product Zenoss Core 4.2 or higher
Required ZenPacks ZenPacks.zenoss.DeviceSearch
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Chapter 6. Domain Name System (DNS)
6.1. About

The DigMonitor and DNSMonitor ZenPacks monitor the availability and response time of a DNS request.

6.2. DigMonitor

The DigMonitor ZenPack uses the check_dig Nagios plugin, which uses the di g command.
6.2.1. Prerequisites

Table6.1. DigMonitor Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.DigMonitor

6.2.2. Enable Monitoring

To enable monitoring by the system:

1. Select Infrastructure from the navigation bar.

2. Click the device namein the devicelist.
The device overview page appears.

3. Expand Monitoring Templates in the |eft panel, and then select Device.

4. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.

5. Add the DigMonitor template to the list of selected templates, and then click OK.
The DigMonitor template appears under Monitoring Templates.

6. Select the DigMonitor template in the left panel, and change options as needed.

Table 6.2. DigM onitor Data Sour ce Options

Option Description

DNS Server Name server against which the dig command should be run. The de-
fault is the device host name.

Port Port on which the name server islistening. Thisis normally port 53.

Record Name Name of the record you want to look up. The default is zenoss.com.

Record Type DNS record type (for example, A, MX, CNAME).

6.3. DNSMonitor

The DNSMonitor ZenPack uses the check _dns Nagios plugin, which uses the nsl ookup command.

23



Domain Name System (DNS)

6.3.1. Prerequisites

Table 6.3. DNSMonitor Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.DNSMonitor

6.3.2. Enable Monitoring

To enable monitoring by the system:

1. Select Infrastructure from the navigation bar.

2. Click the device namein the devicelist.
The device overview page appears.

3. Expand Monitoring Templates in the |eft panel, and then select Device.

4. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.

5. Add the DNSMonitor template to the list of selected templates, and then click OK.
The DNSMonitor template appears under Monitoring Templates.

6. Select the DNSMonitor template in the left panel, and change options as needed.

Table 6.4. DNSMonitor Data Sour ce Options

Option Description

DNS Server Name server against which the nslookup command should be run.
If empty (the default), the default DNS server or serversin/ et c/
resol ve. conf areused.

Port Port on which the name server islistening. Thisis normally port 53.
Host Name Host name to resolve. The default isthe device ID.
Expected IP Address I P address to which the host name is expected to resolve.

6.4. Daemons

Table 6.5. Daemons

Type Name

Performance Collector zencommand
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Chapter 7. File Transfer Protocol (FTP)
7.1. About

The FtpMonitor ZenPack monitors connection response time to an FTP server.

7.2. Prerequisites

Table7.1. FTP Prerequisites

Prerequisite Restriction
Product Zenoss Core 2.2 or higher
Required ZenPacks ZenPacks.zenoss.FtpMonitor

7.3. Enable Monitoring

To enable monitoring of the device:
1. Select Infrastructure from the navigation bar.
2. Click the device name in the device list.
The device overview page appears.
3. Expand Monitoring Templates in the left panel, and then select Device.
4. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.
5. Select the FTPMonitor template and move it to the list of selected templates.
6. Click Save.
The FTPMonitor template appears under Monitoring Templates.

7. Select the FTPMonitor template and change options as needed.

Table7.2. FTPMonitor Basic Data Sour ce Options

Option Description

Port The port to connect to FTP server (default 21)

Send String Command string to send to the server

Expect String A string to expect in server response

Mismatch If the expected string does not match the string returned from the re-
mote server, create an event with one of these states: ok, warn, crit
(default: warn)

Quit String Command to send to the remote server to end the session

7.4. Enable Secure Site Monitoring

To enable secure site monitoring:
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1. Select Infrastructure from the navigation bar.
2. Click the device namein the deviceslist.

The device overview page appears.

3. Expand Monitoring Templates in the |eft panel.

4. Select the FTPMonitor template and change options as needed.

Table 7.3. FTPMonitor Secure Data Sour ce Options

Option Description

Port The port to connect to FTP server (default 21).
Certificate Minimum days for which a certificate isvalid
Use SSL Use SSL for the connection

7.5. Tuning for Site Responsiveness

1. Select Infrastructure from the navigation bar.
2. Click the device namein the deviceslist.
The device overview page appears.

3. Expand Monitoring Templates in the left panel.

4. Select the FTPMonitor template and change options as needed.

Table 7.4. FTPMonitor Tunables Data Source Options

Option Description

Timeout Seconds before connection times out (default: 60)

Refuse If a TCP/IP connection to the remote serviceis refused (ie no program
islistening at that port) send an event with one of these severity states:
ok, warn, crit (default: crit)

Max Bytes Close the connection once more than this number of bytes are re-
celved.

Delay Seconds to wait between sending string and polling for response

Warning response time (seconds) Response time to result in awarning status.

Critical response time (seconds) Response time to result in critical status

7.6. Daemons

Table 7.5. Daemons

Type Name

Performance Collector zencommand
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Chapter 8. HP PC Hardware
8.1. About

HPMonitor provides custom modeling of devices running the HP Insight Management Agents. It also contains hard-
ware identification for HP proprietary hardware. The information is collected through the SNMP interface.

The following information is model ed:
* Hardware Model

» Hardware Serial Number

» Operating System

» CPU Information (socket, speed, cache)

8.2. Prerequisites

Table8.1. HP PC Hardware Prerequisites

Prerequisite Restriction

Product Zenoss Core 2.2 or higher

Required ZenPacks ZenPacks.zenoss.HPM onitor

On each remote device The HP Insight SNM P Management Agent gathers information about
the device.

8.3. Enable Enhanced Modeling

To enable enhanced modeling:

1. Select Infrastructure from the navigation bar.

2. Click the device name in the device list.
The device overview page appears.

3. Select Modeler Plugins from the left panel.

4. Click Add Fieldsto reveal thelist of available plugins.

5. Select the following available plugins and drag them to the plugins list:
* HPCpuMap
» HPDeviceMap

6. Remove the following plugins by clicking the 'X' button to the right of the plugin:
e zenoss.snmp.CPUMap

* zenoss.snmp.DeviceMap
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7. Click Save.

8. Remodel the device using the new plugins. To do this, select Model Device from the Action menu.

8.4. Daemons

Table 8.2. Daemons

Type Name
Modeler zenmodeler
Performance Collector

zenperfsnmp

28



Chapter 9. Internet Relay Chat (IRC)
9.1. About

ZenPacks.zenoss.IrcdMonitor monitors the number of users connected to an |RC server.

9.2. Prerequisites

Table9.1. IRC Prerequisites

Prerequisite Restriction
Product Zenoss Core 2.2 or higher
Required ZenPacks ZenPacks.zenoss.|RCDMonitor

9.3. Enable Monitoring

To enable monitoring:

1. Select Infrastructure from the navigation bar.

N

. Click the device name in the device list.

The device overview page appears.
3. Expand Monitoring Templates in the left panel, and then select Device.
4. Select Bind Templates from the Action menu.

The Bind Templates dialog appears.

5. Move the IrcdeMonitor template from the Available list and move it to the Selected list.
6. Click Save.
The IrcdMonitor template is added.

7. Click the new template in the left panel and change options as needed.

Table 9.2. IRC Basic Data Sour ce Options

Option Description

Port Specifies the port to connect to the IRC server (default 6667).
warning_num Creates awarning event when this number of users are seen.
critical_num Creates a critical event when this number of users are seen.

9.4. Daemons

Table 9.3. Daemons

Type Name

Performance Collector zencommand
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Chapter 10. Jabber Instant Messaging
10.1. About

ZenPacks.zenoss.JabberMonitor monitors the response time of devices running a Jabber server.

10.2. Prerequisites

Table 10.1. Jabber Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.JabberM onitor

10.3. Enable Monitoring

To enable monitoring:
1. Select Infrastructure from the navigation bar.
2. Click the devicein the devicelist.
The device overview page appears.
3. Expand Monitoring Templates in the |eft panel, and then select Device.
4. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.
5. Move the Jabber template from the Available list to the Selected list, and then click Save.
The Jabber template is added. The system can begin collecting Jabber server metrics from the device.

6. Select the newly added template and change options as needed.

Table 10.2. Jabber Data Source Options

Option Description

Timeout (seconds) Seconds before connection times out (default: 60)

Port The port on which the Jabber server islistening. Typically thisis port
5223.

Send String string to send to the server : default

<stream streamto='${dev/id}'
xm ns: stream=" http://etherx.|abber.org/streans' >

Expect String String to expect in server response.

<streant
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10.4. Daemons

Table 10.3. Daemons

Type

Name

Performance Collector

zencommand
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Chapter 11. Java 2 Platform Standard
Edition (J2E)

11.1. About

ZenIMX is a ZenPack that allows Zenoss Core to communicate with remote Java Management Extensions (IMX)
agents. The ZenIM X ZenPack defines a data source named JMX that allows you to query any single or complex-value
attribute, or invoke an MBean operation. It also comes with a built-in template named Java that contains MBean
information for afew beans built into the VM.

Note

ZenJMX also includes a built-in template named zenJMX. This template should be used only on devices
running Java applications that make information available through IMX. To monitor other Java applications,
use the included Java templ ate.

When the zenjmx daemon is started it communicates with ZenHub and retrieves a list of devices that possess JMX
data sources. It also spawns a Java process. ZenJM X asynchronously issues queries for each of those devices to the
Java process via XML-RPC. The Java process then collects the data from the Java application to be monitored, and
returns the resultsto ZenJM X. Any collection or configuration errors are sent as eventsto Zenoss Core and will appear
in the event console.

Lastly, ZenIM X heartbeats after each collect to ZenHub to let Zenoss Core know that ZenIM X is still alive and well.

11.1.1. IMX Background

The IMX technology is used throughout the Java Virtual Machine to provide performance and management informa-
tion to clients. Using acombination of JConsole (Oracle's IM X client that is shipped with the JDK) and IMX, asystem
operator can examine the number of threads that are active in the VM or change the log level. There are numerous
other performance metrics that can be gleaned from the JVM, as well as several management interfaces that can be
invoked that change the behavior of the VM.

In Java 5, Oracle introduced the Remote API for Java Management Extensions. This enhancement defines an RMI
wrapper around a IMX agent and allows for independent client devel opment. ZenJM X accesses remote IMX agents
via the Remote API for Java Management Extensions. It currently does not support local connections (provided via
the temporary directory) to IMX Agents. IMX also specifies the manner in which various protocols can be used to
connect to clients, and send and receive information. The original, most commonly used protocol is RMI. ZenIM X
supports RMI and IMXMP connections.

11.1.2. ZenJMX Capabilities

ZenIMX is a full-featured IMX client that works "out of the box" with IMX agents that have their remote APIs
enabled. It supports authenticated and unauthenticated connections, and it can retrieve single-value attributes, com-
plex-value attributes, and the results of invoking an operation. Operations with parameters are also supported so long
asthe parameters are primitive types (Strings, booleans, numbers), aswell as the object version of primitives (such as
java.l ang. I nteger andj ava. | ang. Fl oat ). Multi-value responses from operations (Maps and Lists) are supported,
as are primitive responses from operations.

TheJwx datasourceinstalled by ZenIM X allowsyou to define the connection, authentication, and retrieval information
you want to use to retrieve performance information. The IP address is extracted from the parent device, but the port
number of the IMX Agent is configurable in each data source. This allows you to operate multiple IMX Agentson a
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single device and retrieve performance information for each agent separately. Thisis commonly used on production
servers that run multiple applications.

Authentication information is also associated with each IMX data source. This offers the most flexibility for site
administrators because they can run some JM X agents in an open, unauthenticated fashion and others in a hardened
and authenticated fashion. SSL-wrapped connections are supported by the underlying IMX Remote subsystem built
into the JDK, but were not tested in the Zenoss labs. As a result, your success with SSL encrypted access to IMX
Agents may vary.

The data source allows you to define the type of performance information you want to achieve: single-value attribute,
complex-value attribute, or operation invocation. To specify the type of retrieval, you must specify an attribute name
(and one or more data points) or provide operation information.

Any numerical value returned by a IMX agent can be retrieved by Zenoss Core and graphed and checked against
thresholds. Non-numerical values (Strings and complex types) cannot be retrieved and stored by Zenoss Core.

When setting up data points, make sure you understand the semantics of the attribute name and choose the correct
Zenoss Core data point type. Many JIM X Agent implementations use inconsistent nomenclature when describing at-
tributes. In some cases the term "Count” refers to an ever-increasing number (a "Counter” data point type). In other
cases theterm "Count" refers to a snapshot number (a"Gauge" data point type).

11.1.3. Allowable Parameter Types
The following primitive data types are allowed in I calls:
* java.lang. | nteger

* java.l ang. Long

* java.lang. Doubl e

* java.l ang. Fl oat

* java.lang. String

* java.l ang. Bool ean

* int

* | ong

* doubl e

e float

* bool ean

11.1.4. Single Value Attribute Calls

This is the most basic usage scenario. If you are interested in retrieving a single value from an MBean in a IMX
Agent, and the attribute returns simple numeric data, you fall into the "single value attribute” category. To define a
single-value attribute call simply provide the fully qualified name of your MBean and then provide the name of the
attribute in the Attribute Name field of the data source. Lastly, you must define a data point.

Some exampl es of thisinclude the commonly referenced JDK Threading information:
* MBean Name: javalang:type=Threading
* Attribute Name: ThreadCount
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» DataPoints:
« ThreadCount (type: gauge)

Java uses lots of file descriptors during normal operation. The number of open file descriptors the VM is working
with can be measured using the following information:

» MBean Name: java.lang:type=OperatingSystem
* Attribute Name: OpenFileDescriptorCount
» DataPoints:

¢ OpenFileDescriptorCount (type: gauge)

There are several other single-value attributes that can be retrieved from the JDK. We recommend using JConsole to
interactively navigate through the MBean hierarchy to determine which MBeans contain useful information to you.
See Section 11.5, “Using JConsole to Query aJMX Agent” for additional information on how to inspect the MBeans
deployed in an IMX Agent.

11.1.5. Complex-Value Attribute Calls

If your MBean attribute defines multiple sub-attributes (via CompositeData or Tabular) that you are interested in
capturing, then you fall into the category of a"complex-value attribute” call. The JDK contains afew complex-value
attributes you might be interested in capturing, including garbage collection statistics that were captured during the
copy and mark-sweep compact collection cycles.

To extract datafrom acomplex-val ue attribute, you must define one or more data pointsin the data source. The names
of the data points are used as keys into the complex-value data structure returned from the M Bean attribute. For IMX
CompositeData attributes, the data point names are used as a key to map the results. For IMX TabularData, the data
point names are used as indexes into the structure to map the result.

The JDK also provides heap memory information via a complex-value attribute. The amount of committed, used, and
maximum heap memory can be viewed by setting up a complex-value attribute in Zenoss Core with the following
information:

» MBean Name: javalang:type=Memory
« Attribute Name: HeapMemoryUsage
+ Data Points:

e committed (type: gauge)

« used (type: gauge)

* max (type: gauge)
11.1.6. Example Method Calls

Some management values need to be computed. These situations frequently arise when custom MBeans are deployed
alongside an enterprise application. An MBean named "Accounting” might be deployed within an enterprise applica-
tion that defines operations intended for operators or support staff. These operations might include methods such as
"getBankBalance()" or "countTotal Deposits()".

ZenJM X has the ahility to invoke operations, but there are some subtleties in how ZenJMX sends parameters to the
JMX Agent and interprets the response.
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11.1.6.1. No parameters, single return value

In the most basic usage scenario no arguments are passed to the operation and a single value is returned. This usage
scenario is very similar to a single-value attribute call, except we're invoking an operation to retrieve the value rather
than accessing an attribute. The configuration for this hypothetical usage scenario follows:

« MBean Name: Application:Name=A ccounting, Type=Accounting
» Operation Name: getBankBalance()
+ Data Points:
« balance (type: gauge)
11.1.6.2. No parameters, multiple values returned in List format
In this scenario no parameters are passed to an operation, but multiple response values are provided in a List. The
values returned are expressed in a List<Object>, but they are coerced (but not casted) to doubles prior to being stored

in Zenoss Core. This meansthat returning anumeric value as "1234" will work, but *1,234" will not work. Thelitmus
test isto evaluate if Doubl e. val ueOf (obj ect. t oSt ri ng()) will successfully evaluate.

ZenJM X can be configured to read multiple values from an operation's results by defining multiple data points. Y ou
must define a data point for each value returned from the operation, and if there is a mismatch between the number
of data points you define and the size of the List<Object> returned an exception will be generated. The configuration
for ZenIMX follows:

» MBean Name: Application:Name=Accounting, Type=Accounting
» Operation Name: getBalanceSummary()
 DataPoints:
 dailyBaance (type: gauge)
« annuaBalance (type: gauge)
11.1.6.3. No parameters, multiple values returned in Map format
In this scenario no parameters are passed to an operation, but multiple response values are provided in a Map<String,
Object>. The keyset of the Map contains the names of data points that can be defined, and the values are the values
of said data points. When a Map<String, Object> is returned you need not capture all of the returned values as data

points, and you can instead pick the exact values you are interested in. To choose the values to capture you simply
define data points with the same names as Strings in the keyset.

The following configuration demonstrates how to extract specific data points from an operation that returns
a Map<String, Object>. The key item to note in this configuration is that "dailyBalance" and "annualBal-
ance" must be present as keys in the returned Map<String, Object> and their values must be coercible via the
Double.valueOf (object.toString()) idiom.

» MBean Name: Application:Name=Accounting, Type=Accounting
» Operation Name: getBalances()
» DataPoints:

 dailyBalance (type: gauge)
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« annuaBalance (type: gauge)
11.1.6.4. Single parameter in polymorphic operation

MBeans are implemented as Java classes and Java permits parameterized polymorphic behavior. This means that
multiple methods can be defined with the same name so long astheir parameter signaturesdiffer. Y ou can safely define
"getBalance(String)" and "getBalance()" and the two exist as separate methods.

In order to properly resolve methods with the same name the caller must provide a Clasq[] that lists the types of
parameters that exist in the method's signature. This resolves the candidate methods to an individual method which
can then be invoked by passing an Object][].

ZenJM X allows you to resolve methods of the same name and asks you to provide the fully qualified class names of
each parameter in commadelimited format when you set up the data source. Note that primitive types (String, Boolean,
Integer, Float) are supported but complex types are not supported, and that you must include the class package name
when providing the information (java.lang.String).

The Object[] of parameter values must line up with Clasg[] of parameter types, and if thereisamismatch in the number
of types and values that are provided an exception will be generated.

The marshaling of values from String to Boolean, Integer, and Float typesis provided viathe .valueOf() static method
on each of those types. That is, if you define an attribute of type java.lang.Integer you must provide a String that can
be successfully passed to java.lang.Integer.fromVaue(). If you fail to do so an exception is generated.

This example illustrates how to pass a single parameter to a polymorphic operation:
» MBean Name: Application:Name=A ccounting, Type=Accounting
» Operation Name: getBalances()

o Paramater Types: java.lang.Integer

Parameter Values: 1234

Data Points:
* balance (type: gauge)

Here is another example where we've changed the type of the parameter passed to the method to be a String. Seman-
tically it represents a different type of Account in our example:

» MBean Name: Application:Name=Accounting, Type=Accounting
e Operation Name: getBalances()

» Paramater Types: javalang.String

Parameter Values: shb552349999

Data Points:
« balance (type: gauge)
11.1.6.5. Multiple parameters in polymorphic operations

The above exampl e describes how polymorphic behavior in Javafunctions and how method resol ution can be provided
by identifying the Clasd[] that represents the parameters passed to a method. The situation where multiple parameters
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are passed to a polymorphic operation is no different then the situation where a single parameter is passed to a poly-
morphic operation, except that the length of the Class[] and Object[] is greater than one.

When multiple parameters are required to invoke an operation you must provide the fully qualified class names of
each parameter's type in comma delimited format, as well as the object values for each type (also in comma delimited
format).

The following example demonstrates a configuration that passes two parameters to an MBean operation. The second
parameter passed is a default value to return if no account can be located matching the first parameter.

* MBean Name: Application:Name=Accounting, Type=Accounting
» Operation Name: getBalances()
» Parameter Types: java.lang.String, java.lang.| nteger

» Parameter Values: shbh552349999, 0

Data Points:
« balance (type: gauge)

There are additional combinations that are possible with polymorphic methods and the values they return, and those
combinations areleft asan exercisefor thereader to explore. Thelogic for extracting resultsfrom multi-value operation
invocations follows the same rules as the logic for extracting results from a multi-val ue attribute read. For additional
information on the rules of that logic see the section above on multi-value attributes.

11.1.7. Special Service URLs
By default, URLs are assembled as:
service:jmx:rm :///jndi/rm://host Nane: port Nun j nxrm

This host name and port points to a registry. After a JIMX agent connects to the registry, the registry tells the agent
which host and port to use for remote calls.

In some situations, you may want to explicitly provide the registry host and port, as well as the host and port for the
remote calls. Use the long form, asin:

service:jmx:rm://127.0.0.1:8999/jndi/rm://127.0.0.1: 8999/ nxr m

11.2. Prerequisites

Table 11.1. J2EE Prerequisites

Prerequisite Restriction

Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.ZenIM X

Other Oracle JRE Version 5.0 or higher

11.2.1. Oracle Java Runtime Environment (JRE)

ZenIJM X requires Oracle JRE Version 5.0 or higher. Make sure that after you install the JRE you update your PATH
such that the java executable works. Y ou can test this using the command:
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$ which java
[usr/javal defaul t/bin/java

If the above returns afully qualified path, then you have successfully installed Java.

If Javais not installed, the which will return a message similar to the following:

$ which java
/usr/bin/which: no java in (/usr/local/bin:/bin:/usr/bin:/opt/zenoss/ bin)

To determine which version of Javaisinstalled, run the following command:
$ java -version
java version "1.5.0_16"

Java(TM 2 Runtime Environnment, Standard Edition (build 1.5.0_16-b06-284)
Java Hot Spot (TM Client VM (build 1.5.0_16-133, m xed node, sharing)

Warning

Oracle's Java Version 5 (1.5) must be installed. The GNU Java does not work.

11.3. Example to Monitor a JMX Value

11.3.1. Enabling Remote JMX Access

Each application server hasadightly different processfor enabling remote IMX Access. Y ou should consult with your
application server for specificinstructions. Thissection includesinstructionsfor afew commonly used configurations.

JMX agents can be configured in two ways: remote access and local-only. When configured for remote accessa JM X
client communicates with the IMX agent via a socket and uses a remote protocol such as Remote Method Invocation
(RM1) or IMXMP to access the MBeans. When configured for local-only access the IMX agent periodically dumps
serialized MBeansto atemporary directory on the machine. JConsole can be used to access IMX agentsin local-only
mode as well asin remote mode. ZenJM X can be used only with remote serversviaRMI or IMXMP and cannot work
with local-only serialized MBeans. Thisisnot asignificant limitation because ZenJM X can establish RMI connections
to localhost in the same manner that it creates connections to remote hosts.

The JAVA_OPTS environment variable can be used to enable remote accessto VM MBeans. Set it as follows:
JAVA _OPTS="-Dcom sun. managenent . j nxr enot e. port =12345

JAVA OPTS="${JAVA OPTS} -Dcom sun. managenent.j nxrenot e. aut hent i cat e=f al se"

JAVA OPTS="${JAVA OPTS} -Dcom sun. nanagenent.j nxrenote. ssl =f al se"

export JAVA OPTS

When starting an application pass the JAVA_OPTS variable as an argument to the VM asfollows:

java ${JAVA OPTS} -classpath /path/to/application.jar com yourconpany. Mai n

You can then use JConsole to connect to localhost:12345. Authentication can be configured by modifying the
java.security file aswell asjava.policy. There arelots of examples available on the Internet that can provide guidance
in how to achieve authenticated remote access to VM MBeans.

11.3.2. Configure Zenoss Core with a Custom Data Source

Custom JM X datasourcesallow system administratorsto monitor any attribute or operation result accessibleviaaJM X
cal. ZenIMX creates aJMx data source and allows you to provide object information, aswell as authentication settings,
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and attribute/operation information. Determining which object and attribute names, as well as which operations to
invoke, isthe key to customizing ZenIM X.

To configure the system with a custom data source:

1.
2.

Select Infrastructure from the navigation bar.
Click the device in the device list.

The device overview page appears.

. Expand Monitoring Templates in the left panel, and then select Device.

. Select Add Local Template from the Action menu.

The Add Local Template dialog appears.

. Enter aname for the template (such as VM Vaues), and then click Submit.

The template is added.

. Select the newly created template.

Click E\ (Add) in the Data Sources area.

The Add Data Source dialog appears.

Enter aname for the data source (Heap Memory), select IMX as the type, and then click Submit.
The data source is added.

Double-click the data source to edit it. Change options as needed, and then click Save.

Table11.2. Memory Head Example ZenJM X Data Sour ce Options

Option Description

Protocol RMI or IMXMP. Consult your Java application documentation to de-
termine which JIMX Connector protocols it supports.

JMX Management Port Thisis not necessarily the same as the listen port for your server.

Object Name The Object Nameis also referred to as the MBean name. Enter

java.l ang: t ype=Menory

Attribute Name Enter HeapMenor yUsage

10.Add data points named conmi t t ed, max, and used:

a Select Add Data Point from the Action menu.
The Add Data Point dialog appears.

b. Enter the name of the data point (conmi tt ed, max, or used) and then click Submit.

11.After adding all data points, add graphs that reference them. (For more information, see Zenoss Core Administra-

tion.)

Review Section 11.5, “Using JConsole to Query aJMX Agent” to learn how to determine the object name, attribute
name, and data points that might be interesting in your application.
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11.4. Monitor Values in TabularData and CompositeData
Objects

The Attribute Path input value on the ZenJMX data source allows you to monitor values nested in the TabularData
and CompositeData complex open data objects. Using this value you can specify a path to traverse and index into
these complex data structures.

If the result of traversing and extracting a value out of the nested open datais a single numeric value then it is auto-
matically mapped to the datapoint in the data source. However, if the value from the open data is another open data
object then the data point names from the datasource are used as indexes or keys to map values out of the open data.

Theinput valueis a dot-separated string that represents a path through the object. Non-bracketed values are keys into
CompositeData. Bracketed values are indexes into TabularData.

For TabularData indexes with more than one value, use a comma-separated list with no spaces (for example,
[keyl,key2]).

To specify a column name (needed only when the table has more than two columns) use curly brackets after the table
index.

Example

To get the used Tenured Generation memory after the last garbage collection from the Garbage Collector MBean, set
the Attribute Name on the datasource to lastGelnfo. Set the Attribute Path to:

menor yUsageAfter Ge. [ Tenured Gen] . {val ue}. used

The key menor yUsageAf t er Ge is evaluated against the CompositeData returned from the | ast Gel nf o attribute. The
evaluation resultsin a TabularData object. Then, the[ Tenured Gen] index is evaluated against the TableData, which
returns arow in the table.

Since arow in the table can contain multiple columns, the key val ue (in curly brackets) is used to pick acolumnin
the row. Lastly, the key used is evaluated against the CompositeData in the column to return the memory value.

In this example, since the index being used for the tabular datais not a multi-value index and so the column nameis
optional. The Attribute Path can be written as:

menor yUsageAft er Ge. [ Tenured Gen] . used

11.5. Using JConsole to Query a JIMX Agent

JConsoleisatool built into the JDK that allows system administratorsto query aJM X Agent and examine the M Beans
deployed within the server. JConsole also allows administrators to view JVM summary information, including the
amount of time the JVM has been running, how many threads are active, how much memory is currently used by the
heap, how many classes are currently loaded, and how much physical memory exists on the machine.

JConsole also provides a graph that shows memory, thread, and class usage over time. The scale of the graph can be
adjusted so that a system administrator can examine a specific period of time, or can zoom out to view alonger range
picture of usage. Unfortunately, JConsole can only produce graphs that show usage while JConsole was running.
Administrators cannot ook back in time to a point where the VM was running but JConsole was not monitoring
the VM.
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Figure11.1. IMX Heap Graph
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The MBeanstab along thetop of JConsole provides an interactive method for examining MBean values. After clicking
on the MBeans tab a panel will be displayed with atree on the left hand side. The tree contains a hierarchical list of

all MBeans deployed in the VM.

The standard VM MBeansareall in thejavalang and java.util.logging packages. Application server specific MBeans
do not follow any standard naming pattern. Some vendors choose to use package hames for their MBean names while

other vendors choose package-like names (but not fully qualified packages).

To get started expand the java.lang node in the Tree. This will expose several MBeans as well as additional folders.
Click on the Memory MBean and observe how the right hand side of the panel is populated with information about
the Memory MBean.
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Figure 11.2. Memory M Bean
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MBeans can contain attributes and operations. MBeans can also fire notifications to observers, but that's be-
yond the scope of this document. The attributes tab lists all of the attributes in the first column and their val-
ues (or a clickable attribute type) in the second column. In the case of Memory the HeapMemoryUsage is
a Composite attribute, otherwise referred to as a "complex-value attribute” in Zenoss Core. Double click the
"javax.management.openmbean.CompositeDataSupport” type and you will see multiple attributes appear. The show
the amount of committed, maximum, and used memory sizes for the heap.
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Figure 11.3. Memory M Bean Expanded
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The unique name of the MBean can be viewed by clicking on the Info tab. The first value is MBean Name. Its value
in the case of Memory is: "java.lang:type=Memory."

Note

There is no standardized way to name MBeans; application server vendors name them differently.

Y ou can also examine operation information by clicking on the Operations tab. These are methods that JConsole can
remotely invoke on an MBean that will result in some value being computed or some state changing in the application.
The Threading MBean has several operationsthat can be invoked that return information. Click on thejava.lang pack-
age and then click on the Threading operation. Lastly, click on the Operationstab. Methodslike "getThreadUser Time"
areinvocable.
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Figure 11.4. Operations Tab
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@ Threading Zomposielatage getThreadinfo | ( p0 a , pl 1] 1
P | java.util.logging
> | jboss . .
P | jboss.admin DA getThreadinfo ( p0 1] , pl ] )
P | jboss.alerts
P | jboss.aop
> | -J_boss.bean anglsh (findMonirorDeadIockedThreads) 9]
P | jboss.beans
» | jboss.cache v
P | jboss.console | - -
P | jboss.deployer ong {_getThreadUserTime | ( p0 3 )
P | jboss.deployment
P | jboss.ejb
> [ jboss.ejb3 ong ( getThreadCpuTime 3 (p0 0 )
P | jboss.j2ee
P | jboss.jca
P | jboss.jdbc '
P | jboss.jms = 3 —_—

A
Test the "getThreadUserTime" method by changing the pO parameter to 1 and clicking the "getThreadUserTime"

button. A dialog window will be raised that displays the amount of CPU user time thread #1 has used. Try adjusting
the parameter to different values to observe the different CPU times for the threads.

11.6. ZenJMX Options

Run the following command forZenJM X options:

zenj nx hel p

11.7. Memory Allocation

Use the --javaheap option to set the max heap. By default, the memory allocated is 512MB.

11.8. ZenJMX Logging

You can adjust logging levels to reduce the size of ZenJMX log files. In the 1 og4j . properties file (in $ZEN-
HOVE/ Pr oduct s/ ZenJMX), update the first line and change DEBUG to INFO, WARN, or ERROR.




Java 2 Platform Stan-

dard Edition (J2E)
11.9. Daemons
Table 11.3. Daemons
Type Name
Performance Collector zenjmx
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Chapter 12. Lightweight Directory
Access Protocol (LDAP) Response
Time

12.1. About

ZenPacks.zenoss.L DAPMonitor monitors the response time of an LDAP server (in milliseconds).

12.2. Prerequisites

Table12.1. LDAP Monitoring Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.L DAPMonitor

12.3. Enable Monitoring

The LDAPServer template must be bound to the device class or device you want to monitor.

12.3.1. For a Device

To enable monitoring for a device:
1. Select Infrastructure from the navigation bar.
2. Click the device name in the device list.
The device overview page appears.
3. Select Configuration Properties from the |eft panel.

4. Modify configuration property values as needed for your environment. Check with your LDAP administration for
more information.

Table 12.2. LDAPServer Configuration Properties

Property Description

zLDAPBaseDN The Base Distinguished Name for your LDAP server. Typicaly thisis
the organization's domain name (for example, dc=f oobar, dc=com

zLDAPBi ndDN The Distinguished Name to use for binding to the LDAP server, if au-
thentication is required

zLDAPBI ndPasswor d The password to use for binding to the LDAP server, if authentication
isrequired

5. Click Save.
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Lightweight Directory Access
Protocol (LDAP) Response Time

6. Expand Monitoring Templates, and then select Device from the |eft panel.

7. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.

8. Add the LDAPServer template to the list of selected templates, and then click Submit.
The LDAPServer template is added to the list of monitoring templates.

9. Select the LDAPServer template and change options as needed.

Table 12.3. LDAPServer Basic Data Sour ce Options

Option Description
Port The port to connect to LDAP server (default 389)
Base Distinguished Name Defaults to ${ her e/ zLDAPBaseDN}
Bind Password Defaults to ${ her e/ zLDAPBi ndPasswor d}
Use SSL Use SSL for the connection
Note

If your LDAP servers require SSL or a custom port, select the Idap data source, and then change the Use
SSL and Port fields as needed.

10.Validate your configuration by running zencommand and observing that the check_Ildap or check_|daps command
correctly connects to your LDAP server:

zencommand run -v10 -d yourdevi cenanehere

12.4. Daemons

Table 12.4. Daemons

Type Name
Performance Collector zencommand
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Chapter 13. MySQL Database
13.1. About

MySglMonitor provides a method for pulling performance metrics from the MySQL database server directly into
Zenoss Core without requiring the use of an agent. Thisisaccomplished by using the MySQL client library to connect
to the database remotely.

The following metrics are collected and graphed for MySQL server:

» Command Statistics (SELECT, INSERT, UPDATE, DELETE)

e Select Statistics (Scan, Range Check, Range Join, Full Join)

» Handler Statistics (Keyed and Unkeyed Reads, Writes, Updates, Del etes)

» Network Traffic (Received and Sent)
13.2. Prerequisites

Table 13.1. MySQL Prerequisites

Prerequisite Restriction

Product Zenoss Core 2.2 or higher

Required ZenPacks ZenPacks.zenoss.MySqlMonitor

MySQL client Each remote collector must have an installed
MySQL client

13.3. Enable Monitoring

Use the following procedures to enable monitoring.

13.3.1. Authorize MySQL Performance Data Access

Follow these stepsto set up your MySQL server to allow Zenoss Coreto read performance datafrom the system tables.
1. Connect to the MySQL database by using the MySQL client:

mysqgl -u root

Alternatively, if thereisa MySQL root password:

nmysgl -u root -p
2. Create auser for Zenoss Core to use.

nysql > CREATE USER Narme | DENTI FI ED BY ' ZenossCor ePassword' ;

Query OK, 0 rows affected (0.00 sec)

13.3.2. Set up Zenoss Core

1. Select Infrastructure from the navigation bar.
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MySQL Database

2. Click the device name in the device list.
The device overview page appears.
3. Select Configuration Properties from the |eft panel.

4. Edit the zMySqlRootPassword configuration property for the device or devicesin Zenoss Core on which you want
to monitor MySQL.

5. Click Save.
6. Expand Monitoring Templates, and then select Device from the left panel.
7. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.
8. Add the MySQL template to the list of selected templates, and then click Submit.

The MySQL template is added to the list of monitoring templates.

Note
Pay particular attention to the MySQL Version 5+ setting in the data source. If you are monitoring pre-
v5 ingtallations of MySQL, then you must set this value to False. If you are monitoring pre-v5 and v5+

installations, then create two templates: one for MySQL installations earlier than v5 and another for those
after.

13.4. Daemons

Table 13.2. Daemons

Type Name

Performance Collector zencommand
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Chapter 14. Network News Transport
Protocol (NNTP)

14.1. About

ZenPacks.zenoss.NNTPMonitor ZenPack monitors the response time of an NNTP server in milliseconds.

14.2. Prerequisites

Table 14.1. NNTP Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.NNTPMonitor

14.3. Enable Monitoring

To enable monitoring for adevice:

1. Select Infrastructure from the navigation bar.

2. Click the device namein the devicelist.
The device overview page appears.

3. Expand Monitoring Templates, and then select Device from the |eft panel.

4. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.

5. Add the NNTPMonitor template to the list of selected templates, and then click Submit.
The NNTPMonitor template is added to the list of monitoring templates.

6. Select the template and change options as needed.

7. Validate your configuration by running zencommand and observing that the check_nntp or check_nntps com-
mand correctly connects to your NNTP server:

zencomand run -v10 -d yourdevi cenanehere

14.4. Daemons

Table 14.2. Daemons

Type Name
Performance Collector zencommand
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Chapter 15. Network Time Protocol
(NTP)

15.1. About

ZenPacks.zenoss.NtpMonitor monitors the offset between system time and a target NTP (Network Time Server)
server'stime.

15.2. Prerequisites

Table 15.1. NTP Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.NtpMonitor

15.3. Enable Monitoring

The NTPMonitor template must be bound to the device class or device you want to monitor.
1. Select Infrastructure from the navigation bar.
2. Click the device namein the devicelist.
The device overview page appears.
3. Expand Monitoring Templates, and then select Device from the |eft panel.
4. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.
5. Add the NTPMonitor template to the list of selected templates, and then click Submit.

The NTPMonitor template is added to the list of monitoring templates. Y ou can now start collecting the NTP server
metrics from this device.

15.4. Daemons

Table 15.2. Daemons

Type Name
Performance Collector zencommand
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Chapter 16. ONC-Style Remote
Procedure Call (RPC)

16.1. About

ZenPacks.zenoss.RPCMonitor monitors the availability of an ONC RPC server.

16.2. Prerequisites

Table 16.1. ONC RPC Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.RPCM onitor

16.3. Enable Monitoring

The RPCMonitor template must be bound to the device class or device you want to monitor. Follow these steps to
enable monitoring:

1. Select Infrastructure from the navigation bar.
2. Click the device namein the devicelist.
The device overview page appears.
3. Select Configuration Properties from the |eft panel.
4. Set the appropriate RPC command to test in the zZRPCCommand configuration property (for example, nfsor ypserv).
5. Click Save.
6. Expand Monitoring Templates, and then select Device from the left panel.
7. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.
8. Add the RPCServer template to the list of selected templates, and then click Submit.

The RPCServer template is added to the lists of monitoring templates. Y ou can now collect the RPCServer server
metrics from the device.

16.4. Daemons

Table 16.2. Daemons

Type Name

Performance Collector zencommand
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Chapter 17. SSH Monitoring Example
17.1. About

The LinuxMonitor ZenPack demonstrates the new Secure Shell (SSH) features. This example ZenPack includes func-
tionality to model and monitor several types of device components for devices placed in the / Server/ SSH Li nux
device class by running commands and parsing the output. Parsing of command output is performed on the Zenoss
Core server or on adistributed collector. The account used to monitor the device does not require root access or special
privileges.

This ZenPack is provided for developers as it provides some examples of how to create SSH performance collecting
plugins. See the Zenoss Developer's Guide for more information about additional SSH features.

17.2. Prerequisites

Table 17.1. Linux SSH Monitoring Example Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.4 or higher
Required ZenPacks ZenPacks.zenoss.LinuxMonitor

17.3. Set Linux Server Monitoring Credentials

All Linux servers must have adevice entry in an organizer below the/ Devi ces/ Server / SSH Li nux device class.
Tip
The SSH monitoring feature will attempt to use key-based authentication before using a configuration prop-
erties password value.

1. Select Infrastructure from the navigation bar.

2. Click the device name in the device list.

The device overview page appears.
3. Select Configuration Properties from the |eft panel.

4. Verify the credentials for the service account.

Table 17.2. Linux Configuration Properties

Name Description
zCommandUsername Linux user with privileges to gather performance information.
zCommandPassword Password for the Linux user.

17.4. Add a Linux Server

The following procedure assumes that credentials have been set.
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SSH Monitoring Example

1. Select Infrastructure from the navigation bar.
2. Select Add a Single Device from the Add Device list of options.
The Add a Single Device dialog appears.

3. Enter the following information in the dial og:

Table 17.3. Adding Linux Device Details

Name Description

Nameor IP Linux host to model.

Device Class / Server/ SSH Li nux

Model Device Select this option unless adding a device with a user name and pass-

word different than found in the device class. If you do not select this
option, then you must add the credentials (see Section 17.3, “Set Lin-
ux Server Monitoring Credentials’) and then manually model the de-

vice.
4. Click Add.
17.5. Daemons
Table 17.4. Daemons
Type Name
Modeler zenmodeler
Performance Collector zencommand




Chapter 18. VMware esxtop
18.1. About

The EsxTop ZenPack usesther esxt op command to gather performance information about VMware Infrastructure™
ESX™ servers. A basic modeler creates virtual machines under the/ Devi ces/ Server/ Vi rtual Hosts/ EsxTop de-
vice class for any host device that is added and model ed.

18.2. Prerequisites

To implement this ZenPack, you must:
* Install the OpenSSL development package, Version 0.9.7 or higher
* Install the VMware vSphere CLI (as described in the section titled Installing Prerequisite Libraries).

» Update the ZenossVirtualHostM onitor ZenPack to Version 2.3.5.

Table 18.1. Prerequisites

Prerequisite Restriction

Product Zenoss Core Version 3.0 or higher

Required ZenPacks ZenPacks.zenoss.ZenossVirtual HostM onitor
ZenPacks.zenoss.EsxTop

VMware vSphere™ Command-Line Interface (CLI) |VMware vSphere CLI Version 4.1 or higher must be
installed on the Zenoss Core collectors.

18.2.1. Installing Prerequisite Libraries

The VMware vSphere CLI isrequired for accessto ther esxt op command, which enables Zenoss Core to model and
gather performance information about individual ESX servers.

Follow these steps to install the CL1 and required software:

1. If you have not yet installed it, install the OpenSSL devel opment package. For example, for an RPM-based system,
enter:

yuminstall openssl-devel

2. From your VMware account, download the VMware vSphere CLI.

Note

For downloads and documentation, go to:

http://downloads.vmware.com/d/detail s/'vcli4l/ZHeqY mRoaCpiZHRA ag==
3. Copy the package to each Zenoss Core collector.

4. For each collector:
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VMware esxtop

a. Expand the packagefile.

b. Run the following command to install the package:

./vmnare-install.pl

¢. Asthe zenoss user, run the following command to verify successful installation:

resxtop --server nyESXServer --user user OnRenot eEsxServer Al | onedToUseEsxTop -b -n 1 -a
Ther esxt op command prompts for a password.

d. Enter the password for a user with permissions on the remote ESX server.
If the command isworking correctly, then a screen displays with several pages of command output.

e. Create a symbolic link from the location that the r esxt op command was installed into the $ZENHOVE/ | i bex-
ec directory. This alows the check_esxt op command to automatically determine which binary to run. For
example:

cd $ZENHOWE/ | i bexec
In -s Pat hToResxt op

f. Test thecheck_esxt op command by showing the VMs on the remote server:

$ZENHOVE/ ZenPacks/ Ze* EsxTop*/ Z*/ z*/ E*/ | i bexec/ check_esxt op --server=nyEsxserver \
- -user =user OnRenot eEsxSer ver Al | owedToUseEsxTop - - passwor d=password --showns

18.3. Enabling the ZenPack

Follow these steps to set up the EsxTop ZenPack. From the Zenoss Core interface, add a host:

1
2.

10

From Infrastructure > Devices, navigate to the/ Devi ces/ Server/ Vi rtual Host s/ EsxTop device class.

From , select Add a Single Device.

The Add a Single Device dialog appears.

. Enter ahost name or | P address.
. De-select the Model Device option.
. Click Add.

. Select the newly added devicein the list.

The device overview appears.

. Click Details, and then select Configuration Propertiesin the left panel.

. Enter login credentials for the zCommandUsername and zCommandPassword configuration properties, and then

click Save.

. If the device has an SNMP agent installed, update the ESX device configuration with the appropriate SNMP con-

figuration information, and then add any desired modeler plugins.

‘From (Action menu), select Model device.
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18.4. Daemons

Table 18.2. Daemons

Type Name
Modeler zenmodeler
Performance Collector zencommand
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Chapter 19. Web Page Response Time
(HTTP)

19.1. About

ZenPacks.zenoss.HttpM onitor monitors connection response timeto an HTTP server and determines whether specific
content exists on a Web page.

19.2. Prerequisites

Table19.1. HTTP Prerequisites

Prerequisite Restriction
Product Zenoss Core Version 2.2 or higher
Required ZenPacks ZenPacks.zenoss.HttpMonitor

19.3. Enable Monitoring

Follow these steps to enable monitoring:
1. Select Infrastructure from the navigation bar.
2. Click the device namein the devicelist.
The device overview page appears.
3. Expand Monitoring Templates, and then select Device from the |eft panel.
4. Select Bind Templates from the Action menu.
The Bind Templates dialog appears.

5. Add the HttpMonitor template to the list of selected templates, and then click Submit.

Note

Prior to Zenoss Core 2.4, this template was not available. If you are using an earlier release, you must
create the template, data source and graphs manually.

6. The HttpMonitor template is added to the list of monitoring templates. Y ou can now begin collecting Web server
metrics from the device.

19.4. Check for a Specific URL or Specify Security Set-
tings

1. Select Infrastructure from the navigation bar.

2. Click the device namein the device list.

The device overview page appears.
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3. Expand Monitoring Templates, and then select Device from the |eft panel.

4. Create alocal copy of the template.

5. Select the newly created local template copy.

6. Select the HitpMonitor data source, and then select View and Edit Details from the Action menu.

The Edit Data Source dialog appears.

7. Change data source options as needed, and then click Save.

Table 19.2. HTTPMonitor Content Checking Data Sour ce Options

Option Description

Port The port to connect to HTTP server (default 80).

Use SSL Use SSL for the connection

Url Address of the web page.

Basic Auth User If the website requires credentials, specify the username here.

Basic Auth Password Password for the user.

Redirect Behavior If the web site returns an HT TP redirect, should the probe follow the
redirect or create an event? Possible event severities are OK, War ni ng,
andCritical .

19.5. Check for Specific Content on the Web Page

This procedure allows Zenoss Core to create an event if content at the web page does not match the expected output.

1. Select Infrastructure from the navigation bar.
2. Click the device name in the device list.

The device overview page appears.

3. Expand Monitoring Templates, and then select Device from the left panel.

4. Create alocal copy of the template.

5. Select the newly created local template copy.

6. Select the HitpMonitor data source, and then select View and Edit Details from the Action menu.

The Edit Data Source dialog appears.

7. Change data source options as needed, and then click Save.

Table19.3. HTTPMonitor Content Checking Data Sour ce Options

Option

Description

Regular Expression

A Python regular expression to match text in the web page.

Case Sensitive

Isthe regular expression case-sensitive or not?

Invert Expression

If you would like to test to seeif the web page does not contain con-
tent matched by aregular expression, check this box.
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19.6. Tuning for Site Responsiveness

1

2.

. Select Infrastructure from the navigation bar.

Click the device namein the device list.

The device overview page appears.

. Expand Monitoring Templates, and then select Device from the |eft panel.

. Create alocal copy of the template.

. Select the newly created local template copy.

. Select the HttpMonitor data source, and then select View and Edit Details from the Action menu.
The Edit Data Source dialog appears.

. Change data source options as needed, and then click Save.

Table 19.4. HTTPMonitor Tunables Data Sour ce Options

Option Description

Timeout (seconds) Seconds before connection times out (default: 60)

Cycle Time (seconds) Number of seconds between collection cycles (default: 300 or five
minutes)

19.7. Daemons

Table 19.5. Daemons

Type Name

Performance Collector zencommand
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Chapter 20. Xen Virtual Hosts
20.1. About

The XenMonitor ZenPack allows you to monitor Xen para-virtualized domains with Zenoss Core.
This ZenPack:

» Extends ZenModeler to discover guests running on the Xen host.

* Provides screens and templates for collecting and displaying resources allocated to guests.

The XenMonitor ZenPack requires the ZenossVirtualHostMonitor ZenPack to be installed as a prerequisite.

20.2. Prerequisites

Table 20.1. Xen Virtual Hosts Prerequisites

Prerequisite Restriction

Product Zenoss Core Version 2.2 or higher

Required ZenPacks ZenPacks.zenoss. XenM onitor
ZenPacks.zenoss.ZenossVirtual HostM onitor

20.3. Model Hosts and Guest

For each Xen server, follow this procedure:

1. Optionally, place an SSH key to your Xen server to allow the zenoss user from the Zenoss Core server to log in
as root without requiring further credentials.

2. Createthe Xen server inthe/ Servers/ Virtual Hosts/ Xen device class.
Warning

If you have this server modeled aready, remove the server and recreate it under the Xen device class.
Do not moveit.

3. Select the Guest menu and ensure that the guest hosts were found during the modeling process.

20.4. Daemons

Table 20.2. Daemons

Type Name
Modeler zenmodeler
Performance Collector zencommand
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