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Ang phishing mao ang pagpangawat sa impormasyon
sama sa imong login o detalye sa imong account
pinaagi sa pagpakaaron ingnon sa usa ka tawo nga
imong kaila ug kasaligan. Kini kasagaran pinaagi sa
email, text, o ubang matang sa online communication.
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Ang ubang phishing klaro nga peke.
Ang uban katuohan kaayo.
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Kinl ang mga paagi hga makatabang sa pag-ila sa

mga phishing email:

1. Propesyonal ba ang hitsura sa email?
Naa ba ang logo sa kumpanya?
Naa bay mga sayop ng spelling?

Check your recent activity and update your informations

We noticed suspeicous behavior in a foreign country.
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Kinl ang mga paagi hga makatabang sa pag-ila sa

mga phishing email:

2. Sakto ba ang pagkalista sa URL sa website
sa email? Nagsugod ba sa “https://” nga naay
berde nga padlock sa walang bahin niini?
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Kinl ang mga paagi hga makatabang sa pag-ila sa

mga phishing email:

3. Naa ba kini spammy pop-ups?

YOU WON!
VIRUS

:
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Kinl ang mga paagi hga makatabang sa pag-ila sa

mga phishing email:

4. Unsa ang fine print?
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Kinl ang mga paagi hga makatabang sa pag-ila sa

mga phishing email:

5. Nagatanyag ba ug butang nga dili katuohan
ang email sama sa kahigayunan nga
makakuha ug daghang kwarta?

GRAND PRIZE
$1,000,000
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Sulayan natong ilhon ang
mga phishing email!




‘

Tinuod ba o peke ang email?

LA XY = Email

& > C @ https:/mail.internaut.com/mail/u/0/#inbox
Subject:  Important information about your membership
From: Owl Cinemas<memberships@owlcinemas-example.com>
Body: Dear John,

A big “Thank You" from Owl Cinemas for your Unlimited
membership so far with us.

We are writing to remind you that your initial 12-month
membership with us is almost complete. We hope that
you have had an amazing year of film at Owl Cinemas.
And because you've been such a loyal member, we'll

shortly be upgrading you to our premium membership
at no additional cost!

Please check and update your details online now
to ensure you benefit from all of the perks of our
premium membership.

The Owl Cinemas Team







Niining higayuna murag

tinuod ang email,
katuohan ang gitanyag, _

- & > C & https:/mail.internaut.com/mail/u/0/#inbox pie
ug wala kini mangayo

Ug personal nga From: Owl Cinemas<memberships@owlcinemas-example.com>

W impormasyon- Body: Dear John,

® A big “Thank You" from Owl Cinemas for your Unlimited

membership so far with us.

Subject:  Important information about your membership

We are writing to remind you that your initial 12-month
membership with us is almost complete. We hope that
you have had an amazing year of film at Owl Cinemas.
And because you've been such a loyal member, we'll
shortly be upgrading you to our premium membership
at no additional cost!

Please check and update your details online now
to ensure you benefit from all of the perks of our
premium membership.

The Owl Cinemas Team




‘

Tinuod ba o peke ang email?

LRV A Internaut Do

g Internaut mail

Email

Password

Sign in to view file







Hinumdomi ang pirmi nga
pagsusi sa URL. Ang URL
kinahanglan magsugod
sa “https:/[” ug walay
mga sayop nga spelling.

A Internaut Docs

8 Internaut mail

‘ Email |

‘ Password ‘

Sign in to view file




‘

Tinuod ba o peke ang email?

ththd O Email
& > C @ https:/internaut.mail.com/mail/u/0/#inbox

Subject:  Great Opportunity my friend
From: Robin<robin@robin-hood-example.com>

Body: Dear Friend.
My name is Robin and | am a teacher from the town of
Nottingham. | am teaching a massive group of students
and | believe that | make a lot of a difference in the lives of
these children. Unfortunately, the sheriff of the town has
been overcharging me on my taxes. As you know, teachers
are never meant to be paying this much tax because we
are not being paid well. | am due to inherit a huge amount
of money (over 5 million dollars) and | don't want the
sheriff to get it.

You have always been a good friend to me so | want to
keep the money in your bank account until after tax period.
As areward, | am willing to leave you 1 million dollar. This
is such a good deal and only for you my friend. Please
send me your complete bank details so | can put this
money in your account.

Your good friend for ever,

Robin Loxley






Naay mga sayo sa
spelling ang email, dili
parehas ang apelyido, ug
nangayo ug personal nga
impormasyon.

< > C @ https/i

Subject:

From:
Body:

mail /mail/u/0/#inb e

Great Opportunity my friend

Dear Frlend.

My name is Robin and | am a teacher from the town of
Nottingham. | am teaching a massive_qroup_.of students
and | believe that | makefa ot of a difference;in the lives of
these children. Unfortunately, the sheriff of the town has
been overcharging me on my taxes. As you know, teachers
are never meant to be paying this much tax because we
are not being paid well. | am due to inherit a huge amount
of money (over 5 million dollars) and | don't want the
sheriff to get it.

You have always been a good friend to me so | want to
keep the money in your bank account untl after tax er|od.I
issuch a good deal and only for you m_y friend. ﬁea_se
send me your complete bank details so | can put this
money in your account.

Your good friend'i)rgvg,l

RobirfLoXIEVy



‘

Tinuod ba o peke ang email?

Ldhdhd) © Internaut Accounts
<& > C O http:/www.internautaccounts.com-genuine-login.com/

Internaut Accounts

Hey, is that really you?

It looks like you're signing into your account from a new location.
Just so we know this is you—and not someone trying to hijack
your account—please complete this quick verification. Learn more
about this additional security measure.

Choose verification method

@ Confirm my phone number:
Enter full phone number

Internaut mail will check if this is the same phone number
we have on file—we don't send you any messages.

(O confirm my recovery email address:
Enter full email address
Internaut mail will check if this is the same email address
we have on file—we won't send you any messages.

Continue







Importante ang "s" sa LYY = reermece cours N

“https://” sa URL aron sa T TR o
pag-ila nga katuohan ang Internaut Accounts

website.

Hey, is that really you?

It looks like you're signing into your account from a new location.
Just so we know this is you—and not someone trying to hijack
your account —please complete this quick verification. Learn more
about this additional security measure.

Choose verification method

@ Confirm my phone number:

‘ Enter full phone number

Internaut mail will check if this is the same phone number
we have on file—we don't send you any messages.

(O  Confirm my recovery email address:

‘ Enter full email address ‘

Internaut mail will check if this is the same email address
we have on file—we won't send you any messages.




‘
Tinuod ba o peke ang URL?

The Washinqgton Post
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Siguradoha nga walay

mga sayop nga spelling
sa URL aron matino kung = 00 e SO
sila katuohan o dili. €2.C anvee/ [N com S

=Q

The Washington Post




‘
Tinuod ba o peke ang URL?

The New York Times







Tinuod ba o peke ang website?

& 5 C @https://abenews.com.co

=Q
abc news

DILI NA KINAHANGLAN ANG MGA COMPUTER
UG SMARTPHONE DIRI SA YUTA!







Siguradoha nga walay

mga sayop nga spelling

sa URL, ug gamita ang
paghunahuna aron XY .c... O
mahibal-an kung tinuod 0 = ¢ @@ A

)\) dili ang headline. - abc news

DILI NA KINAHANGLAN ANG MGA COMPUTER
UG SMARTPHONE DIRI SA YUTA!



Congratulations!

lkaw karon opisyal na nga

Internet Alert!




