Nu te lasa
pacalit.



http://beinternetawesome.withgoogle.com
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Atunci cand cineva din mediul online incearca
sa fure informatii precum date de logare sau
detalii ale contului tau, prin intermediul unui

text sau al unui e-mail, pretinzand a fi o
persoana de incredere, se numeste phishing.

Eroii
Internetului.
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Unele atacuri de tip phishing sunt usor de recunoscut.
Altele pot fi ingselatoare si foarte convingatoare.

Eroii
Internetului.



Sfaturi care te ajuta sa identifici phishing-ul intr-un email:

1. Cat de profesionist arata acest e-mail?
Are logo-ul obisnuit al companiei?
Exista greseli de scriere?

Check your recent activity and update your informations

We noticed suspeicous behavior in a foreign country.

Eroii
Internetului.



Sfaturi care te ajuta sa identifici phishing-ul intr-un email:

2. URL-ul site-ului se afiseaza corect in
e-mail? URL-ul incepe cu “https://” alaturi
de un mic lacat verde in partea stanga?

Eroii
Internetului.



Sfaturi care te ajuta sa identifici phishing-ul intr-un email:

3. Exista pop-up-uri de tip spam?

YOU WON!
VIRUS

:

Eroii
Internetului.



Sfaturi care te ajuta sa identifici phishing-ul intr-un email:

4. Ce este scris cu caractere mici?

Eroii
Internetului.



Sfaturi care te ajuta sa identifici phishing-ul intr-un email:

5. Emailul ofera ceva ce suna prea frumos
sa fie adevarat, precum sansa de a castiga
o multime de bani?

GRAND PRIZE
$1,000,000

Eroii
Internetului.



‘

Haide sa incercam sa identificam
e-mailuri care reprezinta tentative
de phishing!
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Acest email este real sau fals?

LA XY = Email

& > C @ https:/mail.internaut.com/mail/u/0/#inbox
Subject:  Important information about your membership
From: Owl Cinemas<memberships@owlcinemas-example.com>
Body: Dear John,

A big “Thank You" from Owl Cinemas for your Unlimited
membership so far with us.

We are writing to remind you that your initial 12-month
membership with us is almost complete. We hope that
you have had an amazing year of film at Owl Cinemas.
And because you've been such a loyal member, we'll

shortly be upgrading you to our premium membership
at no additional cost!

Please check and update your details online now
to ensure you benefit from all of the perks of our
premium membership.

The Owl Cinemas Team







in acest caz, e-mailul
pare real, oferta este
rezonabila si e-mailul
nu cere nicio informatie
personala.
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Eroii
Internetului.

& > C @ https:/mail.internaut.com/mail/u/0/#inbox i
Subject:  Important information about your membership
From: Owl Cinemas<memberships@owlcinemas-example.com>
Body: Dear John,

A big “Thank You" from Owl Cinemas for your Unlimited
membership so far with us.

We are writing to remind you that your initial 12-month
membership with us is almost complete. We hope that
you have had an amazing year of film at Owl Cinemas.
And because you've been such a loyal member, we'll
shortly be upgrading you to our premium membership
at no additional cost!

Please check and update your details online now
to ensure you benefit from all of the perks of our
premium membership.

The Owl Cinemas Team
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Acest e-mail este real sau fals?

LR Y A Internaut Do

g Internaut mail

Email

Password

Sign in to view file







Aminteste-ti sa te uiti

intotdeauna la URL. A ek LS o

URL-ul ar trebui sa
inceapa cu “https://” si sa

) nu aiba erori de scriere.

8 Internaut mail

‘ Email |

‘ Password ‘

Sign in to view file
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Acest e-mail este real sau fals?

bttt O Email
& > C @ https:/internaut.mail.com/mail/u/0/#inbox

Subject:  Great Opportunity my friend
From: Robin<robin@robin-hood-example.com>

Body: Dear Friend.
My name is Robin and | am a teacher from the town of
Nottingham. | am teaching a massive group of students
and | believe that | make a lot of a difference in the lives of
these children. Unfortunately, the sheriff of the town has
been overcharging me on my taxes. As you know, teachers
are never meant to be paying this much tax because we
are not being paid well. | am due to inherit a huge amount
of money (over 5 million dollars) and | don't want the
sheriff to get it.

You have always been a good friend to me so | want to
keep the money in your bank account until after tax period.
As areward, | am willing to leave you 1 million dollar. This
is such a good deal and only for you my friend. Please
send me your complete bank details so | can put this
money in your account.

Your good friend for ever,

Robin Loxley






-
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Eroii
Internetului.

in email sunt greseli de
scriere, numele de
familie nu se potriveste
cu emailul si se cer
informatii personale.

< > C @ https/i

Subject:

From:
Body:

mail /mail/u/0/#inb *

Great Opportunity my friend

Dear Frlend.

My name is Robin and | am a teacher from the town of
Nottingham. | am teaching a massive_qroup_.of students
and | believe that | makefa ot of a difference;in the lives of
these children. Unfortunately, the sheriff of the town has
been overcharging me on my taxes. As you know, teachers
are never meant to be paying this much tax because we
are not being paid well. | am due to inherit a huge amount
of money (over 5 million dollars) and | don't want the
sheriff to get it.

You have always been a good friend to me so | want to
keep the money in your bank account untl after tax enod.I
issuch a good deal and only for you m_y friend. ﬁe;se
send me your complete bank details so | can put this
money in your account.

Your good friend'i)rgvé,l

RobirLoXIEVy
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Acest email este real sau fals?

Ldhdhd) © Internaut Accounts
<& > C O http:/www.internautaccounts.com-genuine-login.com/

Internaut Accounts

Hey, is that really you?

It looks like you're signing into your account from a new location.
Just so we know this is you—and not someone trying to hijack
your account —please complete this quick verification. Learn more
about this additional security measure.

Choose verification method

@ Confirm my phone number:
Enter full phone number

Internaut mail will check if this is the same phone number
we have on file—we don't send you any messages.

(O confirm my recovery email address:
Enter full email address
Internaut mail will check if this is the same email address
we have on file—we won't send you any messages.

Continue







Litera “s” din “https://” in
URL este importanta in a
te ajuta sa determini
daca website-ul este

W sigur.

v

Eroii L |
Internetului. i

KX intornaut Accourts N ——
Intornaut Accounts NS

& > C  Qhup:/www.interautaccounts.com-genuine-login.com/ J Yoi

Internaut Accounts

Hey, is that really you?

It looks like you're signing into your account from a new location.
Just so we know this is you—and not someone trying to hijack
your account —please complete this quick verification. Learn more
about this additional security measure.

Choose verification method

@ Confirm my phone number:

‘ Enter full phone number

Internaut mail will check if this is the same phone number
we have on file—we don't send you any messages.

(O  Confirm my recovery email address:

‘ Enter full email address ‘

Internaut mail will check if this is the same email address
we have on file—we won't send you any messages.
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Acest URL este real sau fals?

The Washinqton Post
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Asigura-te ca verifici
URL-ul de erori de

scriere, pentru a KXY vecringonro:
determina daca este sau R o S~ o
= = =Q
W nu credibil. The Washir]'c_]_ton Post
. e
() —
]
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Eroii j
Internetului.
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Acest URL este adevarat sau
fals?

The New York Times







Acest website este real sau fals?

& 5 C @https://abenews.com.co

=Q

abc news

COMPUTERS AND SMARTPHONES ARE NO
LONGER ALLOWED ON THIS EARTH!







Asigura-te ca verifici
URL-ul de erori de
scriere si foloseste-ti
logica pentru a stabili
daca titlul este adevarat
sau nu.

&5 C ﬂhﬂps://abcnews.conl?_ol W e
=Q
abc news

| COMPUTERS AND SMARTPHONES ARE NO |
:_ LONGER ALLOWED ON THIS EARTH!



Felicitari!

Acum esti oficial

alert pe internet!




