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ABSTRACT

The web utilizes permission prompts to moderate access to certain
capabilities. We present the first investigation of user behavior and
sentiment of this security and privacy measure on the web, using
28 days of telemetry data from more than 100M Chrome instal-
lations on desktop platforms and experience sampling responses
from 25,706 Chrome users. Based on this data, we find that ignoring
and dismissing permission prompts are most common for geoloca-
tion and notifications. Permission prompts are perceived as more
annoying and interrupting when they are not allowed, and most
respondents cite a rational reason for the decision they took. Our
data also supports that the perceived availability of contextual in-
formation from the requesting website is associated with allowing
access to a requested capability. More usable permission controls
could facilitate adoption of best practices that address several of
the identified challenges; and ultimately could lead to better user
experiences and a safer web.
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1 INTRODUCTION

The web as a platform for using services and accessing information
is becoming increasingly powerful [8]. Just like on other common
application platforms, such as Android, iOS, Windows, or macOS,
adding new capabilities often carries risks which cannot be entirely
mitigated using purely technical means. In many cases, users are
then asked if a given website or application should be allowed to
access such a capability using permission prompts, turning this
into a usable privacy and security problem. Permission prompts
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on mobile operating systems have been subject to usable security
and privacy research for many years [6, 7, 10, 12, 17]. However, to
the best of our knowledge, no prior work has investigated how per-
missions are used and understood by users on the web in general.
This work aims to fill that gap and provide an in-depth overview
of users’ behavior, decision-making, and sentiment on web permis-
sion prompts. We identify opportunities for browser vendors and
permission system designers to create more usable controls that are
easier to integrate for web developers and better tailored to user
needs while browsing the web, which can lead to less annoyance
and better decision making, and ultimately help users to stay safe.

While many applications are offered on both the web and as
apps on mobile platforms, the web enables use cases that are more
ephemeral than those enabled by apps. Searching and information
gathering are popular activities on the web, during which users will
often interact with many websites with distinct owners. In contrast,
before a user can use a mobile app, they need to choose it in a
store and install it on their device, often confirming their choice
with an authentication step. Intuitively, these actions alone seem
to be correlated with permanence and trust. Apps are also often
built to enable more permanent use cases, saving settings, log-in
information and other preferences from the get-go. On the web,
such permanent use cases also exist (e.g., with web-based email
clients or productivity apps). Yet many websites are also used only
very briefly.

Another important difference lies in the delivery of software [1]:
websites are delivered dynamically and there’s no guarantee that
any two users will receive the same version of a website’s source
code. With apps, developers usually create bundles that are then
delivered to all users equally until an update becomes available.
Furthermore, there is no requirement to access websites in a certain
way: users are free to choose their browser or default search engine,
and to type any URL into the address bar of their browser. With apps,
distribution happens via app stores, where certain requirements
and guidelines are enforced. For permissions in particular, both
Android [13] and iOS [3] specify minimum requirements and best
practices that get enforced during the app store review process.
No such lower bound exists for the permission user experiences
that web developers can create. Using Javascript APIs, developers
are free to show a permission prompt for a desired capability at
any time during their website’s control flow, even when a page
is still loading. From the authors’ own experience of the web, it
seems apparent that there is less adherence to best practices, such as
showing a permission prompt only after a relevant user interaction.
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To mitigate some of these challenges, browser vendors have
implemented various mechanisms to somewhat limit websites’ abil-
ities to show permission prompts. For example, Mozilla Firefox only
allows asking for notification permission after the user interacted
with the current page within 5 seconds [19]. The underlying as-
sumption is that after such an interaction, it is more likely that the
permission prompt will be relevant and associated to a user’s in-
tent. As another example, Chrome intervenes on websites’ requests
to show notification and geolocation prompts, as introduced by
Bilogrevic et al. [4, 14].

Finally, the prompt Uls used in web browsers, especially on
desktop platforms, are also quite different from their mobile coun-
terparts. Mobile permission prompts are modal and very prominent
on the screen, due to the often limited screen size. They also only
show buttons with options to grant or deny access. In contrast,
many desktop browsers including Chrome, Firefox, and Edge, show
a lightweight, non-modal permission prompt anchored to the ad-
dress bar. Additionally, there is an affordance to dismiss permission
prompts (for example, by clicking an “x” button) and the prompt
can be ignored entirely by just navigating away. To the best of our
knowledge, these additional user actions on permission prompts
have not been investigated before.

The first goal of this work is thus to describe and quantify the
experience of permission prompts on the web. On the one hand,
we describe current user behavior when encountering prompts. On
the other hand, we aim to measure how annoyed and interrupted
users feel, given that best practices are not as enforceable on the
web as they are on mobile platforms [3, 13].

Inspired by the work of Bonné et al. and Cao et al. [6, 7], who
looked at permission prompts on Android, a second goal of this
work is to understand the reasons users of web permissions cite for
making their decisions across all four possible outcomes (accept,
deny, dismiss, and ignore). Assuming that permission systems aim
to encourage “good” decisions, we delineate decision behaviors that
appear rational (and thus should be encouraged) from behaviors
that appear problematic (and the permission experience may have
to be changed to avoid them).

A third goal is to investigate to what extent known factors im-
pact users’ decision-making on web permission prompts. Privacy
theories such as contextual integrity [20] suggest that contextual
information plays an important role, and prior work on mobile per-
missions [6, 10, 27, 31] found this to hold in practice. In particular,
why a capability is requested and to what extent it is tied to the
user’s need in the current context influences users’ decisions and
perceptions. Prior work also argued that tying permission granting
to intentional user interactions improves the availability of contex-
tual information and thus helps users make better decisions [18]. We
thus also explore to what extent the prior user interaction heuristic
employed by Firefox is associated with a better user experience and
better decision-making on the web today.

In sum, our work addresses the following research questions:

RQ1. How annoying or interrupting is prompting for permis-
sion on the web?

RQ2. How easy or difficult do users find making decisions on
web permission prompts?
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RQ3. Which reasons do users cite for their decisions? To what
extent can we consider users’ current decision-making
rational?

RQ4. How much contextual information do users currently
perceive prior to seeing permission prompts? Is more
contextual information associated with rational decision-
making?

RQ5. Does a perceived self-benefit from a capability impact the
action users take on permission prompts?

RQ6. Does user interaction prior to a permission prompt impact
any of the above?

As a first step towards understanding web permissions, the work
presented in this paper focuses on the experience of web permis-
sions on desktop browsers. We believe this is a valuable contri-
bution, as the user interfaces of permission prompts on desktop
platforms are most different from permission prompts on mobile
operating systems.

The key contributions of this work comprise:

e We analyzed telemetry from more than 100M Chrome in-
stallations and find that ignoring and dismissing permission
prompts are the most common actions Chrome users take.
Our data supports that many websites are not adhering to
best practices available for other platforms [3, 13], as 83.9%
of permission prompts for the four most common capabili-
ties shown to users are not preceded by a user interaction
on the given website within 5 seconds.

e We collected responses from 25,706 Chrome users imme-
diately after they made a decision on permission prompts
using an experience sampling approach. Prompts are more
likely to be annoying for geolocation and notifications re-
quests, especially when requests are ultimately denied or
dismissed. This implies that prompts where users do not find
capability access necessary are more problematic.

e We provide an overview of reasons respondents cite for mak-
ing decisions across four permission types and four actions
users can take on a permission prompt, and compare them
to prior findings on Android. We find that a majority of re-
spondents cite at least one rational reason for their decision-
making, even when dismissing and ignoring prompts.

e We investigate to what extent the perceived availability of
contextual information or a perceived self-benefit is asso-
ciated with actions users take on the four most common
permission types. We find that respondents are more likely
to have sufficient contextual information or perceive a self-
benefit when microphone and camera permissions are re-
quested as well as when they are allowing permission re-
quests of any type.

e We investigate to what extent a prior user interaction within
five seconds on a given website is associated with different
behavior, improved sentiments, or rational decision-making.
We find more users allow capability access after a prior user
interaction in telemetry (a three-fold increase for geoloca-
tion prompts, for example) and observe a small effect of
respondents being somewhat more likely to rate a prompt as
not annoying in experience sampling responses. However,
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we find no substantial effects on ease of decision-making,
rational reasons for making a decision, certainty why the
site is asking, or perceived benefit to oneself. We conclude
that the prior user interaction heuristic can predict allowing
behavior to a limited extent, but find no evidence of it being
indicative of availability of contextual information and thus
more rational decision-making.

The remainder of the paper is structured as follows: Section 2
provides additional details on how permissions work on the web
today and how they compare to permission prompts on mobile plat-
forms. Additionally, we provide an overview of prior research and
how it relates to our work. Section 3 gives an overview of telemetry
data, discussing which capabilities are commonly used on the web
and which decisions users make for them. Section 4 then introduces
our experience sampling methodology before Section 5 describes
the findings. Section 6 lists limitations of the approach we chose
before Section 7 provides a summary and discusses implications.
Section 8 outlines next steps, and the Appendix provides the full
questionnaires we used for the experience sampling questionnaires.

2 BACKGROUND AND RELATED WORK

In this section, we will provide a brief overview of permissions on
the web and how they differ from permissions on mobile platforms,
as well as related prior work on permissions in general.

2.1 Permissions on the Web

Over the past 15 years, the web platform has added capabilities and
APIs to allow for increasingly powerful websites and web applica-
tions (jointly referred to as websites in this paper for brevity) [8].
Many of these capabilities need to access sensitive information
outside of the browser sandbox and thus inherently carry a risk.
There are technical mitigations, such as requiring a secure con-
text to make sure network-based attackers cannot easily access
a capability [28] or requiring transient user activation (see next
paragraph). Beyond that, browsers rely on users to confirm that
using the capability on a given website matches their intention.
These confirmation questions are shown as permission prompts
(see Figure 1 for examples), exposing a website’s request as a choice
to users.

As described by Bilogrevic et al. [4], the push notification capabil-
ity in particular has been so heavily used that it became bothersome
for users. Chrome and other browsers started intervening on per-
mission requests by websites to reduce the burden on its users.
Notably, Firefox started requiring a prior user interaction on a
given website within five seconds in version 72 before a permis-
sion prompt for notifications can be shown [19]. The overeager
use of notifications illustrates a challenge that exists because of
the open nature of the web. In contrast to other platforms where
users commonly encounter permissions, like Android or iOS, there
is no review process or gatekeeper that can enforce certain best
practices or guidelines on the web. There also is no direct recourse
for misbehaving websites, beyond mitigations such as Google Safe
Browsing.

Additionally, there are some practical differences between per-
mission prompt Uls on mobile devices and in browsers for desktop
platforms. Prompts on mobile platforms offer additional controls,
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Figure 1: Permission prompt for geolocation access in four
common web browsers.
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Figure 2: Permission prompt for geolocation access on mo-
bile platforms.

like coarse or fine location, developer-provided rationale strings
and one-time allow options (see Figure 2b). Some desktop browsers
also have one-time options (e.g., Firefox and Safari), but none offer
developer-provided rationale strings or a coarse-fine toggle (see
Figure 1). Mobile permission prompts are also modal. This means
they appear in the middle of the screen, hiding the app’s content
until a decision has been made on the permission request. On iOS,
one has to make an explicit allow or deny decision using the offered
buttons. On Android, users can make the prompt disappear by tap-
ping outside the prompt or by using the back button or gesture.
These interactions do not have a visual affordance and, to the best
of our knowledge, have not been investigated in prior work.
Permission prompts in many desktop browsers are presented
quite differently: In Chrome, Edge, and Firefox, prompts hang off
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the address bar. Given the often larger screen sizes on desktop plat-
forms, they can easily be ignored by just continuing what one was
doing in the content area. This is referred to as the “ignore” action
in the remainder of the paper. Additionally, Chrome, Edge, and
Firefox afford a temporary block decision (clicking the “x” button in
Chrome and Edge, and clicking the Block button without checking
“remember my decision” in Firefox). We refer to this action as “dis-
miss” in the remainder of the paper. For both, ignore and dismiss
decisions, the permission-gated capability remains inaccessible for
the user’s current visit, but the website gets to ask for permission
again on the next visit.

Users may also choose to deny the request, in which case we
again see differences between desktop browsers. Chrome’s deny
decisions are always permanent and thus the capability remains
inaccessible not only for the current visit, but also for future visits,
as the website will not be able to ask again. Firefox offers a “Remem-
ber my decision” checkbox to make decisions permanent, while
they are temporary by default. Safari goes even a step further: for
example, any permission decision on geolocation access can at most
be remembered for one day. After a temporary decision expires,
the site can ask again. For the remainder of this paper, we focus on
Chrome, as a popular desktop browser at the time of writing [24].

2.2 Prior Research on Permission Prompts

A sizeable body of work has investigated permission prompts, pri-
marily for mobile apps in general and on the Android platform in
particular. Initially, Android relied on an install-time permission
model, asking users to agree that an app gets to use all capabilities
it desires as a condition of installing it. Numerous authors described
the problems users have with this model [11, 12, 17].

With Android 6.0, the platform switched to a runtime permission
model. Bonné et al. [6] investigated user behaviors and decision-
making of Android runtime permissions, identifying differences in
deny rates across permission types as well as a number of reasons
underlying participants’ decision-making. They find that an appli-
cation’s need for a given capability was a main reason for granting
or denying, while being able to change the decision later was a
common reason for denying. These findings were largely confirmed
by Cao et al. [7] in 2021 with an experience sampling approach on
users recruited via online advertising.

Beyond describing user behaviors, several authors have argued
for contextualizing requests for access to capabilities or resources.
Work by Thompson et al. [26] showed that indicators can help
users to understand when access occurs and thus help to make sure
access is appropriate. As a theoretical foundation, Nissenbaum’s
Contextual Integrity framework [20] postulates that privacy mani-
fests as appropriate information flows, where an information flow
is characterized by 5 properties (sender, receiver, data subject, data
type, and transmission principles). Contextual norms (including
people’s expectations and social norms) are applied to these five
properties and result in an appropriateness judgement. The impli-
cation is that if any of these five properties change, the information
flow may no longer be appropriate. A corollary is that one needs
to be aware of these five properties of an information flow to make
informed judgements of appropriateness. Votipka et al. [27] con-
firm that when, why and with whom data is shared mattered when
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Table 1: Chrome telemetry from desktop platforms on the most commonly used capabilities and user actions. % Prompts
are calculated against the total number of all prompt events across all capabilities. One exception are the two percentages in
parentheses in the Total row, denoting the percentage of prompts with and without user interaction for the four capabilities
in the table only. Prompts per 1k page loads describes the frequency with which the given prompt type is shown. User action
rates are computed row-wise, i.e. as percent of number of prompts for a (capability, prior user interaction) pair.

Prior User % Prompts Prompts per User Action
Capability Interaction of overall total 1k page loads ignored dismissed allowed denied
Notification no 43.0% 1.9 42.9% 36.6% 10.4% 10.2%
yes 8.0% 0.3 29.9% 37.5% 19.9% 12.7%
Geolocation no 31.2% 1.3 53.8% 30.9% 9.0% 6.3%
yes 4.4% 0.2 28.3% 34.5% 27.4% 9.8%
Microphone no 2.2% 0.1 9.2% 24.8% 60.9% 5.1%
yes 1.6% 0.1 3.9% 24.8% 65.1% 6.2%
Camera no 0.6% 0.03 9.2% 18.5% 66.8% 5.6%
yes 0.8% 0.03 2.8% 20.9% 70.3% 5.9%
no 77.0% (83.9%) 33 46.1% 33.8% 11.7% 8.4%
Total yes 14.8% (16.1%) 0.6 25.1% 34.3% 29.8% 10.8%
overall 91.8% 4.0 42.7% 33.9% 14.6% 8.8%

making access decisions in the context of mobile apps. Wijesekera
et al. [31] find that at least 80% of participants wanted to prevent at
least one access to data given a specific context and that the use of
an ML-based classifier to contextualize and automate permission
decisions reduces the number of unexpected capability accesses by
75% [32]. More recently, Elbitar et al. [10] found that providing ra-
tionales with permission requests appears beneficial for both users
and developers. Cao et al. [7] find that the presence of a rationale
string halved the deny rate of permissions requested by the apps in
their sample. They also find that deny rates are lower when their
participants expected an app to ask for the given permission.

Additional work looked at mobile app permissions from a de-
veloper perspective and suggested user interaction improvements.
Tahei et al. [25] interview developers and compare their views with
end users’ mental models. Harbach et al. [15] propose to use con-
crete examples of information being made available to an app to
help with assessing risks associated with permission grants. Micin-
ski et al. [18] propose to tie interactive usage of capabilities to user
interactions, finding that capability access is more expected after
an explicit user interaction.

Very little work has addressed web permissions directly. In 2012,
Chaitrali and Traynor [1] discussed differences in mobile web ap-
plications and native apps on mobile operating systems, citing the
dynamic nature of the delivery of websites, the absence of app
stores, and the ease with which users can happen upon a random
website, among others, as core differences between web and native
applications. They propose to improve inspection abilities via a
manifest-type mechanism and call for alignment with operating-
system level permission systems to help users make informed deci-
sions. Hazhirpasand et al. [16] present a click-jacking attack on web
permission prompts. Bilogrevic et al. [4] and Harbach et al. [14]
built and evaluated an intervention to reduce user interruptions
due to overeager websites prompting for permissions frequently
for both mobile and desktop Chrome.

To the best of our knowledge, no prior work has investigated
user sentiment and behavior for permissions on the web in general
and on desktop platforms in particular.

3 TELEMETRY OF PERMISSIONS ON THE
WEB

We use telemetry provided by Chrome installations on desktop
platforms to outline the status quo of user behavior on web per-
mission prompts. Telemetry data is available when users did not
opt out of the collection via the “Help improve Chrome’s features
and performance” toggle in Chrome settings or during Chrome’s
installation or first-run flow. We exclude any prompts with inter-
ventions (when Chrome proactively hides the prompt because of
a user preference, because Chrome determined users are unlikely
to allow, or because users repeatedly dismissed or ignored prior
prompts; see Harbach et al. [14]), as they were also excluded when
showing experience sampling prompts (see Section 4). As a first
step, we focus on desktop platforms, given how different the user
experience of permission prompts is there. It is noteworthy that
use cases when browsing the web can be different between desktop
and mobile devices [22] and understanding the situation on mobile
devices is thus important future work.

We report data aggregated over a 28-day window ending on Jun
30, 2023. The data set contains data from hundreds of millions of
permission prompts from more than 100 million Chrome installa-
tions. Prior user interaction refers to a transient activation event
happening before the permission prompt was shown, i.e. the user
had a mouse click anywhere on the content area or a keyboard
event within 5 seconds before the prompt appeared [30]. We also
report four user actions as outcomes of the prompt being shown:
allowed and denied prompts are those where the user clicked on the
respective button in the prompt (see Figure 1a); dismissed prompts
are those where the user clicked the “x” icon at the top right of the
prompt; and ignored prompts are those where the user did nothing
and navigated away or closed the tab or browser window.

Table 1 provides a breakdown of permission prompts across
the capabilities that triggered the respective prompt. Notifications,
geolocation, microphone, and camera access account for 92% of all
shown permission prompts and we thus focus our analysis in this
section and the remainder of the paper on those capabilities.

Looking at notifications and geolocation in one group and mi-
crophone and camera in a second, we can see that user behaviors
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between those groups are different. Whereas the former shows
higher rates of ignoring and dismissing, the latter group is most
commonly allowed. This difference in itself suggests that the use
cases associated with the respective capabilities lead to different
user behavior. We can speculate that the nature of the capabilities
in question make them more or less central to the underlying use
cases and thus result in differences in users’ perceived need of the
capability. In addition, across all capabilities, a prior user interaction
leads to lower ignore and higher allow rates. These increased allow
rates suggest that differences in the permission request experience

lead to different decision behaviors.

It is also noteworthy that only 16.1% of prompts for the four most
common capabilities were shown after a user interacted with the
page within in 5 seconds in the 28-day window covered by our data.

e Created profile or installed Chrome at least 30 days ago;

e Chrome is not recovering from a crash; and

e A questionnaire language matching the current Chrome
language (locale) is available.

The invitation to the questionnaire showed approximately five
seconds after a user made a choice on a permission prompt (and the
prompt thus disappeared). This delay is due to a technical limitation
where questionnaires cannot be pre-fetched because of server load
constraints. If the conditions for showing a questionnaire were met,
users would first see an invitation page, and then one question
per page (see Figure 3). Respondents were able to abandon the
questionnaire at any time by clicking the "x" button in the top-right
corner.

In these cases, ignore rates are 21.0% lower and allow rates 18.1%

higher overall. Allow rates for the geolocation capability stand out
in particular, increasing three-fold from 9.0% without to 27.4% with

a prior user interaction.

As a point of comparison, prior work on Android [6, 7] found
deny rates of about 14% for the location permission, 14-16% for
camera and 26-30% for microphone in their samples, which are
substantially higher than what we find on the web. Given that
desktop browsers allow other non-allow outcomes, this is not sur-
prising. As Android apps could show notifications by default until
Android 13 [2], notification prompts were not investigated in prior

work on Android.

4 EXPERIENCE SAMPLING METHOD

Based on the user behavior observed using the telemetry outlined in
Section 3, we set out to answer the research questions introduced in
Section 1. Given the short-lived and contextual nature of permission
decision moments and the research approaches taken in prior work,
we chose to use experience sampling to gather data from Chrome’s

users.

Chrome users are eligible to see an experience sampling prompt
when all of the following conditions for their Chrome profile are

met:

e Not opted out of “Help improve Chrome’s features and per-

formance” setting;

o Not displayed another experience sampling prompt within

180 days;

4.1 Ethical Considerations

Our work was not subject to IRB review. Instead, a cross-functional
team of stakeholders as well as user experience (UX) researchers
at Google reviewed and approved the research plan. All of the UX
researchers involved in the project received formal training on
research ethics.

Furthermore, we did not retain any identifying data with our
questionnaires. Participation in experience sampling studies in
Chrome is only offered to users at most once per 180 days and only
if they did not opt out of sharing telemetry data. Each questionnaire
we fielded was short and easy to ignore or dismiss. The question-
naire invitation provided links to Google’s privacy policy as well as
an overview of any additional data sent along with their responses.
This data comprised which permission type they saw a prompt for,
the action they took on it, the type of prompt UI they saw, whether
there was a user interaction prior to the prompt showing (as defined
in Section 3), their user agent string, the current timestamp, and
their timezone offset.

4.2 Statistical Testing

To compare response proportions between various slices of the data,
we use omnibus y? tests and report pairwise differences when the
absolute value of standardized residuals (sresid) is at least two [23].
We also use logistic regressions to test for differences caused by sev-
eral nominal variables on binary outcomes. Independent variables
used comprise the requested capability (reference: “notifications”),
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Table 2: Overview of response behaviors from the first questionnaire. Accepted questionnaires are those where respondents
answered at least one question. They are counted as partial if not all questions were answered, as complete otherwise. The
rightmost column shows the fraction of accepted questionnaires that followed a permission prompt being shown after a user

interaction.

Invitations

Median time % w/ user

User action  Capability shown % accepted  # partial % partial  # complete [sec] interaction

notifications 45,201 2.8% 282 22.1% 995 40 43.6%

allowed geolocation 33,770 3.5% 160 13.5% 1,025 38 39.3%

microphone 49,077 2.9% 375 26.4% 1,044 38 50.6%

camera 47,294 2.9% 337 24.4% 1,044 38 56.7%

notifications 50,249 2.3% 125 10.7% 1,038 42 23.9%

denied geolocation 55,437 2.1% 136 11.5% 1,043 41 21.6%

microphone 16,664 2.7% 105 23.6% 340 34 61.1%

camera 9,584 2.4% 51 22.6% 175 31 62.3%

notifications 165,204 0.8% 240 18.8% 1,037 46 21.7%

dismissed geolocation 148,741 0.7% 179 16.3% 921 48 18.9%

microphone 52,287 1.0% 138 26.7% 379 39 54.3%

camera 22,505 1.0% 59 27.2% 158 37 59.1%

Total 696,013 1.6% 2,187 19.2% 9,199 40 40.3%
Table 3: Overview of reasons offered to respondents when 4.3.1 Questionnaire 1. As RQs 1 and 2 are about user sentiment

asking about decision reasons. “2x” indicates that two of-
fered items matched the reason in these conditions.

Included for user action

Category Reason allow dismiss deny ignore

want to allow/decide later X X X
rational functionality X 2x 2x 2x
developer trust X X X X

0-50 nothing bad will happen X
can’t remember what I did X X X X
did not notice X

. won’t work otherwise X

problematic

want the popup to go away X X X X

won’t be able to allow later X

the action the respondent took (reference: “allowed”) as well as the
presence of a user interaction before the prompt showed (reference:
no user interaction). The independent variables we include were
selected based on our research questions. We did not optimize these
exploratory models any further. Result tables for the regressions
include a “sig” column, that indicates statistical significance levels,
with.=p <.1,*=p < .05, =p < .01, and ™ = p < .001.

4.3 Fielding & Responses

We launched two distinct campaigns to address RQs 1-2 and RQs
3-6 separately, as we wanted to keep the individual questionnaires
short. Both questionnaires were fielded to Chrome installations on
Windows, macOS, ChromeOS, and Linux using an English language
setting. We aimed to collect approximately 1,000 responses for each
(capability, user action) pair to retain sufficiently large subgroups
when slicing the data during analysis in both questionnaires. In
both questionnaires, the surveyed capabilities comprised the four
most used capabilities on the web (notifications, geolocation, cam-
era, and microphone; see Section 3). The user actions included in
each questionnaire are described below. The analysis was based on
complete responses; partial responses were discarded.

during interaction with the prompt, we showed the questionnaire
to users who actively interacted with the prompt, i.e. dismissed,
allowed, or denied it but not those who ignored it. The questionnaire
thus had a 4x3 between subjects design. We used three simple
Likert-scale-type rating questions (see Appendix A.1) to measure
annoyance, interruption, and ease of use.

Questionnaire 1 was active between August 31st and November
17th, 2022. We collected a total of 9,199 complete responses. Median
questionnaire completion time was 40 seconds and Table 2 pro-
vides an overview of response behaviors. Due to the lower number
of prompts on microphone and camera prompts (see Section 3),
lower questionnaire accept rates on dismissed prompts, as well as
higher fractions of partial responses on microphone and camera
questionnaires, we were unable to meet the desired response counts
in the available time for several conditions. This behavior suggests
that some capabilities and user actions occur in situations where
users are less amenable to completing a questionnaire. Overall, the
accept rates on our in-product questionnaires are similar to other
experience sampling questionnaires Chrome shows on unrelated
features.

4.3.2 Questionnaire 2. After the challenges with gathering suffi-
cient responses during questionnaire 1, we increased the size of
the population that would see conditions that filled too slowly. For
this questionnaire, we included the “ignore” user action, as this
questionnaire aimed to understand user decision-making across
all outcomes. This questionnaire thus had a 4x4 between subjects
design and comprised three questions (see Appendix A.2).

The first question asked participants to select which of a list of
pre-defined reasons describe why they chose to take the action they
took (RQ3). This multi-select question was modelled after the list of
reasons used by Bonné et al. [6]. However, we had to substantially
shorten their list to avoid overwhelming our participants, as they
did not specifically sign up for this questionnaire and saw it in
a small popup window on top of their regular browser window.
We also adapted the list to match how permissions work on the
web. As in the study of Bonné et al., the pre-defined reasons varied



CHI ’24, May 11-16, 2024, Honolulu, HI, USA

Marian Harbach

Table 4: Overview of response behaviors from the second questionnaire. Columns are defined as in Table 2.

. o1 Invitations . . . Median time % w/ user
User action  Capability shown % accepted  # partial % partial  # complete  # retained [sec] interaction
notifications 49,000 2.9% 240 17.2% 1,159 1,065 55 50.4%
accepted geolocation 37,860 3.5% 140 10.4% 1,201 1,152 51 39.0%
P microphone 39,423 3.8% 282 19.1% 1,198 1,115 49 49.9%
camera 40,635 3.6% 258 17.7% 1,198 1,102 48 59.7%
notifications 81,939 1.6% 134 10.0% 1,212 1,153 63 21.3%
. eolocation 89,807 1.5% 141 10.4% 1,211 1,168 59 19.2%
denied &
microphone 32,607 2.2% 183 25.8% 525 472 46 55.3%
camera 43,987 2.3% 224 21.7% 809 737 46 62.8%
notifications 297,333 0.6% 291 17.1% 1,408 1,314 62 21.2%
dismissed geolocation 281,130 0.6% 286 16.7% 1,425 1,355 58 17.7%
microphone 101,683 0.7% 186 24.5% 572 534 46 56.6%
camera 108,095 1.1% 272 23.8% 871 796 47.5 58.8%
notifications 292,065 0.4% 180 14.7% 1,043 942 63 17.2%
ienored geolocation 271,356 0.8% 303 13.7% 1,914 1,782 63.5 13.2%
g microphone 89,314 1.5% 293 21.3% 1,081 996 55 29.6%
camera 54,455 2.0% 198 18.2% 888 824 53 24.2%
Total 1,910,689 1.1% 3,611 16.9% 17,715 16,507 55 33.8%

based on which action the respondent had taken and not all reasons
were applicable to all user actions. For example, “nothing bad will
happen” does not apply when not allowing, as there is no risk from
exposing the capability in these cases. Table 3 provides an overview
which reasons we asked about for which user action. The exact
wording can be found in Appendix A.2.

Additionally, permission systems should aim to improve users’
decision-making by rooting decisions in an “optimizing” response,
according to Bohme and Grossklags [5]. Such decisions will be de-
pending on information and judgement as opposed to reactions and
heuristics. In contrast, finding that users cite reasons suggesting
satisficing behavior would indicate “low motivation”, “high diffi-
culty of the question” or “monotonous repetition”, all of which are
problematic for permission systems.

Based on the optimizing vs. satisficing framework, and in an at-
tempt to capture the status quo, we assign each reason to a category,
labelling reasons that refer to information of the current context
(functionality, trust in the developer) or an admittance of not having
enough information at this point (wanting to allow/decide later) as
“rational”, denoting behavior of the optimizing kind. At the opposite
end, we label reasons that show a lack of understanding (won’t
be able to allow later, won’t work otherwise), a use of heuristics
(wanted the popup to go away) or a failure to grab the user’s atten-
tion (did not notice) as problematic, denoting behaviors associated
with satisficing. We emphasize that it is not respondents’ decision-
making that is problematic, but it is problematic that Chrome’s
current permission user experience gives rise to such decision mak-
ing. Finally, we label “nothing bad will happen” as so-so, since
this can be an appropriate, fact-based judgement on, for example,
well-known sites, but can also be a fatalistic heuristic in other cases.

The second question was designed to capture the amount of
contextual information respondents were able to gather before
making the decision (RQ4), while the third aimed to capture who
respondents anticipated would benefit from granting access (RQ5).
We added the last question to capture respondents’ interpretations
of the available contextual information in terms of perceived utility.

Questionnaire 2 was active from January 11th to March 27th,
2023. We collected a total of 17,715 responses. The median ques-
tionnaire completion time was 55 seconds and Table 4 provides an
overview of response behaviors. Even though we increased the size
of the population that saw the respective questionnaire versions,
we were again unable to fill all conditions to the desired response
count. The lower accept rates as well as higher abandon rates are
consistent with the first questionnaire, though. We removed 1,208
responses for quality concerns, because these respondents had se-
lected reasons from all three reason categories. The fraction of
responses completed after a prompt with prior user interaction
varies between capabilities and user actions, but is consistent with
the first questionnaire.

5 FINDINGS

We will present findings for each research question (RQ) introduced
in Section 1 below and discuss their implications in Section 7.

5.1 RQ1: Annoyance and Interruption

Overall, a majority of 63.9% of respondents did not find the permis-
sion prompt particularly annoying (either “not at all” or “slightly
annoying”). Table 5 shows respondents’ ratings across capabilities
and user actions and Table 6 shows the results of a logistic regres-
sion on these factors. A detailed breakdown of respondents’ rating
of annoyance can be found in Figure 6 in Appendix B. Accepted
prompts were rated as significantly less annoying. Additionally,
microphone and camera prompts were also associated with signifi-
cantly less reported annoyance. The former could be explained by
accepted prompts being associated with a value that respondents
desired. The latter may be related to geolocation and notification
capabilities being substantially more commonly requested on the
web and thus respondents seeing them more often. Camera and
microphone prompts, on the other hand, may be associated with
benefits that are immediate and easily understood by the user, such
as being seen when joining a video conference; while notifications
may only have a benefit at a later point in time, if at all.
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Table 5: Responses to the questions on annoyance and ease of decision making as top-2-box scores (“not at all” or “slightly

», «

annoying”; “somewhat” or “very easy”). Two separate omnibus y? tests were applied to each dependent variable. Blue and
green cell background and * or ** indicate standardized residuals (sresid) > 2 and > 5 respectively. Yellow and orange cell
background and § and §§ indicate sresid < —2 and < -5 respectively.

# % # %
User Action  Capability . .
not annoying not annoying  easy easy
notifications 722 72.6%" 505 50.8%§
accepted geolocation 739 72.1%" 593 57.9%
P microphone 826 79.1%* 676 64.8%"
camera 835 80.0%** 643 61.6%
notifications 439 42.3%8§ 651 62.7%
denied ggolocatlon 499 47.8%8§ 699 67.0%
microphone 230 67.6% 196 57.6%
camera 124 70.9% 102 58.3%
notifications 578 55.7%§ 486 46.9%§
dismissed geolocation 522 56.7%§ 506 54.9%
microphone 251 66.2% 200 52.8%
camera 112 70.9% 78 49.4%
Total 5,877 63.9% 5,335 58.0%
2 2
. ) x2(11) = 671, x2(11) = 156,
Omnibus P < .0001 p < .0001

Table 6: Results of a logistic regression using feeling “not at
all” or “slightly” annoyed as the dependent variable.

Not annoying

Logodds  Std.Error Odds sig.

(Intercept) 0.78 0.054 2.19 b
Capability
geolocation 0.10 0.053 1.10 .
microphone 0.55 0.069 173
camera 0.62 0.079 1.85 e
User Action
denied -0.99 0.056 0.37 e
dismissed -0.63 0.057 0.53 o
Had prior user interaction 0.14 0.050 1.15 =

Furthermore, it is noteworthy that most denied notifications
and geolocation prompts were still rated as annoying, even though
Chrome’s prompt quieting mechanism (as described by Harbach
et al. [14]) had already made 41% and 19% of all notification and
geolocation prompts respectively ineligible for this study: prompts
for which Chrome determined that users were very unlikely to allow
access and thus received a quieter UI treatment were excluded from
our sample. However, even the remaining denied prompts still felt
more annoying than other prompts to respondents.

We also asked a second, similar question about feeling inter-
rupted instead of feeling annoyed in the first questionnaire. Re-
sponses to this question were strongly correlated with annoyance
ratings (Spearman’s p = .74, p < .0001) and exhibited the same
patterns of significant differences. We thus don’t report the values
separately and conclude that feeling interrupted and annoyed are
very similar sentiments when it comes to permission prompts.

5.2 RQ2: Ease of Decision-Making

Across all prompts we included in our study, 58% of respondents
found it “somewhat” or “very easy” to make a decision on the
permission prompt. Table 5 and the logistic regression results in

Table 7 show that this was somewhat different across capabilities
and user actions. A detailed breakdown of respondents’ rating of
ease of decision making can be found in Figure 7 in Appendix B.
Respondents were 29%-37% more likely to rate geolocation, camera,
and microphone decisions as easy. This may mean that it is more
obvious when these capabilities are necessary or useful. Across
user actions, denying was slightly more likely to be rated as easy
while dismissed prompts slightly less.

Table 7: Results of a logistic regression using rating decision-
making as “easy” or “very easy” as the dependent variable.

Easy to make a decision

Log odds  Std. Error Odds  sig.

(Intercept) 0.17 0.051 1.19 e
Capability
geolocation 0.26 0.052 130 **
microphone 0.31 0.063 1.37 e
camera 0.26 0.070 1.29 e
User Action
denied 0.23 0.054 1.26 e
dismissed -0.28 0.054 0.75
Had prior user interaction -0.04 0.046 0.96

5.3 RQ3: Reasons for Decision-Making

In this section, we will look at the reasons respondents cited for
their decisions. We split the analysis by user action, as the pre-
defined reasons we provided to respondents also differed based
on the action they took on the prompt (see Table 3). For accept
and deny decisions, we compare our findings to those of Bonné
et al. [6] based on their Android study conducted in 2016, whose
findings were confirmed by Cao et al. [7] in 2021, finding very
similar frequency of reasons for accepting and denying.

5.3.1 Reasons when Allowing. Table 8 shows that, when allowing
a permission, functionality and developer trust reasons are most
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Table 8: Responses to the question “When the website asked for access to $capability, why did you do what you did? Select all
that apply.” split by the capability requested by the website for respondents who eventually allowed access. As multiple selec-
tions were possible, percentages are based on number of respondents accepting the given capability and the “# respondents”
rows show counts of unique respondents in each category.

Category Reason Notification Geolocation Microphone Camera Total
developer trust  37.1% (395) 36.1% (416) 40.2% (448)  41.5% (457)  38.7% (1,716)
rational functionality 29.8% (317) 51.8% (597) 52.6% (586) 51.0% (562)  46.5% (2,062)
# respondents  58.9% (627) 75.1% (865) 78.0% (870)  79.9% (881)  73.1% (3,243)
can’t remember what I did 15.8% (168) 5.2% (60) 7.6% (85) 4.6% (51) 8.2% (364)
50-50 nothing bad will happen 13.3% (142) 11.9% (137) 14.4% (161) 14.4% (159) 13.5% (599)
# respondents  28.5% (304) 16.9% (195) 22.0% (245)  18.7% (206)  21.4% (950)
wanted the popup to go away 11.2% (119) 7.3% (84) 2.9% (32) 3.7% (41) 6.2% (276)
roblematic won’t be able to allow later 4.0% (43) 2.1% (24) 3.4% (38) 3.2% (35) 3.2% (140)
P won’t work otherwise 10.2% (109) 11.1% (128) 7.4% (83) 7.5% (83) 9.1% (403)
# respondents  22.5% (240) 18.7% (215) 12.4% (138)  13.7% (151)  16.8% (744)
other 4.0% (43) 3.6% (41) 0.8% (9) 1.8% (20) 2.5% (111)
Total # respondents 1,065 1,152 1,115 1,102 4,434

Table 9: Overview of reasons provided by respondents who denied access on the corresponding permission prompt.

Category Reason Notification Geolocation Microphone Camera Total
functionality ~ 94.4% (1,088)  83.6% (976) 33.1% (156)  32.0% (236)  54.1% (1,910)
rational want to allow/decide later 27.7% (319) 33.3% (389) 38.1% (180) 35.8% (264)  32.6% (1,150)
developer trust  28.1% (324) 29.8% (348) 10.4% (49) 12.9% (95)  23.1% (816)
#respondents  88.8% (1,024)  89.3% (1,043)  62.3% (294)  63.1% (465)  80.1% (2,826)
50-50 can’t remember what I did 6.1% (70) 5.7% (67) 25.0% (118) 24.0% (177) 12.2% (432)
problematic ~ wanted the popup to go away 31.0% (357) 22.0% (257) 17.6% (83) 16.4% (121) 23.2% (818)
other 4.0% (46) 45% (53) 7.6% (36) 8.4% (62) 4.5% (158)
Total # respondents 1,153 1,168 472 737 3,530

common. 73.1% of respondents selected at least one rational reason
when allowing. Notably, rational reasons related to functionality
were selected less frequently when allowing notifications, which
may be explained by the value of receiving notifications only mani-
festing at a later point in time. Additionally, in comparison to what
prior work found on Android, functionality as a reason is generally
less prevalent on the web: 68% selected “I want to use a specific
feature that requires this permission” on Android [6] while 46.5%
selected “T want to use a feature that requires $capability” in our
study.

In the so-so category, the “nothing bad will happen” reason was
selected by 13.5% of respondents, which is similar to what Bonné et
al. found for allowing a permission on Android. Problematic reasons
were selected by 16.8% of respondents. While low, 6.2% of respon-
dents still just wanted the popup go away and thus allowed the
permission (Bonné et al. found 10.2% on Android). Similarly, we find
that “won’t work otherwise” was selected by 9.1% of respondents,
while Bonné et al. reported 23.8% for this reason.

In sum, it appears that rational decision-making dominates how
respondents dealt with allowed permission prompts, which is very
positive. Problematic reasons are still common, but apparently less
so than on Android. We speculate that this may have to do with
the availability of easy ignore and dismiss actions, thus deferring
an answer to another time.

5.3.2  Reasons when Denying. Next, we will look at the same data
but for respondents who denied the request for access to a capabil-
ity they saw. As a reminder, in this condition, participants saw a
similar but slightly different set of response options (see Table 3).
Overall, we find that 80.1% of respondents selected a rational reason
for denying. Table 9 shows that functionality reasons are substan-
tially less common for denying microphone and camera access.
At the same time, developer trust is much less common for those
capabilities and more common for notifications and geolocation.
Functionality-related reasons for denying a permission were also
most commonly cited in Bonné et al’s Android study (for example,
41% selected “I think the app shouldn’t need this permission” [6]).

Respondents seeing requests for camera and microphone were
more likely to state that they can’t remember what they did. This
may be explained by camera and microphone use cases possibly
being more interactive and the permission prompt being less salient
due to its placement and size, and thus easier to forget. The problem-
atic “wanted the popup to go away” reason was more common for
denied notification and geolocation prompts and in general much
more commonly selected than when accepting a prompt. It is also
more common in our study than it was in prior work on Android
(13% selecting “I wanted the permission screen to go away” [6]). In
line with the findings on annoyance in questionnaire 1 (see Sec-
tion 5.1), this suggests that denying notifications is more annoying
and respondents thus more frequently just want the popup to go
away.
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Table 10: Overview of reasons provided by respondents who eventually dismissed the corresponding permission prompt.

Category Reason Notification Geolocation Microphone Camera Total
functionality ~ 62.7% (850) 63.8% (838) 23.2% (124)  23.0% (183)  41.5% (1,658)
rational want to allow/decide later 13.7% (186) 14.7% (193) 38.4% (205) 38.7% (308) 22.3% (891)
developer trust  21.5% (291) 18.1% (238) 7.1% (38) 7.7% (61) 15.7% (628)
# respondents  70.8% (959) 69.7% (916) 59.4% (317)  61.9% (493)  67.1% (2,685)
50-50 can’t remember what I did 21.0% (285) 18.3% (241) 29.8% (159) 24.5% (195) 22.0% (880)
problematic  wanted the popup to go away 24.6% (334) 34.6% (455) 16.5% (88) 17.8% (142)  25.5% (1,019)

other 4.0% (54) 2.9% (38) 8.6% (46) 9.0% (72) 4.4% (175)
Total # respondents 1,355 1,314 534 796 3,999

Table 11: Overview of reasons provided by respondents who eventually ignored the corresponding permission prompt.

Category Reason Notification Geolocation Microphone Camera Total
functionality ~ 58.0% (546) 48.1% (858) 18.0% (179)  15.2% (125)  30.6% (1,390)
rational want to allow/decide later 10.7% (101) 11.0% (196) 24.9% (248) 29.9% (246) 17.3% (788)
developer trust  22.3% (210) 17.6% (313) 5.5% (55) 5.3% (44) 13.7% (622)
# respondents  62.0% (584) 53.5% (954) 41.6% (414)  46.4% (382)  51.4% (2,334)
50-50 can’t remember what I did 18.2% (171) 16.3% (290) 22.3% (222) 20.9% (172) 18.8% (855)
did not notice  23.1% (218) 36.1% (643) 313% (312)  25.4% (209)  30.4% (1,382)
problematic ~ wanted the popup to go away 26.4% (249) 15.0% (268) 10.3% (103) 10.2% (84) 15.5% (704)
# respondents  44.3% (417) 47.8% (851) 41.1% (409)  35.0% (288)  43.2% (1,965)
other 2.2% (21) 5.2% (92) 11.4% (114)  15.8% (130)  5.9% (269)
Total # respondents 942 1,782 996 824 4,544

5.3.3 Reasons when Dismissing. Dismissing is a common action
on the web using desktop Chrome (see Section 3). To the best of
our knowledge, reasons for taking this action have not been ex-
plored in any prior work for any platform. We find that the reasons
respondents selected after dismissing are similar to when denying.
Rational reasons are still most commonly selected, suggesting that
dismissing is a helpful action respondents take intentionally. How-
ever, rational reasons are also somewhat less frequently selected in
comparison to respondents that denied (67.1% vs. 80.1%). Especially
for notification and geolocation requests, respondents selected rea-
sons related to functionality substantially less frequently (63% and
64% vs. 94% and 84% when denying). For these two capabilities, we
find that being unable to remember is more common after dismiss-
ing. Furthermore, we see similar levels of wanting the popup to go
away, which is arguably less problematic when dismissing, as this
decision is not permanent.

5.34 Reasons when Ignoring. Finally, on Chrome for desktop plat-
forms, permission prompts can also be ignored by not interacting
with them and then closing the tab or window or navigating away.
We find that even when not taking explicit action, a majority of
respondents indicated doing so with a rational reason related to
functionality, wanting to decide later or a lack of trust in the devel-
oper of the website (see Table 11). However, the fraction of respon-
dents citing at least one rational reason is lowest when compared
to reasons for taking one of the other three actions on a permission
prompt (51% vs. 67%, 80% and 73% when dismissing, denying, or
allowing respectively). When ignoring, a possible, although prob-
lematic, reason for doing so is to not have noticed the prompt itself
appearing. This reason was selected by 30.4% of respondents and is
thus as common as ignoring because the requested capability is not

related to desired functionality. This suggests that the lightweight
UI that does not obstruct the content area (chosen by many desktop
browsers with the notable exception of Safari) also has a substantial
downside.

5.4 ROQ4: Availability of Contextual
Information

To investigate to what extent the perceived availability of contextual
information plays a role in permission prompt decision-making,
we asked participants how sure they were about why the current
website asked for the given capability. Figure 4 shows that more
respondents indicated that they were sure why the site asked when
accepting a prompt within each capability. Across capabilities, it
seems apparent that requests for camera and microphone offered
more contextual information to participants, as more respondents
indicated being sure across all four user actions. This is confirmed by
alogistic regression as shown in Table 12, where respondents being
asked for access to microphone or camera are 33% and 38% more
likely to feel sure and those who decided to not allow access were
17-19% less likely to feel sure. Having had a prior user interaction
only exhibits a very small effect on feeling sure why the site was
asking for permission.

It seems at least plausible that those who felt sure why the web-
site is asking would also be more likely to cite at least one rational
reason for their decision. Running another logistic regression (see
Table 13), we find such an effect, although not very strong: those
who felt “very” or “extremely sure” why the website was asking
were 7% more likely to cite at least one rational reason for their
decision.
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Figure 4: Respondents’ ratings of how sure they are why the website asks for capability access (Q2 in questionnaire 2) across
the requested capabilities and action they took on the permission prompt.

Table 12: Results of two logistic regressions using (1) feeling “very” or “extremely sure” why a website is asking for the given
capability (Q2 in questionnaire 2) and (2) whether or not respondents believed there is benefit to themselves or to both them-
selves and the website for using the requested capability (Q3 in questionnaire 2) as dependent variables.

Sureness Self-benefit

Log odds  Std.Error Odds sig. Log odds  Std.Error Odds  sig.

(Intercept) 0.50 0.010 1.64 e 0.60 0.010 1.81 e
Capability

geolocation 0.01 0.014 1.01 0.07 0.009 1.07 e

microphone 0.28 0.277 1.32 e 0.30 0.011 134

camera 0.32 0.315 1.37 e 0.30 0.011 1.35 e
User Action

denied -0.18 0.011 0.84 o -0.30 0.010 0.74 e

dismissed -0.19 0.010 0.83 e -0.25 0.010 0.78 e

ignored -0.20 0.010 0.81 e -0.26 0.010 0.77 e

Had prior user interaction 0.04 0.008 1.04 7 0.05 0.008 1.06 e

5.5 RQ5: Who Benefits

Finally, as the last question of questionnaire 2, we asked partici-
pants who they thought would benefit from access to the requested
capability. Based on existing work, we hypothesized that if users
felt that they would benefit from capability access, they would be
more likely to allow access. We find that perceiving a benefit for
oneself is indeed more prevalent when making accept decisions
(see Table 12 and Figure 5, 23-26% less likely to indicate self-benefit
when not accepting). Additionally, respondents indicate perceiving
more self-benefit when websites requested camera and microphone
(34% and 35% more likely to indicate self-benefit); this suggests that,
when these capabilities get requested, respondents can imagine
fewer ways for using a camera or microphone other than for their
benefit. Again, having had a prior user interaction only shows a
very small effect on perceiving a benefit for oneself.

5.6 RQ6: The Role of User Interaction

For this RQ, we want to understand the impact of prior user interac-
tion on the permission prompt outcomes we measured in this study.
First of all, Section 3 shows that the 14.8% of prompts preceded by
a user interaction had higher allow rates in general (29.8% with vs.
11.7% without). This effect is most pronounced for the geolocation
capability (27.4% with vs. 9.0% without).

Table 13: Results of a logistic regression using whether or
not respondents cited at least one rational reason for their
decision as the dependent variable.

At least one rational reason

Log odds  Std. Error Odds  sig.
(Intercept) 0.72 0.010 2.06 o
Capability
geolocation 0.02 0.009 1.02 *
microphone -0.09 0.011 0.91 e
camera -0.08 0.011 093
User Action
denied 0.07 0.010 1.07 e
dismissed -0.06 0.010 0.94 e
ignored -0.21 0.010 0.81 e
Had prior user interaction -0.01 0.008 0.99
Is sure 0.07 0.008 1.07 e

The logistic regressions on annoyance, ease of decision-making
and citing at least one rational reason shown in Tables 6, 7, and 13
also include having a prior user interaction as one independent
variable. They show that prior interaction only significantly con-
tributes to not feeling annoyed: participants who had a prior user
interaction were 15% more likely to not feel annoyed. For the other
outcomes, the presence of a user interaction is not a significant
factor. Additionally, the two subsections above already show that
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Figure 5: Respondents’ answers to the question who would benefit from allowing access to a capability (Q3 in questionnaire
2) across the requested capabilities and action they took on the permission prompt.

there is only a very small effect of a prior user interaction on feeling
sure and perceiving a self-benefit.

6 LIMITATIONS

Our work is limited in several ways. First of all, we were only
able to investigate web permission usage and behavior on Chrome.
While Chrome is the most popular desktop browser at the time of
writing [24], there may be reasons why particular types of users turn
to other browsers and could thus behave systematically different.
Additionally, as discussed in Section 2, prompt Uls differ between
browsers. Our results thus cannot be directly generalized to other
browsers, especially those that are not based on Chromium.

Second, we focused this first investigation on user behavior and
sentiment on Chrome for desktop platforms (Windows, macOS,
Linux, and ChromeOS). Prior work has shown that at least the type
of websites users visit are different on mobile devices [22]. Expand-
ing this investigation to mobile versions of Chrome is planned as
future work.

Third, we only collected telemetry and showed experience sam-
pling prompts to users who have not opted-out of the “Help improve
Chrome’s features and performance” setting. Arguably, users who
disable this setting may have different privacy attitudes and may
thus react differently to permission prompts. Furthermore, teleme-
try collection and experience sampling were triggered when a web-
site asks for permissions. Thus, websites visited more frequently
by users who have not previously made a permanent permission
decision were also more likely to contribute more data points to
our sample. Investigating to what extent certain types of websites
impact permission sentiment and behaviors is subject of future
work.

Fourth, our approach was subject to self-selection bias. Users
already annoyed by permission prompts may have been less likely
to respond to our experience sampling prompt. In the light of the
very low response rates we typically receive with such question-
naires in Chrome, this is a considerable concern. Due to the short
and privacy-preserving nature of our experience sampling ques-
tionnaire, we unfortunately also do not know how representative
the sample we obtained is when it comes to demographic prop-
erties such as age or gender. Additionally, we were only able to

offer a limited set of reasons to users in the experience sampling
questionnaires. It is possible that we are missing additional nuance
captured by the additional items used by Bonné et al. [6] and Cao
et al. [7]. However, despite these substantial limitations and thus a
possibly imperfect representation of the user population or reduced
nuance in captured reasons, we believe that collecting data in situ
was worthwhile for a security Ul that is very brief and contextual.

Finally, we focused on the most popular capabilities currently
available on the web. As these also have been around for more than
a decade, it stands to reason that browser makers, web developers,
and users are familiar with them. The same is not necessarily true
for other, more recently introduced, permission-gated capabilities.
We thus cannot generalize beyond the four permission types we
looked at in this study.

7 DISCUSSION

In the following subsections, we discuss what we believe to be the
core findings of this work. As there may be substantial self-selection
bias in our sample, we focus on findings between capabilities and
user actions.

7.1 Permission Prompts are More Annoying
When Users Do Not Allow

We find that the level of annoyance varies between requested capa-
bilities and the decisions respondents took. They reported feeling
more annoyed when they did not allow the requested access, espe-
cially for notification and geolocation capabilities. This implies that
permission prompts are particularly annoying when one doesn’t
want the website to have that capability and the website is thus
asking at an inopportune moment or without good reason. This is
corroborated by allow actions being twice as common after a user
interaction on the page, as well as being sure why the website is
asking and a perceived self-benefit being associated with allowing
access.

We believe this means that it needs to be easier for website
developers to find better moments to ask for permissions, for ex-
ample, by relying on users to trigger the use of a capability. This
would also ensure that capability accesses unwanted by users are
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never prompted for. Additionally, our findings imply that develop-
ers should be encouraged to provide more contextual information
before asking for permission. Both of these recommendations are
mirrored in proposals for the Web (e.g. [21, 29]) and guidelines on
other platforms, for example, on Android [13]. However, as noted
at the beginning of the paper, the web does not rely on review
processes and app stores to enforce such guidelines, and web de-
velopers thus need to be nudged towards better practices. Making
such best practices at least easier to find and ideally designed into
the capability APIs should be subject of future work.

7.2 Decision-Making on Permission Prompts is
Problematic in Some Cases

While a majority of respondents cite at least one rational reason
for doing what they did, two common problematic reasons sur-
faced: 9.1% of respondents who allowed capability access stated
that they believed the website wouldn’t work or wouldn’t let them
in altogether if they didn’t allow, which is indicative of a feeling
of being forced towards allowing access. This could be explained
by a range of website behaviors, from simply using language that
gets perceived as too strong to outright abusive behavior, where
the website gates content on getting access to a powerful feature
it wants to use for nefarious purposes, such as sending spammy
notifications. Additionally, 30.4% of respondents stated that they
did not notice the prompt and thus ended up ignoring it, which we
discuss further in Section 7.5 below.

Decision-making also appears to be different between capabili-
ties: reasons for making decisions on camera or microphone per-
mission were in several cases selected at different frequencies for
notification and geolocation access. Respondents also indicated feel-
ing more sure why a website was asking for camera or microphone,
and more respondents perceived a self-benefit when these capa-
bilities are used. Future work should ensure that these capabilities
are investigated separately, and system designers can also consider
using different approaches for different capabilities.

7.3 Behavior and Decision-Making Appears
Different from Mobile Platforms

We find that prior work on Android [6, 7] reported higher deny
rates than we find for desktop Chrome. This is not surprising, given
that Chrome’s permission prompt offers ignore and dismiss as
additional non-allow actions (see below). However, we also find
substantially lower allow rates, especially for the geolocation (86%
granted on Android vs. 27% and 9% granted with and without prior
user interaction on desktop Chrome respectively) and camera (84-
86% granted on Android vs. 70% and 67% granted with and without
prior user interaction on desktop Chrome respectively) capabilities.

In addition, comparing the frequencies with which certain rea-
sons were cited for decision-making, we find that functionality-
related reasons were cited less frequently for allowing on Chrome
desktop (47%) than on Android (68%). This supports the hypothesis
that contextual information is less available on the web than on
Android. Similarly, 23% stated that they wanted the permission
prompt to go away when denying, while only 13% selected this rea-
son in Bonné et al’s Android study [6]. This was mostly driven by
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geolocation and notification prompts, supporting that those more
frequent prompts cause more challenges for users than other types.

In sum, we hope our findings spark an interest in comparing
permission systems across platforms, as our data suggests there
are substantial differences in user behavior and decision-making
when seemingly minor aspects of the prompt Ul are modified. A
particularly interesting piece of future work could be to run a study
comparing the efficacy of permission systems between platforms.

7.4 Availability of Contextual Information and
a Perceived Self-Benefit is Associated with
Allowing

Supporting findings from prior work, we find that respondents who
allowed capability access were much more likely to feel sure why
the website was asking for access and also that there was a benefit
for themselves. The delta in these perceptions between allow and
non-allow actions suggests that the absence of such information
is associated with respondents not wanting to grant the access.
Additionally, the significant difference in sureness and perceived
self-benefit, between notifications and geolocation on the one hand
and camera and microphone on the other, suggests that contextual
information is less available for notification and geolocation use
cases on the web.

Given that most permission prompts on the web are not accepted,
we interpret these findings to mean that website developers need
substantial help with making sure they are requesting permission
with sufficient contextual information and in situations where these
capabilities bring value to their users. Identifying when it is helpful
or detrimental to ask for access to the various capabilities on the
web should be subject of future work.

7.5 Being Able to Ignore and Dismiss
Permission Prompts is Useful

Ignoring and dismissing are the most common actions for the four
most common permissions on the web. Contrary to a naive intuition,
our results suggest that this is not primarily because users want
to get the prompts out of the way. We find that 67% and 51% of
our respondents cite rational reasons for dismissing and ignoring a
prompt, respectively. Besides functionality-related reasons, 22% and
17% of respondents stated that they wanted to decide later, waiting
to see if the capability is really necessary. The prominent option to
dismiss via the “x” button in the top right corner of the prompt, as
well as the option to easily ignore the prompt as it is neither modal
nor visually very salient, appears to provide substantial value to
Chrome’s users.

We believe facilitating such actions should be considered for
other permission Uls as well. However, we do find that 30.4% of
respondents indicate that they ignore permission prompts because
they did not notice the prompt. It stands to reason that at least
some of these respondents may have later experienced functionality
issues with the website. Understanding these situations better could
be subject of future work.

In sum, there appears to be a delicate balance when offering an
ignore option, that could also be improved in Chrome. The Chrome
team is working on a draft proposal to the W3C [21] about ways to
make permission prompts more visually salient without increasing
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annoyance and while maintaining the value of being able to ignore
a website asking for a permission.

As a side note, we showed that temporary deny options (i.e.
ignoring and dismissing) are popular on permission prompts in
Chrome. However, there currently is no temporary allow option
available to users. It seems reasonable to think that some users may
want to temporarily allow a capability as well, for example to see if
there is value in allowing long-term access. To that end, Chrome is
in the process of adding an “allow this time” option, which began
to roll out in August 2023 [9].

7.6 Prior User Interaction is Associated with
Allowing and Being Less Annoying

Our findings suggest that prior user interaction with a website has
some effects on respondents’ behavior and perceived annoyance,
but not on ease of decision-making or citing rational reasons for
decisions. Telemetry showed that Chrome users are substantially
more likely to allow permission requests with prior user interaction
than without: 20% vs. 10% and 27% vs. 9% for notification and
geolocation, respectively. Respondents to the experience sampling
questionnaire were 15% more likely to not feel annoyed by the
prompt after they had an interaction with the page. However, there
was no effect at all for feeling that it was easy to make a decision
or for citing a rational reason, as well as only a very small effect on
feeling sure why the site is asking or benefiting from the capability.

The motivation behind the prior user interaction requirement,
based on Mozilla’s stated goals when introducing this heuristic for
the notification permission, is to influence developer behavior in
two ways: first, to incentivize developers to provide controls in
the content area that allow users to initiate permission requests;
second, to promote and facilitate providing additional contextual
information for the request [19].

It is important to note that Firefox and Chrome, and thereby
our analysis, use a definition of “prior user interaction” that corre-
sponds to the “transient activation” state defined in the HTML stan-
dard [30], which is not necessarily associated with the permission
request in a meaningful way. A permission prompt will be treated as
having had prior user interaction if it is triggered within 5 seconds
of a click or keyboard event on any part of the website’s content;
therefore, prior user interactions will include not only intentional
interactions but also coincidental interactions that are unrelated
to the permission request. Additionally, as the specification does
not require any particular semantics for the piece of content the
user interacted with, it seems likely that many developers chose
the simplest way to satisfy the requirement and thus didn’t provide
much additional contextual information.

We speculate that the wide inclusion of interactions can lead to
the higher allow rates observed after a user interaction as well as
somewhat lower annoyance we found in our data. Even a simple
button click would allow users to intentionally initiate a permis-
sion request. Conversely, the lack of developer-provided context
could be why we don’t detect a meaningful increase in ease of
decision-making, citing rational reasons, feeling sure, and perceiv-
ing a self-benefit, as a button alone does not provide substantial
contextual information. Based on this, we believe our data supports
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the hypothesis that, with its current implementation and at its cur-
rent level of deployment to the web platform, the first design goal
of the prior user interaction heuristic is achieved to some extent,
while the second is not.

Dedicated future work could attempt to gate showing a permis-
sion prompt on more strongly associated user interactions, such
as tying the triggering of prompts more closely to the ‘click’ event
handler of a button that provides additional contextual clues to
users.

8 CONCLUSION AND NEXT STEPS

In this work, we describe user behavior and sentiment on web
permission prompts in desktop Chrome. Given the differences in
use cases as well as prompt Uls, we find that users appear to behave
quite differently in comparison to the commonly studied mobile
operating system permission prompts. A key difference is that
deny rates are much lower on the web, given that other non-allow
actions are available. We find some indications that users’ reasoning
about their decisions is also different, so we encourage dedicated,
comparative research on permission systems between platforms.

For web permission prompts on desktop operating systems, we
identify several areas for improvement. First, respondents rate per-
mission prompts on the web as less annoying when prompts are
allowed, implying that prompts where users do not find capability
access necessary are more problematic. Thus, we believe the main
challenge with permission prompts on the web lies in having web-
sites make fewer unnecessary capability requests that users then
choose to not allow, as such requests appear to be the main cause of
annoyance. Put another way, we think web developers need to be
encouraged to leverage best practices for requesting permissions,
similar to those that are available for Android [13] and iOS [3].

Second, our data suggests that the ability to ignore and dismiss
permission prompts is valuable for Chrome users, given that many
respondents cite rational reasons for using these actions. There is,
however, room for improvement, as 30.4% of respondents indicate
they ignored the permission prompt because they did not notice it.

To address these two key issues, the Chrome team is currently
exploring an alternate approach to permission prompts that may
help nudge developers towards asking at more opportune times
with more contextual information and alleviate the problem of users
not noticing prompts [21].

We also find that several factors appear to moderate decision-
making in line with findings in prior work. Having a user interaction
with the website prior to the permission prompt makes respondents
15% more likely to not be annoyed and increases the rate of allow
decisions up to three times (9% vs. 27% without and with prior
interaction for geolocation). The likelihood of allow decisions is
higher when respondents indicate being sure why the website is
asking for the permission and when they perceive a benefit for
themselves from allowing access to the desired capability. We also
find that decision-making and sentiments were substantially differ-
ent between the capabilities we investigated, with notifications and
geolocation seeing higher non-allow rates and higher annoyance
when not allowing. This suggests that future investigations of per-
mission behaviors should look at different capabilities separately.
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Finally, our research supports the recommendation that permis-
sions should be asked for when there’s a high chance of users
actually granting them, as that makes prompts less annoying. We
also find that the current prior user interaction heuristic via the
transient activation mechanism may not be ideal to approximate
a good moment to ask for permissions, due to limited developer
incentives to adhere to it and to provide additional contextual in-
formation.
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A.1 Questionnaire 1
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o Scapability = {“notifications”, “location”, “camera”, “micro-
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Websites Need Your Permission Too

Questions:

Q0. We are working on making it easier to control which web-
sites can access [your] $capability. Help us by taking a short
survey!

Q1. How annoying did you find having to make a decision on
$capability access for this website?

Not at all annoying
Slightly annoying
Somewhat annoying
Very annoying
Extremely annoying

Q2. To what extent did you feel interrupted by having to make a
decision on $capability access for this website?

Not at all interrupted
Slightly interrupted
Somewhat interrupted
Very interrupted
Extremely interrupted

Q3. How easy or difficult did you find making a decision on
$capability access for this website?

Very difficult

Somewhat difficult
Neither difficult nor easy
Somewhat easy

Very easy

Q4. Thank you for helping to improve Chrome!

A.2 Questionnaire 2
Question text variables:

P

e $capability = {“send(ing) you notifications”, “your location’,
“your camera’, “your microphone”}
o Saction = {“allow(ed)”, “dismiss(ed)”, “ignore(d)”, “[didn’t/not]

allow”}

Questions (bold items highlight differences between items provided
in Q1 between different conditions):

Q0. A website just asked for access to $capability. Help us im-
prove how websites ask for access by taking this 1-minute
survey.

Q1. When the website asked for access to $capability, why did
you do what you did? Select all that apply. [randomized
option order]

o ifuser action is “dismiss”

— The website shouldn’t need $capability

— I'want to be asked again later

— I'don’t want to use any feature associated with $capa-
bility

— I'don’t trust the developer enough to provide this infor-
mation

- I'wanted the popup to go away

- Idon’t remember what I did
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— Other (please specify): [not randomized]
o ifuser action is “ignore”

— The website shouldn’t need $capability

— I'want to be asked again later

— I'don’t want to use any feature associated with $capa-
bility

— I don’t trust the developer enough to provide this infor-
mation

— I'wanted the popup to go away

- Idid not notice the website asking for/to $capabil-
ity

- Idon’t remember what I did

— Other (please specify): [not randomized]

e ifuser action is “deny”

- The website shouldn’t need $capability

— I can always allow it later if I change my mind

— Idon’t want to use any feature associated with $capa-
bility

I don’t trust the developer enough to provide this infor-
mation

I wanted the popup to go away

I don’t remember what I did

Other (please specify): [not randomized]

o ifuser action is “allow”

I want to use a feature that requires $capability

I trust the website’s developer

— I think the website won’t work/let me in other-
wise

Nothing bad will happen

I wanted the popup to go away

— I won’t be able to allow $capability later

— Idon’t remember what I did

Other (please specify): [not randomized]

Q2. How sure are you about why this website was asking for

access to $capability?

Not at all sure
Slightly sure
Moderately sure
Very sure
Extremely sure

Q3. Why do you think this website primarily asked for access to

$capability? [randomized option order]

For their own benefit

For my benefit

For both, their and my benefit
I'm not sure

Q4. Thank you for helping to improve Chrome!
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B ADDITIONAL FIGURES
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Figure 6: Respondents’ answers to the question how annoying they found the permission prompt (Q1in questionnaire 1) across
the requested capabilities and action they took on the permission prompt.
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Figure 7: Respondents’ answers to the question how easy or difficult it was to make a decision on the permission prompt (Q3
in questionnaire 1) across the requested capabilities and action they took on the permission prompt.
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