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Dear Eitay Mack:

RE: CONFISCATION OF MOBILE PHONES AND ELECTRONIC GADGETS BY STATE SECURITY IN
UGANDA

I am a Ugandan community organizer, human rights lawyer, and budding scholar.

In my line of work—given the prevailing repressive context—my formal duties and informal engagements
often run into incidents of state-inspired harassment, intimidation. arrest, unlawful detention (without
charge). and/or malicious prosecution. These excesses are meted out by paramilitary groups. the Police
Force, intelligence operatives, and ruling party-affiliated vigilantes.

A commonplace feature of the foresaid violations is the confiscation (or sequestering) of mobile phones
and similar devices. ostensibly for purposes of conducting investigations. This can be done during the
quelling of a protest, a cordon-and-search operation, or a routine interrogation. Often, these phones/devices
are never returned; if ever they are given back, they are often of no use since it is more likely than not that
the security of the gadgets have been compromised by the installation of mal- or spyware. I have
experienced this before and chose not to use my phone again even after it was returned—following public
outcry about my mistreatment. My three colleagues’ phones were never returned. Whereas the retention of
the device(s) may be recorded by official documentation (a Police Form whose data information is not
stored in any other format), that is as far as the formalities go.

Suffice to mention that a citizen whose gadget has been taken “to aid investigations™ may not know which
officer. unit, or department will operate it. Worse, due to poor storage and handling. devices are often
destroyed in the process, in which it is not easy to hold a particular person or office accountable. Effectively
this amounts to confiscation of personal property. This is due to the highly informalised. cavalier, distorted,
and scattered architecture of law enforcement in Uganda—thereby compounding already existing threats
to the right to privacy.

Sincerely,

I
Andrew KARAMAGI [E]
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The industry standard for accessing digital device data

Complicated locks, encryption barriers, deleted and unknown content, and
other obstacles to reviewing device data can prevent critical evidence from
coming to light. For investigations to get the fullest picture possible, forensic
examiners and investigators need to be equipped with the latest technology.
With support for more than 31K device profiles, and the widest device coverage
from leading Android vendors and Apple, Cellebrite UFED is the market-
leading solution for accessing digital data.

Use Cellebrite UFED to bypass locks, perform advanced unlocks, perform logical/full file system/physical extractions,
perform selective extraction of apps data and cloud tokens and much more

¢ Unlock devices with ease: Bypass pattern, password or PIN locks and overcome encryption challenges quickly on
popular Android and i0S devices.

+ Delve deep to extract more data: Perform logical, file system and physical extractions to get the most data out of
the digital devices

+ Unsurpassed recovery methods: Use exclusive bootloaders, automatic EDL capability, Smart ADB and more.

+ Supporting the broadest range of devices: Extract data from mobile phones, drones, SIM Cards, SD cards, GPS
devices and more

.15

.16

!https:/cf-media.cellebrite.com/wp-content/uploads/2020/06/ProductOverview_Cellebrite UFED_A4.pdf
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Offices

The company has offices in Kampala, Uganda and Nairobi, Kenya
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Kenya Limited

UGANDA POLICE FORCE (UPF)

# You are here / Home / Uganda Police Force (UPF)

June 2017

Supply and Installation of Computer Forensics Tools and Forensics Software Renewal

Description of Actual services provided

« Supply and installation of UFED Touch Ultimate software renewal
« Upgrade of UFED Touch 1 to 2

« Supply and installation UFED Cloud Analyser perpetual

« Supply and installation of ILT-Advanced JTAG Extraction

« Supply and installation 12 Intelligence Led Analysis Software Renewal and Backup server

D91 TIVN NIVYNHN NX NODVLINT NPAINDT MDY MMPIN NNPWIL NNDIN NN .19
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2 http://www.preg-tech.com/about-ptc/

3 https://www.preg-tech.com/uganda-police-force-upfs

4 https://www.preg-tech.co.ug/our-clients/
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Digital Forensics

i SNTA L

Ministry of Internal Affars Orhaag o T Roveten - Kenya Power

@ Stanbic Bank

Need Heip?(¢

5 NPaN N1 Cellebrite v MOPoD NN ,24.5.2021- NIANN YW TVINVI XV 29D .20

} Preg-Tech Communications
f’w @pregtech

We provide an integrated digital investigation solution
that can do digital evidence analysis for computer and
smartphone investigations #pregtech

o B

We are the East African
market leaders
in

Cyber
&
Digital Forensics
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> https://twitter.com/pregtech/status/1396759953071906824
6 https://www.preg-tech.co.ug/our-services/digital-forensics/
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TRAINING BOOT CAMP

3 April - 5" April 2018
LAKE VICTORIA SERENA GOLF RESORT & SPA ENTEBBE, UGANDA

4
. REGISTRATION

Dear Partner / Customer, " DEADLINE
Digital Intelligence, Inc., the US-based global leader in digital
forensic hardware tools and training, In partnership with 1 glh Marc h 20 1 8

Preg-Tech Communications Ltd are pleased to invite you to a
Digital Forensics Boot camp, the first of its kind in the region. wynw.preg-tech.co.ug

awide of skills in i | and

cyber-related crime. Among other areas the course will = =

provide training in Crime scene preservation, Forensic Reg istration:

triage, Hardware management and interfacing, Mobile

and Computer forensic software overview, Training in Enroll by filling in the online registration
FTK and Other tools. form at www.preg-tech.co.ug or send an

The training will be conducted by certified trainers email to bootcamp@preg-tech.co.ug

from Digital Intelligence Inc - 17165 W. Glendale indicating name and job title and organisation
Drive, New Berlin, W1 53151 - USA.

The Forensics Course is designed to expose participants to vow.digitalintelligence.com
digit .

By the end of the Boot Camp, the trainees shall Enroliment Fee: $1,300 VAT inc.
receive 16 hours of active leaming and focused !
training in Digital Forensics skills certified by Digital This is inclusive of training and

Intelligence, Inc. which is recognized by all training (2 nights accommodation full board)
partners for respective vendor certification

Targeted audience: The course design targets Crime investigators,
ICT Security officials, Compliance and Audit officials, Judiciary
officials, and other ICT experts.

B
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Uganda | Kenya | Rwanda | Tanzania
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19 https://ulii.org/system/files/legislation/act/2013/1/PUBLIC%200RDER %20MANAGEMENT%20ACT.pdf
' https://news.un.org/en/story/2013/08/446452-un-rights-experts-call-uganda-repeal-new-bill-restricting-public-assembly

12 https://www.amnesty.org/en/latest/news/2020/03/uganda-constitutional-court-nullifies-law-used-to-prohibit-protests/
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https://www.hrw.org/report/2005/09/20/uprooted-and-forgotten/impunity-and-human-rights-abuses-northern-uganda

20 https://www.theguardian.com/law/2010/oct/0 1 /uganda-un-war-crimes-congo

21 https://www.voanews.com/archive/un-blames-uganda-kenya-fueling-conflict-south-sudan

22 Rebel Armies Seek Unity to Oust Bashir, AFRICA ANALYSIS (15 Nov. 1991); HERMAN J. COHEN, INTERVENING IN AFRICA:

SUPERPOWER PEACEMAKING IN A TROUBLED CONTINENT 81-84 (2000); Milton Allimadi, Indictment Expected Soon in Attempt
To Smuggle Missiles From the US, J. COMMERCE (8 Sept. 1992); Milton Allimadi, Uganda Aide Cooperates in US Smuggling
Case, J. COMMERCE (30 Dec.1992); Ugandan Caught in Saudi-Cairo Plot; AFRICA ANALYSIS (Sept. 1992); New Front Line, The
Indian Ocean Newsletter (24 Oct. 1992); John J. Fialka, Operation Loose Cannon: U.S. Arms-Trade Stings Attacked After
Backfiring, THE ASIAN WALL ST. J. (21 Mar. 1994); JOHN PRENDERGAST, CRISIS RESPONSE: HUMANITARIAN BAND-AIDS IN

SUDAN AND SOMALIA 64, 6667, 77 (1997)
2 https://www.accessnow.org/uganda-twitter-facebook-mtn-blocks

24 https://www.nytimes.com/2016/02/19/world/africa/top-opposition-candidate-in-uganda-is-arrested-on-election-day.html

ZShttps://www.theguardian.com/commentisfree/2016/feb/2 1/observer-view-presidential-elections-uganda-museveni

26 https://www.theguardian.com/world/2016/feb/19/uganda-elections-police-arrest-opposition-leader-clashes-besigye
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27 https://observer.ug/news-headlines/42351-gen-david-sejusa-arrested
28 https://www.bbc.com/news/world-africa-33475364
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content/uploads/Docs/Publications/ HURIPEC%20FINAL%20REPORT%20FEBRUARY %202019_2.pdf
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30 Epstein, Helen. Another Fine Mess: America, Uganda, and the War on Terror (Columbia Global Report)(September 5, 2017). Kindle Edition:
https://www.amazon.com/Another-Fine-Mess-America-Columbia/dp/0997722924

3https://www.blackstarnews.com/global-politics/others/husbands-plea-for-wife-abducted-in-uganda.html

https://www.hrw.org/report/2011/03/23/violence-instead-vigilance/torture-and-illegal-detention-ugandas-rapid-response

3https://www.independent.co.ug/cerinah-nebandas-death-raises-questions/;
https://www.facebook.com/RipCerinahNebandaArioru/photos/190878134389670
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MP Michael Kabaziguruka arrived at Parliament in an Ambulance
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3 https://www.hrw.org/news/2018/10/10/uganda-no-justice-2016-kasese-massacre-security-forces

3https://rfkhumanrights.org/news/uganda-must-set-inquiry-in-november-killings-invite-african-commission-un-experts-to-
kasese-investigation

35 https://observer.ug/news/headlines/5242 | -kasese-deaths-usa-blocks-maj-gen-elwelu

3 https://businessfocus.co.ug/nakawa-mp-kabaziguruka-survives-death-nasty-city-accident/ ; https:/chimpreports.com/mp-
kabaziguruka-to-undergo-second-surgery-and-situation-worsens/

37 https://www.aljazeera.com/news/2017/9/27/uganda-introduces-bill-to-remove-presidential-age-limit

38 https://www.nytimes.com/2020/07/29/opinion/uganda-museveni-repression.html

¥ https://www.nycbar.org/member-and-career-services/committees/reports-listing/reports/detail/letter-to-uganda-human-rights-

commission-re-betty-nambooze ; https://www.thegrapevine.co.ug/court-issues-criminal-summons-against-sickly-betty-
nambooze/ ; https://www.thenation.com/article/archive/us-turns-blind-eye-ugandas-assault-democracy/ ;

https://fr.reuters.com/article/us-uganda-politics-idUSKCN1C41RX ;
https:/www.youtube.com/watch?v=XFRCMDFoEl4
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40" https://www.newvision.co.ug/news/1466940/assault-dr-lulume-bayiga-police ; https://witnessradio.org/hon-dr-lulume-bayiga-
remanded-to-luzira-prison-in-critical-condition-accuses-minister-kibule-of-his-condition/
https://www.youtube.com/watch?v=MUKo06zL MgKI
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4! https:/archives.visiongroup.co.ug/vision/NewVisionaApi/v1/uploads/NV021217pg05.pdf

“2 https://isaac.ug/files/court-case-seeks-justice-for-school-kids-beaten-up-by-police-allies/
4 https://www.youtube.com/watch?v=TcqbS8Vabcs
“https://www.newvision.co.ug/news/1482006/basalirwa-demands-compensation-fallen-supporter

http://perilofafrica.com/uganda-asuman-walyendo-killed-by-uganda-police-at-bugiri-rally-for-oppositions-basalirwa/
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“https://www.newvision.co.ug/news/1483694/bobi-wines-driver-keen-mobiliser

https://www.amnesty.org/en/latest/news/2018/08/uganda-investigate-death-of-opposition-politicians-driver/

4 https://chimpreports.com/one-shot-dead-in-protest-in-bobi-wines-home-town/

4T https://www.monitor.co.ug/uganda/news/national/people-power-reveals-footage-in-nansana-shooting-pins-ldu-1881132

“Bhitps:/www.facebook.com/peoplepowerug/posts/we-have-learnt-with-sadness-that-the-gentleman-in-this-poster-ssalongo-
lukoma-st/1321684014653104/
“https://observer.ug/news/headlines/62089-kidnapped-kibalama-still-missing-months-later
https://ekyooto.co.uk/2020/06/03/full-year-john-bosco-kibalamas-whereabouts-is-still-unknown/
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30 https://observer.ug/news/headlines/61544-people-power-activist-ziggy-wine-dies-from-torture-injuries

S https://www.facebook.com/HonZaakeFrancisButebi/posts/we-have-today-afternoon-attended-the-burial-of-hakim-ssekamwa-
the-people-power-u/1237449059761656/
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52 https://edge.ug/2019/10/3 1/people-power-artiste-sweet-pepsi-dies-after-military-assault/
33 https://ekyooto.co.uk/2020/02/24/the-life-and-times-of-ritah-nabukenya-the-people-power-supporter-killed-by-police-patrol/

*https://eagle.co.ug/2020/02/26/nansana-shooting-new-details-indicate-that-dan-kyeyune-was-a-son-to-a-serving-police-

officer.html ;
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killed in cold blood at Nansana
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>https://www.hrw.org/news/2020/04/28/uganda-opposition-leader-reported-tortured-police
https://twitter.com/ZaakeFrancis/status/1324992259008434176
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Bobi Wine has been flown to the United States for medical treatment [Reuters]

MYA DTN OTRD NMDT ANND NIMN NININ THIRPIINRD NPTHN NPONN N7 41
979, NPIMOYN VWD ROY XNY NMINNN DY PNV NINID D PIN N7YTA 412019
DMPY) OOPMPIY DINYN ,DXP7I0NI) TPNNN IV [, DINNIMY 297D DINPN)
: (DY PN $22017-1 622018 DMV MNYTN)
Significant human rights issues included: unlawful or arbitrary
killings, including extrajudicial killings; forced disappearance;
torture; and arbitrary detention by government agencies. The

¢ https://www.theguardian.com/global-development/2020/feb/2 1 /stella-nyanzi-marks-release-from-jail-in-uganda-with-yoweri-
museveni-warning

57 https://www.aljazeera.com/news/2020/05/19/uganda-arrests-stella-nyanzi-at-

38 https://www.bbc.com/news/world-africa-54793826

9y

% https://www.aljazeera.com/news/2018/9/3/bobi-wine-recounts-torture-by-ugandan-soldiers

o1 https://www.state.gov/reports/2019-country-reports-on-human-rights-practices/ugandas

62 https://www.state.gov/reports/2018-country-reports-on-human-rights-practices/ugandas

% https://www.state.gov/wp-content/uploads/2019/01/Uganda.pdf

rotest-over-coronavirus-response/

s://www.hrw.org/news/2020/01/09/arrest-ugandas-bobi-wine-spells-trouble-2021-election
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government was also responsible for harsh and life-threatening
prison conditions; detainment of political prisoners; arbitrary
or unlawful interference with privacy; lack of independence of
the judiciary; the worst forms of restrictions on free expression,
the press, and the internet, including violence, threats of
violence, and unjustified arrests or prosecutions of journalists,
censorship, and site blocking; substantial interference with the
rights of peaceful assembly and freedom of association;
restrictions on political participation; significant acts of
corruption; crimes involving violence or threats of violence
targeting lesbian, gay, bisexual, transgender, or intersex persons
(LGBTI); and the existence of laws criminalizing consensual
same-sex sexual conduct between adults.
VINDID AN 19T MVIORM DINYNN NN NP) ONNPNN VNSO ,13.9.2018-1 .42
SANTINIIND DIOVNNRNIN
SV N2 NN AN TIY DXNND YT NNNPN 12WN NN DX MNDN 2020 XN VTINN HNN .43
9 I9IND NN P2 2021 AN MPNIN DRIPY YDVPAN PIOP DPY MNVININD
OO IDPM 1IXY ,IPNNIND HY VI NPON YD MNIYNI IO PNV MM
M/AI2N SY DMINYHRN 172X 1) ESNNNPN NPMIN IR 09N DN YD MYV DIRNMY
S6NDIPN DY D159 DY PNNVIAN NN HY MVLIVN P7A0NDN NP
PPN 2014 NV 191 ,70MYa0 XD PN OON DPP YW NIDIDS NPIY NNMP PIXTY DTN .44
DOWNY DY NPYOS MY HY MY PNV ¢Anti-Homosexuality Act vinbi9a
PIND NN DV YAPIND VIYNN N2 2014 VOMINI DINN .O2Y TONN K91 ,0NPIT
,D°9PIN , 09717 DNVYN I YN DY INVIIN NINDI MINDIN SW NNVVPYTN TN 8N
TVIN 12T 1IN OMPY ONN DOYNN) P7A0NIN NP N/1I2N NN DNIYN) DIIXIY
MM 20.8.2019-2 ,5wND 5 2D0MNMIND-PA DTN MMDT MNIN DY MNT NO01NA
JOMPIN KD NONIONNYNY MYV DXITIIDIIV 33178y PHVIAN
IMTHVIN AR MIPNIN NTYND TOWIVYN DY WHN MMNDINY INND ,2.11.2020 DM .45
JLmmND £5299 99 PR TAN GRS DN NN ,NMINOWVID

% https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:520181P0344&from=EN

% https://www.hrnjuganda.org/urgent-call-for-safety-of-journalists-covering-the-campaign-to-curb-covid-19-in-uganda/
66

https://crd.org/2020/04/27/uganda-covid-19-used-as-pretext-to-harass-lgbti-community-and-journalists/

7 https://www.refworld.org/pdfid/530c4bc64.pdf
8 https://www.theguardian.com/world/2014/aug/01/uganda-anti-gay-law-null-and-void

% https://www.hrw.org/news/2019/11/17/uganda-stop-police-harassment-lgbt-people

0 https://www.state.gov/reports/2019-country-reports-on-human-rights-practices/uganda/

"https://www.theguardian.com/world/2020/nov/03/ugandan-singer-bobi-wine-arrested-after-confirmation-as-election-

candidate?CMP=Share_AndroidApp_Other https://www.independent.co.ug/opponents-working-with-outside-forces-to-

cause-chaos-museveni/
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Security Alert - Election Season in Uganda (November 19, 2020)
Location: Countrywide throughout Uganda.

Event: Ugandan presidential campaigning and election activity continue to bring large gatherings,
periodic violence, and significant traffic disruptions that impact the security of U.S. Citizens. General
elections are slated for January 14, 2021. Clashes at large gatherings and outbreaks of violence have
occurred before, during, and after past general elections in Uganda. Police routinely use force, including
tear gas, rubber bullets, and live ammunition, to disperse protests. Demonstrations throughout Uganda
are likely to remain common and may often escalate to violence.

PNV MNID YT HY ITINY MTINN NI DININNR HY MNNN 190N NNYTHD PN .48
:2021 N1 MPNIAY Y 2020 T2 YTINY DNN ,7PINND DY MNANN YPI DY

SY NTNIND NVIONN PIYA NOIN NNPX2 DDIO OIND DI 9217 ,20.11.2020 OV1 .49
75 MPNIAN YPI

"2 https://www.nytimes.com/2020/11/27/world/africa/Africa-leaders-suppression.html

73 https:/twitter.com/K agutaMuseveni/status/1329678653534433285
74 https://ug.usembassy.gov/security-alert-u-s-embassy-kampala-uganda-november-19-2020/

5 https://www.un.org/sg/en/content/sg/statement/2020- 1 1-20/statement-attributable-the-spokesperson-for-the-secretary-general-

uganda%C2%A0
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The Secretary-General is following recent developments in Uganda and is concerned over reports of violence and fatalities, following
protests in Kampala. He conveys his condolences to the families of the victims and wishes those injured a speedy recovery.

The Secretary-General condemns all acts of violence and calls on the Ugandan authorities to ensure that all perpetrators of human rights
violations are held accountable. He also calls for the immediate release of any individual who may have been arbitrarily arrested.

The Secretary-General calls on the security forces to act in accordance with the rule of law and human rights principles and refrain from
using violence. He also urges all political leaders and their supporters to participate in the electoral process peacefully, in accordance
with the relevant regulations, and to refrain from any incitement of violence or hate speech.
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wnn y»¥ U.S. Mission Uganda 11

M1 21 - @AsstSecStateAF € Tibor Nagy

The violence, intimidation, arrests and the use of force against the political
opposition this week undermines the right of all Ugandans to free and fair
elections. We are watching and will weigh consequences for those
responsible for violence and election irregularities. (2/2)
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On September 9, human rights lawyer Nicholas Opiyo reported
unidentified individuals broke into his private apartment and
stole his communication equipment, including his computers and
cell phones. Opiyo reported on September 11 that he digitally
tracked his missing phones to the CMI headquarters in Mbuya...
On December 22, plainclothes UPF officers arrested and detained
human rights lawyer Nicholas Opiyo and four other lawyers
while they were dining in a restaurant. The state released the
other lawyers without charges but accused Opiyo of money
laundering. The first court he appeared in denied him bail, citing
jurisdiction issues. On December 30, Opiyo was released on bail,

and his trial continued at year’s end.

76 https://twitter.com/AsstSecState AF/status/1329940363176534017

7 https://www.state.gov/reports/2020-country-reports-on-human-rights-practices/ugandas
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The U.S. government remains concerned over disturbing
signs that civic space is closing. With the election only days
away, restrictions on civil society organizations (CSOs),
delayed accreditation of domestic observers by the Electoral
Commission, and interference with non-partisan voter
education programming funded by Uganda’s international
democratic partners have raised serious concerns about
Uganda’s preparedness for a transparent, inclusive election.
Today we remain particularly concerned over how Ugandan
institutions continue to block the bank accounts of several
reputable and well-known CSOs, on questionable bases,
preventing their important work on voter education, domestic
election observation, public dialogues, and tracking and
preventing election-related violence. These are globally
accepted non-partisan elections activities funded by the U.S,,
the European Union, and other international partners who
are merely supporting the Ugandan people in living up to their
own constitutionally mandated election standards.
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DMVDI NMYN YINY MDY INRY , Tabula Ssekitoreko ,38 12 93 oYM qONY 9.1.2021
JIDINN DXTHYIN DY DXIVDIY 1) DY INDIN DV

'\": J
b
nMvIa ynv 45 na 8N Jolly Jackline Tukamushaba nm»an novny 10.1.2021-2 .54
80115212 S¥ MINOWID MTHYIND DIMNN D3IV

78 https://ug.usembassy.gov/statement-by-u-s-ambassador-natalie-e-brown-on-u-s-concern-over-denying-ugandan-csos-access-to-
their-bank-accounts/?fbelid=IwARO_cZ9RculAzcjgzjxS1I9Q0pOAp80gziiNXp0QoynhW345f6bXXQhgR144
7 https://www.monitor.co.ug/uganda/news/national/woman-accuses-police-of-kidnapping-husband-3285788

80 https://www.monitor.co.ug/uganda/news/national/tukamushaba-was-picked-up-from-home-3282024
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A8 ; U.S. Embassy Kampala
& January 18,2021 -Q

U.S. Ambassador to Uganda Natalie E. Brown attempted to visit
presidential candidate Robert Kyagulanyi at his residence on January
18, but was denied access by Ugandan security forces.

The United States regularly meets with actors across Uganda's political
spectrum as part of its diplomatic engagement. The purpose of
Ambassador Brown'’s visit was to check on Mr. Kyagulanyi’s health and
safety, given that he's effectively been unable to leave his home, with
security forces surrounding his residence.

Uganda'’s election campaigns were marred by the harassment of
opposition candidates, campaign staff, and supporters; suppression of
the media and civil society organization activities; and a nationwide
internet shutdown before, during, and after voting day.

These unlawful actions and the effective house arrest of a presidential
candidate continue a worrying trend on the course of Uganda’s
democracy.

We call on the Ugandan government to respect their citizens’ human
rights and fundamental freedoms, including the freedom of
expression, freedom of assembly and freedom of the press as
provided for in Uganda'’s own constitution and according to
commitments Uganda has made to uphold international human rights
standards.

Nobody should be unlawfully denied a means to communicate and
the freedom to leave their home, should they choose to do so.

O,, 7.9K 44K Comments 2K Shares

s://www.aljazeera.com/news/2021/1/16/ugandas-museveni-declared-winner-of-presidential-election

8https://www.reuters.com/article/us-uganda-election-idUSKBN2911CO ; https://ug.usembassy.gov/statement-by-u-s-ambassador-

natalie-e-brown-on-cancellation-of-u-s-diplomatic-observer-mission-of-ugandas-elections/

8 https://www.reuters.com/article/us-uganda-politics-idUSK BN27W 1 H1

8 https://www.bbc.com/news/world-africa-55640405
$https://www.facebook.com/U.S.EmbassyKampala/posts/pfbid022TqoAMaP 1 bpNsevyztgooSPDj8WMpsdLqU 1 pbKf3ALoeBe
biWGk9JIhM4G937rDGql
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8 https://www.reuters.com/article/us-uganda-election-idUSKBN29OO0FZ

87 https://www.youtube.com/watch?v=xw82j-dIrTA&t=11s
88https://www.monitor.co.ug/uganda/news/national/govt-lists-1-300-missing-people-3364558
https://allafrica.com/stories/202104160691.html

$https://www.nytimes.com/2021/04/11/world/africa/uganda-election-disappearances-museveni.html
https://www.theguardian.com/world/2021/apr/22/torture-abducted-uganda-crackdown-museveni

https:/www.hrw.org/report/2022/03/22/i-only-need-justice/unlawful-detention-and-abuse-unauthorized-places-detention

% https://www.nytimes.com/2021/04/11/world/africa/uganda-election-disappearances-museveni.html
%1 https://twitter.com/observerug/status/1362063423559852033/photo/2
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Ronald Ssegawa on his hospital bed at Mulago Hospital with head injuries. Photo
Credit: URN
NPNPID H>OND NOONNN DY WTIN NPV INTIN,ANIN DY NPTHN I ,16.4.2021-1 .64
MYIONN MY NVYNNN 221222 .NTINNI OOIPINTN DYODNN2 WOV M TH NPYOIN

:PPNONNIND 297D MNNNN MVINDN NDTIM

%2 https://twitter.com/hebobiwine/status/1358982008182030344
% https://www.state.gov/imposing-visa-restrictions-on-ugandans-for-undermining-the-democratic-process/
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The Government of Uganda’s actions during the recent electoral
process undermined democracy and respect for human rights.
Today I am announcing visa restrictions on those believed to be
responsible for, or complicit in, undermining the democratic process
in Uganda, including during the country’s January 14 general
elections and the campaign period that preceded it.

The Government of Uganda’s actions represent a continued
downward trajectory for the country’s democracy and respect for
human rights as recognized and protected by Uganda’s constitution.
Opposition candidates were routinely harassed, arrested, and held
illegally without charge. Ugandan security forces were responsible
for the deaths and injuries of dozens of innocent bystanders and
opposition supporters, as well as violence against journalists that
occurred before, during, and after the elections. Civil society
organizations and activists working to support electoral institutions
and transparent electoral processes have been targeted with
harassment, intimidation, arrest, deportation, and spurious legal
charges and denial of bank account access. The government limited
accreditation for international and local election observers and civil
society, but those who were able to observe the process noted
widespread irregularities before, during, and after the election,
which have undermined its credibility. This electoral process was
neither free nor fair. Nevertheless, we continue to urge all parties to
renounce violence and respect freedoms of expression, assembly,
and movement.

The Government of Uganda must significantly improve its record
and hold accountable those responsible for flawed election conduct,
violence, and intimidation. The U.S. Government will continue to
evaluate additional actions against individuals complicit in
undermining democracy and human rights in Uganda, as well as
their immediate family members. The United States also emphasizes
that we strongly support the Ugandan people, and we remain
committed to working together to advance democracy and mutual
prosperity for both our countries.
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As commander of the Ugandan Chieftaincy of Military Intelligence
(CMD, Major General Abel Kandiho (Kandiho) and other CMI
officers have arrested, detained, and physically abused persons in
Uganda. The CMI targeted individuals due to their nationality,
political views, or critique of the Ugandan government. Individuals
were taken into custody and held, often without legal proceedings, at
CMI detention facilities where they were subjected to horrific
beatings and other egregious acts by CMI officials, including sexual
abuse and electrocutions, often resulting in significant long-term
injury and even death. During these incarcerations, victims were
kept in solitary confinement and unable to contact friends, family,
or legal support. In some cases, Kandiho was personally involved,
leading interrogations of detained individuals.

Kandiho is designated pursuant to E.O. 13818 for being a foreign
person who is or has been a leader or official of an entity that has
engaged in, or whose members have engaged in, serious human
rights abuse relating to his tenure.
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Significant human rights issues included credible reports of:
unlawful or arbitrary killings by government forces, including
extrajudicial Kkillings; forced disappearance by the government;
torture and cases of cruel, inhuman, or degrading treatment or
punishment by government agencies; harsh and life-threatening
prison conditions; arbitrary arrest or detention; political prisoners
or detainees; politically motivated reprisals against individuals in
another country; serious problems with the independence of the
judiciary; arbitrary or unlawful interference with privacy; serious
abuses in a conflict, including unlawful civilian harm; serious
restrictions on free expression and media, including violence, threats
of violence, and unjustified arrests or prosecution of journalists,

% https://www.reuters.com/world/africa/us-hits-ugandan-military-intelligence-chief-with-sanctions-over-egregious-abuses-202 1 -

12-07/ ; https://home.treasury.gov/news/press-releases/jy0517

% https://www.state.gov/reports/202 1 -country-reports-on-human-rights-practices/ugandas

29



censorship, and the existence of criminal libel laws; serious
restrictions on internet freedom; substantial interference with the
freedom of peaceful assembly and freedom of association, including
overly restrictive laws on the organization, funding, or operation of
nongovernmental organizations and civil society organizations;
serious flaws with citizens’ ability to determine their government
through free and fair elections; serious and unreasonable
restrictions on political participation; serious government
corruption; serious government restrictions on or harassment of
domestic and international human rights organizations; lack of
investigation of and accountability for gender-based violence,
including but not limited to domestic and intimate partner violence,
sexual violence, and child, early, and forced marriage; trafficking in
persons; crimes involving violence or threats of violence targeting
lesbian, gay, bisexual, transgender, queer, or intersex persons;
existence of laws criminalizing consensual same-sex sexual conduct

between adults; and existence of the worst forms of child labor.
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LDONNIY L DXNIIN 299D PVING NHTIAY NIDONI NIVYNN DY MIANYNN DX VP
: 2720191 NP MIAN) TIHONNIN IOV
SDPNPITH NNNPN MY NN DY N NN NN GN DXIPY) 1NN NIVYHN N
Police killed some persons violating COVID-19 curfew
regulations. On June 28, local media reported that police
arrested Abdrashid Walujjo, one of its officers, after he shot and
killed 13-year-old Ester Naula on her way from buying street
food after curfew. Police stated Walujjo would be prosecuted for
murder, but his trial had not started by year’s end... Local
media reported several incidents in which police and military
officers indiscriminately beat persons they found outside after
the nighttime curfew with sticks, batons, and gunstocks,
maiming some and killing others.
:14.1.2021-2 7MPNIAN 9132 NANYN NNON NIVWYHN .2
Local media reported numerous incidents of ballot stuffing and
showed several videos of individuals wearing military and police
uniforms premarking and stuffing ballots.
MPPN Y MPr92 POYY ONOUNN-NI IIN TIVN DY DOV NIVWNHRN MIPNIN 0P )
:PNIN
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On election day, January 14, police officers raided a civil society
election data center and arrested 27 NGO staff and volunteers
on what a police spokesperson said were suspicions that the
staffers had “ulterior motives, which might incite violence in this
country.”
DY VYA 19) ,PrAVNDN NDONPN DMNNYY NPLVPI MPITA WYL NIVYN PSP
Y1920 PIN DY MNP M2 NX 9N DNV MYV NINPN DY DXVOPN
Lesbian, gay, bisexual, transgender, queer, and intersex
(LGBTQI+) activists reported that police officers and medical
personnel carried out forced anal examinations on members of
the LGBTQI+ community whom they arrested at what was
alleged to be a same-sex engagement ceremony... Police also
raided an LGBTQI+ shelter and arrested occupants, accusing
them of violating COVID-19 regulations on social distancing...
On May 31, police officers raided the Happy Family Youth
Uganda LGBTQI+ shelter in Wakiso District outside Kampala
and arrested 44 individuals — 36 men and 8 women — celebrating
what was alleged to be a gay engagement ceremony. Amateur
video footage recorded at the scene showed a plainclothes police
officer verbally abusing and mocking the detainees. Police
announced that it would charge the individuals with “a negligent
act likely to spread an infectious disease” for disobeying
COVID-19 restrictions.
D225 DN MYSNNI DINITN HY MOVN NANYN NN NIVYNN
There were numerous reports of disappearances by government
authorities. Local media, opposition political parties, cultural
leaders, human rights lawyers, and religious leaders reported
that the military — particularly the Chieftaincy for Military
Intelligence (CMI) and the Special Forces Command (SFC) —
and police used unmarked Toyota Hiace vans, locally known as
“drones,” to kidnap hundreds of NUP supporters in the periods
before, during, and after the January 14 general election, and
detained them without charge at unidentified locations.
27.12.2020-2 NOOPNN VPN YPI DY .DIRNNYI M) 2T 171 101 NIVWNN NIND
Mr Ali Mivule (NTV), Ashraf Kasirye (Ghetto TV) and ) ooxnmy nwidw Hv
Martin Okoth Ochola nqvwnn 57591 8.1.2021-2 ,(Daniel Lutaaya (NBS TV)
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On February 17, military police officers beat with sticks and
batons at least 20 journalists who gathered at the site of the
Office of the UN High Commissioner for Human Rights in
Kampala to cover Kyagulanyi delivering a petition. Several
journalists were hospitalized with injuries to their heads, feet,
and ankles, and others lost audio and visual equipment

destroyed by military police officers.

(AFP/Badru Katumba)

% https://www.monitor.co.ug/uganda/news/national/police-will-beat-you-for-own-safety-igp-ochola-tells-journalists-3251102

7 https://cpj.org/2021/02/ugandan-soldiers-assault-journalists-at-bobi-wine-event-face-opaque-military-trial/
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Police arrested some journalists for covering stories related to
abuses in connection with the compilation and announcement of
election results, government procurement, and land rights... a
police spokesperson warned bloggers living abroad that
authorities would negotiate with their host countries and
Interpol to extradite them to the country for prosecution... The
police’s Media and Political Crimes Unit and the
communications  regulator, Uganda  Communications
Commission, however, closely monitored all radio, television,
and print media. Journalists, opposition politicians, and human
rights activists reported that authorities wielded control over
editorial decisions at public broadcasters and at some private
media outlets as well... The government penalized those who
published items counter to its guidelines and directly and
indirectly censored media, including by controlling licensing
and advertising, instructing editors to suspend critical
journalists, and arresting and beating journalists. Government
officials and ruling party members owned many of the private
rural radio stations and imposed reporting restrictions. Media
practitioners said government and security agents occasionally
called editors and instructed them not to publish stories that
negatively portrayed the government. Journalists, under
government pressure, practiced self-censorship.
NN WYSIY INND ,VIN NYO DY P50 N2V DIXNMY 1DV NINY NIVVNN
:TPRNOYN ONTIAY
According to human rights activists, on April 6, police
interrogated online journalists Pidson Kareire and Darius
Magara after they published a November 2020 report that
questioned the competence of a road construction company.
Police directed Kareire and Magara to report weekly to the
police’s Criminal Investigations Directorate. Upon reporting on
May 27, police officers detained them, arraigned them in court,
and charged them with criminal defamation. The court
remanded them to prison until June 17, when it released them
on bail. Their trial continued at year’s end.
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Authorities cited laws protecting national security to restrict
criticism of government policies. On June 24, police officers
interrogated Monitor Publications Limited’s managing director
Tony Glencross and managing editor Tabu Butagira as part of
investigations into allegations of publication of false news,
criminal libel, and incitement of violence. Police began the
investigation following the newspaper’s May 31 report
describing a BBC investigation that identified two official
security vehicles whose occupants shot and killed unarmed
civilians during the November 2020 protests. According to local
media, police detectives said the publication ‘“promoted
sectarianism” and was “prejudicial” to national security
SV MNMINND NYNN DY DOMNN DD DXL IVIAOY DINNINX NINY MIVYHN N
(PN o1
Police and military arrested persons it found wearing
camouflage clothing, red berets, and red insignia associated
with Kyagulanyi’s People Power political movement and the
NUP party, which security agencies stated were reserved for use
by security forces
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%https://www.ngobureau.go.ug/sites/default/files/news-
notices/2021/08/STATEMENT%200N%20HALTING%200F%200PERATIONS%20DUE%20TO0%20NON-

COMPLIANCE.pdf
% https://www.energyvoice.com/oilandgas/africa/358806/uganda-police-afiego-oil/
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Cat 4 "Intrusion software"

5P2 "Software" specially designed or modified to avoid detection by 'monitoring
tools', or to defeat 'protective countermeasures', of a computer or network-
capable device, and performing any of the following:

a. The extraction of data or information, from a computer or network-
capable device, or the modification of system or user data; or

b. The modification of the standard execution path of a program or
process in order to allow the execution of externally provided
instructions.

100https://www.wassenaar.org/app/uploads/2019/12/WA-DOC-19-PUB-002-Public-Docs-Vol-11-2019-List-of-DU-Goods-and-
Technologies-and-Munitions-List-Dec-19.pdf
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5. A. 4. b. Items, not specified by 4.A.5. or 5.A.4.a., designed to perform all of the
following:
1. 'Extract raw data' from a computing or communications device; and
2. Circumvent "authentication" or authorisation controls of the device, in
order to perform the function described in 5.A.4.b.1.

Technical Note
'Extract raw data' from a computing or communications device means to
retrieve binary data from a storage medium, e.g. RAM, flash or hard disk, of
the device without interpretation by the device's operating system or
filesystem.
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(SCSL) 1PNY 100 yIND-PaN 950970 P10 NP2 VDN ,DWND IR .YPON NPIY NN
Prosecuter v.Taylor, Case No. SCSL-03-01-A, ) 79»0 .¥ 72y¥Y 1171230 Now) Pyl
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: (Akayesu, Case No. ICTR-96-4-T (Trial Chamber), September 2, 1998

complicity by procuring means, such as weapons, instruments

or any other means, used to commit genocide, with the

accomplice knowing that such means would be used for such

a purpose.

09N D57 :101p»NY MO NYAP) 1948 -1 ,0TN NIDT 1272 OIND DY NIONY 3 Pyoa .81
JIOYIN PHVADY MIND 091N MTN Y W
International ) DP»THY NPNIIN NMDT 9272 TPNINDPAN MINNY (N)6 PYD NXIN .82
NN O»NY MO NN NYIP NN 9N ,(102Covenant on Civil and Political Rights, 1966
N I MDT.OMNY YAV MOT YWIN 12 DY MPIY 19IND OONN NN DYDY NN
IORNIY AN 19N NN DTN DIVN HIYYY PN .PIND =Yy
oy ymxw Code of Conduct for Law Enforcement Officials-> 3-1 2 ©9yo mnn .83
103y (34/169) 17.12.1979 DY NVONNA OVIND NINOONOT
2. In the performance of their duty, law enforcement officials
shall respect and protect human dignity and maintain and
uphold the human rights of all persons.
3. Law enforcement officials may use force only when strictly
necessary and to the extent required for the performance of
their duty.
YD ODWN MPTNO NXNPN (35/172) NOONN DIND NN NYAPNN 15.12.1980 D2 .84
1049901 DMVAYN DYIPHN NYVIANY DMNY M DY PND 1T OMINIPN DXVITIVD
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192 https://www.nevo.co.il/law_word/Law09/amana-1040.pdf

103 https://www.ohchr.org/en/professionalinterest/pages/lawenforcementofficials.aspx

104 https://www.ohchr.org/Documents/Publications/FactSheet]1 I rev. 1 en.pdf
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Principles on the Effective Prevention and Investigation of ©"Wn 9noN1 .85
1 Pyva yapy ,10524.5.1989 oyn , Extralegal, Arbitrary and Summary Executions
1 0AVWN NOD XN MIRNIN NOND YN MPTHN DY
Governments shall prohibit by law all extra-legal, arbitrary
and summary executions and shall ensure that any such
executions are recognized as offences under their criminal laws,
and are punishable by appropriate penalties which take into
account the seriousness of such offences. Exceptional
circumstances including a state of war or threat of war, internal
political instability or any other public emergency may not be
invoked as a justification of such executions. Such executions
shall not be carried out under any circumstances including, but
not limited to, situations of internal armed conflict, excessive or
illegal use of force by a public official or other person acting in
an official capacity or by a person acting at the instigation, or
with the consent or acquiescence of such person, and situations
in which deaths

International Convention for the Protection of All n»INY2N0 MINND 2 PYD NRIIN .86
S IT9D NNPDYN NPTIN 1042006 NMwn) Persons from Enforced Disappearance

For the purposes of this Convention, ”enforced
disappearance” is considered to be the arrest, detention,
abduction or any other form of deprivation of liberty by
agents of the State or by persons or groups of persons acting
with the authorization, support or acquiescence of the State,
followed by a refusal to acknowledge the deprivation of liberty
or by concealment of the fate or whereabouts of the
disappeared person, which place such a person outside the
protection of the law.

United Nations (17A/RES/47/133) 18.12.1992 D»N D’INN NINNNY 2 PYO AR .87

:1yap ,Declaration on the Protection of All Persons from Enforced Disappearance

1. No State shall practise, permit or tolerate enforced
disappearances.

2. States shall act at the national and regional levels and in
cooperation with the United Nations to contribute by all
means to the prevention and eradication of enforced
disappearance.

195 https://www.ohchr.org/Documents/Professionallnterest/executions.pdf

196 https://www.ohchr.org/en/hrbodies/ced/pages/conventionced.aspx
107 https://www.un.org/documents/ga/res/47/a47r133.htm
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Each State Party shall ensure that all acts of torture are
offences under its criminal law. The same shall apply to an
attempt to commit torture and to an act by any person which
constitutes complicity or participation in torture.

NVINNT 1 PYO HYNT INI NIV MDY IN YW INNN NPN DTN NMDT DY NNND MY
:1109.12.1998 DN ,(53/144) DIND NNOON

Everyone has the right, individually and in association with
others, to promote and to strive for the protection and
realization of human rights and fundamental freedoms at the
national and international levels.
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Sy TN MMV MPN NIPOY HY MIDIN DTN NIMDT 71272 DIND DY N3O0 9
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No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks upon
his honor and reputation. Everyone has the right to the
protection of the law against such interference or attacks.
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1. No one shall be subjected to arbitrary or unlawful
interference with his privacy, family, home or
correspondence, nor to unlawful attacks on his honour and
reputation.

2. Everyone has the right to the protection of the law against
such interference or attacks.

DYWD ,MOIPIITN WA MIHTNN DY D)9 ,OTN NMDT MNINY YDV DINNY .
NI NIDNDN NYT DMDY MY PO DI .0MNYT DY P NIVNI YHYY D913 DN
1790 NNNN,NPVLIAD DML VI, DNPMYT YPI DY DPNIIDTL YN 1PD) 531, DN
MDY 92T MNINDIAN AIIND 19 PYD NN NNV V3N YOIND DNIDT DY D)
AZRp»yTm nPNIN

Foreign -2 Section 620M 9>¥2) The Arms Export Control Act of 1976 -1 ,27nIXA2
DMONN OMNPIN HY NITO2 901N WK (22 U.S.C. 2378d) Assistance Act of 1961

YITIN LOMN DTP WX LIV NPTHN SNMY PV NVION DY YY) »Leahy Law"

MPN NDHY D) PRPIIIN INNVLID XIX» MYNN WX DTN NIODT HY MIHN MI9ND
: DNV NNOYN ,0OUN NOD NN MRS , TPV
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SEC. 620M. [2378d] LIMITATION ON ASSISTANCE TO SECURITY
FORCES.

(a) IN GENERAL.—No assistance shall be furnished under this
Act or the Arms Export Control Act to any unit of the security
forces of a foreign country if the Secretary of State has credible in-
formation that such unit has committed a gross violation of human
rights. 7

(1) the term “gross violations of internationally recognized
human rights” includes torture or cruel, inhuman, or degrad-
ing treatment or punishment, prolonged detention without
charges and trial, causing the disappearance of persons by the
abduction and clandestine detention of those persons, and
other flagrant denial of the right to life, liberty, or the security
of person; and

MNXINY NYY NIYIIN NN NPIADNN ,TPIRPIINND NPTHN NPONN DY NINNIA ANd) D) T
:TON PIN
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Gross Violat

ASd

Not defined in the Leahy context

According to section 502B(d) of the FAA, gross violations of internationally
recognized human rights includes:

torture or cruel, inhuman, or degrading treatment or punishment,
prolonged detention without charges and trial,

causing the disappearance of persons by the abduction and clandestine
detention of those persons, and

other flagrant denial of the right to life, liberty, or the security of person
(e.g. extrajudicial killing).

Department Leahy Vetting policy also includes:
— Politically-motivated rape

This is not an exhaustive list. Incidents are examined on a case-by-case basis.
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