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The law is being weaponized in an attempt to control the
public narrative. We will not be intimidated and will continue
to shine the light on actions of impunity
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Just because you’re a journalist you are not exempted from
assassination, if you’re a son of a bitch
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I congratulate Maria Ressa of the Philippines and Dmitry Muratov
of Russia for the much-deserved honor of being named this year’s
winners of the Nobel Peace Prize. Like so many journalists around
the world, Ressa and Muratov have pursued the facts—tirelessly
and fearlessly. They have worked to check the abuse of power,
expose corruption, and demand transparency. They have been
tenacious in founding independent media outlets and defending
them against forces that seek their silence. And, for their
commitment to the basic principles of the free press—principles that
are indispensable to a healthy democracy—they have faced constant
threats, harassment and intimidation, legal action, and even, in the
case of Muratov, the death of his colleagues. Ressa, Muratov, and
journalists like them all around the world are on the front lines of a
global battle for the very idea of the truth, and I, along with people

“ https://rsf.org/en/predator/rodrigo-duterte ; https://time.com/4353279/duterte-philippines-journalists-assassination/ ;

3 https://www.aljazeera.com/news/2021/12/9/filipino-journalist-who-investigated-duterte-drug-war-killed

¢ https://www.bbc.com/news/world-asia-59274204
;

https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/08/statement-by-president-joe-biden-congratulating-

nobel-peace-prize-winners/




everywhere, am grateful for their groundbreaking work to “hold the
line,” as Ressa so often says.

I applaud the Nobel Committee for honoring Ressa and Muratov’s
incredible work and bringing greater attention to the increasing
pressure on journalists, the free press, and freedom of expression all
around the world.
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The industry standard for accessing digital device data

Complicated locks, encryption barriers, deleted and unknown content, and
other obstacles to reviewing device data can prevent critical evidence from
coming to light. For investigations to get the fullest picture possible, forensic
examiners and investigators need to be equipped with the latest technology.
With support for more than 31K device profiles, and the widest device coverage
from leading Android vendors and Apple, Cellebrite UFED is the market-
leading solution for accessing digital data.

Use Cellebrite UFED to bypass locks, perform advanced unlocks, perform logical/full file system/physical extractions,
perform selective extraction of apps data and cloud tokens and much more.

Key Benefits

» Unlock devices with ease: Bypass pattern, password or PIN locks and overcome encryption challenges quickly on
popular Android and i0S devices.

» Delve deep to extract more data: Perform logical, file system and physical extractions to get the most data out of
the digital devices.

* Unsurpassed recovery methods: Use exclusive bootloaders, automatic EDL capability, Smart ADB and more.

« Supporting the broadest range of devices: Extract data from mobile phones, drones, SIM Cards, SD cards, GPS
devices and more.

8 https:/cf-media.cellebrite.com/wp-content/uploads/2020/06/ProductOverview_Cellebrite UFED_A4.pdf
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Republic Act No. 10175 or the Cybercrime Prevention Act of 2012
created the Office of Cybercrime (OOC) within the DOJ and
designated it as the Central Authorityin all matters relating to
international mutual assistance and extradition for cybercrime and
cyber-related matters.
It also acts as the focal agency in formulating and implementing law
enforcement investigation and prosecution strategies in curbing
cybercrime and cyber-related offenses nationwide.
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PURCHASE ORDER
Department of Justice

MAXCOR INTER-VENTURES, CO.
isross: 105 Expranrng . Arwta Uty Vi P W o
v E) oo o P Pobic Biding

Republika ng Prlipinas
KAGAWARAN NG KATARUNGAN

Manila

[Flace of Detvery. _ Department of Jusice. P_F aura St. Ermita anks [Coivery T 30 calendar days
joate of Deivery: IPayment Term: Government Procedure Mr. RENANTE A. CARMONA

" - % Business Development Coordinator
SuoPropenyNo. | Ust Descripton Quantty | - UntCost Amoust MAXCOR INTER-VENTURES, CO

wat |Renewal of Subscripton for two (2) 2 P sl 81221800 105 Engineering Road, Araneta
Untversal Forensic Exvacton Devics University Village, Potrero, Malabon City

Dear Mr. Carmona

Please be informed that the contract for the renewal of subscription for two
(2) Universal Forensic Extraction Device (UFED) for the Office of Cybercrime
(00C) in the evaluatedicalculated amount of EIGHT HUNDRED EIGHTEEN
THOUSAND EIGHT HUNDRED EIGHTEEN PESOS (P818,818.00). is heredy
awarded to your company subject to your submission of the following

Performance Security” to guarantee payment of security as a penalty
if the contractor is in default in his obligation. to be posted in favor of
Total [P oy this Department and executed in the prescribed form and at least co-
ot Aot o] BT FNRED EX TN TRV DX FAAGRED DTN PEST terminus with the final acceptance of the project The following
provisions shall form part The right to institute an
nnnnnnnnnnnnnnn wwaied ove. & parly of ot (1/30) of are percent kr wvery duy of detey shell b Impesed on e action on the penal bond 0. 3688

of an

g
7 with labor and materiais for the prosecution of the work is heredy
Conkorme a— P4 acknowledged and confirmed”. The performance security shall be in
accordance with any of the following schedule:

ADRIAN FERDINAND 5. SUGAY a) Cash. cashier'simanager's check, Bank draft/guarantee confirmed
Undersecretary by a Universal or C:
ssued by a Universa
JUAR . that it shall be confirmed or authenticated by a Universal or
O Commercial Bank, if issued by a foreign bank — Five Percent (5%)
of the total contract price, and

:"C‘“‘" ——— ORSBURS Mo — 1 N b) Surety bond callable upon demand issued by a surety o INsurance
onde Aveloble: e of e ORSBUR N company duly certified by the Insurance Commission as

o) uthorized 1o issue such security ~ Thirty Percent (30%) of the total
owt ____ ] contract price
LA PANDANN
Crt Adourtart

? https://www.officialgazette.gov.ph/2012/09/12/republic-act-no-10175/
19 https://www.doj.gov.ph/office-of-cybercrime.html

' https://maxcorinterventures.com/contactus
12

https://www.doj.gov.ph/announcements.html?title=Renewal %200f%20Subscription%20for%20Two0%20(2)%20Universal%20Forensic%20Extract

i0n%20Device%20(UFED)%20for%20the%200ffice%200f%20Cybercrime%20(0O0C)&announcementid=2059




:12 UFED Touch2 Ultimate 075 m)1¢>92 921719 %3 PI¥ Nna

Republika ng Pilipinas
KAGAWARAN NG KATARUNGAN
Department of Justice
Manila

POST-CONTRACT AWARD DISCLOSURES

Project Name: R | of Lice igation for Mobile
Phon i T for i f
Cybercrime (OOC)

Approved Budget for the Contract: P500,000.00

Contract Period: Thirty (30) Calendar Days

Name of Winning Bidder: Maxcor Inter-Ventures, Co.

Official Address: 105 Engineering Road, Araneta, University Village,
Potrero, Malabon City

Amount of Contract Awarded: P418,418.00

Date of Award and Acceptance: 14 January 2021/ 15 January 2021

Implementing Office/Unit/Division/Bureau of the Concerned Agency or

Instrumentality: Office of Cybercrime (0OC)

Submitted by

EDITHA D. CRUZ
Chief, Proctirement Management Division

Noted by.

LIZA B. DE LEON
Director IV, Administrative Service

D720 YD, 0007 30 TIN JININN NYOIR WHND 12 GNNYNT DINYNN SYY PI¥ 11003
:14Cellebrite

V. DELIVERY DATE

Within thirty (30) days from the receipt of the notice to proceed.
SUPPLIER must provide Manufacturer Letter of Authorization to bid, and
provide demonstrable proficiency in providing technical support for
mission-critical mobile forensic systems.
N7aN ,DP9 DOVAVYNN TIVN DY LIIVPNN NN ,24.2.2020-N DIV Y .22
NN N2y UFED novyn Sv ypwd 1ona nnot L ny»aan Contactpoint Inc.

:1692»0 NY>wa1 Pannd

13 https://www.doj.gov.ph/files/2020/Announcements/Post%20Contract%20UFED%20touch%202%20ultimate.pdf
' https://www.doj.gov.ph/files/2020/Announcements/TOR %202%2000C%20TouchUlti.pdf

15 https://contactpointinc.wordpress.com/contact-us/

1hittps://www.doj.gov.ph/files/BAC%20Res0%20-
%20Subscription%200f%20Software%20for%20Universal%20Forensic%20Extraction%20Device%20License.pdf




WHEREAS, after review and evaluation of the DOJ BAC-TWG, finds that
mmumwmw capable to undertake the
‘subject procurement;

-Two Thousand (P692,000.00), following the
procedures prescribed in RA. No. 9184 and its 2016 Revised Implementing Rules
and Regulations.

RESOLVED this 4™ day of November 2019 at the Department of Justice,

Manila.
Assistant Secretary MARGARET V. Muu
Chairperson

Lo
Oy -

noflis 3% A. @leed
Dir. MARIA . JO-ANN R. ALCID
Member

——~—
Dir. DANILO D. BULOSAN
Member

2|Page OOC-UFED LICENSE CONTACTPOINT, INC

Rpebliang Phigh
KAGAWARAN NG KATARUNGAN
Department of Justice
Manila

RESOLUTION

RECOMMENDING THE AWARD OF J INC.
memwmwmmmmc
EXTRACTION DEVICE LICENSE

WHEREAS, there is a need for the subscription of Universal Forensic
Extraction Device (UFED) License for the use of the Office of Cybercrime (OOC) of
the Department of Justice (DOJ);

'WHEREAS, the DOJ posted its Invitation to Bid for the aforesaid subscription
in the PhilGEPS, DOJ Website, and conspicuous place in the DOJ for more than
seven (7) calendar days starting 29 August 2019;

WHEREAS, the subscription of the said license is included in the FY 2019
budget of Eight Hundred Thousand

Pesos (P800,000.00);
WHEREAS, the Approved Budget for the Contract is Seven Hundred
Thousand Pesos (P700,000.00);
'WHEREAS, in response to the said invitation, one (1) prospective supplier
mmumwn-mmmmnommm 2:00 pm at Room 105,
Ground Floor, Delas Alas Building, DOJ Compound, Padre Faura Street, Ermita,
Manila, to wit,

Name of Bidder | Amount of Bid/Price Guotation | Remarks/Technical |
h as Submitted Evaluation _
{ inc P662,000.00/P692,000.00 Cwm_?

, the aforesaid bid was referred 1o the DOJ Bids and Awards
Committee-Technical Working Group (BAC-TWG) for evaluation and post-
qualification with the following findings:

[BIDDER | BID AS READ

BID AS %ABC |
CALCULATED VARIANCE

Contactpoint, P692,000.00 P69200000 |  1.14%
Inc. .

1|Page 0OC-UFED

LICENSE CONTACTPOINT, INC

Contactpoint N7aN DY , 0’9992 DXVOWNN TIVN H¥ VITVINN TN DDNOVW NN
DXNIN MY HY92) ,0NWHD DNINA NPHRYL YT HW MIN DWW PR ,1P»999n Inc.
79N TN HY NPRIND-PAN NMANNNTY DTN NMINY DINUPN

Y]

SIGNED IN THE PRESENCE OF:
EMMANDEL LOWELL A. PANDAAN

A ZAMORA|

Dk,

REPUBLIC OF THE PHILPPINES CONTACTPOINTINC.
DDEPARTMENT OF JUS
oy
. SUGAY clln;uu-.'.
President

No. 640 &d 9808

dm“wdwdmhmﬁﬁm
icense for one (1) year

on the operational specifications as prescribed in “Il. Scope™ and “NIL

Objective”™ of the Terms of Reference.

'WHEREAS, the CONTRACTOR hereby agrees and undertakes that it
shall not resell or disclose to any person, whether natural or juridical, the details
of this Agreement and all other information or data extracted from the mobile
phone, smartphone, and PDA forensics which are subject to the official use of
the Office of the Cybercrime.

WHEREAS, the Department shail have exclusive ownership and use
over the data or information extracted by using the UFED.

NOw, for.
the parties hereby agree on the following:

1 This Contract Agreement shall be govemed by the
provisions of the Terms of Reference as herein stipulated.
The words and expressions of this Contract Agreement

assigr
of Contract referred to, provided the same shall be
pursuant to, and not in contravention with, the intents of
the Terms of Reference.

2 The following documents shall constitute the Contract
between the DOJ and the CONTRACTOR, and each shall
be read and construed as an integral part of the contract:

A This Contract Agreement;
B Terms of Reference

3 This Contract Agreement shall commence upon the
receipt of the Notice to Proceed until February 2021

4. The CONTRACTOR shall post in favor of the DOJ a
Performance Bond in accordance with the Award of
Contract of this Department to guarantee the faithful
compliance of said CONTRACTOR under this Contract

amount to any official and employees of the Department

of Justice to secure this Contract Agreement. Violation of
this warranty shail be a sufficient ground for the DOJ to
revoke or cancel the Contract Agreement.

17 https://www.doj.gov.ph/files/2020/Contract%20-

SIGNED IN THE PRESENCE OF:

L)
§

1|Page

CONTRACT AGREEMENT
KNOW ALL MEN BY THESE PRESENTS:
EB2aom
This AGREEMENT made and executed this ___day of 2019,
i the City of Manila, Philippines, by and between,
OF JUSTICE, atDOJ Compound,

Padre Faura Street, Em\hﬁ.m'-\byumy
ADRIAN FERDINAND S. SUGAY hereinafter called "DOJ".

-and-

The CONTACTPOINT INC., with business address at Unit 609, Beacon
Tower 1, Chino Roces Avenue, Makati Cty represented herein by s President,
Mr. CESAR J. MANUEL JR., hereinafter called the ‘CONTRACTOR".

WITNESSETH

WHEREAS, the Department of Justice, through its Bids and Awards
c«mwnmumhnmuwd
Software for Universal Forensic Extraction Device (UFED) License at
mmmmmmmmwm
(7) days;

WHEREAS, in response 1o the said posting, CONTACTPOINT INC. and
"AXCON"“ERVENIURESOO mnmmm
oné Section 22 of the 2016
WMMMWNM 9184,

WHEREAS, OONTACTPONT'C was able to comply with all the
Bids at the Bidding Conference heid
mnowo-zon-mws,mmmoohm
Building, DOJ Compound, Padre Faura Street, Ermita, Manila.

WHEREAS, the single calculated bid proposal of CONTACTPOINT INC.
in the amount of SIX HUNDRED NINETY-TWO THOUSAND PESOS
(P692,000.00), vﬂhm-u—-uhm-um
that it did not exceed the
wwunmnum«seven HUNDRED
THOUSAND PESOS (P700,000.00).

WHEREAS, a careful validation and verification of the legal, technical,
mmmlmmco«uum INC., has
p mummmwnmmwun

%20Subscription%200f%20Universal%20Forensic%?20extraction%20Device%20License.pdf




This Contract Agreement shall take effect upon the signing of the parties with
expected full completion within thirty (30) calendar days after the receipt of Notice to
Proceed.

IN WITNESS WHEREOF, the PARTIES, through their duly authorized

representatives for the purpose, have hereunto set their hands this of
atthe Philippines. FEB 242
&Y OF MANIR -

SIGNED IN QUADRUPLICATE

INC.

DEPARTMENT OF JUSTICE CCONTACTPOINT
(00J) (CONTRACTOR)

— SR ) v I
President

é%iﬁa..-_-—--' -
A. ZAMORA ﬂﬁ LOWELL A. PANDAAN
Director, 00C Chief Accountant

3|Page

DY 193 NVIVIT INITIV JTINN ROWINY DP9’91 NNYPNIL DN ,2.3.2018-2 50 PN .23
) Sam Kin-Keong owa Cellebrite n1an »»¥) oyy Contactpoint Inc. m72n "8
J8(managing director, Cellebrite Asia) Patrick Lim-) (director, Cellebrite Asia

NN D991 DOXVIVYNT TIVN DY LITVINN NN ,29.10.2019-N DIDIY 19T .24
M2y UFED noayn S 1»w1d 3195n2 nnot ,n»9Y»an MaxCor Inter-Ventures Co.
: 19920 NYWaA PANND DTN

18 https://www.pressreader.com/philippines/the-philippine-star/20180302/282226601221839
Phttps://www.doj.gov.ph/files/NOA%20-
%20Subscription%200f%20a%20Universal%20Forensic%20Extraction%20Device%20for%20the%20use%200f%200ffice%20
0f%20Cybercrime.pdf




Kindiy sign the space provided below to signify acceptance of the award and
ransiit the same back to this office

Very truly yours,

(—

0 @

Republika ng Pilipinas
Department of Justice
Manila

_—
KAGAWARAN NG KATARUNGAN

Mr. RENANTE A. CARMONA
Business Development i
:;xwlnhr-vmm(:o

Engineering Road, Araneta .
Potrero, Maiaban Gy University Vitage,

Dear Mr. Carmona:
S. SUGAY =
Ploase mmumummhnm
wmub?mmhumdnohummmﬂ
awarded to 9 PESOS (P800,000.00), is hereby
anﬁmhmmanm

CONF(
& 'Plr'ormmsoemymgm

e Camors the contract - Wduﬂmfyunmn
CREPrERER Y Department and oot in his obligation, t be posted in favor of this

Date:,
'mhmwmm.w

a) can,wmmw-mmm.mm
Um-w:unwm -vmu-mamw:yl:
Ummaqumu:;:k Provided, however, that it shall be

authenticated by a Universal or Commercial
WanM-FMW(E‘)MNWmBm.:f:‘“
b) Surety bond callable upon
Lol w“m:-mbynwl:wlmn:
mmm~mmn(m)dnmmm

<
NN NN DY DP9 DOXVAVYNN TIVN DY LIVPNN INNI ODONOY NN
Ny waa panny NN UFED 9wony ypw myarsran MaxCor Inter-Ventures Co.
MM DINYPN DININ NT HID2Y,0NYOD DININA DTV NYITTY NIIN DIV PN 121D

M1’ ONMNNN NADI 513 P NHIND INIY NPTN DY NPNIND-)PAN NMNNINNDY DTN
:20UFED no9yn S nyanonovn

3. This Contract Agreement shall commence upon the receipt of the Notice 1o
Procees

3 CONTRACTOR shall post in favor of the DOJ & Performance Bond in
accordance with the Award of Contract of this Department 10 guarantee he
tatnhs compiance of said CONTRACTOR under this Contract Agreement.

5. The CONTRACTOR shall wamant that it has not given any amount 1o any
offical and empioyees of the Deparntment of Justce 10 secure e Contract

Agreement. Viclason of nty
10 revoke or cancel the Contract Agreement.

SIGNED IN QUADRUPLICATE
DEPARTMENT OF JUSTICE MAXCOR INTER-VENTURES CO.
By By
SUGAY
Business Devt. Coondnator
e Presence of

2https://www.doj.gov.ph/files/Contract%20-

%?20Subscription%200f%20a%20Universal%20Forensic%20Extraction%20Device%20for%20the%20use%200f%200ffice%20

SIGNED IN THE PRE SENCE OF :

MAXCOR INTER-VENTURES CO.

CONTRACT AGREEMENT

KNOWN BY ALL MEN BY THESE PRESENTS:

A PANDAAN
Y

This AGREEMENT made and exscuted the ____
2018, in the City of Manila, Philippines, by and between,

A

ety
)i
§
§
i

|
;
ff
|

8
WHEREAS. Maxcor Inter-Ventures Co. was able 1o comply with all
he Mm.::\r the tk-wt: Bids at he Bidding
Conferance heid on 19 at Room 315, De las Alss. 00J
! Buldng.
WHEREAS, the single calculated bid of MAXCOR INTER-
l VENTURES CO. nhmdﬂ@ﬂm’wﬂm
(P800,000.00), VAT inclsive appears fo be reasonable snd most
Aorroved Buige kr e Goriac i B St of EXGHT TONCRES
n the of
THOUSAND PESOS (P800,000.00).

WHEREAS, o carefl veidation end verficaion of the legal,

i

il

NOW THEREFORE. for and in considerstion of e foregoing
premises. e partes hereby sgree on the followng:

0f%20Cybercrime.pdf
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0D 1NN YNNI PIAD DY NN YHND 12 GNNYND DIMNYNN DYV PIN 195102
:21Cellebrite n9ann

VI. TERMINATION

The DOJ has the right to test and evaluate the software license before
acceptance. Prospected bidder must be Certified Distributor and have
authority to sell, deploy, manage and provide support services issued by the
product owner/manufacturer.

MOIYN NOYOND NN NY NYIDID WTN 3990 DDIY DXVIVNN TIWN 22.11.2021-1 .25
:2 UFED Touch2 Ultimate o)1 n901 noyn nvov2 197 ,UFED

Republika ng Pilipinas
KAGAWARAN NG KATARUNGAN
Department of Justice
Manila

INVITATION TO BID
PB46-2021)

The Department of Justice, through its Bids and Awards Committee, is inviting
interested parties 10 bid the hereunder projects:

Name of Projects Renewal of the following:

a) Forensic Investigation Software
for Computer Hard Drives or Any
Digital Storage Media (Encase
Forensic);

b) Subscriptions  for Two  (2)
Universal Forensic Extraction
Device (UFED) Software Licenses;

c) Forensic Investigation System for
Mobile Phone Devices (UFED
Touch 2 Uttimate).

Approved Budget for the Contract : # 1,829,000.00
Delivery Period : Thirty (30) calendar days

Location Department of Justice, Padre Faura St
Ermita, Manila

The prospective bidders must have an experience of having completed, within
a period of five (5) years from the date of submission and receipt of bids, of at least
one (1) contract similar to the contract to be bid, and whose value, adjusted to current
price using NSO consumer price indices, must be at least fifty percent (50%) of the
ABC to be bid. The eligibility check/ screening as well as the preliminary examination
of bids shall use non-discretionary “pass/fail criteria. A Post-qualification evaluation
of the lowest calculated bid shall likewise be conducted.

Al particulars relative to eligibilty statement and screening, bid security,
performance security, pre-bidding conference, evaluation of bids, post-qualication
and award of contract shall be govemed by the pertinent provisions of the Revised
Implementing Rules and Regulation of Republic Act No. 9184 dated 28 October 2016,
GPPB Resolution No. 09-2020 dated 7 May 2020, which allows the submission of

:23Cellebrite 172N 19D ,JI¥NN NN WINY 12 GNNYNY DIMNYNN SYW PIY 171003

2https:/doj.gov.ph/files/ TOR%20-
%20Subscription%20for%20Universal%20Forensic%20Extraction%20device%20(UFED).pdf
Zhttps://doj.gov.ph/files/2021/INVITATION%20T0%20B1D%20-%20FORENSIC_0001.pdf ;
https://doj.gov.ph/announcements.html?title=INVITATION%20TO%20BID%20-
%20Forensic%20Investigation%20Software%20for%20Computer%20Hard%20Drives.%20Forensic%20Investigation%20Softw
are%20Systems%20for%20Mobile%20Phones%20Devices%20and%20Subscriptions%20for%20two%20Universal%20F orensic
%20Extraction%?20Device&announcementid=2563

2 https:/doj.gov.ph/files/2021/SBB%20N0.%201%20-%2000C%20projects%20.pdf
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Republika ng Pilipinas
KAGAWARAN NG KATARUNGAN
Department of Justice

Manila

< ‘4
% :K'Tu '3 n*°f
——

BIDS AND AWARDS COMMITTEE
Suppl | Bid Bulletin No. 1
19 November 2021

This Supplemental Bid Bulletin No. 1 for the Project: “Renewal of : a) Forensic
I g Softy for C. Hard Drives or Any Digital Storage Media
(Encase F ic), b) Subscripti for Two (2) Universal Forensic Extraction
Device (UFED) Software Licenses, c) Forensic Investigation System for Mobile
Phone (UFED Touch 2 Ultimate” is issued to clarify, modify or amend the item/s in
the Bidding Documents. Accordingly, this shall form an integral part of the said Bidding

Documents in the procurement of the project mentioned.

REFERENCE

l CLARIFICATION/AMENDMENT/CHANGE

Renewal of Forensic Investigation System for Mobile Phone Devices (UFED
Touch 2 Ultimate)

Delivery Date - Within thirty (30) days
from the receipt of the notice to
proceed. SUPPLIER must provide
Manufacturer Letter of Authorization
to bid, and provide demonstrable
proficiency in providing technical
support for mission-critical mobile
forensic systems. Subscription shall

Delivery Date - Within thirty (30) days from
the receipt of the notice to proceed,
SUPPLIER must provide Manufacturer
Letter of Authorization to bid, and provide
demonstrable proficiency in providing
technical support for mission-critical mobile
forensic systems. Subscription coverage
for the renewal shall commence on

Janu. 2022, and ire_on Janu.
2023.

commence on January 2022.

Inclusive of software maintenance
service (SMS) for one (1) year. Inclusive of software maintenance service

(SMS) for one (1) year.

,2017 92 N»p Digital Shield Incorporated owa 27n9Na MWD NN ,39-10D .26

24Cellebrite m72n YW MIyN WINIWH NONDNY NPMNSPH MIVIN 029991 N2

(NBD) 57awm (PNP) navwpn o) myam win 7iann S mmpdn nndwia
2509990

DIGITAL Co

E

Government Clients

DIGITAL SHIELD, INC. has worked with the following Government Agencies:

Federal Aviation Administration (FAA)

Office of Personnel Management (OPM)

US Department of Defense (DoD)

Customs and Boarder Protection

US Department of State (DoS)

Royal Caymanian Police

Philippines National Police (PNP)

National Bureau of Investigations (NBI) Philippines
Northern Virginia ICAC Unit

Florida Department of Law Enforcement (FDLE)
National Security Agency (NSA)

Federal Bureau of Investigations (FBI)

Virginia State Police (VSP)

Zhttps:/digitalshield.net/events/cellebrite-ultimate-certification-cclocepa-course-manila-philippines
https://twitter.com/digitalshield 1 /status/820764228927811589

% https:/digitalshield.net/clients

12



a Location o {
rite Certification Training Course in Manila ) P

Digitsl Shicld, Inc . \ o
Q

co A(;'Boo'd luck s{xjder:s" 7

CELLEBRITE UFED ESSENTIALS COURSE & CELLEBRITE PHYSICAL “CCPA” CERTIFICATION COURSE
LOGICAL (CCLO) CERTIFICATION COURSE

a

Physical Course Includes:

Logical Courses Includes:

NP 2NYNYY HIYanY 75 9290 NYIVWI NN DIND WV Yy ¥o9
DINNINI NN

TN ROWIN HY MIVNN MNINND MIPRN NNX ,NDI 7N TIRNYN ,13.2.2019-1 .27
792 N8N NMNX NIYY NIV M Rappler 9nX HY mMWTNN TN NINYI ,NOIVITINIT
920 HSYYH NYNIND PIND 29D ,ONOVNANI YIN PYY DY NPAY NI P INYHD N
DONNIY 2012 Mwn ,(2¢ Cybercrime Prevention Act (Republic Act No. 101750))
NV YN DY NAPNNI IITHY NYVLY INYNN NN ) OIYN 2INID) DPI]
27NNy
P2 NPXH NPPN DTI INNAN ITIVIN DINN DDV DINNMY ,NDT RNV TN .28
NYO DY NPAY P2 DIWIX 2AND WD 2016 NMIVA :DWUND .0IVINI YIN YO DY NIy
250-5 wnwnn Philippine Misereor Partnership Inc. 92 ©9¥9 NyaIx ) yIn
MY ;22MN015 172N SY NP2 INDIAY INRD ZEDM»NMDID) DPNOWNND NI DMININ
Natashya ,Rappler-n nanx 1ox1Imy ) (Dva Twnn) DIWN INd wnn 2013
NNV DOPOY NYN YW NNAWN N DY MYDINN »N Yy Nand NNoIavw NN Gutierrez
5w N2y i1 Joene Cahilog »Nnmdyn ywnin ,21.12.2015 013 ;30p3y INNINA NANIYNH

26 https://www.officialgazette.gov.ph/2012/09/12/republic-act-no-10175/

27 https://www.rappler.com/nation/22341 1 -maria-ressa-arrested-for-cyber-libel-february-2019/

28 https://pmpi.org.ph/about-us/#mission-vision

Zhttps://www.ucanews.com/news/faith-based-group-members-win-bail-for-libel-raps/76295#; https://www.business-
humanrights.org/en/latest-news/hinatuan-mining-sues-philippine-misereor-partnership-for-libel-over-reports-on-environmental-

issues-around-its-operations/

39 https://www.rappler.com/nation/37446-napoles-sues-rappler-reporter/
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NINY NIVWNN 29.1.2016-2 ;319DN1D DITHY TY POY 1IN, INN INNTY 2995 ¥ NYD
232 Digos City 7oyn WY 2955 30 NYO H¥ Nay PHa Arvin Malaza ssnmyin nx

YN DY MNP PP o NN NN ,Dennis Uy oxn Alfonso Cusi 79NN v .29
920 YW NYMIND PINA YIN NV DY NIY )2 MNON 29.11.2021 DM VNN ,NVIVYT
) P YV DY PR BNPIPIaN 1) NPDY PNYI DXPPNN 1NIDIY N/OIRNMY 21 TN
-1 MPIY MIPNIAN 2D DIWTINT DIRNMY YNIND MNOYN NN PRYD 10NN
s TIMNMON YOTN WNNY N/DRNTYN A .9.5.2022
Carlo Katigbak and Lynda Jumilla of ABS-CBN; Samuel Medenilla, Lenie
Lectura and Lourdes Fernandez of Business Mirror; Wilfredo Reyes and Bianca
Angela Afiago of BusinessWorld; Jaemark Tordecilla and Ted Cordero of GMA
News; Herminio Coloma, Loreto Cabares, and Jel Santos of Manila Bulletin;
Maria Ressa, Glenda Gloria, Chay Hofilena and Aika Rey of Rappler; and,
Camille Diola, Ian Nicolas Cigaral (PhilStar.com) and Rhodina Villanueva (The

Philippine Star) of Philstar Global Corp.

,MON 071N NYNNY ABS-CBN mwTnn Anx) M HNO0N 1IN DIRNNOYN DY Iwpn1a .30
D) MDY NMPN NI NDIN INN NVIVIT )TN Rappler 9NN 1395 NNYTaw 8D 23wN
1310 .2016-219W NYPNAN MYTIN NN DDIAYN 1NN MM WOV INND 1T NI NN
DV PY NN VIMN 2020 ONNIY INND NN SVAVN PIANND DN NN OOPMIYD
20U NTYN )PWI DX WTND RY NVIVYT

,D095591 DIRNIY) OTR NI OININ T DY) PMIPHRN NNPXAN NI NN o2 .31
-0 NNPYAM (33172 DIWN N7 D9V Foundation for Media Alternatives 129N 1125
Amnesty -3 *¥Human Rights Watch 35 07X 1T D0aIx 1 DY) 1IOIND
PPNUNOY DY9NY YT WYY MY XN YD ,72)0 Pywa nyInd pinn Yy (International
NON 7PN VPANI YVNNN YYNI P T2 PRY NN — DIRNIY TNV NP1
LDIRNIOYY NDIN HY NPNYN NODONY D9 wNRwn Pinn

N INNM) 12 DIYD I9DNY MINY TN )Y VOYNN N2 2014 MV NVMNX PN .32
VY 12 Ty 7POY VIYNY 75’09 NIV ¥IN NYY S¥ NITINN 9PIN2 1IN ,0PNPIN

31 https://www.philstar.com/the-freeman/region/2015/12/21/1535298/hes-also-mayoralty-bet-radio-commentator-jailed-libel

Zhttps://newsinfo.inquirer.net/759972/davao-sur-broadcaster-arrested-for-libel ; https://cmfr-phil.org/press-freedom-
protection/press-freedom/criminal-libel-suits-against-journalists/ ; https:/cmfr-phil.org/press-freedom-protection/press-

freedom/local-radio-and-tv-owner-broadcaster-charged-with-libel/

3 https://cmfr-phil.org/press-freedom-protection/attacks-and-threats-against-the-media/alerts/energy-secretary-duterte-campaign-
donor-file-suits-against-journalists/

34 https://www.nytimes.com/2020/07/10/world/asia/philippines-congress-media-duterte-abs-cbn.html

35 https://www.fma.ph/wp-content/uploads/2020/01/Cybercrime-FMA-2019-1.pdf
https://www.hrw.org/news/2012/09/28/philippines-new-cybercrime-law-will-harm-free-speech ;

https://www.amnesty.org/en/latest/news/2012/10/philippines-cybercrime-law-threatens-freedom-expression-and-must-be-

reviewed/

3https://www.amnesty.org/en/latest/news/2012/10/philippines-cybercrime-law-threatens-freedom-expression-and-must-be-

reviewed/
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DYPYINI VIN Y8ID PIND NOIXR NPIYIAT NIMY MIANIN NMDNON 1) ,IONN
238001 NN PNORD DPNIVPON
NN MYSHNNI YIN PYY NPAY 712200 NS NYINS PIiNa an7 19N NITIN T
:37mavmnn
The unlawful or prohibited acts of libel as defined in Article
355 of the Revised Penal Code, as amended, committed
through a computer system or any other similar means which
may be devised in the future.
YN PODNIDIND 2PN PYWNYN PINA 355 PYOY MI9N 7120 PYYa NYNINS PINN
409112 2N I9IND NITHN YIN NWO NPAY DV 1930
Art. 353. Definition of libel. — A libel is public and malicious
imputation of a crime, or of a vice or defect, real or imaginary,
or any act, omission, condition, status, or circumstance
tending to cause the dishonor, discredit, or contempt of a
natural or juridical person, or to blacken the memory of one
who is dead.
NON even if it be true” 7T NawN) YN YO YOov Nptn 1930 Mvn PN Nyap)
(2,19 XD) 7PV NNYPNI TITHY IN PN 1PN DIDIDNY NN NYDN DYUNIN DN
PTIAIVY ROW NYIND DINYNIN DY DVIN ,IMIDI 1PN NI NN TINND NNUIY
(INT NPDIND TIVNN NYIANNY DIPNI
1. A private communication made by any person to another in
the performance of any legal, moral or social duty; and 2. A
fair and true report, made in good faith, without any
comments or remarks, of any judicial, legislative or other
official proceedings which are not of confidential nature, or of
any statement, report or speech delivered in said proceedings,
or of any other act performed by public officers in the exercise
of their functions.
YIN PYO NPIY IUND INY DNNN TORND OUNY IWIAP) 1210 SYVI NYINd pina
(92290 PYNYN PINA 355 PYD 295 NTYD NINDN) VITVINI NYXIAND NIRY NPNPNN
DOXNY TY WY DY DINYOPN UNYY 0NV WY TY DYTIN NV DY DINPN TORND Uy —
DNV NIVY
YN NYO NPAY DY TONRND WYY 2012 NIVA T35 NYIAP ,07IRN DY DTRD NMDT NN
TPNINDIIAN MINNA 19 PYD 295 NVI2N YAIN DY NNND DP9 HYW NIMNNHT NN 19N
A(1966) NMPTNI NPNIIN MNDT I272

.33

.34

.35

38 https://elibrary judiciary.gov.ph/thebookshelf/showdocs/1/56650

3 https://www.officialgazette.gov.ph/2012/09/12/republic-act-no-10175/

40 https://www.un.org/depts/los/LEGISLATIONANDTREATIES/PDFFE ILES/PHL _revised penal code.pdf
4! http://hrlibrary.umn.edu/undocs/1815-2008.html
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PN NYIP NNMNY NNYINNN NMPN NN PIND 121D YW NYINS PN ,qoN1 .36
D109 Y20 PDVPNITVI 1IN NN IWIRND DN ,0N0V 12-5 1930 MHIVN PYNYN
MIOVN 1D YW 2T — 22D YV NYNIND PIND NPIPN 790 MIYRID 1NNV DIIUNNN
YN YIND IWAND) ,VITVINI DXONN PITYY DNV DIMDINY NI NIY MP NN
LDIRNIMY OPNNPI OININR DY DY DIDIDII NIPND )T YO INKD DIWN
MYN NOY D109 ¥aN2,2017 MV WD DTN DIWNN AN ,NDI DY NIPHNa ,ownd 75 .37
MYV NYINN .122D SV NYNIND PIND GPIND DIV A0 DOWTIN NYIIN DONAVY 2012
DIDIAN NN NMINIY 1N ,2014 MW NIANI2 NI XNV DY NN NYNA NOIWY INRNDY
ReVaiah)
VIDN NN NNSIND NNTINON XYM NN yap oyn vavnpn n*a ,3.7.2018-1 .38
S¥ NANNN NITHINN NN M DY PRYNY VIDNM ,I210 OYWH NYIND PINND NIDN NOXIM)
NPIVIY PINN YW DIVON NIPNI NNNIY MIANIN NMDNDN NNY ’computer data”
AH1019°W XD 91953 ,019IN DY NODIRDY DPNIVPONR DIPYINI WIDN VINAD PINT NIIN
: D191 WaNY \MIYW computer data AnN7 19IN ITIN HYNY 15 .39
Computer datarefers to any representation of facts,
information, or concepts in a form suitable for
processing in a computer system including a program
suitable to cause a computer system to perform a
function and includes electronic documents and/or
electronic data messages whether stored in local
computer systems or online.

:NONDD PYWIN DI NITHINA OXHDIN,IN12 2N JOINT ITHIN 72VNN” D)
refers to an electronic, magnetic, optical,
electrochemical, or other data processing or
communications device, or grouping of such devices,
capable of performing logical arithmetic, routing, or
storage functions and which includes any storage facility
or equipment or communications facility or equipment
directly related to or operating m conjunction with such
device

SV DM NYIIN VAVNN NN YPAD NNTININN NYIAPI ,)POYN LIYNN N NPMNNI .40

S OMN
PINT NN NPMIVIV N2 AWNND TN NDAND 7O INY PYN — 7Y DN NIV IN - .NX
YTNIN NPINN DX VNN NIVNI NN VIFN ¥ 5P INYPI NVINNA MPNNNI

42 https://www.haaretz.co.il/news/world/asia/.premium-1.8921142 ; https://www.rappler.com/nation/223545-frequently-asked-

questions-cyber-libel-case/
4 https://sc.judiciary.gov.ph/1420/

4 https://www.doj.gov.ph/files/cybercrime_office/Rules_and_Regulations_Implementing_Republic_Act_10175.pdf
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INONIND NNV, VINVINL YHNYN JY MNT DXV NP TN TN — NHPVYNIN - .2
NYPM VIVIR NN T
L0)TVPNI WIDY DY MPIA) APYN NN TNND —IPYNIN )
DAV AWNN TN DY 191N V1IN TNXY —vIdNIN - T
YA YN 935 YYD LIYNN N2V 1NPNY ,computer data H¥ NANIN NITHND NINY .41
— 92D YW NYINY PINA XYY DMINNN DIWNYN ¥YIN PYD NPIY NPNPIN NN 2014
9y HVIYN MPIAY MPNWMN PRY 90 — MNIND-PIAN PIND NN NIMD NIV Gr DY
Cellebrite 59301 ’0V2N T9WN 0NN BINITNI) DININY NIYNAN DN MNHN
09IND-1220 DIVITIVDA PNY IINRY VIV NP INNNN INNDNY DI DN
L0290VMY90
TY0 NNOY YAV OO WX DIPI9T DYTPONNI DMONNNY DNONMN PN ,TIWN NINY .42
,OAVNT N ONK NN IION ,I12)D SYYI NYINY PIND IR MADIND NMWIN DN DIPNI
YPINM IPNN XD IN,GONIY YN PTI NOY IN DIN VDY WY ,DINNN I8 NYD 1DV
92170 YR TNPNA NINT INSINY DINNN DIV DY PHYIY GONIY YDHN NN NI J9INI

.National Bureau of Investigation (NBI) -1 295910 572wn nnyTd 12 n»nova

18 1 OX 9N — Cellebrite n9an M5WN YW NIPNI NN NN NNX DY PRTN 72T .43
N9 PR VTN DI ,VIDN MDD 290 IN DINNDN DIINNA YIDN NI DN
, 09991 9Y W19 ¥8aY IN B9I¥ID 0NN INAY MNWN UFED ma9yna n25v
DON¥IP MND 1 DY OMPN YN DI NN G 12N MIANIWY NIIND DY MOIYNN RON
DN ON NIONX LVIVNN N NN DY NI NYXIND SVNMVIN JNIND IV .NPXPIVINY
A9 19N YIDN MY NN YNIN

45 Cellebrite n9an Yv UFED m5ayna windw mwiy v/nn N78n ,Novnn SN .44
NMIPY — 7.14 7 7PN Yap NPTHN VIIPIY ,I9INN KW NN NN NVOW Y1
DTN ,2VNN 11NN DXIAYNNI JPYM NPNYNN LIDNN ,NDANN 1DIND Y2 NN
2 NTI9N ,%6(24.3.2021 DY) "NNNN YPYD IDVIPN BN DINNNN OMININD NTHYN
NPNY NY GONIY YN JPYN 20W PAD NAYMND NOIWNND Y PHNN DY NOIRND 2OV
PNROY 1N RY 02999993 MNWIN HY NIPNAY NIPAN .LIVNN N IN 29 DY DNINND
WY NDY R$INYW I8N 9730 1IN RY 99 ,0%35WN 1’3 NT990 HY INIWIA 11D PPV
J891 3990 Cellebrite 5930 799915 MYSNND VONIY 79193 1299 NI 51D9 Wiy

YIN PYY NPIY NOON DY DINRINN ONMIN ,TNDIND-PAN NNPXAN YPI DY DX DD 45
MYN HNN Ta52 DPPHN DIMNNI P HINDN N T DINDIN 721D OYWH NYINY Pina
nwpa nnnT National Bureau of Investigation (NBI) -n n7n> ,12.6.2021-1 :2012
TIVNA 1210 HOYWH PANNY NN ;7 NINN DY D1VLDIOLD DINN) NYIAPY YT WIN
NN N2 297 VNN NI T NNMN YIN PYO NPAY,2016 NIWA D NMNT,DI0IVNN

Shttps://mr.gov.il/ilgstorefront/en/p/582014 R
https://mr.gov.ilzilgstorefront/en/p/attachment005056/BF4ADAB1EDB80FDD82E057D61%/23D7%94%D7%9E%D7%9C%D7%
A6%D7%95%D7%AA%20%D7%9E%D7%A7%D7%A6%D7%95%D7%A2%D7%99%D7%95%D7%AA

4 https://www.justice.gov.il/Units/StateAttorney/Guidelines/7.14.pdf

47 https://www.foi.gov.ph/requests/aglzfmVmb2ktcGhyHQsSBONvbnR1bnQiEE5CSS01NDkxMzEzOTgzMTOM
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4,103 MIPN NN 2018 MVIAY NNNT NN NIVWNIN ;+VITVINI DINMIDI 191N DY
MY 20 D) YN NV DY NPAY DY PN 1,041 DIINNDI,VITVINI DINDII DY MNON
SV NPAY DY PN LVIVINI DIMDII DY NIPHY MNONN MY IMNT NIVWNN ,2020
S0y o

) 2N53,2020 MV D992 DTNN NMNDT AN HY THIRPIIIND NOTIN NPYNN N1 .46
NYNIN PIND NN YIN PYD 1PHI DINIIX TH NPDYD MNON YWIHIND 1DPWNN NN T
DYND ,TI0ND 21D YN NYH DY NDOONA VIO NUYIV N1 2N TIY L9210 SYY9
L5207 ©127)2N5),2019 MY N THN NPONN N1TR) SLOONNNYL DPINNDY

N9991M NOYTIN NN NN INPN PIAV NVINN TYA YIANN IRPIINND VNIDN ,8.1.2020-1 .47
NDT NN DIRINND DY NPYIR NPXPID DP0NY 9DXIV DYNNN NYITY, DORNNOY DY

the Global Magnitsky Mon 277IN2 D02 NHNINT NOND MIYN VA | DTND

'NIN DY ONIANN YPON TYNN IR PN1AD 19 ,Human Rights Accountability Act

ST

,029°992 NN 1NMPM 9.5.2022 D2 NAID NAY DINNNIYN DY DPN) XNON NN .48
,NOWUIN PO PPANY DX THRVINN 1°2),DIPIN )TN DY 12 MINOWID DX THNND P IUNRD
S4A00YT )MIN DY A

M99V HY NINIID NN NNYTY $99199 PHVIAN THVN YV NHYVIND HAND
20 NAYINY NIPNINKD MTNYY Cellebrite H9an YV 0INANDS NYIYaY
0219999993 9290 NYIV NYIMY

YWY NLVHN NTIAY MaApPYa ,1.2.2021 DPN IMON AN NYRI DY NANONI NN .49
NPPHMN MINN DY MPrAY NPDVHNINN NNONN NPNIAD PNVIAN TIVYNI 2021 NY>NNI
:MIPYAN 1N MDY ,)INVIIAN TIVN 57933 NP> DINNN DY NPYY DINNY VOMN ,NOVINT

“8 https://doj.gov.ph/files/OOC/ooc_report_corrected.pdf

“ https://www.manilatimes.net/2019/03/29/news/top-stories/cybercrime-cases-soar/532450

30 https://cnnphilippines.com/news/2020/10/27/Online-scams-libel-cases-top-PNP-s-cybercrime-list-.html
U https://www.state.gov/wp-content/uploads/2021/03/PHILIPPINES-2020-HUMAN-RIGHTS-REPORT.pdf

2 https://www.state.gov/reports/2019-country-reports-on-human-rights-practices/philippines/

33 https://www.congress.gov/bill/1 16th-congress/senate-resolution/142/text
3 https://www.bbc.com/news/world-asia-59274204
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MYN3 TUNN,MOND VM50 MAIAN HY NPT MBI KIY IV MMV ThPNYY JUnna
NMIDRN NPNAT VN NTIAY I7INA NNWY INNNKD NNPNA D 12TYY wp ,21.9.20 OPH WOV
SINNY D022 DTN, TPIVNT NP MININ DY MPrad maunnn

N2PYIZ DNOIDN DY 2019 IRYTI INION) 1TON YT-5Y MPIY 10323 TPYVIT PPN M8
YR NNV ZY MINOP NNN AMNIONY TOWN DY DOPVIDW-1TA MNDNI0M TP8H
MNORY S N 5.A.4.B yo Nt payd nxd) (Information Security)

AN DY ,NIMO2Y NPNYN XYID IXINN NNNTI ,MIONN SWNAK DYNON DIININ NN DY 10
MWINNI PIDY) DMPYY DN DY MPRON 18 MYNRND DXNPIN INION) 110N YV NP nn
320 AN INLIIN TIVR D700 31y DN NNV (I8N I187) 1974-n79wnn ,(Nvsn
ATPNYN XYM NN 0N MNP DY DRPRY NN AR 12T

“YIOUNN INDO2 RIXY DY MPON PIN MXNN NIDN YSIANHNN MP92 12170 PRY DI ,AN2aM
DXPOUM 1INVIIN TIVR YT-DY NV 19187 18 79-DY MISNM SWNNRN NIN® YY Mpon 03,2007
LDPNNDN DMV NINDII XIS DY MIPYAN PIN NN MPIn YN YW IORS oo

;OTIPN NIANINI TNIND ,APTAT NNV XY 1NN XIX MTIN NPISI0N PRRYLY onda
-DMVIVONY DOPTR ,0PNNVI DXNYVR DNAMPNAND NVMIVANI PN 1 WP 1N

.21.9.20 DYR AN DOWN MYND NT 22NN NN NI

YLD WK NIND D) ,MPXD MYUNTH NPNINOLVLN NPV DD INIDNY 1TON .50
5509990 Y qwpna Tnna Cellebrite nvan noyno

Cat4 "Intrusion software"
5P2 "Software" specially designed or modified to avoid detection by 'monitoring
tools', or to defeat 'protective countermeasures', of a computer or network-
capable device, and performing any of the following:
a. The extraction of data or information, from a computer or network-
capable device, or the modification of system or user data; or

b. The modification of the standard execution path of a program or
process in order to allow the execution of externally provided
instructions.

5. A. 4. b. Items, not specified by 4.A.5. or 5.A.4.a., designed to perform all of the
following:
1. 'Extract raw data' from a computing or communications device; and
2. Circumvent "authentication" or authorisation controls of the device, in

order to perform the function described in 5.A.4.b.1.

Technical Note
'Extract raw data' from a computing or communications device means to
retrieve binary data from a storage medium, e.g. RAM, flash or hard disk, of
the device without interpretation by the device's operating system or
filesystem.

NNYOIRWYA NN : (DX DVXTN) 7D NYDIP P INPA TINPRD MIPIAN I1ND 5 PYo RN .51
N$Y 299 990 ,H50aY N IMINAY ,INIMY OININ MAPY HININY 2909 ,HPVWIN NN

By
19INY NN HI2 YHOY SIYID THPIN MOIND PNVIAN TIVN 979310 PR 1IN DNY 95 .52
SV NVLINDYY DNIPNY ,THPVIDIY NHYINY ,IVYAN YN MPN NIV NPVLIFL NYNAD

>https://www.wassenaar.org/app/uploads/2019/12/WA-DOC-19-PUB-002-Public-Docs-Vol-11-2019-List-of-DU-Goods-and-
Technologies-and-Munitions-List-Dec-19.pdf
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TI9M) .DNYY NNAWN 7)) DX12N ,IVP SWIN 191,D999791 NPNITN) DININ ,DINNINY
NI 2T DMWHRYN — NI YD DY DMIDIN MMIND-PAN PIND OONXIYINT PIND NN
Cellebrite n92n Yy MONY PNNVIAN TIVN H793D DY MPION IND 5 PYD NIRNNY ORNNAY
DN 12,7290 ¥ NY1)NY PIND NAIN DY NPRINKD MITND NOY NIIWNN NN NY1D

AMONNN MIIN MYSNNI) PPY 1I9INT ON P2 YW 19IN2

YH05 POY OONY DNRIYW NN 1PHIN MY DO INY IX PHVIIAN TIVN 575N
SOMINM VOVNN

2PV NOWNNN NN MDY NYN ,MDND MIONINN MYID NPMNNYA ¥ ) TID> MYIVIN
YN 73 (979) DNAYIA POIYN MDIN IWNY NN 4374715 87X INT) NNOYONL TNSN NN
DODMI) 09N IV /3 9X92 NI 297/82 N1 ;(27.3.2016 1232 DDND) HNIYS NYWNN

.((2010) 201-202 /X 7719 ,9913%0 LOYN T IN-PI2 NIOT ON ;(12.6.83 N2

Sy NV NIXM 1PYW HVID X MONND )T NPPN TOONPN NVONN HAPY NN DY
95 NN PNIAY ,NVONNN NYIAP TNXY NPADN NNTIIY PNVN YD PNNHVIAN TIVND 57O
SITNY A0 9N WD MPIND NYTN-DIPOY NN DO¥9NDY PAYD DIIND DINPIWUN
D) NI NIIT NIND INVONN NN PRID POY ,J9-1D .OMVINDIN DINPIYN DIa AWNNN2
THIO> MNIPY DN NN DI .NOONNN TIDAY TPNTIVN THNYNN NN NSO PIND N2INN
TINY D U (DY) NROWIN 72D DY N T PO 41-) 32 MNP IND) YIN1 NN LIVNN DY

.((28.8.2017 )21 DDMH) DN Y /3 VIS VIV TADNIN 8101/15 7YY PPNa

VAYNN YD NN 1NN MY RYI SHRIY? DN DD 57 YD NPIDN YaP) 1250 M
519N LOVYNN HY TN 95D NN NNNNN 9397 DINIPY ,21N3NN 22N IINDIAN
73 ALINDNIN NTITNNIN NIINYNIN PIIYNON INION 5O¥17) 393/82 N7)1) IINIWIN

((28.12.1983 12)2 DODNY) PV NN NINA D718 MM TP

NI, ONIY NPT DY NNVLYO NINND D) PNNVLIIN TIVN D790 DY MDY 1TV 9N
PONRIYTHODNIND VAVNN DY TIDIN YD NN IMIND-AN VIVNN YYD NN IPNIN XY
PVIPY NN NN

DONINT MINYOIN MPTHN DY NIND NPINNI N3N NYINNN MNINKRD DNIVA
WP DMDHIN OMNIND-PAN PTN PN OV TN MNTHI NN WIdYH D»OHNDIIN
(SCSL) XY 100 »IND-PaN 2990970 P10 NP2 VDN ,DWND IR .YPON NPIY NN
Prosecuter v.Taylor, Case No. SCSL-03-01-A, ) 9190 .8 72y¥5 1771250 NOW) Iya
P2 ,MYNRD T DYV NNNYN SYWAY YOI ywNN NO»V .(Judgment ,Sep. 26, 2013
DYNMIND-PAN O»99N P11 N2 ,0) 75 ; RUF y»IND pwiy N2y novnn ypa by a0
9D MAnNNY’ 1Yo 5Y MATINN IR 1NN (ICTR) nTaxd (ICTY) madonrd
NN YNID MONN YSIANNY NYT TINND NPAYN YNINd Yo Nnd a»n y»ronn ICTY-N
DN M2WN PN ,TIN NN NIV YNIN DY NIVNI TINND 1NNV 29N XD TN YWD
Prosecutor v. Blaskic, ) n71>2yn 182 512 TiN INOINN 90 N2YN YN0 110 YPON
o>oMONN TNN ,ICTR-N »95 (Case No. IT-95-14 (Trial Chamber), March 3, 2000
Prosecutor v.) yWan %17 ¥ YOV YT DD IN DIYNNN 1NN XIN YPO DY DOIWAND
: (Akayesu, Case No. ICTR-96-4-T (Trial Chamber), September 2, 1998

20

.53

.54

.55

.56

.57

.58



complicity by procuring means, such as weapons, instruments
or any other means, used to commit genocide, with the
accomplice knowing that such means would be used for such
a purpose.

IR D7 :56MPNY MDD NYAPI 1948 -1 ,O0TR MMIT 71272 OIND DV MIONY 3 Pyoa .59

JYIR PNV MINT ,09ND M Y Vv

International ) D191 NPNIIN NIMNOT T2 NININDIIAN NINND 26-1 9 DXPYD MINNIN .60

DN YW NYIONY 9 Pyo xNM L, ((’Covenant on Civil and Political Rights, 1966
MYTY MMNK YPI DY TNPHNIY MY MPN IDOY DY MIDIN DTN NMOT 7272

SENPVIN9

NVSNNY 1 PYD HYNY IR NIV MDY IN YW INNN NPX,OTN NMDT DY NNND MDY .61

:599.12.1998 0N ,(53/144) DMIND NNOOHN

Everyone has the right, individually and in association with
others, to promote and to strive for the protection and
realization of human rights and fundamental freedoms at the
national and international levels.

PYO NXIN 1IT,NPTNI NPNIIN NIMDT 2T MNINDIAN NINND 18-19 DIPYD MNNN .62
,MAVNNT YOIND DTN D DY IMDT NN MYIP ,OTX NMDT 9272 OINRD DY IYI1ONY 19

20517 NaxsnNn

:NPVIAD MDTN PAYA PNOTI YAPI ,OTR MMNDT 1272 OINRND DY NN 12 Pyl .63

No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks upon
his honor and reputation. Everyone has the right to the
protection of the law against such interference or attacks.

2Y NN GR NIDIN,NPPTNI NPAIIN NIIOT 12T TPNINDAN MNND 17 PYD IRMN .64

: NNV NYND

1. No one shall be subjected to arbitrary or unlawful
interference with his privacy, family, home or
correspondence, nor to unlawful attacks on his honour and
reputation.

2. Everyone has the right to the protection of the law against
such interference or attacks.

ODWD |, POVIPINTN WA TPNOTINN DOV, 0791 , DTN NIDT MNINY YDV, DONNNY .65
11PN MNNDN NYT DNDY MDD PO YD .OMPNIWT DY P NIV YNYD DI DN
1990 INNN,NPVIFY DNMDTL VINY,DNPMYT YPI DY DIPMMDTA YND PO YD), NON

https://www.btselem.org/hebrew/international law/universal_declaration

57 https://www.nevo.co.il/law_word/Law09/amana-1040.pdf

38 hitps://www.nevo.co.il/law_word/Law09/amana-1040.pdf

B https://www.ohchr.org/en/professionalinterest/pages/rightandresponsibility.aspx
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NMDT 9272 TPNVINDAN MINND 19 PYD RN NIYHN V22N WAIND DMIT DY D)
:0NPPTN NPNIIN

1. Everyone shall have the right to hold opinions without
interference.

2. Everyone shall have the right to freedom of expression; this
right shall include freedom to seek, receive and impart
information and ideas of all kinds, regardless of frontiers,
either orally, in writing or in print, in the form of art, or
through any other media of his choice.

3. The exercise of the rights provided for in paragraph 2 of this
article carries with it special duties and responsibilities. It may
therefore be subject to certain restrictions, but these shall only
be such as are provided by law and are necessary:

(a) For respect of the rights or reputations of others;

(b) For the protection of national security or of public order
(ordre public), or of public health or morals.

Foreign -2 Section 620M 9>¥2) The Arms Export Control Act of 1976 -1 ,27nN2 .66
DMONN OMNPIN HY NITO2 901N WK (22 U.S.C. 2378d) Assistance Act of 1961

DTN L(OMNX DR WX VNN NPTRN HSIMY PrIVY NVIVN DV DY) ’Leahy Law"

MPN NPOY O) PORPIINDN ONNLI XIXD NYNIN YR OTX NMIDY DY NNNN 119D
:TIPMIPIVY

e — i — S —

SEC. 620M. [2378d] LIMITATION ON ASSISTANCE TO SECURITY
FORCES.

(a) IN GENERAL.—No assistance shall be furnished under this
Act or the Arms Export Control Act to any unit of the security
forces of a foreign country if the Secretary of State has credible in-
formation that such unit has committed a gross violation of human
rights. 7
\(d) For the purposes of this section—

(1) the term “gross violations of internationally recognized
human rights” includes torture or cruel, inhuman, or degrad-
ing treatment or punishment, prolonged detention without
charges and trial, causing the disappearance of persons by the
abduction and clandestine detention of those persons, and
other flagrant denial of the right to life, liberty, or the security
of person; and

MNXINY NOY NNIYIIN NN NPADNN ,TIRPIIDND NPTHN NPONN DY NINNIA ANd) D) T
:TON PIN

6 https://www2.ohchr.org/english/bodies/hrc/docs/ge34.pdf
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Gross Violations

Not defined in the Leahy context

According to section 502B(d) of the FAA, gross violations of internationally
recognized human rights includes:

torture or cruel, inhuman, or degrading treatment or punishment,
prolonged detention without charges and trial,

causing the disappearance of persons by the abduction and clandestine
detention of those persons, and

other flagrant denial of the right to life, liberty, or the security of person
(e.g. extrajudicial killing).

DINNNY : DINPNI NVND HY NIDIN,1977-179WN , PYNYN PIN PINY 428 PYD NXNN
LOMTNA L ANN DTN G2 IN 19N 1919 KIW NP9, MHNINDA IN N9 H¥a ,AN3 DTN Y
IN DD99Y DTN YY DHNN IN ,00YY VI9N NYIND IN VD DNV ,DNDIN9 01992
15 990 ,NHINN 7972 DN YY DN D01 IN NN DINY IN 1Y ¥30 927 D029 ¥adaY
AW TONM - 1T MY INYI KINY DUENN ¥I990Y IN DUNN MUYY DIND DN 9N
HONM - 99%1,0557593 IN MINI NNOIN NV IN PN 2391 Y1HIN IN AYND IUY) ; DIY
109V YUn

=997 ,PIND NYY XYY NN DTN GOINNY - NYIP PYNIYN PINY 371 PYD NN
109V D9VUY TONN

110992 YNONY NPV NPT L1981-KNWN NPV NNN PINY 5 PYD NRNN
S0%Y 5 90NN 1T ,(11) 1Y (9)-) (7) ¥ (3) ,(1)2 °$03 MMIND 097D HNNI HNON
N9 YU NUYN MYYY DN 9999 3 YW 7 : NYIP PYUNYN PIND 262 YD NNMIN
1EPMY TORN - 1357 HNNTYH NN IN INMYY NN $1INY 0599200 DIY8NIND Y3 VP
NIN=-M9%aY Y I9INY INIW DY PUIYN 3217 : NYAIP PYIIYD PIND (N)16 PYD NN
YIYNY ,MOIVENY MNINI NPTTY 29 NPNINTINA MININI ,NIINNN INIYS NTI YUN
NHUY DIPN RN IRV AWIN IN SINIY? NN IINY 29 279299293 ON N, NI 51109y
JINDP AUN N9%280

NIN=-N9%ay HY 19N HNIYW DY PUNYA 297 - NYIIP PYIYN PIND (X)15 PYD DX
NN L1919 ANRY IN N9¥N NYYY NPV ,NPNY DTN 2753 N3PV )Y IX YW NN
oY 1N N923Y NN HYWA NINN NIPTAY INIYIN DTN 9)DIN ;INIY AWIN IN INIY)
7 ONAY DY PUNYN 2357 DYDY NY IDINS XD ,NDY 1PT1D NN

NYWA IN 192390 NYY 39T YN 37 1 10N 7YO0NY PUNYN PIND 31 PYD NXINN 29D
NN $930Y IN NN NVIARY IN POY HPNY YN NN TWIRY 175 NUYN NYY ,NNMYY
DYY DININ NPYY NINN TI72 DIINY 273 IN ,NYHY IN NN MY ,¥8aNn NDON
JIYM0N NIN NP0 NOYY
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NN Y8 INRY NYWIA .DPIAYN YINAT NOPYY IMVN YON NXIN DAY NIAYY YHOONN
INVIAND IMNX IPND ,TPIPOIYN NIAYN DV NN NN TWIND YT Y»ONN NIV ,N1IYN
S VPN UNYN NISNNY INY YIDNN DY IWNY ,TOH ORNNA .NINK TIT2ID DIINY N
PYVNYN PIND 32 PYD) NAVN NNMIN NN

N2 73 M99 320799 97¥2 )Y NNIAN PTNPOO YITNHN YPON NPIAY DY MO
.(15.2.2001 ,)2)2 DONY) HNIY?

IUN NHRMINN I, NYIDN NNNIND NYITI NIV NITINAY INTIYN TIDN NINDNI
D770 )9 NNNXA MIPOYN YNINN T DY NPIAYN WINAD DIXIND DX NN 1D N2 ¥
NYANND NNMN KD YPON XONON YD WIVTINX PIND . PYNYD PIND 31 Pyoa NPNnn
VINAD TPDVPIN NN YOONN DM INNIINNA YD NIDN DI PN .IPIYN NPIVN
YOOYH HNONIVION NN INVNN NNNINND TN P09 T NN NYIITH 1IN N2YN
22 DDNY) HRIYS N1 /) DPNOND 4317/97 97y IND) TOIPOYN NPIAYN NINID
nowan .((15.3.2004 232 DONY) HNIYS N /) DYDY 11131/02 97y ;(21.1.1999
UI) IPDOYN PMIAYNIY T 0T, NIPIYN NN NNOYNL NMDN NPX ONTIIVD TIOMN
HNAYS N1 7Y 99 2219/14 97ya NN ANONX NINOWIN DY NPT PO INI) NYINdID
.((16.11.2014 )2)2 DONY)

195 ,9M55  NY»ONN NMNMNNN DV MYTIN D7 DYDY DD Hwadn oM
1Y YNIY TR POV YNINNY TIO MY ; TNIPIYN NPIAYN MINIY DN NYYNDNIY
; Y YINIID MDY IN THVNININ MITVON DY MY T T XD TUND /OUMN Ty noyaY
PO NVN)

NIVN DY TIO> Y1ONN NRND YITI 2D ¥aAP) WA TIDN 2D 50 1IN 320/99 973
LYNANNY DTN IN,NYNANNDN NAYD YWIN DN D IIPIYN 112V WIOY 1IOON IN
VDN PR,V NIV VINAD DN I8N TIDY WIATI PN INIONN TIDMD 12y 2D ¥ap)
JNNT DR DY IPIVN YNINNY TID NONND WA

2190Y 11131702 97y2 15257 NYOON (D1DT2) NROVID MIVNN HWINT POAD 9 NPDI 295
— TPAPOYN NPAYN VINA DY N0 )M NYMONN NNMNNN VY N — MYTINN 0N
MIYAND MYTINI NNRMNNN DY YHONN NDLY IYNA TYNI NAYMN MNNY 91
PYO MNXNNY ORNNA OIPOYN PIIAYN T DY NN NI DY NDOIN MNMOPNN
YIDY NIVNN TIDY L/ NPDSN NOYNY 19D ,qONI .(7D1PY NISYY) PYNYN PINY (1)()20
799 YT RIN OINY IOV PIIAYD YHIDY ¥HONN DY INIDON PR IIY DIPN G DPNNI
YT DY NPAYN VINAD NIMAN DIND PN 2P DY MHIANDNA ,MIVY INNMNNIY
2PV YNIND

D) N1 Y9521 ,N72YN MYNNNNA XN X YIONN TIWRI D) WHNNND YPOD NIVNN 2339
1992 YY NMYNNNNA KON 1PNV M5 ,909 Y8 79NN IN YN0 \NY TINN DY NYY
(9105159 2219714 977y2 NN INON NNOVIN DY NPT PO INI) "}

NYIN PR PDOVPNR NYYN DV TITA YPON NOW YNIAN 52)I0 NIPNIY GR DY 2D ¥yap) Ty
NNOWID MWNN DY I1T POAY )73 NPDI) DTNN DY TITA NIAY 127D YPD WNINIL NIOIN
(90199 2219714 97y PIOWIA DIPIIN WU (DI T2)
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NOD DXON NN PN LY ,PINT NMDNDY TINIA N RO D NN MY YTV VI
YN 1255927 O ,NT IYPN NVPIN ATYN DV 2812 Dwad TPYNND KDY, NNNTMM MIN>T
,ON02-9¥1 9901 N33 OYMININ PHIN 10296702 )22 1T PDIY 19 NPDA N THINTN
939 YN :(15.12.04 ,)2)2 DDND) VNN MAINN ,TINNN NIY /3 MHYINIY DIV
VIPIY HAPNN MUY PNAY PRI ,MINDN NNIN Y JUNRHN 28NN Py DYoynd
071 1937 HX Y9 DONN IR VAVYNN -1 ,NATIN .OINYND PPN NIND HY NI 1N
272393 NPT AYYN PPINI NNNNNDN MUY

NYAY J9INY NN 532 Y»HOY SNYID NPPIN MIND PNNVLIIAN TIWN D7D PR ,INND
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JPRNIYN DONTIAY IX NPVIAN ONPMYT D)1 ,059°5791 NPNITNI DN

95U NINN TONI 29 NAIED 13D 1INT RYY ¥ PNVIAN TIUN 57931 95 DIOYN 1IN
WY NYINY 7IND NN YY NMPRINNND M TNy Cellebrite n9an Na9yn v 9>pyn IN
.099959991 930

v N8N AN NYYY Cellebrite n93n5 Ma'NTa MMNY Wpann PHLVIAN TIYN 9791
0299817 YY MPI9N 18D 5 PYD MO PMNINDY ONNNL) NHY MIWNN PN Y5
Y ©Y9PVWINN NN N*AYNY AT H993) (1974 -n75UN ,(NIONN HYSNNI PIDIY) DIMIPY)
WY NYIND PIND NDXIN YY NPNRINND MTNYN MY oxemd 935 Cellebrite
NNYN YNNI ,059PWINN YV NHYONN HNNPYIY 99N NN YVAY 09999993 439D
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