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Purpose:

The Strategic Risk and Assurance Committee is responsitefading objective advice and
recommendations to the governing body on the adequacy and functioning df thedzy’ OA £ Q& N a |
management and assurance framework and external reporting.

In addition to the common delegationghe Strategic Risk and Assuranceommittee is delegated the
following Terms of Reference and powers:

Terms of Reference:
Risk
1. Review the effetiveness of the risk control environment established by management to safeguard

/| 2dzy OAf Qa ¥ Xinahciil@dsetd, incluging the/ @igfiuacy and appropriateness of insurance
LRt AOASE AY LXFOS YR Yl yahdépoftSylcntiyito Codilh 2 ya (2 YA (

2. To review the Risk Management Policy and recommend to Council revisions to the policy for adoption.

3. To reviewthe Fraud and Corruption, Protected Disclosure, Conflict of Interest, and Sensitive
Expenditurenanagement policiet ensureappropriate guidance and processes are in place.

4, wWSOASs [ 2dzyOAf Qad &AGNI G§SIAO NR&A&A]l NBIAAGSNIFYR Y2y

5. Periodic indepth reviews of specific, significant risks

6. Monitor emerging risks

7. Review and monitor business continughanning.

8. h@SNBRAIKG 2F NARA]l YIyFr3aSYSyid FyR | aadaNI yoS | ONRa

that may have a significant impact on Council

Internal Audit

9. Inconjunctionwith the Chief Executive, agree the scope of the annual internal audit work programme
KFE@Ay3a NBIFNR G2 /2dzyOAftQa aAayATAOLyd Nrxalao

10. Monitor the deliveryof s A Y G SNy I f I dzZRAG ©2NJ] LINPINFYYS G2 Sya
internal control famework.

11.1 3345338 6KSOUKSNI LYGSNY It ! dzR&rky nplemided By YninBgemdntli A 2 y & F
12. Reviewthe annual Internal Audit Plans to ensure appropriate organisational structures, authority,

access, independence, resourcing and mtpg arrangenents are in place.

External Audit

13.Engages A G K / 2dzy OAf Q& SEGSNYIf | dzZRAG2NBE NBII NRAY3I (K
proposed terms and arrangements of the external audit

14. Recommendo Council the terms and arrangements for the externalibprogramme

15. Review the effectiveness tiie Annual Plan audit and 10 Year Plan audit

16. Assess management response to audit reports and the extent to which external audit
recommendations concerning internal accounting controls and other matters are ineplech

Srategic Risk and Assurance Commitfggendab March 20200PEN Page? of 116



Statutory Reporting

17.

Review and monitor the integrity of the interim and annual report, focusing particularly on:

a. compliance with, and the appropriate application of, relevant accounting policies, practices and
accounting standards

b. compliance with pplicable legal requirements relevant to statutory reporting

c. The consistency of application of accounting policies as well as changes to accounting policies and
practices that may affect the way that accounts are presented

d. Any decisions involving sigeint judgment, estimation or uncertainty

e. The extent to which financial statements are affected by any unusual transactions and the manner
in which these are disclosed

f. the disclosure of contingent liabilities and contingent assets
g. the clarity of disclosures generally
h. The basis for the adoption of the going concern assumption

i.  Significant adjustments resulting from the audit

Other Matters

18.

19.

20.
21.

22.

23.

Review the effectiveness of the systems for monitoring the Council's compliance legislation,
regulation policy and guidelines.

Review the adequacy and effectiveness of Council's health and safety progranuneybersecurity
programme.

Engage with internal and external auditors on anyc#iieoneoff audit assignments.

Gonduct and monitor speciahvestigations in accordance with Council policy and approved buatget
in response to material matters raised by staff or committee mempbarsluding engaging expert
assstance, on matters within itsefms ofReference

The Chairperson shall review tleavel and other reimbursed expenses of the Chief Execuaie
confirm compliance with Council polici€ghis information will be provided to the Chairperson on a six
monthly basis

Such other Matters referred to it by Council.

The Committee is delegatkthe following recommendatory powers:

1
1

TheGommittee has no decisiemaking powers.

TheGommittee may make recommendations to the Council and/or the Chief Executive, as
appropriate.

The Committee may request expert external advice through the Chief BExeeultiere necessary.

Special Notes:

)l
1

In fulfilling their role on the committee, members shall be impdrénd independent at all times.

Members are appointed for an initial term of no more than three years that aligns with the triennial
elections, aftemwhich they may be eligibli®r extension or reappointment.
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1 Council appoints two external members of the committee, one of whom shall be Chairperson. External
members shall have a broad range of skills and experience including accounting or audit experience
the terms of the appointment to be recorded in a contradExternal member contracts are to be
reviewed and assessed six (6) months after each triennial election with no external members staying
on Committee for longer than three (3) trienmis.

1 The Clkef Executive and Internal Auditor are required to attend all meetings but are not members and
have no voting rights. Other Council officers may attend the committee meetings, as required.

1 The @ief Executive and thePrincipal Advisoshall be responsiblfor drawing to the committee's
immediate attention any material matter that relates to the financial conditio@otincil any
material breakdown in internal controls, and any material event of fraadruptionor malpractice.

1 The chaipersonshall present an annu@udit and Risk Self RevigavCouncilsummarising the
committee's activities during the year and any related significant results and findings.

Recommendatory Oversight of Policies and Bylaws:

1 Risk Management Policy
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1 Apologies

2 Confirmation of Agenda
TheCommitteeto confirm the agenda.

3 Declaration ofinterest
Members are reminded of the need to be vigilant to stand aside from decision making when a
conflict arises between their role as an elected representative and any private or other external
interest they might have.

4 Public Forum
l'da LISNI I IFYAfG2y [/ AGe [/ 2dzyOAtQa {idlFYyRAY3I hNRSNAZ
a public forum. Each speaker during the public forum section of this meeting may spdise for
minutesor longer at the discretion of the Chair.

Please note that the public forum is to be confined to those items falling within the terms of the
reference of this meeting.

Speakers will be put on a Public Forum speaking list on a first come first seniednbése
Committee Room prior to the start of the Meeting. A member of the Co@wilernanceleam

will be available to ceordinate this. As many speakers as possible will be heard within the
allocated time.

If you have any questions regarding Public Forum please coB@aetrnanceby telephoning 07
8386727.
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Council Report

Committee:  Strategic Risk and Assurance Date: 05 March 2020

Committee
Author: David Bryant Authoriser:David Bryant
Position: General Manager Corporate Position:General Manager Corporate

Report Name: Chief Executive Repor¥/erbal Update

Report Status Open

A

t dzN1J2 a S

1. For the Chief Executive to provide a verbal update of the key risks faced by Hamilton City
Council.

{GFFF wSO2YYSYRIUAZ2Y
2.

That the Strategic Risk and Assurance Committeeives theverbalreport.

ldGr OKYSyYy i a

There are no attachments for this report.
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Council Report
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Committee:  Strategic Risk and Assurance Date: 05 March 2020

Committee
Author: Carmen Fortin Authoriser:Amy Viggers
Position: Governance Advisor Position:Governance Team Leader

Report Name: Strategic Risk and Assurar@emmittee Draft Schedule of Reports 202C

Report Status Open

t dzN1J2 & S

1. Toinform the Srategic Risk and AssuranCemmittee regarding the draft 20 Schedule of
Reports.

GFFF wSO2YYSYRIUOAZ2Y

2.  That theStrategic Risk anfissurance&Committee:

=

a) receives the draft 280 Schedule of Reports; and

b) notes that the Schedule of Reports is intended to be a living docuthahtvill be
updated as necessary and will be made availabEléatedMembersand Maangai
Maaorion Diligent

. 01 INR dzy R

3.  The Chief Executive undertook to provide Elected Members with schedules for the tasks and
responsibilities to be undertaken each calendar year by the Council and the Council
Committees

4.  The purpose bthe schedules is to providgommitteeMembers with oversight of the planned
and upcoming activities for which they are responsible as memberse@ttategic Risk and
Assuranc&mmittee. The schedules set out the key reports and pieces of work adgigne
the Strategic Risk and Assuranam@nittee as well as the intended meeting dates where
these will be presented.

5.  The schedules have been developed by the Principal Advisors and Ctier@immittee in
conjunction with key staff, the Strategy Uraind the Governance Unit. Content covers:

Standing agenda items and regular reports;

The development, review, and status reporting of strategic plans and policies;

Anticipated submissions and legislative reports;

Items relating to the Annual Plan and 1(ay@lan;

Reporting of joint organisations, stakeholder groups, and established taskforces; and

Business as usual matters identified by staff as requiring governance decisions or

oversight.

=A =4 =4 =4 -8 =9
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6. In order for Members to have a current view$irategic Risknd Assuranc€mmittee
activities throughout the year, the schedules will need to be updated when new items arise or
when timing or circumstances change. Members will have access to the updated schedules on
Diligent

7.  The Governance Unit and the PrincipaR JA 8 2 NA Q 9 ESOdzi A &
maintaining upto-date documents.

L AaAEGE Y G

8. 2020 Report Schedules fail Committees will be presented at each of their first meetings of
2020.

Lddlr OKYSy G a
Attachment 1- Draft Strategic Risk and Assurance Schedule of Reports 2020
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Council Report

Committee:

Author:
Position:

Item 7

Strategic Risk and Assurance Date: 05 March 2020
Committee

Dan Finn Authoriser:David Bryant

People, Safety & Wellness Position:General Manager Corporate
Manager

Report Name: Safety and WellbeinBeport- 1 November 2019 to 31 January 2020

Report Status

Open

t dzN1J2 a S

1. Toinform the Strategic Risk and Assurance Committee on safety and wellness performance
and activities for the period covering 1 November 2019 to 31 January 2020.

{GFFF wSO2YYSYRIUAZ2Y
2.

That the Strategic Audit and Risk Committee receives the report.

lGaGFr OKYSyYy i a
Attachment 1- Safety and WellnedReport- February 2020
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Safety and Wellness

SIRATEGIC RISK
AND
ASSURANCE
REPORT




CONTENTS

1.0 ExecutiveSummary

1.1 Overview
2.0 SafetyPerformance
2.1Graphs

3.0Health andSafety Trends

3.1Trend Summary

3.2 Notifiable Events

3.3Lost Time Injuries

3.4Medical Treatment anéirst Aid Injuries
3.5Near Hit Reporting

3.6 Assurance

3.7 Site Visitg Emerging issues
3.8Worker Participation and Engagement
3.9Engagement with Regulatory Agencies

3.10Engagement with other Organisations

4.0KeyHealth andSafety Initiatives

4.1 Safety Management Systd®MS)

4.2 Health and Safety Y RA OF 12 NBA O Yt LQAO
4.3 Lone Working

4.4 Health and Safety Software Solution

4.5 Wellness ProgrammewWorkWell

4.6 White Ribbon Campaign

4.7 Vitae

4.8 Training and Competency

4.9 Return to Work

5.0Health andwellbeing

5.1 Bullying and HarassmeMibnitoring
5.2 Employee Assistance Programme (EAP)

Strategic Risk and Assurance Commiagendas March 20200PEN

12

15

Pagel5of 116

Item 7

Attachment 1



T Juawyoeny

L W3l

1.0 Executive Summary

1.1 Overview

As an organisation we continue to establish and promote programmes, initiatives and
relationships that allow us to respond positively to our changing work environment and
those unplanned eventthat impacton the health and safety of our people. Focussed o
continuous improvement through good safety and design, safer work practices and
continued learning from previous events to prevent reoccurrence remains fundamental.

Improved systems enablement, the managed introduction of supporting guidelines that are
aligned to our new Safety Management System (SMS) and improved awareness and
understanding of human factors and how they interlink with work practices are part of our
strategic plan to help us in becoming a hjggrformance organisation.

As well as safetyve continueto focus our efforton the healthand wellbeingof our people
and this yeathe mental health and wellbeing afmployeescontinues to beone of our key
priorities.

We are in the process of identifying reliable and valid health and safeligaiors and

measures for effective monitoring that aligns with our Safety Management System and
assurance framework.
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2.0 Safety Performance

2.1 Graphs

iable Event (lag)

2018/19 2019/2020

Lost time injuries (lag)

Figure 1: Brformance Indicators for eventeporting period ¥ Novemberg 315t January 2020

Lost Time Injuries By Month
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Figure3: Lost time injury frequency ratger 200,000 work hours for FY18, FY19 and FY20
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Total Recordable Injury Frequency Rate
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Figure4: Total recordable injury frequency rate p200,000 work hours for rolling 12 months

3.0Health &Safety Trends

3.1 Trend Summary

During this reporting periodl(November 2019 to 31 January 202@ incurred § ¢ VA4
[ ¢LQ&a FT2N) GKS alyYS LISNA2R flFad @SIFNW» ¢KS f I NH
injuries, which are categorised by sprain or strain. Our LTIFR remains static.

Timely reporting, early intervention and injury management practi@esfundamentalin
supporing those injured and the requiregerformance improvementFor these things to
be impactful there also needs to be a continued focus appropriate safety risk
management practicethat areundertakenacross albusiness units.

3.2 Notifiable Events

Betweenl November 2019 to 31 January 202re was 1event notified to WorkSafe
involving a Council employeé\n nternal investigationwas carried out and no further
action wagakenby WorkSafe.

Date Vault Business Incident Action Taken

Notified #  Unit/Location

31.01.2020) 17808 | HCC Duke Staff member receive( WorkSafevere rotified and
Street Depot | an electric  shock| haveadvised Council that
when he fell agains| they will not be investigating
an electric fence ora | this event.Councilis
workshop roof, during investigatinghis event

a roof inspection. Initial findings remairdratt.

Further to the brief above, emergency services were mobilised and responded to the event
immediately and the employee concerned was taken to hospital as a precautionary measure
and was later discharged the same day. Both Council and NZ Police reportedetiteto
WorkSafe, who later advise that no further action would be taken. A draft report has been
completed and a final report is being prepared that will consider and identify the
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contributing factors as well as the corrective actions to prevent thi® tgp event from

reoccurring.

There were also 5 Notifiable Events reported to WorkSafe by Contractors who were
engaged to undertake work on our behalf during this period.

Date

Notified

Vault
#

N~

Action Taken

11.11.2019 17297 | WaipaCivil | Contractor initially First Gas was contaad to
& Capital found gas lateral as repair live gas mairCapital
Projects shown on drawings. As| Projects will continue
work proceededateral | ongoing safety meetings
gas line strikeccurred. | with Waipa Giil.
Independentinvestigation
completed by Waipa Civil
20.12.2019| 17588 | Contractor &| Contractor turred off Facilitiesammediately
Venues, light switchin roomand | investigated the source of
Tourism & | receivedanelectric the leak and immediate
Major shockirom awater leak | repairs were made. The
Events in roof cavity electrical system was
thoroughly checkednd R
found no further damage. *s:
Worksafe advised the @
Contractor that no further &
action would be taken. L
10.01.2020| 17703| Spartan Contractor emoving a | Medical treatment received.}é
Construction| 200mm culvert pipe Investigation completed by i
& Capital from the ground with a | Spartan Construction. «
Projects large pry bar.
Bar was placed up insid
culvert when it bounced
back and hitheir right
leg above the knee
causing a laceration.
22.01.2020, 17873| Fulton Contractor struck 33kV | Investigationis in draftand
Hogan ductwhen placing beingundertaken byFulton
Capital trench shield into HogariCamex.
Projects position
22.01.2020| 17750 | Waipa Civil | Contractor hooked g First Gas was contaad to
& Capital 15mm gas lateral with § repair live gasateral
Projects digger Investigation completed by

Waipa Civihich showed
that work instructions
agreed to with Council had
not been followed

Service strikencidents continue to be common practice based on the frequency of events
being reported, however they are a major cause for concern across the service industry due
to their high risk and the potential consequenc&¥orkSafe and CHASNZ (Construction
Health and Safety NAye nowworking together with members of the Construction Industry
to better understand and manage strikes on underground services and utilities.
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WorkSafe and CHASId jointly hosting a desigithinking workshogn March 2020 which

we will be attending This will be the first in a series of workshops designed to understand
what is failing (not who), determine thehanges needetb reduce strikes on underground
services ando pilot initiativesto reduce these types of events.

Additionally, the Health and Safety Team wiBobe hostingA (i & gPoany distirbance
forumQin conjunction with Waikato/Bay of Plenty Local Authority Shared Sertacesse
awareness on this topic, which effedisth contractors and employees.

Reporing Events

To ensure we mobilise the mostppropriate responseto the event being reported the
Health and Safety Teahave documenteda triage systemthat that isunderpimed byour
Safety Management Systernthe tiage of events takes place in two steps:

Step 1- Triage of events

This involves the assessment of the safety event against thiegia:

1 Realised consequences for Personal Injury Level (PIL)

1 Realised consequences for Infrastructuret Damage (e)

1 Potential consequence? is determined by the effectiveness of safatyrols that were
available at the time of the event, preventing escalatiorthe most credible outcome
that may have arisen (PRL)

Step 2- Resulting actions

This defines the aitins based on the threelassification levels determined in Step 1

3.3Lost Time Injuries

Between 1 November 2019 to 31 January 2020recorded 6] ¢ cofhparedton [ AL Qa
the same period last yearAt the end of 31 January 2026ur LTIFRvas2.15 per 200,000
work hoursVsour target of 1.0.

Date Department Description and Findings

Venues Tourism| Staffmemberlifted gates and sprained lower backhis
4.11.2019 | and Major resulted in three lost work days andrtinued physio
Events treatmentrequired

Staffmember waschecking and clearing screeasdturned
wrong wayresulting in aumbar sprainThe event was
11.11.2019 City Delivery reported,andthe employeewent to the doctomext dayand
wassuppliedwith a medical certificate advisirthat they
were unfit for work for 5 days.

Staffmember strained back after working on tpetting
machine Msited doctor and received a medical certificate
advising unfit for work fo days.Continued monitoring
required for thisparticular work task

Staffwearing latex gloves under gardening glowest
weather and frictiorcausedboth handsto become swollen
and infected Went to the doctorand medical certificate
issuedadvising unfit for work for 5 days.

27.11.2019| Nursery

02.12.2019| City Parks
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Staffmember parttaking in activities at a work event
Strategy and outside of normal working hours sustainedracturedwrist.
Communicationg Doctor advised initially unfit for 5 dagdthough revised to
20 followed bya gradual return towvork programme.

06.12.2019

Staffmemberstrained backafter undertakingmanual M~
cleaingduties Staffmember notified manage whadvised &
08.01.2020| Nursery to rest the next day andecover.Waikato Occupational j]_'J

Health Consultants around back strengthening exercises
help staff with movement.

Table 11 ost time injurylst November 2019 to 31st January 2020

3.4 Medical Treatment andHrst Aid Injuries

Betweenl November 2019 to 31 January 202@ recorded9 medical treatment injuries
and 25 first aid injuriesAt the end of 31 January 2020 0TURIFR was.45Vsour target of
<3.5.

3.5Near Hit Reporting

Between 1November 201%o 31 January2020 we recorded 40 near hits, which is a
significant reductiorin the reporting of near hits compared &b for the same priod last
year.With the introduction of mobile appthat are available to usye should see a rise in
near hit reporting.

i
fd
c
)]
=
<
3.6 Assurance %
Between 1 November 2019 to 31 January 2020 theeze 208 health and safety auditsi=
carried outthat weremade up of 123 manager audits and 85 worksite/cantor audits.

During this reporting periodhere were 333 safety observationgcorded across Couril,

made up of 260 safe observations and 72 unsafe observatidrese observationprovide
workers and managers with an opportunity to have positive safety conversations as well as
addressing any unsafe practidbsit may be observed in real time.

BaseCivil investigation

Work Safe are investigatiran incident that occurred late last year on the corner of Lomdo
and Harwood Street where a contractor from Base Civil Limited was injured when
attempting to identify underground services locatecdtla¢ siteabove

As the principle,Hamilton City Councihave been asked to provide documentation
regarding specific aspects of the contracted work.

Zoo Safety Assessment

A safety assessmenhasbeenundertaken as part of a wider review of saferk practices at

the Hamilton Zoo with a draft report currently being finalised. The purpose of the
assessment wato determine the safety practices at the Zoo in relation to the requirements
and duties required by the Health and Safety at Work Act (2015) afAdsociated
Regulations. The Health and Safety Taedemtified opportunities for improvement and are
now workingthrough the findings with théeam at the Zoo.

Business Continuity Plan (BCP) te&oo
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ThePeople Safety and Wellness Teassisted the Risk and Insurance Unit with a Business
Continuity Plan test at the zoo. ThBCP test is a requirement for Councils business
continuity management framework. We tested the BCPand included elements of
emergency response tolaw probabilityhigh impact event. This test was beneficial for all
units involved and key learnings are being considered as part of operational activities.

3.7 Site Visitsg Emerging Issues

Pandemiglan

We have recentlypdated ourPandemic Plato ensure that we argrepared if there was
to be a Coronavirus outbreak in New Zealand. The main objective of this plamigitaise
exposureof the virus to Council staff while they are at woiRther objectives for the
Pandemic Plan are:

1 to secure and protect, wherever peible, the provision of essential services to the
community

to support the community and staff to cope with the consequences of a pandemic

1 to design and provide a recovery process for the organisation.

=

In meeting the above objectives, Council will:

1 provide for the best possible planning, reaction and response to any influenza
pandemic affectingdamiltoncommunities, and

1 meet the requirements of the Medical Officer of Health and the Civil Defence and
Emergency Management Controller, once a pandesmergency has been declared

The following is a list of activities that we have undertaken to raise awareness and in
preparation should an outbreak occur in New Zealand:

1. Targeted communicationfave beenprovided tothe SLT,all People Leaderand

Health and Safety Representatives

Hygiene posters have been distributed for all bathrooms adtossicil

On ader 300 (500ml) containers of hand sanitiser to be distributed acros€thumcil

4. Additional supplies of hand soap and paper towels havenlmwéered from OCSur

cleaning provider

Hand sanitiser will benadeavailable in public foyenshere appropriate

6. Enhanced cleaning of hard surfaces in public areas is being arranged, current
guidance suggests the Coronavirus can survive in excess afgldrohard surfaces.

L N

o

We will continue to provide communications to all staff in response to updatea the
World Health Organisation and the DHiBjn the development of cases in New Zealand.

3.8 Worker Participation and Engagement

Health and Safety Representative meeting

The Health and Safety Representatives and the Peer Support Group were invited to-an end
of-year wrap up which was opened by the GMiafrastructure OperationsUpdates from

the Health and Safety Team were also provided.

We also reflected and celebrated some great safety initiatives that were introduced
throughout the year.

Halo Safety Light
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Item 7

Engaging the team with health & safety

City Safe Officer Gideon wanted to get creative with how his team
engage with health and safety. Every week he receives the health and
safety brief, he thinks about the underlying message, then jumps on
Google to see if there's a relevant game or ice-breaker.

He said "l wanted the team to be able to learn something new and
remember what we talked about, and it's been working,” says Gideon.

Gideon has also started trialling I feel safe or unsafe” approach with the
team as their role sometimes involves de-esculating aggressive
situations. The Safety Officer lets the camera operator know if they feel
safe or unsafe to approach and they discuss a plan of engagement so
staff then feel safe.

Gideon & Ben (Tagbusters H&S Rep) introduced a Health & Safety
certificate for staff who “work together” to keep their team safe.

Attachment 1

We also had arranged for guest speaker BridgetJelky from the EffecRQwho spoke to the
group about looking after yourmental healthduring stressful situationand whatwere
common risk factors duringcertain times of the year.Key takeaways to help support
improved wellbeing included:

Sleep

Nutrition

Be active
Talking/communication
Lookng after yourself

= =4 =4 =8 =9

ElectedMember Inductions

Towards the end 02019the Health andSafety Team presentedmportant informationas
part of the wider induction programme for newljectedMembers. This was ferovidean
overview ofthe Health andSafety atWork Act 2015 andbbligationsrequired of Hected
Membersunder the legislationFurther information sharing will be arranged to help support
HectedMembers exercise their due diligence.

Southern Cros8eingWellConference

This annual conference was attended by members of ltealth and Safety Team and
focussedon mental health and wellbeing within our community aadyanisations. There
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were several geakerswho covered awide range of topics witifurther workshop sessions
providing a deeper divimto those areas.

3.9Engagement with Regulatory Agencies

Council hosted a meeting betweeWorkSafe our building inspectorsand our corridor
access coordinators to further strengthen relationships. Tdwusof this meeting waso
that the three entitiescould discussmprovements into how we can bettenanage traffic
and pedestrian safety around building sitészardous substances and silicosis.

The Health and Safety Leads continue to participate and eagaigh the Waikato local
Authority Shared Servicesn health and safety matters through the respective working
groups.

3.10Engagement with other Organisations

As a Health and Safety Team wentinue towork with other organisations, either though
informal networks or mordormal partnershipsto share andaccesaip-to-date information
on better practicespew ideas and strategic thinkirtg help us drive towards becoming a
high-performanceorganisation During thisreporting period we havehad conversations and
worked with:

AucklandCouncil

A meeting was held with Auckland City Councils Risk and Insurance Manager which allowed

the Health andSafety Team to benchmark our Safety Management Systganst theirs

andtoRA a0Odzaa SYSNHAYy3 AaadsSa yR GNBYyRao® 2S5 | faz
to managing risk in a Local Government setting, contractor managemerathadrelevant

activities.

Tauranga City Council

The Health and Safety dm regularly network withour counterpartsat TaurangaCity

Councilto explore new ways of working and to benchmark ourselves against a similar size

Council. Tauranga Council has engaged a consultant to look at the structure of Health and

Safety within the Council, how it fits andwhere there might be2 LJLJ2 NIidzy A 18 Qa ¥
improvement. This is something we will keep a close eye onddf Heere are any learnings

that might be worthwhileimplemening.

Air New Zealand

The Safety Engagement Leads invited to the annual Air New Zealand Health and Safety
Representative Forum held at Eden Park. This was a great Forum and several initiatives that

were showcased will be adapted and implemented across Council. Council will look to hold a
similarForY ¢AGK GKSANI I SFfGOGK im230R { I FSGe& wSLINBaSyilil

Strategic Risk and Assurance Commitagendas March 20200PEN Page240f 116



4.0Key Health and Safety
Initiatives

Item 7

4.1 Safety Management SysterfsMS)

We have a furthersuite of documents in the SMS to be sent out to theanisation for
consultation shortly

42Healtht yR {FFSG& LYRAOFG2NAR oYt LQAO

Along with the Safety Management System we will be developing a new set of indicators
and measures that cover safety, healiellbeing and mentalvellness Working closely

with other Councils to ensure that we can benchmaghiast others, the ew indicatorswill

be designed to measure the following categories:

1 Safety Risk

f Relationships —
! Resources Y=

)]
These indicators will assist in measuring the performance of the SMS and will Epe
incorporated into the reporting functionontained within our safety software system. E

9
4.3 Lone Working z

Work continues around the implementation of the lone worker devices across Council, with
a further 22 devices purchased by the Infrastructure Operations Group. Training in the use
of these devicewill be underway shortly with staff.

Feedback from staffurrently using the devices has been positiwih staff feeling safer in
their workplaces.

4.4 Health and Safetysoftware Solution

The business case far new safety software solutionis currentlybeing reviewed by our
Project Management Office and Information Servibefore being presented to the GM of
Corporate.

This replacement software solution best supports our fpghformanceway of working and
aspiration to be world class. The systenalso acritical piece of work to ensure we deliver
onthe Corporate Groupsritical few as identified in our Strategiddh.

1 Lead the challenge

1 simplify systems and processes
9 and be more digital and consolidate core business systems
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4.5 WellnessProgrammeg WorkWell

We are continuing to refine ouWorkWell action plango deliver improvements and
initiatives that are focussed on the most important things identified by our peoplkental
health and wellbeing, physical activapd whanau friendly

Working closely with thdistrict Health Boardthe People, Safety and Wellness Team are
working collaborativelyo achievethe goals that have been set and to ensure that there is
appropriate alignment with our people practices and processes.

4.6 White Ribbon Campaign

In November last yeawe formalised ourcommitmentin helping toprevent family violence
through ouraccreditation with White Ribbarfollowing the introduction of a new Domestic
Violence Leave Policy. Hamilton City Council is now#&a f Yy RQa I NASa
this accreditation

Along with our accreditation, we have two White Ribbon Ambassadors whose role is to
influence and support White Ribbon kaupapae ¥realsocommitted to trairing key people
in supporting staff affeted by violenceand will be providing mgoing sessions

Eliminating violence in all formis something that we take very seriously, and we will
continue to promote programmes like White Ribbom énsure that we play our part in
improving the wellbeing ofour communities ando help Council in becoming a high
performance organisation.

4.7 Assisting Employees throug¥itae

To ensure that we can appropriately respond and provide support for our people during
times of crisis, we have formalised an arrangement with a secondary provider based in
Hamilton toassistemployeegyetting immediate help when required

We haveteamed wp with VitaeServices tasupplement our existing EAP servimeviderand
to further enableour Leadersand employeeso accessappropriate and timehprofessional
services.

The services that Vitae will lIspecificallyproviding to Council include:

9 Critical incident response provide trauma support services in preparation for and
response to traumatic events.

1 Manager support- support our people leaders in their role promoting wellbeing at
work and assisting them in having challenging conversations

i Tailored onsite support for Business Ungd.e. councillor regularly on sitat the
following facilitieswith an intention to roll this out across the organisation

- Parking wardens

- Building Inspetors
- City Delivery
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4.8 Training and Competency

LeadingHealthy Workplaces- Psychosocial Risks.

We have beenproviding anincreased focusn the importance of good mental health and
wellbeingat work¢cA G Q& S @Sy || -E&ormaitcéndiny of Workibgland wiyh K
to better engagewith our people. Influencing how work impaatsir a U | rieft@iellness
is a key part ofhe role ofa people leadeand is oneof our critical risks fo€ouncil

Item

To better equip our peopléeaders,we are rolling out anew training rogrammeto equip

our people leaderswith the knowledge and skills to be able to identify and manage
psychosocial risks in work environments and the imtdationship these have on our

SYLX 28SSaQ YSyidlt ¢gSttoSAyad ¢KS OGNIFAYyAy3 gAf
approach both thegrocess and person aspects of psychosocial health and safety.

The 2hour workshop wiltake place in March and April and viduch on some of the
followingareas

Causes of psychological injury in the workplace

How to identify psychological hazards

How to assess psychological risks

How to manage psychological risks

Psychological health promotion and how to put in place controls
How to have a conversation with an employee that may be at risk

=A =4 =4 =8 -8 =9

hment 1

Resilience training
During the reporting period weprovided employees with ajuick 1-hour session on ©
resilienceand was intendedor anyone whamight have todeal with challenging people or E
situations. >

A

Othertraining completed included:

Qourses Provided BetweeNovemberg January Number

2020 Attended
Mental Health First Aid 20 November
Mental Health First Aid (Duke Street) 17 November
Aging Positively in the Workplace 9 November
Looking After Yourself (Wellness) 11 November
Refresher Warrant Officer Training x 2 sessions 17 November
Refresher Warrant Officer Training 22 November
Health & Safety Representatives 12 November

Table 2: HealthSafetyand Wellnessraining completedNovember- January2020

4.9 Return to Work

Return to work workshopfiave commenced across key Business Units and are besgtgd

by Lisa Taylor, Councils Business Customer Solutions PlaomefCCThe purpose of these
presentations looks to focus on educating workers before they become injured and how
important it is gtting back to work, encouraging a more hands on approach to actively
support and manage our injuries.

Some of the topics discussed included
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Creating a supportive workplace environment
Working with injured workers to identify suitable duties
How toengage with the worker for the best outcome
Ensuring the worker has sufficient information

5.0 Health and Wellbeing

5.1 Bullying and Harassment Monitoring

= =4 A -9

Our highperformance culture and way of workingflects our effort and focus towards
safety and wébeing.

Bullying and harassment remains an area that requires continued awareness and repeated
messaging to ensure oyreople feel safe to speak upVe continue to eport incidents
relating to alleged bullying and harassmevtiich are captured and categisedunder the
following three areas

1 Peer support contact (early intervention)

1 Informal reports (investigated internally)
1 Formal reports (investigated externally)

Peer Informal Formal

Support Reports Reports

Total for periodlst November 2019 to 0 1 0

29th January 2020
Table 3: Harassment and Bullying

The Safety Team continue to wodtosely with the HR Business Partneisng with
individual business units where requirégd align and address issues relatitg stress,
bullying and fatigue The approach igonducted in aconsistent and procedurally fair
manner, respecting the rights and obligation of all parties

During the reporting period, we received 1 informal report, which was resolved.

5.2 Employee Assistance Programme (EAP)

Our saéty metrics continue to shova high uptake andise of the Employee Assistance
Programme (EAP).

For theperiod 1November2019 to31 January 2020there were64 cases handled through
EAP, which igp 7 casesfrom the previous reportig period. Most of these casesntinue
to be through selfeferralsand the primary presented issaeelate to relationship issues
(20), workplace stres$13) and mental healti{12).

EAP Use 1 Febc 16 1 Mayg¢31l | 1 Augustg3l 1 Nov¢ 31

April 2019 July 2019 Octobea Jan2020
New Cases 31 22 34 35
Reopened Cases 5 2 0 2
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Preexisting cases 22 24 23 27
seen during period
Total Cases 58 48 57 64
Contact Hours for the 110 97 87 104.50
Period
Average Hours per 2.1 2.2 1.6 1.8
Client

Table4: EAP Usage NOTE reporting period set by EAP
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Council Report

Committee:  Strategic Risk and Assurance Date: 05 March 2020

Committee
Author: Mothla Majeed Authoriser:David Bryant
Position: Legal Services Manager Position:General Manager Corporate

Report Name: Risk Management Report

Report Status Open
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1.

{ d
2.

4.

5A

To update the Strategic Risk and Assurance Committee on the status of HamiltGo @it
eightstrategicrisks, three key organisationasksand two key emerging risks.

I TF wSO2YYSYRIFIGAZY

That the Strategic Risk and Assurance Committeeives the report.

O1 ANR dzy R

At its 16 May 2019 meeting, the Audit and Risk Committee apprdeedjonitoring purposes,

eight strategic risks and three key organisational risks (as set out below). At subsequent
meetings, staff reported on the status of each risk and associated action plans. This report
provides an update on the same matters. Sacteport will continue to be provided at each
meeting of the Strategic Risk and Assurance Committee.

Each of the reportable risks is listed below, along with key commentary for discussion.

50dzaarz2y

Strategic risk * A disasterevent

5.
6.

This risk relates to a natural or humanduced disaster event.

Counci® emergency management framework is supported lbgal emergency services,
National Emergency Management Agency (NENW) Civil Defence Group, Regional Hazards
Group and the local rRergency Operations Centre structufeapable of responding to a
variety of disasters

Councilcontinues to have an active training programme in place with aciiopaceto create

a mandatory training pathway for new employees. An exercise plan ptage that tests
response capabilities at both the local and regional level. The most recent was a regional
earthquake exercise in September in whichCtsuncilstaff participated
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8.

10.

l'd GKS GAYS 2F GKS /1 2YYAGGUSSQa fasdakingpat$i Ay 3a 2
the emergency response to the eruption of Whakaari on 9 December 2019. Following the

SNYzLJGA2yS 1 HYAtG2yQa [/ AGAE 5SFSyOS SYSNHSyOe
focused on ensuring families of those injured and receiving treatnagnNaikato Hospital
were supported. GEJ

Since the Committee last met, the Codil virus has emerged as a potential risk to New
Zealand. Council has developed an internal pandemic response plan, which is in the process of
being finalised. Further commeist provided below undeEmerging Risks

While the residual rating for this risk remains very high, the rating is due to the unknown
impact a disaster event could have on the city and the community.

Strategic risk 2 Major economic or financial shock

11.

12.

13.

14.

Theae are no indicators showingny material or adverse change in this risk argace the
matter was last reported to the Committee in September 2019.

This riskidentifies external factors that coulgignificantlynegatively impacthe Council and
Hamilton city, and also identifieghe relevant controls and mitigations in place Staff are
monitoring the impact ofthe Covid19 virus on the economic and financial landscape that
Council is operating in.

The Council has some shaoerm financial resilience shddithis risk materialise; however, the
size of the shock will determine what actions Council may take. A significant shock could
require Council to urgently review and reduce its capital and operating spending.

Council continues to monitor external threaand trends.

Strategic sk 3- Increasing compliance standards due to stakeholder expectation

15.

16.

While there are several risks in this area, we already have in place a range of existing controls
and mitigations to ensurehe Council is reasonably ready tcomply with changes in
compliance standards.

Saff continue to explore options for reporting and monitoring okey areas of compliance
including software optionsThese optionsould allow an efficient and effective approach to
compliance management auss Council. This could in turn allow us to minimise unforeseen
impacts through legislative neconformances and penaltiesEfforts in this space continue.
Staff have also been offered privacy compliance workshops in recent months.

Strategic sk 4¢ Cyber attack

17.

18.

This riskis being continually managed. There are no indicators showing material or adverse
changeto this risk rating ofzery high. Thisis primarily due to the volatile environment of the
internet and rapid changes occurring in technology.

Gouncil hasrecently improved its cyber detection and monitoring capabilities for adverse
attacks. Staff will provide a verbal report in thg@ublic excludedsection of this committee
meeting.

Strategic sk 5¢ Growth

19.

20.

There are no indicators showirgny material or adverse change in this risk aredVork
continues on ensuring Council has access to high quality data to inform decisions in this space.

Growth in reighbouring regional areascludingTaurangais being monitoredby the Council
through localgovernment information sharing initiatives.
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21.

22.

23.

This risk focuses on external stakeholder relationship management, monitoring of potential
AYLI OGa (2 |/ 2 jnfiees dndengageindht/can8rlificatior? 6

The risk has aery hA 3K NI} GAy3 6SOldzasS 2F G4KS ReylYAO |
significant stakeholder relationships and the number of material issues which are progressing

or under action at any point of timé&engagement, communication, executive team and elected
member competency, and clarity of strategy are key factors in this risk.

Council needs to maintain close relationships with Government and its neighbouring Councils.
These relationships are enhanceddause of several collaborative fofsuch as the Mayoral
Forum, FutureprogfChief Executive Foruand Joint Council Governance discussjofihiese

fora discuss strategic alignment between local and central government initiatives and the
associated highevel risks managed between stakeholders. These fora continue to be an
important opportunity to influence and mitigate this risk. Work is also being undertaken on
developing an integrated approach (internally and saionally) to achieve greater impaat

the central government level.

Strategic sk 7- Significant shortage of key external resources

24.

25.

26.

27.

This risk focuses on thatrain onresources and materials across New Zealandthedmpact
this will have on current or pending development across Hamilton city.

The Developmentrgup is leading an initiative to provide pipeline visibility to the supply chain
for the subregion. This involves presenting an integrated programme of work arisingfout o
Hamilton City Council, Waikato District Council, Waipa District Council and the NZ Transport
Agency. This work will be a logical input to any national pipeline initiatives.

The Waikato Local Authorities Shared Services (WLASS) is now also initiatiiay pisiject

to look at coordinated infrastructure procurement and the opportunities across the region and
Hamilton will take a leading role in this project. A Council staff member is currently seconded
to WLASS in a strategic procurement role to ensanencils have greater leverage in common
areas of procurement.

To secure professional services resource, Council has worketMuAISS to réender a
Professional Services Panel. Tgaselallows us to understanthe resourcing demands and
any resourcingssues in this important part of the supply chain.

Strategic sk 8- High level security threat or major emergency

28.

29.

30.

This risk relates to primarily people and assets that includes critical infrastructure such as three
waters, IT infrastructure and transportation (arterial routes).

To improve awareness of this risk and security management stand@aisicilis adopting

ce/y i NI £ 32 POMNIIVE S¢ciriyaRequirement (PSR) framework. This framework
improves governance and response capability through developing key internal and external
stakeholder relationships.

Council has engaged a new PSR Security Advisor folltheinigparture of the former Risk and
Insurance Manager in January 2020. The PSR Security Advisor is carrying owphaseilti
project involving a security gap analysis through security risk assessments for relevant facilities
across the organisation, weti is partially complete. An Organisational Security Framework will
then be proposed.

Organisational risks

Strategic Risk and Assurance Commiagendas March 20200PEN Page320f 116



31.

32.

33.

34.

Three key organisational risk reports have been included in the appendix to this report to
provide visibility and assurance to the Committee thatesarisks and risks associated to
I'FYAftd2y OAdGeQa ONRGAOKE FraaSda KI @S Y)\ijéozll- i A

The matter relating to thédealth and Safetyrisk to staff, contractors and volunteersill be
presented in more detail to the dhmittee in a separate report. There is no material orGJ
adverse change in this risk since it was last reported to the Committee.

The Safety and Wellbeing of the Communityisk was identified as an area in which more
analysis was required to identify kegkiexposures to Council relating to facilities and services
provided to the community. Accordingly, a risk workshop was conducted 17 October 2019
with key internal stakeholdersThe workshop waled by GM Communitin conjunction with

the Risk and Insuree Unit. This workshopprioritised the Parks, Visitor Destinations and
Community Servicednits,with a plan to consider wider network spacesi¢h as theoading
corridor) next financial year. The first phase of a response to security issues in pabks &p
being planned for H3with integration into the wider business planned for the future. The
information collated has initiated an improvement programme to address gaps, improve levels
of controls and ensure response capabiliti®#be first phase iexpected to be completed in
June 2020.

In terms of theFailure of Critical Assetgsk, monitoring of the condition of critical assets will
continue to be undertaken by way of asset management plans (which are ongdingprk
programme, which is regularly reviewed, is in place for maintenance and renewal of these
assets. Staff will be undertaking a deep dive on this risk and its controls and mitigations,
particularly in light of the potential impact of weather eventsaitical assets.

Emerging risks

35.

36.

37.

Emerging risks are risks which may develop or which already exist and are difficult to quantify
but may have a high consequence or high impact if they materialise.

Senior Leadership have identified two high level emergigks for regular reporting to the
CommitteecW/ f AYIF 4GS / KIFIy3aSQ IyR W2 (SNJ ljdzr f AGe I yR

This section of the report is also used for highlighting other emerging risks as they arise. As
such, an update on the Covi® virus isalso included below.

Climate change

38.

39.

A report on climate change was presented at the 8 August 2019 Council meeting, in which
Council resolved that there is a need for climate change issues to be considered urgently
Council also agreed to develop a Clim&hange Action Plan for Hamilton city (including an
FaasSaaySyd 2F 1FYATtd2yQa OFNb2y F220LINAYy GO ¢
Tainui and Waikato Regional Council) and requested that staff report back on progress with a

draft plan for agrement at the April 2020 Council meeting.

A progress update was providedttee 12 February 2020 Elected Member briefi@guncil has

completed an assessment 6fKS 2 NBI yAal GA2y Qa .JANPas\OKiBedza S 3|
development of Activity Managememlans, staff wilconsiderwhat actions can be taken to

reduce emissions. Staff are also working on identifying how services and assets can be adapted

to withstand the impact of climate change. These projects will be put forward as part the work
programmefor the LongTerm PlanThe greenhouse gas emission inventory for the wider city

is currently being undertaken by the Waikato Regional Council and will be available in March
2020. This will inform the discussion with key stakeholders on how, as a wiger&duce

greenhouse gas emissions aadhptto the impacts otlimate change.

Water supply to the city (quality and quantity)
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contingency and longerm developmentplans in place in the event this risk materialises.

Covidl9

41. Since the Committee last met, the Codil virus has emerged as a potential risk to New
Zealand. While any pandemic response would be led by the Ministry of Health and local
District HealthBoard, Council has developed an internal pandemic response plan which is in
the process of being finalised. The risk is being monitored so that any impacts can be
mitigated, including in relation to the economic effects of the virus (including impact on
imports/exports leading to economic consequences, as well as the potential impact on tourism
and events in Hamilton).

Legal and Policy Considerations
42. Staffconfimi K G GKS YFGGSNBR Ay (GKAAa NBLRNI O2YLX @&
requirements.

Wellbeing Considerations

43. The purpose of Local Government changed on the 14 May 2019 to include promotion of the
social, economic, environmental and cultural wellbeing of comitieshin the present and for
0KS FdzidaNBE o0WiKS n ¢StfoSAy3IaQuo

44. The subject matter of this report has been evaluated in terms ofdliewellbeings during the
process of developing this report.

45. The risks identified in this report engage the four wellbsirig varying extents, and the
management of these risks also has implications for the wellbeing of the community. The full
implications are still being assessed. Future reports on this matter will contain a more fulsome
assessment of those implications.

{AIYATFTAOFYOS 3 9y3aF3ASYSyid t2ftA0e

Significance

46. Having considered thBignficance and Engagement Policy, staff have assessed that the
matters in this reportavelow significance.

Engagement

47. Given the low level of significance determined, the engagertex is low. No engagement is
required.

L GG OKYSyda
Attachment 1- Risk Register5 March 202Q
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Cound Strategic Risk RegisterMarch 2020

Risk | StrategicRisk Description Risk Residual Risk
Number Owner REM
1 A Disaster Event
A natural ohumaninduceddisaster eent (excluding act of Jen Baird Very High
terrorism) '
2 Major Economic or Financial Shock
'y SEGSNYIlIt FAYFYyOALtT S@Syi David Medium
fiscal and monetary position. Bryant
3 Increasing Compliance Standards due to Stakeholder Expectati
Therisk of central government and regional council increasing David High
compliance standardsr changes in community expectations. Bryant ‘
4 Cyber Attack
Unauthorised accessfo2 dzy OA f Q& L¢ Ay FNIF & David High
service continuity that may lead to safety risks to Hamiltonians §  Bryant
relatable consequences of reputational, legal, and financial loss ‘
5 Growth
Significant change to/in growth demand andibre consequences | Jen Baird High
growth does not deliver positive outcomes for the community
6 t2f AGAOIFt OKFy3Sa AYLI OG [ 2 dz
Political stakeholders make unpredictable decisions or take acti Blair Very High
GKIG aA3ayAFTAOFryGte AYLI OG 2NJ Bowcott
imperatives. ‘
7 Significant Shortages of Key External Resources
The market is unable to deliveecessary resources to achieve ou| Chris Allen Very High
strategy; including but not limited to people and material for
projects ‘
8 High-Level security threat or major emergency
Asafety, security or environmentattack materialises and impacts|  David High
[ 2dzy OAf Qa aiGNI G§SIAO RANBOGAZ2Y Bryant

!
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_ . : - Residual Risk
risk | OrganisationalRisk Description Risk Owner|  Rating

T JUawWyoeny

Number
1 H&S¢ Workers (incl. contracted workers & volunteer workers) _
Failure to ensure the health and safety of coustziff or workers David High
whose activities are influenced or directed by council, while the Bryant
workers are carrying out work. Medium
2 Safety and Wellbeing of th€ommunity
Failure to create, provide and maintain a safe environment for thq Lance High
community leading to a serious injury incident or fatality. Veroort
Medium
3 Failure of critical assets
Incorrect investment (timing and/or amounts) results in the Eevaliisa High
unexpected failure of critical assets (loss of levels of service). Wright

=

* There is a very strong relationship between the likelihood and severity (consequence) of H&S incidents. The likelihood of
minor injuries is much higher than an incident which could result in a déatfer pp 20-25)

** Council takes the safety of our people and the community seriously and are working hard to reduce the likelihood of a

serious harm incident. Due to the focus and definition of this risk relating to death or a serious injury, the risk rating (a
byexteny GKS G NBSG NRA]l NIXdAy3Io OFy yS@SNI NSRdzOS o6St2g¢ WI A3
WOI (I & (refeRppRORSD Q

g8 waj|

EmergingRisksg verbal discussion topics
Emerging risks are risks which may develop or which already exist and are difficult to gowaintify/
may have a high consequencehigh impact if they materialis@.he following identified risks are

not ranked but monitored informally across Council anpdared when appropriate. Analysis and
mitigation identification have been conducted as operational and business as usual applicatio

1 Climate Change
1 Watersupply to the city (quality and quantity)

M1 Covidl9
Risk Type Definition
The risk of an event or impact thatégternalto Council and could impact
Strategic GKS 2NBIFIYyAalLGA2yQa adGNI iS3IasSax A

Term Plan and 30 Year Infrastructure Strategy.

The risk of an event or impact thatirgernal or externalto Council and

Organisational could impact the whole organisation.

The risk of an event or impact thatirdernal or externalto Council and

Operational could impact one or more Operational activity.
Emerging risks are risks which may depebdr which already exist and are
Emerging difficult to quantify but may have a high consequence, high impact if they
materialise.
Residual rating legend
Indicator Description Indicator Description
‘ No change; managed -~ Adverse changsince previous
O Newrisk G- Improvedchange since previous
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Strategic Risk

A Disaster Event

A naturalor humaninduceddisaster event (excluding an act of terrorism)

Risk Ownerg Jen Baird Category Strategic
(GM Level) Preparation and Disaster
Recovery
RiskTriggers
91 Natural disaster event without warning or build up
1 Severe weather events that increase in intensity
9 Critical asset failure that impacts the safety of Hamiltoniamsater, energy,
telecommunications, financial, transportation
9 Civil unrest; political or social unrest resulting in a security or safety threat to people or assg
(excluding an act of terrorism)
9 Disaster caused by failure bfiman-made structures
1 Pandemic
Inherent Inherent Inherent Risk Rating
Likelihood Consequence Raing
Likely Driver Catastrophic
Strategic Very High
Safety &
Wellbeing,

Existing Controls and Mitigations

T

1
)l

= =4 =

= =4 =4 =4 -4 -4 -8 9

Emergency Management Framewarklational Emergency Management Agency (NENEAQUp,
LocalEmergency Operations Centre (EG@)cture

Emergency management training program TAKATU implementé@biorcil staff

Colocated EOC ira dedicated leadingedge centre Group Emergency Management Office
GEMO) with built in redundandincluding water and power supplies)
Robustemergencyexerciseschedulan placeto test preparednesand response functionality
HCC Crisis Management P(age Improvement Plan)

Annualexternal NEMA capabilityassessmentc completedSeptember2019(Council achieved a
71% rating)

Stock piling resourceend materialsfor civil defence emergency purposes

Engineering standarddentified and managed

Criticality assessments and asset identification ratings

Asset andservice monitoring capability

Collaboration on emergency management response approach aageseies anthe region.
Use opportunities nationally to build experience in real events where ever possible

Early warning processes are in plate national and regional level

Ministry of Health and Waikato DHB lead management of any pandemic witluppart. HCC
is also developing and implementing an internal pandemic plzevelopments are being
monitored.
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Residual Residual Residual Risk Rating
Likelihood Consequence Rating
Driver
Likely Strategic Major VeryHigh
Safety &
Wellbeing,
Action Owner Mitigation
Kelvin Powell Accept

Improvement Plan

Previous pdate (December
2019

Update¢ March 2020

1 Improve communication | § Continued participation in No change; continues to be
with the public in an national warning system managed at a regional level
emergency response trials and a major exercisg

involving PIM staff in
September

1 Improve how strategic 1 No change; still Waikato Group Community
information is shared with underway Engagement Strategy
key decision makers, continues to be in place, with
spokespeopland the Il // Qa NBaAftAS

media.

operating in tandem with thig

9 Continue current work on
improving the consistency
of warnings to the public
across all hazards.

Participation and
community engagement
in national Shakeout Drillg
Emergency Mobile alert
testing, National Warning
System drills. Promotion
of Red Cross hazardpp

No change

9 Scope work needed to
identify and upgrade
suitable mara for
emergency management
purposes.

Further engagement with
Hamilton mana whenua
group and other local
Maaori groups at both
strategic (leadership) and
operational
(preparedness) levels.
Appointment of Iwi /
Maori Advisor role to HC(C
Civil Defence and
Enmergency Management
and training provided.

No further action, remove
from Improvement Plan

1 External capability 9 Assessed score of 71% A work programme is in plac
assessment. achieved (Advancing to implement findingsand
category). 15% recommendations
improvement from 2018.
1 Monitoring of relevant i For future consideration No further action, remove
call centre trends from Improvement Plan
T wS@ASS 1/ /1 Qif [Noupdatecnew item] Current Crisis Management

Management Plan

Plan requires review due to
its age
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Strategic RisRk

Major Economic or Financial Shock

An external financial event impacts Cou&diinancial strategy, fiscal and monetary position

Risk Owner David Bryant Category Financial
(GMLevel)
Risk Triggers
I Globalfinancialcrisis
1 Rapid increases in inflation, interest rates, oil pricgsarapid decline in NZB leading to
significantly higher construction input costs, debt costs, and significant pressure on house
rates affordability
9 Critical infrastructure failure
9 Major construction industry failure
T al22NJ 32F8SNYYSyid LRftAoOe OKIy3aSa yS3alrdiros
1 Natural ormanmade disastetiffcludingdeliberate attacks owritical infrastructureor
pandemig@ has an impact on the economy (e.ffeats national imports/exports which has a
flow on effect)
Inherent Inherent Inherent Risk Rating
Likelihood Consequence Rding
Drivers
Safety &
Unlikely Wellbeing, Major High
Financial,
Service
Delivery,
Compliance
Social and
Cultural

Existing Controls and Mitigations

1
)l

=A =4 =4 =9

= =

Monitoring of macro trends (Finance, Treasury, Economic Growth team)

Financial Strategy resilieneexcesd.ocal Government Funding Agent&EAborrowing
headroom(up to 250 debt to revenue ratippdditional $60M bankacility

Financial scenario modelling

/| 2dzy OAf Q& oAt AGeE (2 dzNBSydfe NBLINA2NAIGA
| 2dzy OAf Qa | oAfAGE (2 dzZNBSydGfe NBLINR2NAGA
Six weekly financial forecasting and planning cyttiesugh reporting to the Finance
Committee including a separate Financial Strategy report recently added to the reporting (
Availability for options to respond to a shock, depending on the type of shock
t g/ A& [/ 2dzyOAf Qa (Nt aadieeBts with Cadingil $obitE on RINE ¢
monthly basis) to discuss national and international economic and financial trends relevan
treasury matters

Residual Residual Residual Risk Rating
Likelihood Consequence Rating

Drivers
Unlikely | Safety & Wellbeing,| Serious Medium
Financial,

Service Blivery,
Compliance Social
and Cultural

Action Owner | Mitigation
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Tracey Musty

| Accept

Improvement Plan

Previous update (December
2019)

Update¢ March 2020

The controls and mitigations
applied to this risk are manage
through BAU and reporting
schedules to Council and the

Finance Committee.

1 BAU and reporting
continues.

1 BAU and reporting
continues.
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Strategic Risl8

Increasing Compliance Standards due to Stakeholder Expectatic

The risk of central government and regional council increasing compliance standahdsges in community

expectations

Risk Ownerg David Bryant Category Environment
(GM Level) Strategic

Risk Triggers

1 Central government changéhe regulatory standards for compliandacludingresource

T

managementenvironmental(including climate changand pollutant managemer)t corporate
(including health and safety, human resources and finangedwth consultation requirements
healthand infrastructuralincluding traffic and transporgompliance Thismight alsoinclude
changes to the required frequency Gbuncilactions (such athe 10 Year Plan)

Continwed or serious breaches leading to increased complisamue regulation

$—Communityservicelevelexpectations in management of water quality, recycling atiger

services not being met

9 Failure to plan long term for consentingquirements(both asaregulator and a regulated
entity)
1 Regional Council changis policies to ensure legislative compliance (e.g. Healthy Rivers pg
1 Externalaudit identifying major norcompliance within HCC operatio(esg. by International
Accralitation New Zealand)
1 Legal challenge to HCC policy or practice resulting in findings efaropliant practices
1 Changen stakeholdepartner expectations for environmental performance
1 Changes to our own District Plan impacting other parts of the bus{eegschanges to resourcg
consents affect consented Three Waters activities)
Inherent Inherent Inherent Risk Rating
Likelihood Consequence Rating
Drivers
Safety &
Likely Wellbeing, Major Very High
Financial,
Service
Delivery,
Compliance

Existing Controls and Mitigations

1 Community consultation andnderstandingcommunity needs

1 Engagement with our iwi parth@nd maataawak# understand expectationdn terms of iwi
includingthrough the Joint Management Agreement

1 Maintainingrelationships with neighbouring councils and working together to inform relevar
policies

 / 2 dzy Compliénae Policy

1 External monitoring services and aclvfrom external legal service providers on an ad hoc ba
as well as regular quarterly updates

1 Internal resources that analyse the impacts of compliance chafugeentralised and role
specific)

9 SLT and Elected Membeaysassurance requests

1 Keystakeholder engagemenincluding making submissions to central government on propo
changes affecting coptiance requirements

1 InfrastructureSrategy (20182048)and 10 Year Plan ensure projects and resources are in p
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to deal with increasing compliance requirements

1 HCC bylaws and policies ensure commueyectationsand regulatory standards are mit a
consistent manner
1 Independent audits of HCC practice, including by the New Zealand Transport Authority an
International Accreditation New Zealand, to ensure ongoing compliance
1 Independent accreditation of HCC facilities (e.g. drinking water laboratanciedited by
International Accreditation New Zealand)
1 Competency assessments for staff, including building officers
9 Establishmenof new quality controlroles(including two recently established in the Building
Control Unit)
T 1/ /7 Qa |/ KA Sifivolged@tDiteiCordtiictiansSector Accord which allows HCC to K
up to date with and influence changes in the sector
1 Internal and external reporting (e.g. drinking water test results) ensures ongoing monitoring
compliance
1 Notification protocolsare in place in respect of various incidents, including wastewater over
and drinking water concerns, which mitigate risk in the event of an incident
Residual Residual Residual Risk Rating
Likelihood Consequence Rating
Drivers
Safety &
Likely Wellbeing, Serious High
Financial,
Service
Delivery,
Compliance
Action Owner Mitigation
Mothla Majeed Mitigate
Improvement Plan Previous ypdate (December Update ¢ March 2020
2019
1 Council considermivesing | 1 Consideration and scopin{ § Scoping of options
in technology to improve itg of options continues to be (including nortechnology
approach to data and under way solutions) continues
support the infrastructure
of the compliance program
1 Regular workshops on 1 [No updateg new item] 1 A number of workshops
compliance topics are have been held on privacy
developed anaffered to and waters compliance in
staff recent months. Regular
workshops on official
AY T 2 NYLGOMA yi
also be rolled out for staff ir
the coming months
1 Senio Management 1 No change linkedtothe | 1 No further actionc remove
considers streamlining above project from register
policy management to
increase responsiveness
and policy effectiveness.
1 Senior managemerib T No change; this is 9 No further actionas this is a
confirmkey compliance included in internal audit BAU activity not requiring
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monitoring on the fdowing

7 topical areas are

maintained:

(1) Data privacy

(2) Cyber security

(3) Bullying and
harassment

(4) Conflicts of interest

(5) Gifts and
entertainment

(6) Fraud

(7) Bribery and Corruption

processes

separate monitoring;
remove from register
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Strategic RisK

Cyber Attack

Unauthorised access to CouglIT infrastructure results in loss of service continuity that may lead to safe
risks to Hamiltonianand relatable consequences of reputational, legal, and financial losses.

Risk Owner David Bryant Category Disaster Recovery/
(GM Level) Business Continuity
Risk Triggers
1 IT technology advancespositive and negative
1 Inadequate identification of I$ecurity trends, themes, detection and responses
9 Poor IT Security awareness / culture / practices
1 Privacy Breach
1 Outdated hardware and inadequate architecture
1 Inadequate competencgt organisational level
1 Specific targeting and malicious exploitatiorseturity vulnerabilities across Council IT asset
infrastructure
1 International trends and attacks not being considered in NZ
Inherent Inherent Inherent Risk Rating
Likelihood Consequence Rating
Likely Driver Major VeryHigh
Service
Delivery

Existing Controls and Mitigations

1 Risk based approacl8 Lines of Defence

1 National Cyber Security Centre (NCSC) monitoring and trend analysis reporting of local an
international IT security challengesnternal and external

1 Contractual ervice level agreementsre monitored and maintained

1 Compliance of desktop system willepartment of Internal Affairs and All of Government
(DIAAOG)standards

1 Data and system backupglaily, weekly, monthly regime aligned to critical services list

9 Disaster Recovery Plan (D&&bntinues to bainder reviewto be fit for purposg

9 Technical support from key vendorMicrosoft and Fujitsu

1 External and internal security audit and reviegd®wC, KPMG)

1 National and international cybeaattack trends are monitored and assessed by the CIO and C
to improve detection capabilities.

9 Council is supported by the NZ National Cyber Security Centre (NCSC) for response to atf]
and receives quarterly trend uptis for consideration. This is an-gning BAU process.

1 Additional resources are now available to monitor and resolve potential malicious activity.
Malicious activity targeting US based municipalities continues to be of cancern

Residual Residual Overall Rating

Likelihood Consequence Residual Risk

Driver Rating
Likely Service Serious High
Delivery
Action Owner Mitigation
Mark Hogan Mitigate
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Improvement Plan

Previous update (December
2019)

Update¢ March 2020

9 High level reviews on 1 Improved resilience Improved resilience
/| 2dzy OAf Qa L¢ capabilities are currently capabilities have been
are conducted to improve being implemented. implemented, and are fully
detection and response operational. We will
capabilities. continue to receive support
from the supplier over the
next 12 months.
9 National and International | § Additional resources are These are BAU activities af

cyberattack trends are
monitored and assessed b
the CIO and CTO to impro
detection capabilities.

now available tanonitor
and resolve potential
malicious activity.
Malicious activity
targeting US based
municipalities continues
to be of concern.

no changes are proposed.
They have been added to
Existing Controls and
Mitigations and will e
removed from the
Improvement Plan register.
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Strategic Rislo

Growth

Significant change tin growth demand and/or the consequences growth does not deliver posi
outcomes for the community.

Risk Owner Jen Baird Category Strategic, Service
(GM Level) Delivery
Risk Triggers

I Wider economic down turn

1 Boomin population growth

1 Significant change in the markeeither demand or supply sideue to e.g. construction cost
inflation and restrictions on credit.

Significant change in public perceptiohgrowth or growth outcomes

/| 2dzy OAf Q& RS Odesiradgroidh ouitcsrhed A Y LI O

Inadequate or inaccuratskills, data omodelling and scenario planning

Inadequate provisions in the District Plan to deliver positive outcomes for pé@pieironment
Inadequate application of the District Plan to deliver positive outcomes for péepldronment

= =4 =4 = -8 -9

Neighbouring2 dzy OAf & YIF 1S 3INR GG K P&@AtEakateyict alignddl d
GAGK ITFYAfd2yQa RSAANBR INRBgOK adaNIrGS3ae
f aA3dNIGA2y NIGSa OKIy3aST FFSOGAYI | FYAtD

migration policy)
Inherent Inherent Inherent Risk Rating
Likelihood Consequence Rating
Likely Driver Major Very High
Service
Delivery

Existing Controls and Mitigations

1 Robust and peer reviewed growth forecasting and modelling

1 Coremodelinputs prepared by external expemidarket EconomicsModellingreviewed by BER

1 Engagementvith neighbouring Councilsn strategic growth planning especially on the urban

fringe

Established dta analytts

New HCC Growth aridevelopment Contributioemodelprovidingimproved data analysisnd

scenario management

1 HamiltonHousing Market & Economy Growth Indicator Report Adopted across theegibng
guarterly analysis of external housing and market drivers

1 Growth Funding & Analytics Umstablished in 2017 to function as Councils growth funding &
growth projection sgcialist Unit

1 NationalPolicy SatementUrban Developmenta subregional review of land use, demand an
supply completedn 2017 and being updated in 2020

1 Analytics Strategyg adopted in 2019 to support evidence bas#getision making and provide
insights, principally about growth

1 Monitoring the broader environment and how it could impact growth rates and including thi
modelling, including monitoring migration forecasts

= =4

Residual Residual Overall Rating
Likelihood Consegence Residual Risk
Driver Rating
Likely Service Serious High
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Delivery

Action Owner Mitigation
Greg Carstes Mitigate
Improvement Plan Previous update (December Update¢ March 2020
2019)
9 Scenario planning 1 DC Policy Strategic 1 No change
implemented andanalytics guidelines adopted by
strategy established Council in 2019

1 Analytics Strategy and
roadmap adopted 2019 and
development underway.

1 Developer relationships 1 Developer DC engagement 1 No change
and understanding their group in the process of
drivers being established (TOR) to

have better and earlier

engagement before DC

Policy review in 2021.
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Strategic Rislé

Political Changes or Decisions Impact Cou®ddtrategic Direction
Political stakeholders make decisiamrgake actions that significantly impact or contradict Co@
strategic direction.

Risk Owner Blair Bowcott Category Executive Director of
(GM Level) Special Projects

Risk Triggers

1 Political changes includiragntral government strategidirection creating risk or opportunities
f Local political changemcluding potentiamisunderstanding o€2 dzy OA f Q& Ay (i Sy
1 Political personalities, trust and relationships and change of key persqmpusitive& negative
9 Failure to manage stakeholder atbnships, communication and engagement tactiosluding

=A =4 =4 =4 =9

Note* Political risk is essentially the probability tizapolitical action/decision will significantly affect CouRcsttrategic direction
whether positively or negatively.

due to a lack of resource or need to balance priorities

Short term focus overshadows long term cost benefit outcomes

Political sovereignty/patch protection, lack of alignment or willingness topromise
Financial strategy misalignedth wider context

International events, trends or decisions influence NZ

Major projects or initiatives for the benefit of Hamilton accelerating or slowing down

Inherent Inherent Inherent Risk Rating
Likelihood Consequence Rating

Driver
Likely Strategic Major Very High
Political
Service
Delivery

Existing Controls and Mitigations

1 Regular engagement with stakeholders at political and executive desfedred responsibility to
manage key relationships

1 Regular meetings with Government Ministers and Ntitgh government and opposition)

1 Collaborative governance group meetings to progress alignment of strategic direbiayoral
Forum, Future Proof, Waikato Plan, CEO Foruaikatb Local Authority SharedServices
(WLASSRegional Transport Committee and other strategic discussions externally

1 RegulaiCouncil briefings for sharing of information @alignment of thinking

1 Monthly SLT discussion to ensure awareness of strategic initiatives

9 Culture, expectation and policies HCC organisation regarding behaviours of political, exect
and staff and Coundtontrolled Organisations.

9 Participation in national and regional advisory groopsstrategic topics

1 Proactive steps are taken at the start of each local governmeaamnium to reestablish
relationships with counterparts and stakeholders, so that we can develop a common
understanding of strategic direction

1 Council takes an apolitical approach to working with central government, to maximise read
to continue momentum on projects should there be a change in central government

Residual Residual Overall Rating

Likelihood Consequence Residual Risk

Driver Rating

Likely Strategic Major Very High
Political
Service
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| Delivery \

Action Owner

Mitigation

SeniorLeadership Teamq (Blair Bowcott)

Accept

Improvement Plan

Previous updatgDecember
2019)

Update¢ March 2020

1 Council lists major
projects that could be
subject to political
changes or decisions with
a material consequence

1 Council reviews its key

stakeholder register agains
these projects to ensure
effective communication
and alignment plans
maintained

Determined that due to
resourcing, this will continue
to be done on a project by
project basis, but will not be
centralised exercise. This
taskwill be removed from
the improvement plan.

1 Anintegrated approach
internally and sub
regionally to achieve
greater impact at the
central government level

1 [No updateg new item]

A clear value proposition/
story with short, medium and
long terminitiatives for
Elected Members and senior
staff to engage with
Government (and opposition

being developed.
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Strategic RisK

Significant Shortage of Key External Resources

The market is unable to deliver necessary resources to achieve our stintdgging but not limited to peopl

and material for projects.

Risk Ownerg
(GM Level)

Chris Allen

Category

Development

Risk Triggers

Supply chain company failures
Major skills/labour shortage
Competitive market changesincluding the cost ofesources
Regional or national event leads to fewer available resoureeg. recent central government

infrastructure announcement

1 International production costs become unfeasible
1 International supply chain breakdown
1 Market congestion (significant incre@in capital portfolios nationally)
1 Clients competing for the same resources
1 Changes in external funding
1 Political changes in the labour market (e.g. igration policy changes, minimuwage changes
1 International political instability (resulting in, fexample, oil price changes)
1 Growth taking place at a faster rate, or in a different way, than forecast
Inherent Inherent Inherent Risk Rating
Likelihood Consequence Raing
Likely Driver Major Very High
Social,
Cultural and

Environment

ExistingControls and Mitigations

9 Pipeline visibility of the capital portfolipsubregionally, regionally, nationally

1  Working with other councilandNZTAo coordinate and smooth the workload on the market
including taking a leading role in the Waikato LASS coordinated infrastructure initiatstaff
member is currently seconded to Waikato LASS in a strategic procurement role to ensure

councils have greater leverage in common areas of procurement
91 Portfdio and project planning and execution
f  Optimising 2 dzy Prdcéiré@nt Strategy
1 Understanding the market
1

Identify strategieto be consideredvhen planning; external contracting, internal resource
identification

9 Stakeholder andelationship management
1 Supply chain engagement

9 The Professional Services Panel ensures greater speed in procuring key professional sery

Residual
Likelihood

Likely

Residual
Consequence
Driver

Social,
Cultural and
Environment

Major

Overall
Residual Risk
Rating

Rating

Very High
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Chris Bartord lain Anderson

1 Verbal report to be
provided toSRAC

GM Development gave a
verbal update that the key
mitigation in thisspace is the
Professional Services Panel,
Fa / 2dzy OAf Qa
services resources are
stretched.

Mitigate

1 Verbal report to be provided.
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StrategicRisk8

HighLevel security threat or major emergency

A safety,security or environmental attagkaterialises and impacts Cour®istrategic direction.
Risk Owner David Bryant Category Strategy
(GM Level) Safety and Security
Risk Triggers
9 Physical attack on peopie public places
9 Physical attack on city critical infrastructure.g. Waste Water Treatment Plant, Water
Treatment Plantreservoirs
9 Civil unrest; redirection of resources
I Chemicabr biochemicahttack
Inherent Inherent Inherent Risk Rating
Likelihood Consequence Raing
Driver
Likely Social, Catastrophic Very High
Cultural and
Environment

Existing Controls and Mitigations

1 Regional and National Emergency Service Relationship Managemmeme up ofElected
Members andfficials
1 Communications and Training Strategf SR model
9 Security risk assessmeritave been completed for approximately half of HCC facilities, busit
continuity plans have been completed for some business units, and some emergency resp
LX Fya INB Ay LI FOS i RATFSNByG fS@Sta 2
Residual Residual Overall Rating
Likelihood Consequence Residual Risk
Driver Rating
Unlikely Social, Major High
Cultural and
Environment
Action Owner Mitigation
Heather Burden Mitigate

Improvement Plan Previous Update (December Update¢ March 2020

2019)
9 Adoption ofthe 1 With focus on public eventg J Council has engaged a new
Protective Security l 0Qa &SOdzNR i PSR Security Advisor

following the departure of

Requirement (PSR)
framework is to be
established,
implemented and
communicated across
Council.

assessment by the
international consultant
was completed and the
report is being reviewd by
H3 management. Action

plans are to be established

to dan finraddress gaps
identified.

the former Risk and
Insurance Manager in Janud
2020. The PSR Security
Advisor is cariiypg out a
multi-phase projectnvolving
a security gap analysis
through security risk

Strategic Risk and Assurance Commiagendab March 20200PEN

Pageb20f 116



assessmentor relevant
facilities across the
organisation (partially
complete), therwill propose
an Organisational Security
Framework in due course.

91 Identify theWaikato and
Hamilton City security
and threat environment
through keystakeholder
relationships.

Risk profiling of Hamilton
City will be initiated in early
2020 through collaboration
discussions with those
identified (NZ Police,
Central Govt Agencies,
Waikato University, Local
Iwi, Hamilton Business
Community).

Council has engaged a new
PSR Security Advisor
following the departure of
the former Risk and
Insurance Manager in Janud
2020. The security and threg
environment will be partially
identified through the first
phase of the PSR Security

| ROA&2NRA LINE
Understanding ongoing
threat levels through
relationships with Police and
other agencies will be
incorporated in the PSR
developmenttowards
establishing alert levels
Initial contact withcentral
I2PSNYYSyiQa
been established.

1 Establish governance
level security
management policy and
standards and guideline
aligned to protective
Security Requirements
(PSR) standard.

The internal resource
concluded with Council in
October 209 and this
function will now fall to the
Risk Managec risk
assessments are underway
with public facing
businesses (Libraries,
Museum, Aquatic Centres
and Zoo). Other businesse
oAttt FT2tt209
work streams.

Note: A representative of
central @vernmen PSR
Group has presented to SL
in October 2@9 outlining
the steps for establishment
and implementation of this
security framework. PSR
group will provide resource
support(at no cos}
throughout the work
streamsasrequired.

Council has engag a new
PSR Security Advisor
following the departure of
the former Risk and
Insurance Manager in Janud
2020. This will be completec
after June 2020 as part of th
PSR project plan.

1 Complete business
continuity plans across
the organisation

[No updateg new item]

Business continuity plans ar¢
in place for some business
units. The Risk Manager wil
continue to work with
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business units to ensure all
plans are completed.
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Organisdional Risk

H&Sc Workers (incl. contracted workers &
volunteer workers)

Failure to ensuréhe health and safetand wellbeingof council staff or workers
whose activities are influenced or directed by council, while the workers are

carrying out work.

Risk Owner

David Bryant
(GM Corporate)

Category

Health & Safety

Risk Triggers

=A =4 =4 =8 =4

practices

=A =4 =4 =4 =4

Poor safety culture and/or behaviours across organisation
Failing to understanduties andaccountabilityrelating to health and safety

Critical health and safetysks not identified, assessed and mitigated adequately
Safety ManagementyStem(SMS)neffective or inefficient or implementation failures
Inadequatecontractor managemenframeworks, including procurement arswance

Not sharingor acting on information antkssons learng internal and externaio Council
Complacency leading to greater risks being taken
Failure to properly engage with and listen to staff
Staff under resourcing leading to identified risks not being mitigated appropriately
Time pressures and or complacency leading to acceptahbigh levels of risk

Inherent Risk

Possible

Unlikely

Minor Moderate Serious
Almost H VH
certain m
o\
Likely M H \QSH

Catastrophig

M H VH VH
H VH
M H

There is a very strong
relationship between the
likelihood and severity
(consequence) of H&S
incidents. The likelihood of
minor injuries is much higher
than an incident which could
result in a death.

®
®

Risk of serious injury,
illnessor death

Risk of othesignificant
incidentsas defined in the
Health and Safety at Work

Existing Controls and Mitigations

1 Prequalification is in place but not always being used appropriately or consistently acro

Council

1 We currently undertake engagement, wellness and safety culture surveys to assess thg

of organisational maturity with regard to safety
1 We are reengagng with Health and Safetgpresentatives to reset Committee structures

and purpose, after benchmarking and learning from other high performing organisation

1 We areleading projects for Waikato Local Authority Shared Services and increasing
engagement withsimilarly diverse organisations

= =

Thesafety event triage procedure is ready for implementation as part of the SMS
Business case is being prepared for the procurement of a more appropriate software
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solution due to the limitations of our current systenVadut, despite best efforts to re
configure and provide extended applications to help modernise and improve user

experience

1 The governance framework in the SMS will address the level and visibility of leadershif

Residual Risk
Minor Moderate Serious Catastrophig
Certain H H VH
Almost M H VH
certain

Unlikely

There is a very strong
relationship between the
likelihood and severity
(consequence) of H&S
incidents. The likelihood of
minor injuries is much higher
than an incident which could
result in a death.

Risk of serious injury
illnessor death

e Risk of otheswsignificant
incidents (as defined in the
Health and Safety at Work

Highly Act).
unlikely
Action Owner Mitigation
Dan Finn Mitigate
Improvement Plan Previous pdate (December Update ¢ March 2020
2019
1 Avreview of the governancg I In September 2019,Was | Further supporting
levels of the safety reported that the final draft documents for the SMS ar
management system is to of the highlevel SMS in draft, and consultation
be conducted with PCBU principals and requirements will occur shortly. (See H/
sign off will be forwarded to the Report)
Chief Executive and SLT fo
sign off in August. The
supporting frameworks
have also been drafted and
will be rolled out using a
phased approachVerbal
commentarywas given by
the PSW Manager at the
December meeting
1 Avreview of the Work Well | It was reported in 1 Workwell is part of an
Initiative is to be conducteq September 2019 that as ongoing BAU process.
and implementedacross part of our Work Well Bronze status accreditatio

Strategic Risk and Assurance Comm?%ge

Council in support of staff.
Progress is to be reported
quarterly till completed and
a monitoring regime
implemented for reporting
to this Committee

initiative, we have identifieg
three areas of focus with
action plans being finalised
Our key areas of focus
include:

o Mental health and

Wellbeing
0 Physical activity
o Whanau friendly

In December 2019, it was

ndEALISA 262 SBis\pis body

of works is stllon-going and

is being sought, pending
the refinement of action
plans (see separate Healtt
and Safety Report)
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was tobe discussed in th
full Health and Safety
Reportby PSW Manager

Assurance level reporting i{

to be condweted and
reported with the H&S
Report to the Committee
and highlevel issues are to
be identified in this report

It was reported in
September 2019 that a
report on Hamilton Zoo was
to bediscussed in the full
Health and Safety Repdoy
PSW Manager

Thisreport will be raised
within the public excluded
section of this Committee.
This Improvement Plan wi
then be removed for the
next Risk Management
Report
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Organisdional Risk

Safety and Wellbeing of the Community 2
Failure to create, provide and maintain a safe environment for the
community leading to a serious injury incident or fatality.
Risk Lance Vervoort (Deputy CE / GM Community| Category | People
Owner
Risk Triggers
1 Poor HCC understanding of thealth and safetyisks within thefacilities and services Council
provides and manages
9 Failures in safetin-design planning for our amenities and giees provided to the community
9 Failure in due diligence on assets purchased for use by the community
1 Human erre / inappropriate behaviours / criminal behaviour or damage at Council assets
1 Complacency leading to greater risks being taken by the commofjiyblic safety issues
9 Failure to properly engage with and listen to the community
9 Failure to act on staff and public information or lessons learned from near misses
Inherent Risk
There is a very strong
relationship between the
Minor Moderate Serious Major Catastrophiqg likelihood and severity
(consequence) of H&S
Certain H incidents. The likelihood of
minor injuries is much higher
Almost than an incident which could
certain M result in a death.
Risk of serious injury or
M H VH VH death
e Risk of other serious harm
Unlikely H VH incidents (as defined in the
Health and Safety at Work
Highly " . Ach).
unlikely
Existing Controls antMitigations
1 Emergency response plans
9 Emergency and safety response training drills
9 Specific training programmes for staff within facilities and service management
1 Subject matter expert suppoginternal and external
9 Incorporated risk assessments andetgfin design planning
1 Traffic management plan adoption per requirements
1 Maintenance and monitoring plargsbuildings, green spaces and operational infrastructure
1 Communication plans and community education support

Strategic Risk and Assurance Commiagendab March 20200PEN
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Residual Riskexpectedrating)

There is a very strong

Minor Moderate Serious Major
Certain H H VH
Almost M H VH
certain

VH

Catastrophig

relationship between the
likelihood and severity
(consequence) of H&S
incidents. The likelihood of
minor injuries is much higher
than an incident which could
result in a death.

Risk of serious injury or
death

Unlikely

Highly
unlikely

VH

e Risk of other serious harm
incidents (as defined in the
Health and Safety at Work

\\
M Q

Act).

Action Owner

Mitigation

3LT¢ (Rebecca Whitehead, Heather Burden)

Mitigate

Improvement Plan

Previous pdate (December
2019)

Update ¢ March 2020

1 Identify thecomplexity of

this riskof publicto the
communityand Councils
legal responsibilities and
liabilities.

9 Workshop conducted 17
October 2019 which identifieg
key public safety exposures
across Council business units
and existing controls and
mitigations in place. The
information collated has
initiated a body of works to
address gaps and improve
levels of contols and
response capabilities. It is no
expected to be completed
until June 2020

1 This workshop prioritised
Parks, Visitor Destinations
and Community Services wil
a plan to consider wider
network spaces (roading
corridor etc) next financial
year. The infanation
collated has initiated an
improvement programme to
address gaps, improve level
of controls and ensure
response capabilities. It is n(
expected to be completed
for this phase until June 202

9 Design and implement an
appropriate monitoring
approach(audits and
reviews by
internal/external parties
and leadership inspections
and reporting framework tg
ensure oversight and focus
on resolving actions

9 Assurance reporting levels w

be identified as part of the
works identified within the
workshop, andvill be
discussed with the internal
audit function and GM
Corporate as to preferred
reporting requirements

1 No update

1 Enhance understanding of
key risk scenarios and
commonality of critical
controls

9 The case studies identified

and discussed highlighted
areas across Council for
management to consider. Th
will be part of the body of
works generated by the
workshop and expected to bg
completed in June 2020

9 The case studies identified
and discussed highlighted
areas across Council for
management to conside
Including; security, safety on
parks, tree maintenance etc
This review established
protocols and maintenance
plans to address these issug

Strategic Risk and Assurance Commiagendab March 20200PEN
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form part of the City Parks
SOPs.

1 The first phase of a respons
to security issues in public
spaces is beinglgnned for
H3 with integration into the
wider business planned for
the future (Linked to
Strategic Risk 8)

T JUawWyoeny

g8 waj|

Note: A full understanding of this risk has not been analysed to this depth previously and is expected
to provide the Deputy CE with a higher ledfedissurance across the organisation relating to facilities
and services provided to the community.
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Organisational Risk

Failure of critical assets 3

Incorrect investment (timing and/or amounts) results in the unexpecteq
failure of critical assets (loss lefvels of service).

Risk Owner Eevaliisa Wright Category Financial

(GM City Infrastructurg
Operations)

Risk Triggers

= =4 =4 =4 -4 -4 -9

Inadequate budget allocated for maintenance and renewal of critical assets
Incorrect analysis in development of maintenance agwkewal requirements
Poor or incomplete asset data

Failure to identify all critical assets

Failure to carry out planned maintenance and renewal of critical asset
Failure to accurately forecast capacity limits on critical assets

Failure to install assetorrectly

Inherent Inherent Inherent Risk Rating
Likelihood Consequence Rating

Drivers
Safety &
Likely Wellbeing, Major Very High
Financial,
Service
Delivery,
Compliance

Existing Controls and Mitigations

9 AssetStrategy Teans in place to drive organisational consistency of asset management
overseen by the GM Development

1 Activity Management Plan (AMP) renewals are funded ir2hi8-28 10-Year Plan Budget and
critical assets are given a higher priority for renewal

1 Activity Management Planareinternally and externallyeviewed following their 3 yearly reviey
to ensure robust planning processes and systems

1 Asset Management Plan policy in place to set standards

1 Independent asset management maturity assessments are undertakearB/

1 Infrastructure Strategy is in place to identify significant infrastructure challenges over the n
30 years, and to identify the principal options for managing those challenges and the
implications of those options

1 Model and masterplan dftrategic assets in place

9 Correct supervision, design and testing during build or vesting of the asset

Residual Residual Residual Risk Rating

Likelihood Consequence Rating

Drivers
Unlikely Safety & Major High
Wellbeing,
Financial,
Service
Delivery,
Compliance
Social and
Cultural
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Action Owners

Mitigation

Paul Gower (Asseftrategy
Manager) Maire Porter (City Waters
Manager) Jason Harrison
(Transportation Manager)

Mitigate

Improvement Plan

Previous ypdate (December

2019

Update ¢ March 2020

9 Identification of all critical asset
and recording data in an asset
management system (IPS and
RAMM)

1 Schedule of completion is| T

expected end of financial
year (June 2020)

Schedule of completion
is still on target

1 Identification of critical asset
groups and documentation of
management strategies for

assets

T [No updateg new item] 1

In progress

Strategic Risk and Assurance Commiagendab March 20200PEN
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The following tablesprovide the limits within Hamilton Gty CouncA fowerall risk threshold which
the organisation is expected to operate within and expected responsesfor each level of risk.

CONEQUENCE
Minor Moderate Serious Caastrophic

Certain H H VH

Almost
a) certain M H VH VH
O
O .
5 Likely M H VH VH
x I —
3

Unlikely M M H VH

Highly
M H

This matrix is used to map the likelihood and consequence levels of a risk and provide a
pictorial representation of the relativity of that risk to other risks within an Activity Group or
Project andcan also be usedfor mapping key risksacrossHamilton Gty Gouncil.

Action Required Table
The following table details the required actions for each
risk:

ACTNIONREQUIREDFORRISK

Attachmernt

Extreme Risk¢ Immediate action required: riskes@lated as appropriate. Action Plansand
management responsibility spedfied with scrutinyrequired.

Only the Chef Execttive and/or Gouncil can accept thislevel of risk.

Very High Risk¢ Senior Leadership Team attention advised. Action Plansand management
responsibility spedfied with periodic scrutiny required.

VH The relevant GM, sponsor, riskmanager and progranme manager can accept this level of
risk.
High Risk ¢ Senior Leadership Team attention advised. Action Plans and management
H regponsibility spedfied with periodic scrutiny required.

The relevant General Manager (GM), sponsor, riskmanager and programme manager can
accept thislevel of risk.

Medium Risk¢ Management responsibility spedfied. Managed by spedfic monitoring and
M procedures.
The relevant programme, unit manager or riskmanager can accept thislevel of risk.
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Low Risk¢ Manage by routine procedures. Unlikely to require specific application of
resources.

The relevant activity manager can accept thislevel of risk.

Pttt 9b SgwL { ¥LWG

¢! . [ 9

The following table detailsthe required level to whichthe different risk levels must be reviewed.

RIKLEVEL

ORGANBATIONAL

RIKS

REVIEWPERIOD

REVIEWPEROD

Gouncil Monthly Gouncil Per Project Plan
. . Programme
Se”'ort;?ndersmp Monthly Manager Per Project Plan
Project Spnsor
Council Monthly Programme
Team onthly Project Spnsor
Snior Leaderhi Programme
High nlorTG;':lm rship Quarterly Manager Per Project Plan
Project Spnsor
Medium Wider Leadfrshlp Sk monthly Programme Per Project Plan
Group Manager
- Wider Leadfrshlp Sk monthly Programme Per Project Plan
Group Manager

*WiderLeadeship Groupisto beinterpretedasanystaff memberwith specific business
responsibilities, including but not limited to, General Manage's, Unit Manage's, TeamLeadesand

Project Managers.

By using this matrix, a dedsion can be made as to the level of escalation for management
acceptance that isrequired and the frequencies with which accepted risksare to be reviewed.
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The following table detailsthe required level to whichthe different risk levels must be reported

RISKLEVEL

ORGANBATIONAL

RIS

Finarces

ltem 8

Attachment 1

Gouncil Au(;i:aa:trglljsk Council Committee
Sk weeky
Sni dershi Programme
nior Leadership Monthly Managr Monthly
Team _
Project Spnsor
Audi and Risk Finarces
Council Committee Council Committee
quatterly Sk weely
Very High Programme
Senior Leadership Monthly Manager Monthly
Team )
Project Spnsor
Audt and Risk Finarces
Council Committee Council Committee
quatterly Sk weekly
High
. . Programme
Senior Leadership Monthly Manager Monthly
Team _
Project Sponsor
Senior Leadership Monthly
Team
Medium : : Programme Monthly
Wider Leadership As requiived Manager
Group* d
Senior Leadership Monthly
Team Programme
: ) Monthly
Wider Leadership As requiired Manager
Group* q

*WiderLeadeship Groupisto beinterpretedasanystaff memberwith specific businessresponsibilities,
including but not limited to, General Managea's, Unit Manage's, TeamLeadesand Project Manages.

By using this matrix, a dedsion can be made asto the level of es@lation for managment
acceptance that isrequired and the frequencies with which accepted risksare to be reported.

Strategic Risk and Assurance Commiagendab March 20200PEN

Page650f 116



6 Wal

Council Report

Committee:  Strategic Risk and Assurance Date: 05 March 2020

Committee
Author: Morva Kaye Authoriser: Tracey Musty
Position: Internal Auditor Position:Financial Controller

Report Name: 2019/20 Internal Audit Update PwC

Report Status Open

t dzN1J2 & S

1. Toinform the Strategic Risk and Assurance Committee on Internal Audit progr@¢slamuary
2020.

{01 FF wSO2YYSYRIGAZ2Y
2.  That the Stratgic Risk and Assurance Committee:
a) receives the reportand

b) notes the Hamilton City Council Internal Audit work undertaken.

5Aa0dzaaA2Y

3. | 2 dzy iBdriialaddit function incorporats engagements delivered ByvC and internal
Council staff.This report provides an update on progress by PwC.

PwClnternal Audit Plang progresssummary

4.  The following progress has been made on the internal audit engagenmatasied in the
2018/19 and 2019/20 Internal Audit Plans

Engagemerd in Progresg 2018/19 Status

Capital Project Deliverg Cost Estimation
This engagement has been completed and the final repavitts management

Engagemerd in Progresg 2019/20 Status
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Preparation of Strategic Planning Documerg€)1
This engagement has been completed and the final repavitils management

Data Governance Q2
Thefieldwork for this engagement is still in progress.

Item 9

Psoda Data Q2

The scope of workisas been discussed with management and it is intendedad this
work in February

Civil Defence; Q3
The scope of works is being discussed with management.

Forecasting & Modelling, Q3
The scope of works is being discussed with management.

KEY

Completed or on track

Currently behind, expect to get back on track

Permanently delayed

Financial Considerations

5.  The cost of the PwC annual internal audit programme is $150,000 (GST excl.) and is budgeted
in the Annual Plan.

Legal and Policy Considerations

6. Staffconfiimi K § GKS YIGGSNAR Ay GKA& NBLRNI O2YLX & ¢
requirements.

Wellbeing Considerations

7.  The purpose of Local Government changed on the 14 May 2019 to include promotion of the
social, economic, environmental and cultural welllgeof communities in the present and for
0KS FdzidzNBE 6WiKS n ¢StfoSAYy3IaQud

8.  The subject matter of this report has been evaluated in terms of the 4 wellbeings during the
process of developing this report

9. There are no known social, economic, environmentalutural considerations associated with
this matter.

Risks

10. Any known riskiave been identified relevant to the matters in this report
{AIYAFAOIYOS g 9y3IALIASYSyld t2ftA0e

Significance

11. Having considered th8igniicance and Engagement Policy, staff hassessed that the
matters in this reporhavelow significance.
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Engagement

12. Given the low level of significance determined, the engagement level is low. No engagement is
required.

LdaGr OKYSyYy i a

There are nattachments for this report
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Council Report

o
—
5

Committee:  Strategic Risk and Assurance Date: 05 March 2020 =

Committee

Author: Morva Kaye Authoriser: Tracey Musty

Position: Internal Auditor Position:Financial Controller

Report Name: 2019/20 Internal Audit Update to 3lanuary 2020

Report Status Open

t dzN1J2 &4 S

1. Toinform the StrategicRiskand Assurance Committee on Internal Audit progress to 31 January

2020.
{01 FF wSO2YYSYRIGAZ2Y
2.  That theStrategicRiskand Assurance Committee

a) receiws the reportand

b) notesthe progress against the Hamilton City Council Internal Audit Plan for internal
Council staff

I O1 INR dzy R
3. /2dzyOAf Qa AYUSNYIlIt | dzRAG 7T dzy OlPkicewaterhgise2 N1.J2 NI G S
Cooper Pw@ and internal Council staff. This report provides an update on progress by internal
Council staff.

5Aa0dzaaA2y
Hamilton City Council internally resourced internal audiprogress summary

4.  Progress against the work programme is apvos:
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Audit Status

Contract management

This reviewcoverschecking a sample of contracts to ensure that te@tracts have been
set up and managed correctly.

Grants

This assessmerdoversthe process used in approving/declining Community grants and
the accountability document is reviewed.

Strategic Performance Measures
Worked collaboratively with PwC.

KEY

Completed or on track

Currently behind, expect to get back on track
Permanently delayed

5. PwC continues to support the Council Internal Auditor.

Financial Considerations
6.  Thisis a regulapperating activity funded through th201828 LongTerm Plan.

Legal and Policy Considerations

7. Stdfconfiimi Kl 4 GKS YIFIGGSNER Ay GKA& NBLR2NI O2YLX
requirements.

Wellbeing Considerations

8.  The purpose of Local Government changed on the 14 May 2019 to include promotion of the
social, economic, environmental and cultural welllgeof communities in the present and for
0KS FdzidzNBE 6WiKS n ¢StfoSAYy3IaQod

9.  The subject matter of this report has been evaluated in terms of the 4 wellbeings during the
process of developing this report

10. There are no known social, economic, environmentalwtural considerations associated with
this matter.

Riks
11. Any knowrriskshave been identified relevant to the matters in this report
{AIYATFTAOFIYOS 3 9y3alF3ASYSyil t2ftAle

Significance

12. Having considered th8ignficance and Engagement Policy, staff hassessed that the
matters in this reporhavelow significance.

Engagement
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13. Given the low level of significance determined, the engagement level is low. No engagement is
required.

LdaGr OKYSyY i a

There are nattachments for this report

ltem 10
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Council Report

Committee:  Strategic Risk and Assurance Date: 05 March 2020

Committee
Author: Tracey Musty Authoriser:David Bryant
Position: Financial Controller Position:General Manager Corporate

Report Name: Annual Report 2020 Planning Update

Report Status Open

t dzN1J2 & S

1. Toupdatethe Strategic Risk and Assurance Commitiaghe plan and timetable for the 20
Annual Report.

Staff Recommendation

2.  That theStrategic Risk and Assurar@emmittee receives the report.

5Aa0dzaairzy
Staffare currently plannindor the preparation of the2020 Annual Report.

4. A yearend/annual report timetable has been prepared to ensure timely and quality
information for theaudit process.

5.  Staff are working with the Council Controlled Organisations (CCOs) to ensure timely
information is produced.

6. The Audit plan for the year ending June 220from Audit New Zealands detailed in
Attachment 1

7. It includes the areas of audit focus, the logistics afmpleting the audit and the
communication objectives.

8. The Audit plaralso sets out expectationsf the role of Audit New Zealand and the Council to
ensure there is an agreed approach to completing the audit in a timely manner.

Financial Considerations

9.  Thecost of this engagement is funded through 2@18- 202810-Year Plan.

Legal and Policy Considerations

10. Staffconfim G KIF G GKS YIFGGSNB Ay GKA& NBLR2NI O2YLIX A
requirements.
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Wellbeing Considerations

11. The purpose okocal Government changed on the 14 May 2019 to include promotion of the
social, economic, environmental and cultural wellbeing of communities in the present and f&:
0KS FdzidzNBE O6WiKS n ¢StftoSAYy3IaqQoo =

12. The subject matter of this report has been evaluated imtg of the 4 wellbeings during the g
process of developing this report as outlined below. -

13. There are no known social, economic, environmental or cultural considerations associated with
this matter.

Risks

14. There are no known risks associated with this matter.

{AIAYATAOFIYOS |yR 9y3dl3aASYSyid t2fAaA0e
Significance

15. Having considered the Significance and Engagement Policy, staff have assessed that the matter
in this report is of low significance.

Engagement

16. Given the low level of significance determined, the engagerterdl is low. No engagement is
required.

laddl OKYSy G a
Attachment 1- Audit NZ- Draft Audit Plan 2020
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/\UDIT NEW lEALAND

Mana Arotake Aotearoa
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Audit Plan

Hamilton City Council

For the year ending 30 June 2020
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Audit Plan

lam pleased to present our Audit Plan for the audit of Hamilton City Council for the year ending
30 June 2020. The purpose of this Audit Plan is to discuss:

AUdit riSks AN ISSUES 1.uuiuiieiiie i 2
L€ o B o I 11 T PP 5
L0 T 10T o1 PSP 6
REPOTEING PrOtOCOIS .. .eeiveiriiees sttt ettt et e e s e sre s eae s sae e sn e er e sr e e e srn e nn e e neeare s 10
o L o= 1 TS PP PR 11
X P e O S — 13

The contents of this Plan should provide a good basis for discussion when we meet with you.
We will be happy to elaborate further on the matters raised in this Plan.

Our work improves the performance of, and the public’s trust in, the public sector. Our role as your
auditor is to give an independent opinion on the financial statements and performance information.
We also recommend improvements to the internal controls relevant to the audit.

If there are additional matters that you think we should include, or any matters requiring
clarification, please discuss these with me.

Yours sincerely

’

Clarence Susan
Appointed Auditor
15 January 2020

HCC 200 - Audit Plan.dock 1
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Audit risks and issues

Focus areas

Based on the planning work and discussions that we have completed to date, we
set out in the table below the main audit risks and issues. These will be the main

focus areas during the audit.

Audit risk/issue

‘ Our audit response

Property, plant and equipment revaluations and fair value assessments

We understand that the City Council’s parks and
gardens assets will be revalued during the financial
year.

Revaluations can be complex and require the use
of assumptions and judgement. The asset classes
being revalued are a significant portion of
Council’s assets and there is a risk that errors in
the process or calculation could result in a material
misstatement.

We expect that City Council staff will review the
outcome of externally prepared valuations and
assess these for reasonableness.

The City Council also periodically revalues its other
asset classes.

If a material movement between the carrying
amount and the fair value of these classes of
assets is identified they must be revalued for the
City Council to comply with PBE IPSAS 17 Property,
Plant and Equipment.

For classes of assets subject to revaluation during
the year we will:

. review the scope of the valuation
performed and ensure it has been
completed in accordance with the
appropriate standards;

. ensure the entire asset class has been
revalued;
. make enqguiries of the Valuer regarding the

assumptions used in the valuation and
assess their suitability to undertake the
valuation; and

. review adjustments posted to the general
ledger as part of the revaluation and related
disclosures.

Any revaluation adjustments should be completed
as soon as possible after the revaluation date to
ensure discrepancies are resolved promptly.

Fair value assessments will need to be completed
for those classes of assets that are periodically
revalued to confirm that there is no material
difference between their carrying amount and
their fair value. We will review the City Council’s
assessment of whether there is any material
difference.

HCC 200 - Augdt Plan, docxk
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