St. Mary’s Secondary School

Internet and ICT Acceptable Usage Policy
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Introduction

St. Mary’s recognises that access to Information and Communication Technology (ICT) gives
our students enhanced opportunities to develop skills that will equip them for 21% century
life. For this reason, St. Mary’s provides access to ICT for students use. The acceptable usage
policy outlines the guidelines and behaviour that our students are expected to follow when
using school technologies or when using personally owned devices inside St. Mary’s or
during school based activities outside school.

General Approach

The aim of this Internet Acceptable Use Policy (AUP) is to ensure that pupils will benefit
from the learning opportunities offered by the school’s Internet resources in a safe and
effective manner.

Internet use and access is considered a school resource and privilege. If the schools AUP is
not adhered to this privilege may be withdrawn and appropriate sanctions will be imposed
through the St. Mary’s Code of Behaviour Policy.

When using the Internet, the Acceptable Usage Policy aims to ensure that pupils:
e Treat others with respect at all times.
e Do not undertake any actions that may bring the school into disrepute.
e Respect the right to privacy of all other members of the school community.
e Respect copyright and acknowledge creators when using online content and
resources.
e Do not use the School’s Computer System for private profit
e Understand that illegal activities of any kind are strictly forbidden.

This Acceptable Use Policy applies to pupils who have access to and use of the Internet in St.
Mary’s. Misuse of the Internet may result in disciplinary action, including written warnings,
withdrawal of access privileges, detention and, in extreme cases, suspension or expulsion.
The school also reserves the right to report any illegal activities to the appropriate authorities.
Where appropriate school will investigate and deal with incidents that take place outside the
school that impact on the wellbeing of pupils or staff under this policy, Anti Bullying Policy
and the Code of Behaviour. Where incidents occur, parents will be informed and appropriate
action will be taken
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The following strategies are implemented to promote safer use of the Internet:

e Pupils will be provided with education in the area of Internet safety as part of our
implementation of the school Wellbeing programme.

e Internet safety advice and support opportunities are provided to pupils through our
ICT Coordinator and team members, along with teachers of ICT classes.

e Teachers will be provided with continuing professional development [CPD]
opportunities in the area of internet safety.

This policy and its implementation will be reviewed regularly by the Board of Management,
teaching & support staff and the Digital Learning team. It has also been developed by a
working group including: Principal, Deputy Principal, teachers and the Digital Learning
team.

Should serious online safety incidents take place, parents/guardian and legal authorities will
be informed.

The implementation of this Acceptable Use policy will be monitored by school management,
ICT coordinator, members of the ICT team and Board of Management.

Content Filtering

Content filtering is an essential and integrated part of the broadband service that is provided
to the school by the Schools Broadband Programme. This allows access to millions of
websites including games but blocks social media sites such as Facebook.

Pupils taking steps to by-pass the content filter by using proxy sites or other means may be
subject to disciplinary action, including written warnings, withdrawal of access privileges,
detention and, in extreme cases, suspension or expulsion as outlined in the Code of
Behaviour.

Web Browsing and Downloading

e Students will not intentionally visit or download content from Internet sites that
contain obscene, illegal, hateful or otherwise objectionable materials.

e Students should report the accidental accessing of inappropriate materials in the
classroom to their teacher.

e Students and staff will not use information from the Internet without acknowledging
the creator and referencing the source of the content.

e Students and staff will be aware that any usage, including distributing or receiving
information may be monitored.

e Students will use the school’s Internet connection only for educational and career
development activities.

e Students will not engage in online activities such as uploading or downloading large
files that result in heavy network traffic which impairs the service for other internet
users.
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e Students are advised not to store any information on school devices. All data must be
stored on the students One Drive. If this is done, the school will not be responsible for
any information breached or lost

Email, Messaging and online Collaboration

e An Office 365 account will be set up for each student who enrols in the school and
will remain active for a minimum of 6 months after a student finishes their studies in
St. Mary’s Secondary School. Following this the student account will be deleted from
the system.

e The use of personal email accounts is not permissible for any school related activity.

e Students should not under any circumstances share their email account login details
with other pupils.

e Students should not use school email accounts to register for online services such as
social networking services, apps, games, etc.

e Students will use approved class email accounts only under supervision by or
permission from a teacher.

Pupils should immediately report the receipt of any communication that makes them feel
uncomfortable in any way. They must not respond to any such communication. Pupils should
avoid opening emails that appear suspicious. If in doubt, students should ask their teacher
before opening emails from unknown senders.

St. Mary’s recognises that online collaboration is essential to education and provides students
with access to a variety of online tools that allow communication, sharing and messaging
among students and staff through their Office 365 account. Students are expected to
communicate with the same appropriate, safe, mindful and courteous conduct online as well
as offline.

Social Media
The use of video streaming is allowed with the teachers consent. Staff and pupils must not
use Social Media and the Internet in any way to harass, insult, abuse or defame students, their
family members or staff.
e Staff and students must not use school email addresses for setting up personal social
media accounts or to communicate through such media.
e Staff and students must not engage in activities involving social media which might
bring the school into disrepute.
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Personal Devices

Students using their own technology in school should follow the rules set out in this
agreement, in the same way as if they were using school equipment.

The following statements apply to the use of Internet-enabled devices such as Smart Devices,
Tablets, Gaming devices, and Digital music players etc.

Students are only allowed to use a personal Internet-enabled devices into the
classroom with express permission of their teacher.

Students are not allowed to use personal Internet-enabled devices during social time
unless they have express permission of their teacher/supervisor.

Please refer to the schools Mobile Phone and Electronic Device Policy.

Images & Video

When a student enrols in the school, parents are asked to provide consent to allow
photographs of pupil be published on the school website, social media etc.

Students must not share images, videos or other content online with the intention to
harm another member of the school community regardless of whether this happens in
school or outside.

Sharing explicit images or videos is unacceptable and absolutely prohibited
behaviour, with serious consequences and sanctions for those involved.

Cyber-bullying

When using the internet, students, parents and staff are expected to treat others with
respect at all times.

Engaging in online activities with the intention to harm, harass, or embarrass another
pupil or member of staff is an unacceptable and absolutely prohibited behaviour, with
serious consequences and sanctions for those involved.

Measures are taken to ensure that staff and pupils are aware that bullying is defined as
unwanted negative behaviour, verbal, psychological or physical, conducted by an
individual or group against another person (or persons) and which is repeated over
time.

This definition includes cyber-bullying, even when it happens outside the school or at
night. Isolated or once-off incidents of intentional negative behaviour, including a
once-off offensive or hurtful text message or other private messaging will be dealt
with, as appropriate, in accordance with the school’s code of behaviour.

The prevention of cyber-bullying is an integral part of the anti-bullying policy of our
school.

Please refer to the schools Anti Bullying Policy.
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School Websites

Pupils will be given the opportunity to publish projects, artwork or school work on the
internet in accordance with clear policies and approval processes regarding the
content that can be loaded to the school’s website.

The school will be regularly checking to ensure that there is no content that
compromises the safety, privacy, or reputation of students or staff.

Webpages allowing comments or user-generated content will be pre-moderated and
checked frequently to ensure that they do not contain any inappropriate or offensive
content.

The publication of student work will be coordinated by a teacher.

Content focusing on individual students will only be published on the school website
with parental permission. Personal student information, including home address and
contact details, will not be published on web pages.

School Responsibilities

Provide Internet access at school

Provide an academic email account [e.g. username@stmarysballina.ie] to its students
Provide students with a login to the school computer system via Active Directory
Provide Internet blocking of inappropriate materials when accessing through the St.
Mary’s network

Provide staff guidance to aid students in doing research, academically related
activities and how to ensure student compliance of the acceptable usage policy
Provide staff with software being able to monitor and control student access to the
internet, applications and electronic communications.

Student Responsibilities

Read, understand and follow this AUP Policy

Use all computers/devices in a responsible and ethical manner

Act responsibly when using all forms of technology at school

Obey general school rules concerning behaviour and communication that applies to
device/computer use

Do not initiate or engage in any form of bullying online

Alert a member of school management if you witness any incident of cyber-bullying
Physical damage to devices should be reported immediately to helpdesk and repair
arranged at the responsibility of parent/guardian

Help St. Mary’s protect our computer systems by informing the school of any security
problems they may encounter

Students are responsible for the safe-keeping of their password and everything that happens
on their computer whilst logged on, including any e-mail or Internet access.

Students accept personal responsibility for reporting any misuse of the School’s ICT to a
member of staff.
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Parent/ Guardian Responsibilities

o Talk to your daughter about values and the standards that you expect from them
when using the internet and their device.

e Ensure that you receive all necessary information and accept the contents of the
Acceptable Usage and Data Protection.

o Ensure your child is not engaging is any inappropriate behaviour, as deemed so by
this Policy.

Sanctions

Noncompliance with the policies and expectations within this document may result in the
suspension or termination of technology privileges along with possible disciplinary actions.
St. Mary’s cooperates fully with local, state, or Garda officials in any investigation
concerning or relating to violations of computer crime laws. Contents of network and email
communication using a tablet can be legally requested and turned over to the proper
authorities as evidence for such crimes.

The use of a device in school is a privilege, not a right. This policy is provided to make all
users aware of the responsibilities associated with efficient, ethical, and lawful use of
technology resources. If a student violates the terms and conditions named in this policy,
privileges may be suspended, access to the school’s other technology resources denied, and
the appropriate disciplinary action shall be applied. Violations may result in disciplinary
actions up to and including suspension/expulsion for students. If applicable, law enforcement
agencies may be involved. Additional disciplinary action may also be taken in accordance
with the School’s existing Rules and Sanction.
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