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Aim

The aim of this Acceptable Use Policy is to ensure that students will benefit from learning opportunities offered by the school’s digital resources in a safe and effective manner. The responsible use of internet and digital technologies, both online and offline and access is considered an integral part of teaching and learning. Therefore, if this policy is not adhered to, the school will use the problem-solving approach referred to in the Code of Positive Behaviour.
When using the internet students, parents and staff are expected:

· To treat others with respect and uphold the values of the school at all times.
· Not undertake any actions that may bring the school into disrepute.
· Respect the right to privacy of all other members of the school community.
· Respect copyright and acknowledge creators when using online content and resources.

The school employs a number of strategies in order to maximise learning opportunities and reduce risks associated with the Internet. These strategies are as follows:

· Filtering software and/or equivalent systems will be used in order to minimise the risk of exposure to inappropriate material (Schools Broadband, Filtering Level 4)
· Uploading and downloading of non-approved software will not be permitted.
· The use of personal external digital storage media in school requires school permission.
· Virus protection software will be used and updated on a regular basis.
· Internet use within school will always be supervised by a teacher.

This Policy applies to students who are users of the internet in Loreto PS Dalkey. It also applies to members of staff, volunteers, parents, guardians and others who access the internet in the school.

Misuse of the internet may result in disciplinary action, as referenced in the School’s Code of Positive Behaviour. The school also reserves the right to report any illegal activities to the appropriate authorities.






Loreto PS Dalkey implements the following strategies on promoting safer use of the internet:

· Pupils will be provided with education in the area of internet safety as part of our implementation of the SPHE and other curriculum areas.
· Teachers will be provided with continuing professional development opportunities in the area of internet safety.
· The children participate in Safer Internet Day activities to promote safer more effective use of the internet.
· Internet Safety and Information talks are offered for parents at least once per school year

The school will monitor the impact of the policy using:

· Logs of reported incidents.
· Internal monitoring data for network activity.
· Surveys and/or questionnaires of pupils.
· Surveys and/or questionnaires of pupils, parents, and teaching staff.

Should serious online safety incidents take place, Mrs McKenna should be informed.

The implementation of this Internet Acceptable Use policy will be monitored by the Principal, Board of Management and the Leadership and Management team.
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· Students will use the Internet for educational purposes only.
· Students will not intentionally visit internet sites that contain obscene, illegal, hateful or otherwise objectionable materials.
· Students will be encouraged to report accidental accessing of inappropriate materials to their class teacher. 
· Students will not copy information into assignments and fail to acknowledge the source (plagiarism and copyright infringement).
· Students will not take steps to bypass the content filter by using proxy sites or other means 
· Students will not engage in online activities such as uploading or downloading large files that result in heavy network traffic which impairs the service for other internet users.
· Students will not download or view any material that is illegal, obscene, and defamatory or that is intended to annoy or intimidate another person.
· Downloading by students of materials or images not relevant to their studies is in direct breach of the school’s acceptable use policy.
· Students will never disclose or publicise personal information or passwords.
· Students and staff will be aware that any usage, including distributing or receiving information, school-related or personal, may be monitored for unusual activity, security and/or network management reasons.
· The use of students’ personal email accounts is not allowed at Loreto PS Dalkey.
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· Care should be taken when taking photographic or video images that students are appropriately dressed and are not participating in activities that might bring the individuals or the school into disrepute.
· At Loreto PS Dalkey, students must not take, use, share, publish or distribute images of others without their permission.
· Taking photos or videos on school grounds or when participating in school activities is only allowed with expressed permission from parents as recorded on Aladdin.

Social Media - Staff and Students

Loreto PS Dalkey recognises that teachers, parents and students engage with social media applications in their own time. The digital age of consent in Ireland is 16, by law, so all Loreto students must have the consent of their parents if they are using any form of social media.  These applications include, but are not limited to, Facebook, WhatsApp, Snapchat, Instagram, TikTok, X, Blogs, and other online tools through which people connect and share information. This policy sets out the principles that members of our school community are expected to follow when using social media.  

These principles are designed to help ensure that social media is used responsibly so that the confidentiality of pupils and other staff and the reputation of the school is protected. 

· All members of the school community must not use social media, messaging services and the internet in any way to harass, impersonate, insult, abuse or defame others. 
· All members of the school community must not share images, videos or other content online with the intention to harm another member of the school community regardless of whether this happens in school or outside.
· Staff and students must not discuss personal information about pupils, staff and other members of the Loreto PS Dalkey community on social media.
· Staff must not use school email addresses for setting up personal social media accounts or to communicate through such media.
· Staff and students must not engage in activities involving social media which might bring Loreto PS Dalkey into disrepute.
· [bookmark: _Toc10]Staff and Students must not represent personal views as those of Loreto PS Dalkey on any social medium.

School Website and School Social Media

· Students will be given the opportunity to publish projects, artwork or schoolwork on the school website or the school Instagram page. 
· The website and Instagram page will be regularly checked to ensure that there is no content that compromises the safety, privacy, or reputation of students or staff.
· Permission from parents or guardians will be obtained on Aladdin before publishing student photographs on the school website or Instagram.
· Loreto PS Dalkey aims to use digital photographs, audio recordings, or video clips that primarily feature group activities

Staff Social Media Accounts
· Staff who maintain public social media accounts (e.g. Instagram, TikTok, YouTube, blogs) to share educational content or promote resources must do so in a manner that upholds professional standards and reflects positively on the school and the wider profession.
· These accounts must not imply endorsement by the school unless written permission has been granted by the Board of Management.
· Staff must avoid posting anything that could undermine the trust and professionalism expected in their role or compromise the safety and privacy of pupils.
Paid Partnerships, Sponsorships, and Product Endorsements
· Staff who receive payment, free products, or sponsorship in exchange for promoting educational tools, services, or materials must clearly disclose these relationships in line with advertising regulations (e.g. using #ad, #sponsored, #gifted).
· School settings, pupils, pupil work, or school activities must not be used in promotional content without:
· Written approval from the Principal and/or Board of Management.
· Signed, informed consent from the parent/guardian of each child involved.
· Clear, age-appropriate verbal or written permission from the children themselves, ensuring they understand how their image, work, or voice will be used.
· Assurance that the product or message being promoted aligns with the school’s values and educational ethos.
Use of Children’s Images, Work, and Voices
· Staff may only share pupil-related content on public or professional platforms when:
· Written approval from the Principal and/or Board of Management has been obtained
· Parental/guardian consent has been obtained for the specific use.
· Pupil assent is also obtained — children must be consulted and given the right to say no, in a respectful and pressure-free way.
· School leadership has reviewed and approved the content in advance.
· Pupils' full names must never appear alongside identifiable images or voice recordings.
· Only respectful, appropriate content may be shared, and staff must take care not to overexpose or overrepresent any individual pupil.
Professional Boundaries, Oversight, and Breaches
· Staff must maintain clear boundaries between their professional role and their online presence. This includes not communicating with pupils or their families via personal or influencer accounts.
· Staff must not post in real time from school-related events unless explicitly authorised to do so.
· The school may review any public content created by staff that relates to school activities or involves children, and may request edits or removal if the content does not meet the expected standards.

Smart Mobile Phones / Wearable Tech

Loreto Primary School Dalkey is committed to maintaining a safe, respectful, and focused learning environment. In line with Department of Education Circular 0044/2025, the school Mobile Phone Policy (October 2025) states that pupils are not permitted to bring mobile phones, smart wearables, or internet-enabled e-readers to school or school-related events. This policy supports pupil wellbeing, equality, and digital safety.
If a child needs to contact home during school hours, this must be done through the school office. Parents/guardians should also contact the school office if they need to reach their child.
Exemptions may be granted by the Principal in exceptional or medical circumstances (e.g., diabetes monitors, assistive technologies), with prior written permission.
Any device brought to school will be confiscated and returned only to a parent or guardian. Repeated breaches will be addressed under the school’s Code of Positive Behaviour.
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Cyberbullying 

Cyberbullying is bullying carried out through the use of information and communication technologies such as text, social media, e-mail, messaging, apps, gaming sites, chat-rooms and other online technologies. In accordance with Bí Cineálta, Loreto PS Dalkey considers that posting a single harmful message/image/video online which is highly likely to be reposted or shared with others can however be seen as bullying behaviour.

When using the internet students, parents and staff are expected to treat others with respect at all times.

Engaging in online activities with the intention to harm, harass, or embarrass another student or member of staff is an unacceptable and absolutely prohibited behaviour, with serious consequences and sanctions for those involved.


Measures are taken by Loreto PS Dalkey to ensure that staff and students are aware that bullying is defined as targeted behaviour, online or offline, that causes harm. The prevention of cyberbullying is an integral part of the anti-bullying policy of our school.

In accordance with the Department of Education Bí Cineálta Procedures to Prevent and Address Bullying Behaviour for Primary and Post Primary Schools; Loreto PS Dalkey considers that a school is not expected to deal with bullying behaviour that occurs when students are not under the care or responsibility of the school. However, where this bullying behaviour has an impact in school, schools are required to support the students involved. Where the bullying behaviour continues in school, schools should deal with it in accordance with their Bí Cineálta Policy. 

[bookmark: _Toc12]Artificial Intelligence

Loreto PS Dalkey recognises the potential benefits of Artificial Intelligence (AI) in education and is committed to its responsible and ethical use within our learning environment.

Loreto PS Dalkey integrates AI into its educational processes to enhance learning, foster innovation, and promote the development of critical skills.

Entering personal, sensitive, or confidential data into any AI system is strictly prohibited.

AI technologies are integrated into the curriculum to enhance learning and support educational goals. For example; Use AI to generate art, incorporate AI-Powered games like Quick Draw or Minecraft.  

Students will not create, share or send AI generated material that is illegal, obscene, and defamatory or that is intended to annoy or intimidate another person.

Staff and pupils must not use AI in any way to harass, insult, abuse or defame pupils, their family members, staff, other members of the school community.

Staff and pupils must not engage in activities involving AI generated material which might bring Loreto PS Dalkey into disrepute.

Loreto PS Dalkey promotes digital literacy and critical thinking skills to help students understand AI, its implications, and responsible usage. This includes data literacy, verification of AI-generated information, and recognising potential biases in AI tools.

A regular review of the impact of AI on learning outcomes is being conducted to ensure continuous improvement.

Loreto PS Dalkey will make necessary adjustments to our school's adoption and integration of AI based on review and feedback.

Support Structures  

Key support structures and organisations that can support parents with their child’s use of the Internet include:
www.webwise.ie
www.commonsensemedia.ie
https://better-internet-for-kids.europa.eu/en

Legislation 

Please note the following legislation relating to use of the Internet which teachers, students and parents should familiarise themselves with: 

· Data Protection Acts 1988 to 2018 and General Data Protection Regulations (GDPR) 
· ePrivacy Regulations 2011
· Copyright and Related Rights Act 2000 
· Child Trafficking and Pornography Act 1998 and Criminal Law (Sexual Offences) Act 2017 
· Children First Act 2015 
· Harassment, Harmful Communications and Related Offences Act 2020 (Coco’s Law) 
· Criminal Damage Act 1991  
· Interception Act 1993
· Video Recordings Act 1989

Conclusion
The school reserves the right to report any illegal activities to the appropriate authorities.

It will be reviewed every three years, or more often should the Board of Management think it necessary.
Reviewed and Ratified:  
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_______________________                 	Date: 20/10/2025 
Caroline McNicholas
Chairperson B.O.M.  
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_________________________ 			Date: 20/10/2025
Fióna McKenna 
Principal. 











Appendix 1
Acceptable Use Policy: Permission Form 

	Pupil

I agree to follow the school’s Acceptable Use Policy on the use of the Internet which is available to read on our school website under ‘About Us’ and under ‘Policies’. I will use the Internet in a responsible way and obey all the rules explained to me by the school. 
 
Pupil’s Signature: ______________________________



 
Dear Parent/Guardian, 
 
Please review the school’s Internet Acceptable Use Policy and sign and return this permission form to your child’s teacher. 
 
Name of Student: ______________________ 
 
Class: ______________________ 
 
Parent/Guardian 
 
As the parent or legal guardian of the above student, I have read the Acceptable Use Policy and grant permission for my son or daughter or the child in my care to access the Internet. I understand that Internet access is intended for educational purposes. I also understand that every reasonable precaution has been taken by the school to provide for online safety but the school cannot be held responsible if students access unsuitable websites. 
 
 
Signature: _____________________________ Date: ___________________ 








Appendix 2
Internet Safety Summary for Children
🌐 School Internet Rules – Stay Safe Online!
💻 Using the Internet
Only use the internet when a teacher says it’s okay.
Use the internet to learn and do schoolwork.
Tell a teacher straight away if you see something that makes you feel uncomfortable or unsure.
Don’t look up or play anything that’s rude, scary or hurtful.
Don’t download anything unless your teacher says it’s okay.
Never share your name, address, password or any personal information online.
📱 Phones, Tablets and Smart Watches
Phones and smart watches are not allowed in our school. If your parent needs to contact you in school, they can phone Sabrina in the office. If you need to contact your parents you can also use the phone in the office. 
📸 Photos and Videos
Only take photos or videos at school if a teacher gives permission.
Never post or share photos or videos of anyone without their permission.
Your parent or guardian will be asked for consent to share work, pictures, videos etc on the school website or Instagram.
🧠 Using AI (Artificial Intelligence)
You can use tools like chatbots and AI art only if your teacher says it’s okay.
You must say if you used AI to help with your work.
Don’t use AI to cheat or to write all your work for you.
Never use AI to be mean or share false information.
🙅‍♀️ Things You Must Not Do
Don’t try to break or get around the school’s internet safety filters.
Don’t be unkind, post rude messages, or bully anyone online.
Don’t play games, shop, or gamble online at school.
Don’t use websites that are not for schoolwork unless your teacher says it’s okay.
🤝 Be Kind Online
Always treat others how you want to be treated.
Never post or share anything to hurt or embarrass someone.
If someone is mean to you or someone else online, tell an adult.
📝 Agreement
By using the internet at school, you are agreeing to follow these rules.
They help keep you and everyone else safe and respectful online.

Appendix 3
Internet Safety Summary for Parents

📘 Internet Use at School 
We believe the internet is a fantastic tool for learning. To keep children safe and ensure they use it responsibly, our school has created simple rules. Here’s what you need to know about how we manage internet use.
Purpose of the Rules
To protect children when using the internet and digital tools at school.
To teach respectful and responsible online behaviour.
Supervised Internet Use
Children only use the internet under teacher supervision.
Access to inappropriate websites is blocked by filters.
Personal Information
Children are told never to share personal information (name, address, passwords).
They are encouraged to report anything that worries them online.
Using Photos and Videos
Photos/videos may only be taken with staff permission.
Images of your child will only be shared online with your written consent.
Phones and Smart Devices.
Children should not bring devices to school. 
Cyberbullying and Online Behaviour
The same rules of respect apply online as offline.
Bullying, harassment or unkind behaviour online will be dealt with seriously.
Children are taught what cyberbullying is and how to respond.
Use of Artificial Intelligence (AI)
AI tools may be used to support learning with teacher guidance.
AI should not replace student effort and work must be credited properly.
Students are taught to think critically and check AI-generated information.
Agreement
Parents and children are asked to agree to the policy.
The school works with families to ensure safe and respectful digital learning.




Appendix 4
WhatsApp Guidelines for Parents

The Class WhatsApp groups are set up by the Parent Association to support Parents/Guardians, the PA and the Principal. The Class WhatsApp facilitates reaching out to the parent body in the following instances:  
· A critical incident  
· An urgent communication over the weekend or outside office hours 
· Afterschool activities updates  

The Class WhatsApp allows Parents/Guardians to stay connected with the other parents in the class in relation to social events /school activities/homework clarification. 

Loreto PS Dalkey is a very supportive and inclusive school. All stakeholders work together for the benefit of our children within the spirit of our school ethos.   

The administrators of the official Class WhatsApp group are the Class Reps who are also members of the PA. It is the responsibility of the Class Rep as administrator of the Class WhatsApp group to monitor and advise the users if needs be. 

The chats within this official group should not include the following:  
· Personal information being sought or shared (GDPR)  
· Comments in relation to the running of the school, classroom    management or members of staff, members of PA and/or members of our school community 
· Comments that may offend or cause hurt to another person(s) in our school community  
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