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Student Acceptable Use, IT & Mobile Devices Policy 



Maynooth Community College has invested significantly in the provision of technologies to aid teaching and 

learning as well as facilitate remote teaching and learning (where needed) in the school. Maynooth Community 

College is committed to the correct and proper use of its ICT resources in support of its teaching & 

administrative functions. 

The inappropriate use of information and communication technology (ICT) resources could expose the school 

to risks including virus and malicious software attacks, theft and unauthorized disclosure of information, 

disruption of network systems and / or litigation. 

The purpose of this policy is to provide students as users of its ICT resources with clear guidance on the 

appropriate, safe and legal way in which they can make use of the school’s ICT resources. 

Scope 

This policy represents the school’s position and takes precedence over all other relevant policies. The policy 

applies to: 

• All ICT resources provided by the school. 

• All students as users of the school’s ICT resources. 

• All use (both personal & school related) of the school’s ICT resources. 

• All connections to (locally or remotely) the school network Domains (LAN/WAN/Wi-Fi). 

• All connections made to external networks through the school network. 

 

General Principles 

The acceptable use of the school’s ICT resources is based on the following principles: 

• All ICT resources and any information stored on them remain the property of the school. 

• Students must ensure that they use ICT resources at all times in a manner which is lawful, ethical and 

efficient. 

• Students must respect the ICT devices and equipment provided for their use and take all reasonable 

steps to prevent damage, loss or misplacement. 

• Students must respect the rights and property of others, including privacy, confidentiality and 

intellectual property. 

• Students must respect the integrity and security of the school’s ICT resources. 

Breaches of this policy may be treated as a matter for discipline. Depending on the seriousness of the breach 

this will be dealt with by the Principal in accordance with the School’s Code of Behaviour. For breaches which 

do not warrant such action, those involved will be advised of the issue and given a reasonable opportunity to 

put it right. 

Signed:_ ______________________________  Date:  ____________________ 

                Chairperson of BOM  

 

 

Signed:_ ____________________________ _            Date:  _____________________ 

                 Principal 

 

 

 



2. Mission Statement 

Ethos Statement 

As a proud KWETB school, Maynooth College embraces the core values of Excellence in Education, Care, 
Respect, Equality, and Community. These values are at the heart of everything we do and shape the lived 
experience of our entire school community. Our ethos is not just found in what we teach, but in how we teach, 
how we relate to one another, and how we make decisions every day. 

Rooted in the inclusive and student-centred vision of Kildare and Wicklow Education and Training Board, we 
are committed to nurturing a positive school culture where every individual feels valued, respected, and 
supported. Our ethos reflects a shared commitment to developing a strong, caring, and equitable environment 
where all students can thrive and achieve their full potential. 

Through collaborative efforts among staff, students, and parents, we aim to deepen our understanding of who 
we are and what we stand for. Together, we are building a vibrant educational community where values guide 
practice and where learning is enriched by mutual respect, tradition, and shared purpose. 

Mission Statement 

Maynooth Community College is committed to fostering a supportive and enriching environment that nurtures 
the social, cultural, physical, and spiritual development of all students. We offer a comprehensive programme 
of curricular and extra-curricular activities aimed at developing the whole person, while maintaining high 
academic standards and empowering each student to achieve their full potential. Our school is dedicated to 
providing a healthy, clean, and safe working environment, supported by strong partnerships with parents, local 
primary schools, and the wider community. We uphold a code of behaviour and discipline that encourages a 
positive learning atmosphere and strive to be a constructive influence in building a sense of community in 
Maynooth and beyond. 

Our strengths lie in our excellent academic standards, the professionalism and dedication of our qualified staff, 
and the warm, welcoming ethos that characterizes our school. We value active engagement with parents and 
enjoy robust community connections. Additionally, we take pride in offering a wide range of sporting and 
extra-curricular activities that enrich student life. 

Aligned with the National Curriculum, our educational approach ensures that every pupil receives a balanced 
and broadly based learning experience. Our curriculum promotes the spiritual, moral, cultural, mental, and 
physical development of pupils, not only as individuals but also as members of society. It prepares them 
effectively for the opportunities, responsibilities, and experiences they will encounter in adult life. 

3. Policy Objectives 

• Protect and maintain the integrity of the facilities and make communications reliable. 

• Support teaching and learning. 

• Implement best practice in the appropriate use of ICT Resources. 

• Ensure that users engage only in the appropriate uses of ICT Resources to meet the needs of staff and 
students. 

 

4. Digital Strategy 

• ICT now plays a central role in a high quality, 21st century teaching and learning environment. 

• There is widespread understanding that learning today needs to entail more than knowledge-
acquisition. There needs to be an equally strong emphasis on skill-development, particularly 21st 
century skills. 



• Maynooth Community College is committed to readying our staff and students by introducing the use 
of ICT devices in all our classrooms. 

• How we enable students to learn effectively is an essential part of our digital strategy. 

• Key to this strategy is the use of a managed ICT device, i.e. one device per student for the purposes of 
learning. 

• Embedding ICT in teaching, learning and assessment is a complex endeavour and the mere presence 
of ICT in our school does not equate to its effective use. 

• To address this, Maynooth Community College has evaluated a number of technical support options 
and have identified that key to our digital strategy is the engagement of a managed service provider to 
remove the complexities of managing a device so that the student can focus on their studies. 

• Maynooth Community College will ensure that the service provider has the necessary bona fides i.e. 
demonstrable experience and can provide an appropriate service level agreement to our students and 
their families. 

5. Responsibilities – Board of Management 

Our entire school community have a role in implementing the Acceptable Use Policy. 

• The Board of Management will approve the policy and ensure its development and evaluation. 

• As new technologies are developed that may prove valuable to our teaching and learning goals, to 
evaluate and provide access to them if necessary. 

• To consider reports from the principal and ICT department on the implementation of the policy. 

• Maintain an approved list of technologies. 

6. Responsibilities – Senior Management  

Our entire school community have a role in implementing the Acceptable Use Policy.  

• Senior Management will be responsible for the dissemination of the policy including where relevant 
the application of sanctions. 

• To oversee the implementation of the policy. 

• To establish structures and procedures for the implementation of the Acceptable Usage Policy. 

• To provide parents with the schools’s Acceptable Use Policy.  

• To notify all parties when the policy has been updated. 

• To ensure that users understand that failure to adhere to this Acceptable Use Policy will result in the 
loss of privilege and/or disciplinary action. 

• To monitor the implementation of the policy. 

7. Responsibilities – ICT Department 

Our entire school community have a role in implementing the Acceptable Use Policy. 

• The ICT department comprises of the external ICT Service Provider, the ICT Coordinator and Senior 
Management. 

• The ICT department will be responsible for the technical implementation of the policy. 

• To provide input on the implementation of the policy. 

• To establish structures and procdeures for the implementation of the Acceptable Use Policy. 

• To make the necessary technical arrangements in order to demonstrate the Acceptable Use Policy in 
practice. 

• Where the Acceptable Use Policy has been breached, report the breach to the principal. 

• To monitor the implementation of the policy. 

8. Responsibilities – Teaching Staff 

Our entire school community have a role in implementing the Acceptable Use Policy. 

• To instruct students in the appropriate use of computer and internet resources. 

• To monitor the use of ICT resources. 

• To record any violations of the Acceptable Use Policy and inform the principal. 

• To impose appropriate sanctions for violations of the Acceptable Use Policy. 



• To report incidents of online bullying and be mindful of the obligations under Child Protection 
Guidelines. 

9. Responsibilities – Students 

Our entire school community have a role in implementing the Acceptable Use Policy. 

• To agree to exhibit responsible behaviour in the use of all ICT resources. 

• Take personal responsibility for not accessing inappropriate material on the internet. 

• To accept that Maynooth Community College is not responsible for materials, or information of any 
kind, found or acquired on the network. 

• To accept that violation of this Acceptable Use Policy may result in access privileges being revoked and 
that appropriate school discipline and/or legal action may be taken at the discretion of Maynooth 
Community College. 

10. Responsibilities – Parents/Guardians 

• Our entire school community have a role in implementing the Acceptable Use Policy. 

• To become familiar with the school’s Acceptable Use Policy and to discuss it with their child. 

• To accept responsibility for supervision, if and when a student’s use of email and the internet is not in 
a school setting. Parents are obliged to support the school’s Acceptable Use of Policy. 

 

11. Routine Monitoring 

The school reserves the right to routinely monitor, log, audit and record any and all use of its ICT resources for 
the purposes including: 

• Helping to trace and resolve technical faults. 

• Protecting and maintaining network and system security. 

• Maintaining system performance and availability. 

• Ensure the privacy and integrity of information stored on the network. 

• Investigating actual and suspected security incidents. 

• Preventing, detecting and minimising inappropriate use. 

• Protecting the rights and property of the school, its staff, students and wider school community. 

• Ensuring compliance with other school policies, current legislation and applicable regulations. 

Whilst the school does not routinely monitor an individual’s use of its ICT resources it reserves the right to do 
so when a breach of its policies or illegal activity is suspected. The monitoring may include, but will not be 
limited to individual login sessions, details of information management systems and records accessed, contents 
of hard disks, internet sites visited, time spent on the internet, and the content of electronic communications. 

Maynooth Community College will at all times seek to act in a fair manner and respect the individual user’s 
right for the privacy of their personal information under the Data Protection Act 2018. 

Information collected through monitoring will not be used for purposes other than those for which the 
monitoring was introduced, unless it is clearly in the users interest to do so or it reveals activity that the school 
could not be reasonably expected to ignore, for example a user found to be viewing, downloading or 
forwarding pornography must be reported to Gardaí. 

Individual monitoring reports will only be accessible to the appropriate authorised personnel and will be 
deleted when they are no longer required. 

12. User Accounts & Passwords 
Where appropriate, individual students will be granted access to the school’s ICT resources. 

• Each student, i.e., an authorised user, will be assigned an individual user access account name and 
password set which they can use to access a particular ICT resource. 



• Each user is responsible for all activities performed on any ICT device, management information 
system or software application while logged in under their own individual access account and 
password. 

• Students must ensure all passwords assigned to them are kept secure. 

• Students should not use the same password for their personal accounts i.e. social media as their 
school supplied accounts. 

• Passwords must contain a minimum of 8-12 characters including a combination of letters (both upper 
& lower case), numbers (0-9) and at least one special character (for example: “, £, $, %, ^, &, *, @, #, 
?, !, €). 

• Students who suspect their password is known by others must change their password immediately. 

13. ICT Devices & Equipment 

All ICT devices and equipment are purchased through the agreed channels. 

• All ICT devices and equipment purchased directly by students are managed by an authorised third 
party – Wriggle. The school does not hold any responsibility for lost or stolen devices. 

• Other school devices will be available to students also and will be managed directly by the ICT 
Department, i.e. school iPads, Laptops and Desktop Computers. 

• ICT devices purchased by the student i.e. Laptops, will be provisioned and set up for operation on 
school networks. The school will be responsible for the software provision in relation to school 
business and the student will be responsible for device itself. 

• Students are responsible for bringing their laptop to school each day. The sharing of laptops in class is 
only permitted at the discretion of the class teacher. 

• Where a student’s device is not available due to repair or maintenance, the school will provide an 
appropriate device during this time. 

• Students are responsible for ensuring their laptop is fully charged before they come to school. 

• Students are responsible for clearly labelling their laptop and charger. 

• Students are responsible for the physical security of their Device and for ensuring that it is protected 
against unauthorised access, loss, damage, or theft. The Device should be locked or securely stored 
when not in use. 

• Students must not remove or borrow school ICT devices or equipment without the authorisation of 
the ICT Department. 

• The physical security of any school ICT devices and equipment borrowed is the responsibility of the 
borrower and the ICT devices and equipment must be returned by the borrower before they leave the 
school, or, at the request of the ICT Department. 

• Students must take due care when using school ICT devices and equipment and take reasonable steps 
to ensure that no damage is caused to the ICT device or equipment. 

• Students must take all reasonable steps to ensure that the device is protected against loss or theft. 

• All personally owned devices will be set up with a password / pin code / swipe gesture to gain access. 

• Passwords used to access these ICT devices must not be written down on the device or stored with or 
near the device. 

• Students must not alter the hardware or software configuration of any school ICT device or 
equipment without the prior authorisation of the ICT Department. 

• Students are not permitted to consume food or liquids whilst using school supplied ICT devices or 
equipment. 

• Students must report all damaged, lost or stolen school ICT devices and equipment to their Class 
Teacher at the earliest opportunity. 

• Where relevant, ICT Equipment must be returned by students before they leave the school. Once 
notified, the ICT Department will then disable access to ICT resources within 1 month. 

• The school reserves the right to remove any ICT devices and equipment from the network at any time, 
for reasons including but not limited to (1) noncompliance with school policies, (2) the ICT device or 
equipment does not meet approved specification and standard, or (3) the ICT device or equipment is 
deemed to be interfering with the operation of the network. 



 

14. Missing or Lost Device Policy 

The purpose of this policy is to outline the steps to be taken in the event that a school-owned device 

is reported missing or lost. This policy aims to ensure a standardised response that maximises the 

chances of recovering the lost device and protecting school data. 

For any device reported missing or lost, the ICT Department will initiate the following recovery 

process, leveraging Microsoft Intune and other resources to attempt to locate and secure the device. 

Procedure for Reporting a Lost Device 

• Immediate Notification 
o Staff members or students must report the missing or lost device to the school 1-to-

1 lead and Wriggle as soon as possible. 
• Information Gathering 

o The reporting staff member or student must provide their Microsoft 365 email for 
the purposes of identification and any relevant information they can about the lost 
device, e.g. last known location. If the student or school has a note of the device 
serial number, this can expedite the situation. 

Recovery Process 

• Activation of Lost Mode 
o Once notified, Wriggle will immediately put the device in Lost Mode using Microsoft 

Intune, which locks the device and displays a custom message with contact 
information to return the device. 

o Please take note that if the device is not connected to WiFi, lost mode may not be 
activated until the device is connected to the internet. It is important to know that 
all devices managed by Wriggle are on autopilot, meaning that they are locked into 
the school's tenant, and cannot be used by any external party. Additionally, each 
device uses Bitlocker Key Encryption to protect its data. 

• Location Tracking 
o Wriggle will monitor the device's connection status as GPS tracking depends on Wi-

Fi. Once the device connects to Wi-Fi, lost mode and GPS tracking will be activated. 
Wriggle can then provide the location data to the students, parents, and/or school so 
that they can attempt to retrieve the device. It's important to note that GPS tracking 
will only begin when the device is in lost mode. Additionally, the last used IP address 
can give Wriggle a rough idea of the location where the device was last used. 

• Permanent Loss 
o If the device is lost and cannot be retrieved, then the only option left is to purchase a 

replacement device and reconfigure it. It’s worth noting that the cost of 
reconfiguration is already included in the parents support fee. However, if the parent 
has bought optional cover with Gadget Insurance, then the cost of the replacement 
will be covered. Therefore, it is highly recommended that parents consider opting for 
Wriggle’s Gadget Insurance to ensure complete peace of mind. 

15. Mobile Computer Devices & Smart Devices 

• Students must take all reasonable steps to ensure that no damage is caused to the device and the 
device is protected against loss or theft. 



• School devices will be password protected in accordance with the user accounts and password policy. 

• Passwords used to access school laptops, mobile computer devices and smart devices must not be 
written down on the device or stored with or near the device. 

• All school supplied devices will be set up with a password / pin code / swipe gesture to gain access. 

16. Access to School Network 
Access to school network domains and network resources is controlled and managed by the ICT Department. 

• Access rights and privileges to the school network domains and network resources will be allocated 
based on the specific requirement of each student through the ICT Department. 

• Access to school network domains will be controlled by the use of individual user accounts. 

• Students must not: 
o Disconnect any school ICT devices, equipment or removable storage devices to or from a 

school network domain without the prior authorisation of the ICT Department. 
o Connect any school ICT devices and equipment, laptop or smart device to an external 

network without the prior authorisation of the ICT Department. 
o Connect any ICT devices and equipment, laptop, smart device, mobile phone device or 

removable storage device which is their personal property and is not owned or leased by the 
school to a school network domain without the prior authorisation of the ICT Department. 

17. Information Storage 

• Students are not permitted to store non-school personal information (i.e. information which is of a 
personal nature and belongs to the student and not the school) on their school ICT Resource / Device. 

• Photographic, video and audio recordings which are taken as part of school business must be 
transferred from the recording device (i.e. digital camera, video camera, mobile phone, tape recorder 
etc) onto a school network server or cloud as soon as is reasonably practicable. 

• When the transfer is complete the photographic, video or audio recording on the recording device 
should be deleted. 

18. Artificial Intelligence 

• AI will soon become integral to most productivity and creativity tools, blending with human output. 

• We aim to guide students to use AI responsibly and effectively, enhancing their understanding of its 
capabilities and limitations. 

• See Appendix 1: AI Guidelines for further details. 

19. Students Use of Technology – General 

• Internet sessions will be supervised by a teacher, where possible. 

• Filtering software and/or equivalent systems will be used in order to minimise the risk of exposure to 
inappropriate material. 

• The school can monitor students’ Internet usage. 

• The use of non-approved software will not be permitted. 

• Virus protection software will be used and updated on a regular basis. 

• The use of digital storage media (e.g. Cloud storage, memory sticks/cards, personal USBs, CDROMs 
etc.) in school requires a teacher’s permission. 

• Students will always treat others with respect and will not undertake any actions that may bring the 
school into disrepute. 

• Students are forbidden from opening apps in class or going online, unless instructed to do so, and 
only for the purposes instructed by a teacher. 

• Students will not use school supplied ICT resources except for approved personal reasons. 

• School email accounts should not be used to sign up to other non-educational apps or websites. 



20. Use of Email 

• Students will use their school email account for educational use and will not use their personal email 
accounts to communicate with teachers. 

• Students will use school supplied school email accounts for communications with teachers (using the 
teacher’s school email account). 

• Students will not send or receive any material that is illegal, obscene, defamatory, or that is intended 
to annoy or intimidate another person. 

• Students will not reveal their own or other people’s personal details, such as addresses, 
telephone/mobile phone numbers or pictures. 

• School email accounts for student leavers will be de-activated by the end of September of the next 
academic year. Leavers must remove all third-party accounts associated with their email account. 

• School accounts should not be used for registering third party sites without teacher approval i.e. CAO. 

21. Internet Use 

• Internet access is provided by HEA Net (School-Filtered Broadband) for teaching and learning. 

• Appropriate school Wi-Fi is available to all students and staff. The Wi-Fi is password protected for 
security reasons and to help ensure child and data safety. 

• No other networks/personal data (3G, 4G, Personal Hotspots etc.) may be used by students during 
class time, and all Internet sessions as part of any school activity, unless under the direct 
instruction/supervision of a teacher. 

• Students will not intentionally visit Internet sites that contain obscene, illegal, hateful or otherwise 
explicit or objectionable materials. 

• Students will report accidental accessing of inappropriate materials in accordance with school 
procedures. 

• Students will use the Internet for educational purposes only during class time, and all Internet 
sessions as part of any school activity. 

• Students will not reveal their own or other people’s personal details, such as addresses or telephone 
numbers or pictures. Students should retain their usernames and password securely. 

• Students will never arrange a face-to-face meeting with someone they only know through emails or 
other online communication without the permission of their teacher. 

• Students will not copy information into assignments and fail to acknowledge the source (plagiarism 
and copyright infringement). Students will be required to exercise care and attention in citing sources, 
references, photos/images and to acknowledge copyright if some material is used in their work. 
When downloading material from the Internet, students will take reasonable care to ensure that the 
material is from safe sources, copyright-free (where possible) and referenced appropriately. 

• Students will never disclose or publicise personal information in relation to themselves or others. 

• Downloading of materials or images by students, which is not relevant to their studies, is in direct 
breach of this Acceptable Use Policy. 

• Students should note that any usage, including distributing or receiving information, school related or 
personal, may be monitored for unusual activity, security and/or network management reasons. 

• School Devices will be available to students. At all times, students must use their school login details 
and their own storage area on the school supplied cloud. 

• It is strictly forbidden for students to delete the work or files of other students from folders on the 
school network. 

• It is strictly forbidden for any student to attempt any act of hacking or other form of sabotage that 
could compromise the security of the school’s network and digital data. Any such action will result in 
a serious sanction being imposed, including the option to suspend or expel the student involved. 

• Students must log out of their own accounts at the end of each Internet session. Students are not 
permitted to access the school accounts of other students. In the event where a student accesses a 
school device and finds another student has not logged out, the student accessing the device must log 
the other student out before proceeding to use the device. The student should also inform the 
relevant teacher. 



22. Cyber Bullying 

• Cyber-bullying is defined as using social network sites, internet, email, etc. to demean, humiliate, 
exclude, or otherwise undervalue another person through direct or indirect methods. 

• Any incident involving a student, current or recent past, as perpetrator or victim, is of concern, but 
especially when both perpetrator and victim are students, current or recent past. 

• Social media comments about a member of staff intended to demean, humiliate, exclude, or 
otherwise undervalue another person will be dealt with in line with our Anti-Bullying Policy. 

• Cyber-bullying in any form is a very serious issue and will not be tolerated. Any student who 
experiences cyber-bullying must report it to the school. 

• Any online activity, be it on school-owned or personal devices, that negatively impacts the wellbeing 
of a student or member of staff will be considered breach of our Anti-Bullying Policy. 

• All reports of cyber-bullying will be taken seriously by the school and appropriate investigative 
procedures followed, in keeping with the school’s Anti-Bullying Policy. Sanctions will be applied, and 
guidance/counselling offered to students involved in cyber-bullying, in the interest of their well-being. 

23. Use of Social Media 

• The purpose of having school social media accounts include: 
o Communication with the whole school community, especially parents / guardians, regarding 

specific school information, events & activities. 
o Encourage parent / guardian involvement. 
o Communication with new or prospective parents / guardians. 
o Communication and engagement with the wider community regarding the positive 

advertisement and marketing of our school. 
o Communication and engagement with other schools and accounts with similar educational 

interests. 
o Monitor and regulate the school’s online presence. 

• Only official school social media accounts, or social media as instructed by a teacher, may be accessed 
by students during class time, and all Internet sessions as part of any school activity. 

• Students’ personal social media accounts may not be accessed during class time, and all Internet 
sessions as part of any school activity or using the log-in details ascribed by the school. 

• Users should not post anything on school social media channels that could be deemed as offensive – 
inappropriate or harmful comments/content will be removed immediately. 

• Students will not attempt at any time to connect with any member of staff on that staff member’s 
own personal social media account(s). 

• Students should not ask to become “friends” with or “follow” staff as failure to respond may cause 
offence. 

School Website / Social Media Accounts 

• Students are strictly prohibited from creating, managing, or contributing to social media accounts that 
claim to represent, or are about, the school without explicit, written consent from the Principal. 

• Impersonation of the school, its staff, or its students on social media platforms is considered a serious 
breach of this Acceptable Use Policy. 

• Unauthorised use of the school's crest or other identifying marks on social media will also be treated 
as a violation and will be subject to disciplinary action. 

• Accounts found to be in violation will be reported to the respective social media platforms for 
removal, in addition to any school-based measures. 

• Violations may result in a range of consequences, from temporary suspension of technology 
privileges, suspension to potential legal action, depending on the severity and impact of the 
infringement. 

• The school retains the right to take proactive measures, such as routine monitoring or periodic audits, 
to ensure compliance with this Acceptable Use Policy. 



• It is the collective responsibility of all members of the school community to report any social media 
accounts found to be in violation of this policy, to ensure the protection and accurate representation 
of the school’s identity online. 

24. Recordings 

• Only recordings permitted by a teacher in class are allowed. 

• Students are forbidden from taking photos, video or sound recordings of anyone in the school 
(including students, staff, parents and visitors) unless permitted to do so by a teacher, and in 
accordance with the School’s Data Protection Policy and this policy. 

• Students must not share such material online without the clear permission of a teacher and only for 
educational or school promotional purposes. 

• Students may be digitally recorded for educational purposes throughout their time in Maynooth 
Community College. Such purposes include Classroom-Based Assessments, extra-curricular activities, 
and participation in educational activities. 

• Recordings will be stored on school devices (e.g., digital cameras, school smart devices) and 
reasonable care will be taken to store recordings securely on the device and on the school’s network. 
This includes both subject-related recordings and recordings of extra-curricular activities in which 
students are engaged. 

• Some recordings will be brought to Subject Learning and Review Meetings by teachers to discuss and 
determine appropriate grade descriptors. Where it is necessary to store such recordings, reasonable 
care will be taken by teachers to ensure the safe keeping of such recordings on the school server 
and/or school cloud. 

• All recordings will take place in line with the Child Safeguarding Statement and Child Protection 
Procedures. 

• Subject Learning and Review meetings will see recordings deleted soon after. 

• Recordings (e.g. photographs, short video clips) may also be taken of school and extra-curricular 
activities and events – in the interest of creating a pictorial as well as historical record of life at the 
school, and may be published on our school website, app, on social media or in brochures, yearbooks, 
newsletters, local and national news media or similar school-related publications used for 
promotional purposes of the school, e.g. via the school’s official social media accounts. Consent is 
sought from parents regarding this use of photographs / videos / recordings on an opt in basis. 

• Photographs and video recordings (including CCTV recordings) may also be taken of specific school 
and extra-curricular activities and events such as sports matches and school trips. The school does not 
seek consent for this purpose, as it considers that it is necessary for the school’s legitimate interests 
to evaluate and/or monitor or improve its educational or support services, health and safety of 
students and staff and site security. 

25. Mobile Devices and Smart Watches 

• The following should be read in conjunction with the Mobile Phone Usage Policy. 

• Students may use their personal mobile device under the instruction of their teacher for educational 
purposes in specific classes. 

• We discourage students wearing smart watches that can be connected to mobile phones. During class 
time, students must ensure that smartwatches are not receiving notifications. In situations where 
students receive notifications on their smart watch during class time or use any applications on their 
smartwatch this will be dealt with in line with the school’s Mobile Phone Usage Policy. 

• Students are responsible for their own technology within the school and on all school linked 
occasions. 

• The unauthorised capture of images, video or audio is in direct breach of this policy. 

• It should be noted that it is a criminal offence to use a mobile device to menace, harass or offend 
another person (Section 10 of the Non-fatal Offences Against the Person Act 1997). Therefore, it may 
be necessary for the school to inform the Gardaí and/or Child Protection/Support Services in certain 
circumstances. 



• Students using a personal mobile device in school without a teacher’s explicit permission, sending 
nuisance text messages, or the unauthorised taking of images with a personal mobile device, still or 
moving, are in direct breach of this Acceptable Use Policy and the school’s Code of Behaviour. 
Sanctions may be applied in such cases, as per the school’s Code of Behaviour. Use of cameras on 
digital devices is only permitted with a teacher’s permission. 

• Students will be reminded of responsible device use and sanctions for misuse from time-to-time at 
Assemblies. 

• Irresponsible or unethical use of personal mobile devices or school Internet will be considered a 
serious infringement of the Code of Behaviour and disciplinary action will be taken where this applies. 

• Students should charge their personal mobile devices at home. 

26. Examinations 

• Mobile phones, Smart watches or other WiFi enabled devices are not permitted in an examination 
centre. Phones and Smart watches should be secured in locker. 

27. Unacceptable Use 

The following list should not be seen as exhaustive. The school will refer any use of its ICT resources 
for illegal activities to the Gardaí. 

• Political activities, such as promoting a political party / movement, or a candidate for 
political office. 

• To knowingly misrepresent the school. 
• To store or transfer confidential or restricted information on a USB memory stick. 
• To create, view, download, host or transmit material of a pornographic or sexual nature or 

which may generally be considered offensive or obscene and could cause offence to others 
on the grounds of race, creed, gender, sexual orientation, disability, age or political beliefs. 
Material is defined as information (irrespective of format), images, video clips, audio 
recordings etc. 

• To retrieve, create, host or transmit material which is designed to cause annoyance, 
inconvenience or needless anxiety to others. 

• To retrieve, create, host or transmit material which is defamatory. 
• Any activity that would infringe intellectual property rights (e.g. unlicensed installation, 

distribution or copying of copyrighted material). 
• For any activity that would compromise the privacy of others. 
• For any activity that would intentionally cause disruption to the computer systems, 

telephone systems or networks belonging to the school or others. 
• Any activity that would deliberately cause the corruption or destruction of data belonging to 

the school or others. 
• Any activity that would intentionally compromise the security of the school’s ICT resources, 

including the confidentiality and integrity of information and availability of ICT resources 
(e.g. by deliberately or carelessly causing computer virus and malicious software infection). 

• The installation and use of software or hardware which could be used to probe or hack the 
school ICT security controls. 

• For the installation and use of software or hardware which could be used for the 
unauthorised monitoring of electronic communications within the school or elsewhere. 

• To gain access to information management systems or information belonging to the school 
or others which you are not authorised to use. 

• Creating or transmitting “junk” or “spam” emails. This includes but is not limited to 
unsolicited commercial emails, jokes, chain-letters or advertisements. 



• Any activity that would constitute a criminal offence, give rise to a civil liability or otherwise 
violate any law. 

 

Signed:_ __John Hurley_______________ Date:  26th August 2026___ 

                Chairperson of BOM  

 

 

Signed:_ _Siobhan McCauley________ _             Date:  26th August 2026___ 

                 Principal 

 

 


