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Mobilevpn tavat, joita WG tukee ja kayttaa:

Sslvpn WG:n Win & Mac sslvpn client ja muut OS: OpenVPN client softa.

IKEv2 sisdaanrakennettu Win/Mac/iOS. Androidiin pitaa asentaa StrongSwan client.
IPSec sisaanrakennettu Mac/iOS/Android. Windowsin pitaa asentaa IPSec client
L2TP sisdanrakennettu Win/Mac/iOS/Android

Access Portal clientless vpn, verkkoselain & HTML5 tekniikkaa.

Nykysuositus on kayttaa IKEv2 vpn:aa:

IKEV2 on paljon nopeampi kuin sslvpn ja talla hetkella nayttaa silta, etta IKEv2 tulee olemaan
preferoitu mobilevpn tapa.

SSL-VPN on kaikista mobilevpn tavoista aina se "hitain”. Suurin syy siihen on TLS, eli se kayttaa
samaa salaustekniikkaa kuin HTTPS, ja tama salaustapa vaati tehoa seka muurin etta tydaseman
paassa.
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Firebox mobilevpn lisenssit

Mobilevpn lisenssit lasketaan ns. kuinka monta yhtaaikaisia yhteytta on paalla.

Esim. T40 muurissa on:
30 SSLVPN mobilevpn lisenssia
30 IKEV2/IPSec mobilevpn lisenssia
30 L2TP mobilevpn lisenssia

Silloin muurissa voi olla yhta aikaa paalla:
30 yhtaaikaista sslvpn mobilevpn yhteytta
30 yhtaaikaista IKEv2 tai IPSec mobilevpn yhteytta, (esim. 20 IKEv2 ja 10 IPSec yhteytta)

30 yhtaaikaista L2TP mobilevpn yhteytta

HUOM: T40 muuri on ensisijaisesti suunniteltu 30:lle mobilevpn kayttajalle ja vaikka
teoriassa saisit T40 muurin konffattua 90 mobilevpn (30 ssivpn + 30 IKEv2 + 30 L2TP)
yhteytta niin muurin tehot alkaa loppumaan ja kaikki liilkenne muuri lapi menee todella

hitaaksi!

Muurien mobilevpn lisenssit ovat jo valmiiksi max tilassa, joten muureihin ei saa hankittua lisaa
mobilevpn lisensseja. Ainut tapa saada enemman mobilevpn lisensseja on paivittaa muuri uudempaan

/ isompaan.
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AuthPoint MFA
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» vaati Firebox 12.5 tai uudemman version.
* M-sarja, (ei M200 tai M300) Firebox V ja Firebox Cloud muurit
uudet T40 ja T80 muurit

* Perustuu Apache Guagamole softaan.
clientless remote desktop gateway. 3
pelkkd HTML5 netti-selain riitt33 e ==
ei tarvetta client softalle tai netti-selain plugin softille.

 RDP and SSH resurssit.
« Sisaiset webbi resurssit (reverse proxy)
« Ulkoiset webbi resurssit (SAML auth.)

>
@atchGuard WatchGuard Access Portal

Portaali autentikointi
Firebox-DB, Active Directory,
Radius, SAML

Current Estimates

Model Max RDP
Sesslons”

Applications

M270 10
= M370 15
d J MA470 20
g e . M570 50
M670 50
M4600 50

MS5600 120

RDP sessions can use up to 100 Mb

of Memory

*Not enforced. Usage may vary

depending on session type
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reverse proxy vaatimukset:

» Kirjautuminen Access Portaalin pitaa tapahtua FQDN tavalla, ei IP osoitteella.
+ Vaati wildcard, multi-domain tai SAN (Subject Alternative Name) sertin koska jokainen
sisainen webbi resurssi vaati oman FQDN.

Application User Connection Seftings Reverse Proxy SAML Customization

Enable Reverse Proxy (Firebox OS5 v12.5 or higher)

~ Reverse Proxy Actions

Add Reverse Proxy Actions =0 remote users can connect to internal services and resources with an external URL.

Name Description External URL Internal URL
Dimension https://fbapweb1.netmediatest.org https:i152.168.10.20
nexus HAG admin hitps://fbapweb2. netmediatest.org https://152.168.10.50:8443
WG WebBlocker Server https://fbapweb3.netmediatest. org https:152.168.10.22:4130
Esxi admin https://fbapweb4.netmediatest.org https:i152.168.10.15
FireboxCloud Web Ul https://fbapwebS.netmediatest. org https:i1592.168.72.4:8080

* Internal URL voi olla DNS nimi tai IP osoite.
* Portti kdannos mahdollista (esim. https://192.168.10.1:8080)
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https://192.168.10.1:8080/
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@' ‘WatchGuard Mobile VPN with SSL x
WatchGuard
Firebox SSL
Server: 222.222.222.222 -
User name: [ Jsarl
¥ Automatically reconnect
Connect Cancel

netmediatest.org
EI Connected

0% IKEV2 vpn to Office

Connect

Wi-Fi
ﬁ Turned off

Turn Wi-Fi back on

| Manually e

Network & Internet settings
Change settings, such as making a connection metered,

o
Wi-Fi Airplane mode hntspmA — -
192.168.160.0/24 verkko
L Split tavalla tunneliin menee vain toimiston 192.168.160.0/24 liikenne ja
® Atow access o sl Trusted, Opfional, and Cusiom netwrs netti surffaus menee suoraan ulos tydaseman netti liittymasta.
O Specify allowed resources

SSLVPN asetuksissa:
Allow access to all Trusted, Optional and Custom networks
tai Specify allowed resources
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W’ WatchGuard Mobile VPN with SSL X 1 O

WatchGuard

Firebox SSL
sewer. [2222020222022 ]

netmediatest.org
EI Connected

ST Internet

Connect

Wi-Fi
ﬁ Turned off

Turn Wi-Fi back on

| Manually e

Network & Internet settings
Change settings, such as making a connection metered,

@ 2= “w
Mobile
Wi-Fi Airplane mode  hotspot

A~ 102 B

Networking and P Address Pool 192.168.160.0/24 verkko

Choose the method the Firebox uses to send traffic t
to bridge the user to a network you specify. Select R
to specified networks and resources.

Full tavassa taas kaikki likenne menee tunnelin, surffaus nettiin kiertaa
palomuurin kautta ulos. Tydasema saa 0.0.0.0/0 reitin.

| Routed VPN traffic ~ |

[] Force all client traffic through tunnej

Allow ac rusted, Optional, and Cu:

Sslvpn oletus tapa on nykyaan Full (Force) tunnel.

Specify allowed resou
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" WatchGuard Mobile VPN with SSL X
netmediatest.org
EI Connected WatchGuard
Firebox SSL
OZJ IKEv2 vpn to Office Server: | 222.222.222.222 -
User name: [User]
Cannedt Password: I#
¥ Automatically reconnect
Wi-Fi
ﬁ Turned off Cancel
Turn Wi-Fi back on
| Manually e |
Network & Internet settings
Change settings, such as making a connection metered,
@ i o J :
Mobile
Wi-Fi Airplane made  hotspot
A~ 102 B

Addresses | Phase 2 Settings  Multicast Settings

Addresses Il
Configure tunnel routes for the tunnel. :

Local Dir  Remots 192.168.160.0/24 verkko 192.168.170.0/24 verkko

192.168.113.0/24 «==» 192 168.170.0/24
192.168.160.0/24 «==» 192 168.170.0/24

Mobilevpn BOVPN reititys tavassa mobilevpn yhteyden Virtual IP Address

[ Force allcient raffic through tunnel Pool reitti kerrotaan myos BOVPN tunneli asetuksissa.
O Allow access to all Trusted, Optional, and Custom networks
@ Specify allowed resources .
e SSLVPN asetuksissa:
e Specify allowed resources tai Force (0.0.0.0/0)
! Add... Remove

Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved



WG:n sslvpn = OpenVPN (https://openvpn.net/)

tems available to download

Mobile VPN with 551 client software for Windows
. . . Use this client to make a secure VPN connection 1o the
I O S Ja An d ro I d . company network from a Windows compuler
- Download
p & Mohile vith 51 client software for Mac
& ¥ Use ient to make a secure VPN connecton 1o the
> network from a kac compaler
P 3 L Download |
Download on the GETITON
. A[)p S ore Google PIEIY 5 pbile VBN with S50 client profile
o
9 Impodt his profile o enable @ secure VPN connection from any
SSL VPN chant that Supports ,ovpn CORNGLason THes
Dovnload

Office 365 ja sslvpn Full (Force) tunnel ongelma.
(https://watchguardsupport.secure.force.com/publicKB?type=Known%20Issues&SFDCID=kA10H000
000g3SPSAY&lang=en_US)

IP Settings  DNS WINS

IP addresses

IP address Subnet mask
DHCP Enabled
Add... Edit... Remove
Default gateways:
Ga TCP/IP Gateway Address X
19
Gateway: L168 . 113, 1

A antomatic metric

W& config

WE (config) fpolicy

WG (config/policy) #salvpn rescurce default-route-client

&chGuard"
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https://openvpn.net/
https://watchguardsupport.secure.force.com/publicKB?type=Known%20Issues&SFDCID=kA10H000000g3SPSAY&lang=en_US
https://apps.apple.com/us/app/openvpn-connect/id590379981
https://play.google.com/store/apps/details?id=net.openvpn.openvpn&hl=en

Change settings of this connectiol

Oletuksena IKEv2 tekee -

General Options  Security Neworking  Shasing &Q IK(EWTOTMH(?
Force all traffic to tunnel. b ssusbodvoas ta iloadig e & WAN Miniport (KEy
General
IKEv2 IPv4 asetuksissa Yoveangut "
this capabilty Advanced TCP/IP Settings >
o
” ” C T i |
se default gateway...
Descripton @ Oblain g
Toaiiold Usethe|  This checkbox only applies when you are co ed 0 a local network
and a dial Up nEtwork m-lmnuomry W wcked. data that cannot
‘:"‘“":“I: be sent on the local ¥ the dial-up networ
() Obtain [
Ouseta [+#] Use default gateway™Oh remote nutwor

Spilt tavalla IKEv2 ei saa automaattisesti muurista reitteja vaan ne
pitaa konfiguroida jokaisen IKEv2 tydasemaan erikseen, esim.

PowerShell, Intune avulla. (https://docs.microsoft.com/en-
us/powershell/module/vpnclient/add-vpnconnectionroute?view=win10-ps)

IKEv2 tukee Always on VPN tapaa. (Muuri tukee vain User Tunnel tapaa)
(https://directaccess.richardhicks.com/always-on-vpn/)
(https://docs.microsoft.com/en-us/windows-server/remote/remote-
access/vpn/always-on-vpn/deploy/vpn-deploy-client-vpn-connections)

Android vaati strongSwan VPN Client softan | e

@atc hGuard
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https://docs.microsoft.com/en-us/powershell/module/vpnclient/add-vpnconnectionroute?view=win10-ps
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdirectaccess.richardhicks.com%2Falways-on-vpn%2F&data=02%7C01%7Ckimmo.pohjoisaho%40netmedia.fi%7C85c29961f7db4cc273e508d758758a6b%7C659faa4d595a4b1d939222f02cd0b191%7C0%7C0%7C637075134183597334&sdata=kDeh%2FJjq7%2BQ17rhMC7SOHiHB4NrEzhEMigstLpuVUac%3D&reserved=0
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/always-on-vpn/deploy/vpn-deploy-client-vpn-connections
https://play.google.com/store/apps/details?id=org.strongswan.android&hl=en

Sertifikaatit sslvpn ja IKEv2 mobilevpn kanssa.

Muuri ei kayta sertifikaattia mobilevpn:ssa autentikointiin, vaan silla
luodaan salattu yhteys jonka sisalla voidaan antaa tunnukset.
(idea on samanlainen kuin HTTPS surffauksen kanssa...)

Muurin viedaan oma Web sertti.

o=\WatchGuard ou=Fireware cn=Fireware web Client
=*.netmediatest.org
o=WatchGuard_Technologies ou=Fireware cn=Fireware t

sslvpn:ssa riittaa etta muuri kayttaa tata Web serttia.

B Certificates

Security Alert

server authentication.

This page requires a secure connection which includes Trusted CA Certificates Firebox Web Server Certiﬂcateg
s

Select the certificate for the Firebox to use for all HTTPS connections
The Certfficate |ssuer for this site is untrusted or
unknown. Do you wish to proceed?
O Default certificate signed by Firebox

Yes | No | View Certificate More Info | (®) Third party certificate | 1D: 20,001 (cn=*netmediatest.org)

O Custom certificate signed by Firebox

IKEv2 pitaa vaihtaa Firebox-Generated
Cert|f|Cate --> Thlrd'PartV Certiﬁcate- IEL Firebox Address and Certificate Settings

Select a cerificate type for client authentication.
Jos kayttaa virallista serttia IKEv2:ssa  Tyee: g Farty Certificate Py
silloin tydasemaan ei tarvitse vieda

Select a certificate. The demain name and IP address inform

muu rlsta se rttla . domain names and IP addresses clients can connect to.
I Certificate Name Add
20001 cn=*.netmediatest.org * netr

Windows “certmgr.msc”

@atc hGuard
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https://www.watchguard.com/help/docs/help-center/en-US/Content/en-US/Fireware/certificates/authentication_mvpn_ikev2.html
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Firebox sslvpn ja IKEv2Z AuthPoint MFA

W~ WatchGuard Mobile VPN with SSL

Fpcm SSL m MFA push viesti h

AuthPoint cloud

netmediatest.org

e e e e i

vpn to Office "
Connect
Wi-Fi
ﬁ Turned off
T back on

— .
s AD & NPS AuthPoint Gateway
e v ow _ LDAP agent
i e IKEVZ VDD Radius server
Radius client to NPS for ikev2
[~ o]

Free AuthPoint and DNSWatchGO 60 DaysUp to 250 Users
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https://watchguard.widen.net/view/pdf/sksxb3k2mr/DNS_AuthP_FireboxV_Guide_EndUsers_UK.pdf?t.download=true&u=zhprrj

TDR Host Sensor Enforcement

TDR Host Sensor Enforcement adds integrity checks that limit
mobile VPN connections to devices that follow corporate policy

Your key corporate networks are more secure because only
devices unlikely to be compromised by malware can connect.

Host Sensor Enforcement supports Windows and macOS

Firebox
configuration
(Web UlI) -

authentication key for
the TDR account
associated with this
Firebox

Users and Groups
xpacify the !

P v = Enforcement enabled

w7 l—p ERforcement disabled

USErS
@atc hGuard
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