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Introduction
In its recent analytical report, “How to Choose Between Enterprise DLP and Integrated DLP Approaches,”
Gartner urges organizations to explore the data loss prevention (DLP) capabilities of the products they
already have before adopting an enterprise DLP solution. By leveraging their existing solutions to their full
potential, the report notes, organizations can gain visibility into and control over how users handle
sensitive data. The report identiﬁes a number of vendors who provide such solutions, sorted into
categories such as Secure Web Gateways, Cloud Access Security Brokers and Endpoint Protection Products.
Netwrix is included in the list of vendors in the Data Discovery product category. But exactly how does
Netwrix Auditor help with data loss prevention? And what speciﬁc functionality does it oﬀer to aid in data
discovery?
We crafted this eBook to answer these questions and show how Netwrix Auditor can help your
organization prevent data loss. Chapter 1 discusses what data loss prevention is and elaborates on
Gartner’s “integrated DLP” approach as we understand it. Chapter 2 oﬀers speciﬁc evidence to support
Gartner’s characterization of Netwrix as an IT vendor that oﬀers a visibility solution with an integrated DLP
feature set, providing numerous examples of how particular Netwrix Auditor capabilities can support the
DLP needs of many organizations.
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1. Finding the Right DLP Approach for Your
Organization
1.1 The Importance of Data Protection
You’ve probably seen models of the cosmos from ancient or medieval times, with Earth at the center of the
universe and everything else circling it. A similar model could accurately depict the modern enterprise, with
information at the center and everything else revolving around it. Together, the structured and unstructured
data an organization has amassed and the tacit knowledge developed by its employees comprise one of its
most strategic assets.
Accordingly, protecting corporate data is of paramount importance — how well you perform at this task can
determine whether your organization prospers, decays or dies a sudden death. But it’s critical to recognize
that the old cliché “there is no such thing as 100% safe” reﬂects reality when it comes to data protection: Every
business is a potential target for cyber attacks by both insiders and external malefactors. Every organization
is vulnerable to data exposure. Your goal should not be to build a fortress, since it will inevitably be breached
from the outside and attacked from within. Rather, your goal should be to become more resilient by building
a layered defense strategy that helps you minimize your attack surface and spot suspicious behavior in time
to respond eﬀectively.

1.2 The Value and Limitations of Enterprise DLP Solutions
Even though the need to protect sensitive corporate and customer data from loss is both critical and urgent,
Garner urges organizations to resist the impulse to adopt a DLP solution as soon as possible. Data loss prevention
extends far beyond implementing a particular DLP technology, even if the product selected is a full-featured
enterprise DLP platform. Preventing data leaks needs to be recognized as just one part of a broader corporate data
security governance strategy. Therefore, before you leap into any purchases, it’s critical to think through your
internal requirements for data protection, clarify organizational objectives and risks, and look critically into how the
new solution could be integrated into your existing security procedures. Gartner considers DLP to be not a product,
but a well-deﬁned data security process that should be bolstered by well-managed supporting technology.
One way to get some of that supporting technology is to adopt an enterprise DLP solution. These highly specialized
products are designed with large enterprises in mind, so they typically oﬀer a broad set of features, from network
traﬃc analysis and active blocking of outbound communications to user notiﬁcations for policy violations and
alerts sent to security teams about detected unauthorized data transfers. But don’t mistake even the most
comprehensive enterprise DLP solution for a panacea. Improving data security requires much more, such as
establishing and enforcing information security policies and procedures, and gaining visibility into access
entitlements, system access, data ownership, data usage and data movement. Exﬁltration is the endmost link of a
kill chain, and prevention shouldn’t focus exclusively on that last step.
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Remember, data itself is not the problem in data exﬁltration and loss — it’s a people problem, because it is
human intentions that stand behind most data exﬁltration cases.
Moreover, enterprise DLP products have a reputation for being overly complex for basic use cases — a
reputation that Gartner says is well earned. That is not to say these products are bad or ineﬀective. Rather, it
means they are not always a good ﬁt. They often fail to meet a company's expectations because decision
makers fail to carefully consider their organization’s speciﬁcs, such as company size, data volumes, network
complexity, regulatory requirements, business objectives, and human and ﬁnancial resources available for
operating and maintaining the enterprise DLP solution. Instead, many purchase decisions are made in
response to an immediate organizational need, such as the need to act upon an improvement notice from a
regulatory compliance authority or to demonstrate a strong commitment to security after a data leak makes
the headlines.
Many IT managers and C-level security leaders new to DLP do not realize that enterprise DLP products will not
be used to full capacity (or even to half capacity) in a low-complexity environment or one in which granular
control over users and data is not required across all silos of the organization. These products, however, will
likely cost as much as a little jet plane and require onerous initial implementation and further upkeep.

1.3 Integrated DLP: A Cost-Eﬀective Alternative to Enterprise DLP
Organizations often have an alternative to enterprise DLP: taking full advantage of the products and applications they
already have. While technologies like antivirus software, ﬁrewalls, endpoint protection, IT asset management, identity
management, secure web and email gateways, log analysis, data discovery, and data classiﬁcation are not DLP
products in a conventional sense, they all deliver data protection in one way or another. In fact, the Gartner report
notes, an organization’s existing products often have features that can provide business leaders with enough insight
into information security gaps and deliver adequate protection for sensitive data. Gartner refers to these capabilities as
“integrated DLP.”
For many smaller or less complex organizations, integrated DLP is a cost-eﬀective alternative to enterprise DLP. The
DLP capabilities of the security tools the organization already owns can be equivalent to those of an enterprise product,
while coming at signiﬁcantly less cost and creating far less complexity. In fact, as Gartner explains, integrated DLP
features can actually be superior to their enterprise counterparts. In particular, existing security tools that provide
integration capabilities enable organizations to automate security processes and share data between diﬀerent tools to
strengthen DLP, thereby delivering functionality lacking natively in an enterprise DLP product.
Of course, budget is often the most important factor in the technology selection process at many organizations. Finding
out that there is a less costly yet eﬀective alternative to a highly priced enterprise DLP solution can be welcome news
for С-level security executives — especially if they discover that they underestimated the initial investment, staﬃng
requirements or ongoing operational costs of an enterprise DLP solution. The integrated DLP approach can oﬀer
signiﬁcant savings because the initial investment costs are much smaller, or even non-existent, and the DLP-related
capabilities of existing tools can be managed by the IT pros who are already using other features of the tools.
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1.4 How to Choose the Best Approach for Your Organization
To determine which DLP approach is the best ﬁt for your organization, your security and business leaders should
contemplate the following questions:
What are the objectives of having a DLP solution in place? Is it about covering your entire organization
and protecting a large amount of intellectual property on multiple user endpoints, networks, and
on-premises and cloud storages; demonstrating the uniformity of policies and workﬂows applied to data
leaving the environment across all points of data egress; and complying with a wide set of regulatory
controls? Or is it more about gaining better visibility into how users interact with smaller amounts of
sensitive data in the context of a lower risk environment and a less demanding regulatory landscape?
While enterprise DLP might seem like a reasonably eﬀective technology in either scenario, in the second
case it would be economically unjustiﬁed — you’d be spending a lot of money for functionality you’ll
never use while adding unnecessary complexity to your environment. Remember, there is no silver
bullet when it comes to security: Not even the most comprehensive enterprise DLP solution will catch
one hundred percent of attacks and make your organization immune to breaches.
How much time, eﬀort and money are available for the investment in DLP? Would it be acceptable if
months of deployment and tuning are required before the enterprise DLP solution starts to protect
data? Are the costs of initial purchase and ongoing upkeep really aﬀordable? If not, then looking into
other security tools with strong DLP functionality is obviously a good option. If the tools are already in
your security arsenal, you can economize signiﬁcantly on implementation, tuning, managed services,
and staﬀ costs, including hiring and training. If extra tools still need to be purchased, chance are these
tools will have shorter implementation periods and a lower initial price than any enterprise DLP solution.
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2. Improving DLP with Netwrix Auditor
2.1 The Role of Data Discovery in DLP
As we mentioned in the introduction, Gartner includes Netwrix in its list of integrated DLP vendors in the Data
Discovery category. Data discovery is focused on answering questions such as: What data does the organization
have and who owns it? Where does sensitive and other valuable data reside? And who has access to which data?
Without answers to these questions, a specialized DLP solution cannot eﬀectively interpret incidents and
respond appropriately by blocking unauthorized data transfers, encrypting sensitive data ﬂows or notifying
security administrators of likely exﬁltration attempts. In other words, without the results of the data discovery
process, a DLP product is missing the ability to deﬁne appropriate rules and accurately apply them to data. That
is why data discovery is commonly the ﬁrst step in the DLP process and a necessary feature of DLP tools.

2.2 Getting the Data Discovery You Need with Netwrix Auditor
Netwrix Auditor’s capabilities intersect in many ways with those of specialized data discovery tools or the data discovery
modules in enterprise DLP solutions. Speciﬁcally, Netwrix Auditor provides insight into where regulated and sensitive
data is stored; who owns which data; who actually uses the data and how it is being used; which data is overexposed
to unauthorized use and who has excessive access permissions; and who lacks access rights to which data.
With this visibility, security teams can better analyze data security risks, including which data is exposed and how it
can be lost, so they can take steps to protect information assets in accordance with their value and sensitivity.
Netwrix Auditor aggregates analytical insights and presents them in easy-to-consume data discovery and
classiﬁcation reports, speeding response to security gaps and lightening the load on overburdened IT teams.

Sensitive Files Count by Source
Shows the number of ﬁles that contain speciﬁc categories of sensitive data. Clicking
the “Categories” or “Source” link narrows your results down to a certain ﬁle in this report.
Content source

Categories

Files count

\\fs1\Accounting

GDPR
PCI DSS

1300
585

\\fs1\Finance

GDPR
PCI DSS

715
250
952

\\fs1\HR

GDPR
PCI DSS

1500
1085

Figure 1. Identifying the shares and folders with the highest concentrations of critical or
sensitive data helps you secure them ﬁrst with risk-appropriate access controls.
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It is diﬃcult, and unnecessary, to provide equally strong protection to all data resources in an organization.
To help you prioritize your security eﬀorts, Netwrix Auditor will classify unstructured data by type; gather and
deliver intelligence on where sensitive or otherwise critical data resides at each given moment in time;
identify the data owners; and show who actually uses which data. As a result, IT security teams can eﬀectively
remediate risks to sensitive corporate and personal data and quickly implement appropriate security
measures to protect the assets that require their attention the most.

Activity Related to Sensitive Files and Folders
Shows all access attempts (failed and successful changes, and successful and failed read attempts)
to ﬁles and folders that contain certain categories of sensitive data.
Action

Read (Failed
Attempt)
Details
Where:
Workstation:
Categories:

Object type

What

Who

When

Folder

\\fs1\Accounting\
Payroll

ENTERPRISE\
M.Smith

3/12/2018
9:25:49 AM

fs1
192.168.77.25
PCI DSS

Figure 2. Monitoring attempts to access, use and delete sensitive data helps you quickly detect
a malicious insider or a compromised account and determine exactly which data was compromised.

In addition to specialized data classiﬁcation and data discovery capabilities, Netwrix Auditor oﬀers ﬁle analysis
functionality to help you make sense of your unstructured data. It will show you what empty folders you have, which
data is stale, your largest ﬁles, duplicate ﬁles, potentially harmful ﬁles, and ﬁles with names that suggest they contain
passwords or other critical data, as well as the data owners and top owners by total ﬁle size. With this information,
security teams can eﬀectively prioritize their cleanup eﬀorts, because they can determine which data needs to be
deleted, archived, de-duplicated, moved to another storage location or assigned another owner.

Creation of Files with Sensitive Data
Shows users who created ﬁles with names that suggest they contain sensitive data (e.g.,
MyPasswords.docx). The following words are disallowed by default: password, social security
number, credit card, cardholder, payment, payroll, ssn, pwd.
What

User Name

Actions

When Created

\\fs1\Users\PASSWORDS.docx

ENTERPRISE\
G.Brown

1

1/17/2017
7:37:18 PM

ENTERPRISE\
D.Harris

1

1/16/2017
12:20:24 PM

Where: fs1.enterprise.com
http://sharepoint/Documents/
ALL SOCIAL SECURITY NUNBERS.xlsx
Where: http://sharepoint

Figure 3. Netwrix Auditor’s ﬁle analysis capabilities enable better data governance.
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2.3 Enforcing a Least-Privilege Model
The least privilege principle is a security best practice that requires access permissions to be granted strictly on
a need-to-know basis. Establishing and enforcing a least privilege model limits the amount of data that malicious
insiders, attackers with compromised credentials, and malware using a user or computer account can access,
minimizing data loss.
But many organizations are unable to ensure that access rights aren’t assigned or delegated without proper
approval and a solid business need, and they fail to regularly review permissions for accuracy and revoke them
in a timely way as needed. In some cases, the organization has these information security controls but no way to
enforce them; in other cases, the policies exist only in people’s minds, if they exist at all. As a result, unnecessary
access entitlements and lingering excessive permissions put the security of sensitive data in jeopardy.
Netwrix Auditor closes the awareness gap between provided access permissions and user activity, and helps
security administrators establish and enforce a least privilege model. It provides a full holistic view of the current
state of privileged access entitlements and makes it easy to track how privileges have changed over time for a
particular user or data object. Furthermore, it saves a history of all past states of permissions, and enables easy
comparison of the current state with any past state or the baseline conﬁgurations. This visibility helps you
identify suspicious changes that could pose a risk.

Folder and File Permission Details
Shows permissions granted on a shared folder, its subfolders and ﬁles (either directly or via group
membership). Clicking the group link opens the "Group Membership by User" report.

Object: \\fs1\Accounting\Contractors (Permissions: Diﬀerent from parent)
Account

Permissions

Means Granted

ENTERPRISE\J.Carter

Full Control

Group

ENTERPRISE\T.Simpson

Read (Execute, List folder content)

Group

ENTERPRISE\J.Smith

Full Control

Directly

ENTERPRISE\A.Tompson

Full Control

Group

ENTERPRISE\M.Brown

Full Control

Directly

Figure 4. Viewing eﬀective permissions by user and by object enables you to easily identify
excessive permissions granted to users who should not have them, and also see how those
permissions were granted (either directly or via group membership).
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2.4 Spotting Suspicious Actions
Netwrix Auditor provides capabilities to help organizations quickly detect privilege abuse, privilege escalation
and potential identity theft. Speciﬁcally, the solution includes reports that keep security administrators informed
about a variety of suspicious actions, such as the addition of members to any privileged group, including
additions that are reverted soon thereafter, and abnormal activity outside of business hours.
It also oﬀers predeﬁned and custom alerts, including threshold-based alerts, that enable timely response to
critical events, such as the addition of a user account to the Domain Admins group in Active Directory, new role
assignments in Oracle Database or the addition of users to Managed Accounts in SharePoint.
Both reports and alerts include the critical details about who assigned permissions and who received them, what
level of permissions were granted, and what actions were performed using the account in question.

Netwrix Auditor Alert

Possible privilege abuse
Who:

ENTERPRISE\J.Carter

Action:

Modiﬁed

Object type:

Farm

Item:

http://sp.enterprise.com:4755 (SharePoint farm)

What:

http://sp.enterprise.com:4755

When:

5/3/2017 6:16:26 AM

Where:

http://sp.enterprise.com:4755

Data source:

SharePoint

Monitoring plan:

Enterprise Data Visibility Plan

Details:

Managed Accounts:
- Added: "ENTERPRISE\T.Simpson"

This message was sent by Netwrix Auditor from au-srv-ﬁn.enterprise.com.

Figure 5. Alerts on suspicious behavior help you respond in time to prevent misuse or loss of data.
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2.5 Spotting Threats Faster with User Activity Intelligence
Spotting threats to your data is not always a matter of noticing one particular action. You also have to be able to
gather and correlate information about user behavior across your environment and over time and be able to tell
when something unusual is going on. Netwrix Auditor provides security teams with user-centric audit and
protection capabilities that enable them to centrally monitor the activity of user (and computer) accounts in an
environment in relation to speciﬁc datasets. While Netwrix Auditor cannot block data transfers, quarantine
applications or encrypt data, it can alert security staﬀ to potentially harmful developments initiated by either
users or applications across the entire IT environment, so they can immediately review incidents based on
severity to identify and respond to rogue users or outliers who bypassed security.
This user-centric approach ensures organizations get deep visibility into how data is being used, and whether
employee behavior deviates from known normal, which reduces the risk of unauthorized data access, improper
usage and loss.

Behavior Anomalies
Home

Behavior Anomalies

Last 7 days

RISK SCORE TIMELINE

1000
500
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9/7/2017

9/8/2017

9/9/2017

User

9/10/2017

9/11/201

9/12/2017

Risk score

Status

9/13/2017

ENTERPRISE\A.Tomlinson

View profile

725

10/10/2017 7:27:02 AM

ENTERPRISE\L.Fishborn

View profile

630

10/8/2017

7:25:20 AM

ENTERPRISE\M.Lopez

View profile

385

10/6/2017

7:28:11 AM

ENTERPRISE\A.Jovahni

View profile

215

10/5/2017

7:29:32 AM

Figure 6. A single view of all anomalous activity by day and by user, along with each user’s total
risk score, help you detect and prioritize data security incidents more eﬀectively.

Netwrix Auditor brings together activity data from multiple sources, not just system logs, across multiple on-premises and
cloud-based systems and applications, and transforms the cryptic machine data into noise-ﬁltered human-readable insights.
The results are displayed as actionable intelligence in a variety of reports and dashboards, through a single pane of glass
associated with a uniﬁed platform. As a result, organizations ensure faster incident detection, investigation and response.
To ensure actions can be scrutinized in full detail or reviewed within the broader context of all activities in the IT
environment, Netwrix Auditor oﬀers several display options. Security administrators can review all activity by a particular
user in one particular system, in several speciﬁc systems, or in all systems. In the basic case, no switching of reports or
interfaces will be required. Alternatively, security staﬀ can concentrate on speciﬁc use cases and see, for example, only
failed user attempts to read ﬁles on a critical ﬁle server, or just successful SQL Server logons by a particular user. And they
can also investigate user activity using the Interactive Search capabilities if a very speciﬁc use case applies or if they need
to perform a sequential inquiries into what someone did or what happened to a certain set of data.
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Search

WHO

ACTION

What

Object type

“Group”

Admin

Open in new window

Who

Object type

ENTERPRISE\
J.Carter

Group

Action

Modiﬁed

WHAT

WHEN

WHERE

SEARCH

Advanced mode

What

Where

\Enterprise\Users\
Domain Admins

dc1.
4/28/2018
enterprise.com 1:05:34 PM

When

Security Global Group Member: - Added: "\Enterprise\Users\Greg Dowson"

ENTERPRISE\
T.Simpson

Group

Modiﬁed

\Enterprise\Users\
Domain Admins

dc1.
4/30/2018
enterprise.com 2:08:12 PM

Security Global Group Member: - Added: "\Enterprise\Users\Sam Sullivan"

Figure 7. Search capabilities enable you to quickly review a particular user’s actions. You can
just as easily review all activity related to a particular set of data.

Apart from reporting and alerting on speciﬁc events, Netwrix Auditor also provides higher level security insights that help
you proactively reduce the risk to your valuable data. For example, the platform provides IT Risk Assessment reports that
deliver intelligence on the total risk level for users and computers, data resources and granted permissions, and the
interactive risk dashboard helps you detect, evaluate and act on gaps in security, governance and compliance best
practices. In addition, User Behavior and Blind Spot Analysis reports deliver insight into the placement of potentially
harmful ﬁles on ﬁle shares, logons by a single user from multiple endpoints or by multiple users from a single endpoint,
activity outside business hours, user access to archive data, temporary membership in privileged groups, and more.

IT Risk Assessment: Overview
Total risk level for Permissions:

Acceptable

Risk

Level

User accounts with administrative privileges

Acceptable

Empty security groups

Acceptable

Acceptable

Administrative groups

Total risk level for Data:

Take action

Risk

Level

Shared folders accessible by Everyone

Take action

Potentially harmful files on file shares

Take action

Take action

File names containing sensitive data

Pay attention

Direct permissions on files and folders

Total risk level for Users and Computers:
Risk

Pay attention
Level

User accounts with Password never expires

Pay attention

Disabled computer accounts

Acceptable

User accounts with Password not required
Inactive user accounts

Inactive computer accounts

Acceptable
Acceptable
Acceptable

Figure 8. The interactive risk dashboard helps you assess your current risk proﬁle and
prioritize your response to identiﬁed weak spots.
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2.6 Addressing Compliance Requirements
As noted earlier, the purchase of DLP solutions is often driven by the need to comply with regulatory standards, such
as HIPAA, PCI DSS or GDPR. But it’s important to remember that the primary goal of compliance regulations is to
improve the security of sensitive data — and you likely already have solutions in place to help you keep your data
secure. Therefore, it’s smart to consider whether the integrated DLP features of those solutions can help not only with
security but compliance as well. You may ﬁnd that they can help you address a multitude of compliance requirements,
demonstrate the maturity of your security programs and controls to auditors, and earn acceptable grades in
assessments — without spending an extra penny or adding unnecessary complexity to your IT infrastructure.
Netwrix Auditor is not a DLP solution in a conventional sense; however, thousands of IT departments in companies in
heavily regulated industries successfully use its capabilities to enforce policies, validate controls, excel at
demonstrating compliance to auditors and avoid penalties. The platform helps simplify iterative reviews of security
controls as mandated by various compliance regulations. Many of the reports Netwrix Auditor provides are
preconﬁgured right out of the box to deliver insights into the state of security in many critical areas: access
entitlements, user access to systems, computer policies, data usage, attempts to change or destroy data, and more.

Reports
Home

Reports

Enter your search

CJIS Compliance
FERPA Compliance
FISMA/NIST Compliance
GDPR Compliance
GLBA Compliance
HIPAA Compliance
ISO/IEC 27001 Compliance
Files and Folders Deleted
Security Group Membership Changes

NERC CIP Compliance

Figure 9. Preconﬁgured reports help organization achieve and prove compliance with a variety
of regulations.

The entirety of Netwrix Auditor features and capabilities help the participants in the compliance process respond
quickly to identiﬁed policy violations or areas lacking control. Users can craft a new alert, report subscription or
search in seconds to address speciﬁc requests and recommendations from auditors on the ﬂy.
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2.7 Protecting Data in the Cloud
There are many places in an organization through which sensitive data can leak. The ones that allow data to leave
corporate boundaries and ﬂow out into the internet are of a particular concern because these egress channels are
diﬃcult to control. As enterprises use more and more cloud services, sensitive data that once resided only in a secure,
on-premises repository is now often being uploaded to less secure cloud environment.
For example, suppose an operations team member needs data from a secure database in order to fulﬁll an order. That
data is moved into documents stored on a ﬁle share, which is less protected than the database. The employee then
decides to copy those ﬁles to a personal laptop, which is even less secure, and then to OneDrive storage to be shared
with colleagues who also need it. All of this data transfer — and the corresponding increased risk of data loss —
happens without any approval from data owners and without awareness of the security team.
Not all enterprise DLP solutions provide visibility into and control over user uploads of data into cloud storage services,
because many of them are focused on only the network perimeter. Netwrix Auditor enables security administrators to
gain visibility into what happens in cloud services like SharePoint Online, OneDrive for Business and Exchange Online.
They can stay updated on any data uploads, downloads and modiﬁcations, which facilitates data loss prevention.

Content Management
Shows content changes (uploads, downloads, modiﬁcations, etc.) to sites, lists, list items, and
documents. Use this report to detect suspicious activity and prevent the loss of important data.
Action
Added

Where:
Workstation:
Copied

Object Type

What

Who

What

Document

https://netwrixqcspa.
sharepoint.com/
SharedDocuments/
HR/Presentation.pptx

j.carter@netwrixqcspa.
onmicrosoft.com

8/18/2017
1:51:14 PM

j.carter@netwrixqcspa.
onmicrosoft.com

8/18/2017
1:52:21 PM

https://netwrixqcspa.sharepoint.com
81.95.21.122
Document

https://netwrixqcspa.
sharepoint.com/
SharedDocuments/
Presentation2017.pptx

https://netwrixqcspa.sharepoint.com
Where:
Workstation:
81.95.21.122
Destination URL: Shared Documents/HR/Presentation2017.pptx

Figure 10. Monitoring the movement of data, especially to the cloud, helps prevent data loss.
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2.8 Expanding Protection through Integrations
As noted earlier, security tools that provide integration capabilities enable organizations to automate security
processes and share data between diﬀerent tools to strengthen DLP, thereby delivering unique functionality that
enterprise DLP products may lack. According to Gartner, these integrations not only give birth to useful capabilities
based on a synergetic eﬀect but also help organizations avoid the “policy fatigue” that arises from having to utilize DLP
capabilities from multiple point solutions separately.
Netwrix Auditor can be easily integrated with other existing on-premises and cloud applications because it oﬀers open
RESTful API. For example, it can be integrated with change management, threat intelligence, log aggregation and
analysis, service desk, and compliance tools. Both data-in and data-out integration scenarios are supported.
Data-in

Cloud

Hybrid

Data-out

On-premises

Netwrix Auditor

API

API

Netwrix Auditor

IT Workﬂows

SIEM

Threat Intelligence

Figure 11. Integrating Netwrix Auditor with other solutions you already have can improve your DLP capabilities.

For example, suppose you already use the cloud-based application ServiceNow IT Service Management.
Many critical security events in your environment might not be supplied to ServiceNow. If no ticket is created,
odds are there will be no incident investigation and response. And even when the incidents are supplied to
ServiceNow ITSM, operators might not have ﬁlled in all the required ﬁelds of the ticket form, which slows
investigation and response. Moreover, on its own, ServiceNow doesn’t provide cross-referencing with
previous related incidents.
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By integrating Netwrix Auditor with ServiceNow ITSM, you use Netwrix Auditor’s core competency to improve the
incident discovery and handling processes. Netwrix Auditor will supply ServiceNow with alerts about incidents across
the IT environment. All necessary information about those incidents will be automatically entered into the appropriate
ﬁelds in the ticket, eliminating the gaps possible during manual input. Incidents reported through the integration are
cross-referenced and can be combined into a larger single ticket, further streamlining review and investigation. This
faster and more accurate handling of incident improves your organization’s ability to prevent data loss.

Incident
INC0010017

Follow

Update

Resolve Incident

Manage Attachments (1): ITSM Add-on User Added to AD Administrative Group_2017_09_01_12-01_00_FD21.html
Number

INC0010017

Category

INC0010017

Priority
Short description
Description

1 - Critical
[Netwrix Auditor] ITSM Add-on: User Added to AD Administrative Group
Alerts when a user is added to a critical group (Domain Admins, Enterprise Admins, and
Schema Admins). Use this alert to exercise security control over your organization.
This alert works in combination with the add-on automating ticket creation in your ITSM
system.
Previous incident for same alert type:
Number: INC0010008
Opened: 08-01-2017 19:02:33
Assigned to: Fred Luddy
Assignment group: Software
State: Active

Figure 12. Integrating Netwrix Auditor with ServiceNow ITSM enables you to handle incidents
better and faster.
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Conclusion
Data is one of the most valuable assets any organization has, and protecting it from the growing array of
modern threats is both critical and urgent. But, as Gartner argues, organizations should not simply rush to
purchase an all-encompassing enterprise DPL solution. Instead, they should carefully consider whether
they actually need the comprehensive functionality these products oﬀer, and whether they have the
budget and resources to operate and maintain such complex solutions. Otherwise, they may ﬁnd
themselves forced to bear expenditures that exceed all their expectations while a product that is used to
half or less of its potential adds unwanted complexity to the IT environment.
Once they determine what DLP functionality they actually need, Gartner says, they should review the
integrated DLP capabilities of the security tools they already have or could acquire with far less eﬀort and
expense. These integrated DLP features might be a better ﬁt, and they can almost always be up and
running much faster than a new enterprise DLP solution.
According to Gartner, Netwrix can help in the area of data discovery, which is an important part of any DLP
process. Netwrix Auditor provides both data-centric and user-centric audit and protection capabilities that
thousands of organizations already use to improve security and streamline compliance. Plus, it can easily
be integrated with other security tools and processes, creating opportunities for organizations to fully
beneﬁt from the combined functionality of those solutions, as well as have a quick win in the areas of
security and compliance as compared to the option of investing in enterprise DLP.
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