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Preface

PREFACE

This document describes how to install and configure the SafeNet Agent for Network Policy Service (NPS).

Third-Party Software Acknowledgement

This document is intended to help users of SafeNet products when working with Microsoft's Network Policy
Service (NPS).

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Overview

The SafeNet server uses the NPS Remote Authentication Dial-In User Service (RADIUS) components of
the Windows Server.

To enable SafeNet server to accept RADIUS authentication requests, complete the following:
> Install the Windows NPS component.

> Install the SafeNet Agent for NPS on the machine hosting the NPS.

RADIUS requests received by the NPS from devices such as VPNs, firewall and other RADIUS Clients are
passed to the SafeNet server via the agent.

NOTE: The SafeNet Agent for NPS must be installed on the same server as the
Microsoft NPS. We recommend installing SAS PCE/SPE on a different server. The
agent can be configured for failover to an alternate SAS PCE/SPE server.
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Logging with Push OTP

When logging to a website supporting the Push OTP function, the user enters the Username, leaves the
password field empty, and clicks the login button. The user will then receive a prompt on their
MobilePASS+ app, to accept or reject the logon request. On accepting the logon request, the user is
logged in to the website.

System Requirements

Prerequisites

> Microsoft .NET Framework 4.5.2 (or above) must be installed on the same computer as the SafeNet
Agent for NPS.

Operating Systems

The SafeNet Agent for NPS is supported on the following operating systems:
> Windows Server 2012 R2 (64-bit)

> Windows Server 2016 (64-bit)

> Windows Server 2019 (64-bit)

Authentication Management Platforms
> SafeNet Authentication Service PCE/ SPE 3.9.1 and above

> SafeNet Trusted Access (earlier, SAS Cloud)

Authentication Protocols
The SafeNet Agent for NPS supports the following authentication protocols:

> PAP
> CHAP
> MS-CHAP-v2

The following restrictions apply when working in Challenge/Response mode:

> Tokens in Challenge/ Response mode are supported only for PAP.

> GrIDSure tokens are supported only for PAP and MS-CHAP-v2.
MS-CHAP-v2 requires SAS 3.9.1 or later.

NOTE: To use GrIDSure with the SafeNet Agent for NPS, the user must utilize an
external GrIDSure Service (for example SafeNet Self Service Portal).

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide
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Push OTP
The SafeNet Agent for NPS supports the Push OTP function when working with MobilePASS+.

NOTES:
1. High Push OTP utilization can lower the authentication throughput in the NPS.

2. Touse PUSH OTP, ensure that the NPS Agent Server can connect with the
SafeNet PUSH Service. If you are using a proxy with the NPS Agent Server, add IP
address of the SafeNet PUSH Service in the proxy.

Supported Environment
The SafeNet Agent for NPS supports Push OTP with the following components:

> Authenticator: MobilePASS+
> Management Platform: SAS PCE/SPE 3.9.1 and later

NOTE: Push OTP is not currently supported for SAS PCE/SPE.

Configuring RADIUS Client with Push OTP
When using Push OTP, we recommend the following settings in the RADIUS Client:

Multiple NPS servers Timeout: 60 seconds

(backup/ failover) Retries: 1

Single NPS server Timeout: 20 seconds
Retries: 3

Release Notes

The Customer Release Notes (CRN) document provides important information about this release that is
not included in other customer documentation. It is strongly recommended that you read the CRN to fully
understand the capabilities, limitations, and known issues for this release.

Audience

This document is intended for personnel responsible for maintaining your organization's security
infrastructure. This includes SafeNet Agent for NPS users and security officers, the key manager
administrators, and network administrators. It is assumed that the users of this document are proficient
with security concepts.

All products manufactured and distributed by Thales are designed to be installed, operated, and
maintained by personnel who have the knowledge, training, and qualifications required to safely perform
the tasks assigned to them. The information, processes, and procedures contained in this document are
intended for use by trained and qualified personnel only.
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Document Conventions

This section describes the conventions used in this document.

Command Syntax and Typeface Conventions

This document uses the following conventions for command syntax descriptions, and to highlight elements
of the user interface.

Convention Description
bold The bold attribute is used to indicate the following:
> Command-line commands and options (Type dir /p.)
> Button names (Click Save As.)
> Check box and radio button names (Select the Print Duplex check box.)
> Window titles (On the Protect Document window, click Yes.)
> Field names (User Name: Enter the name of the user.)

> Menu names (On the File menu, click Save.) (Click Menu > Go To >
Folders.)

> Userinput (In the Date box, type April 1.)

italic The italic attribute is used for emphasis or to indicate a related document. (See the
Installation Guide for more information.)

Double quote marks Double quote marks enclose references to other sections within the document.

For example: Refer to “Error! Reference source not found.” on page Error!
Bookmark not defined..

<variable> In command descriptions, angle brackets represent variables. You must substitute
a value for command line arguments that are enclosed in angle brackets.

[ optional ] Square brackets enclose optional keywords or <variables> in a command line
[ <optional> | description. Optionally enter the keyword or <variable> that is enclosed in square
brackets, if it is necessary or desirable to complete the task.

Square brackets enclose optional alternate keywords or variables in a command

[alb]c] line description. Choose one command line argument enclosed within the braces,
[<a> | <b> | <c>] if desired. Choices are separated by vertical (OR) bars.

{al|b]|c} Braces enclose required alternate keywords or <variables> in a command line
{<a> | <b>| <c>} description. You must choose one command line argument enclosed within the

braces. Choices are separated by vertical (OR) bars.
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Notifications and Alerts

Notifications and alerts are used to highlight important information or alert you to the potential for data loss
or personal injury.

Tips
Tips are used to highlight information that helps to complete a task more efficiently.

TIP: This is some information that will allow you to complete your task more efficiently.

Notes
Notes are used to highlight important or helpful information.

NOTE: Take note. Contains important or helpful information.

Cautions

Cautions are used to alert you to important information that may help prevent unexpected results or data
loss.

Exercise caution. Contains important information that may help prevent
unexpected results or data loss.

Warnings
Warnings are used to alert you to the potential for catastrophic data loss or personal injury.

*WARNING** Be extremely careful and obey all safety and security measures. In
this situation you might do something that could result in catastrophic data loss
or personal injury.

Related Documents

The following document(s) contain related or additional information:

> SafeNet Agent for NPS v3.0.1: Customer Release Notes

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 10
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please refer to the
documentation before contacting support. If you cannot resolve the issue, contact your supplier or

Thales Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Thales and your organization. Please consult
this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Customer Support Portal

The Customer Support Portal, at hifps:/supporiporial.thalesoroup.com , is where you can find solutions for
most common problems. The Customer Support Portal is a comprehensive, fully searchable database of
support resources, including software and firmware downloads, release notes listing known problems and
workarounds, a knowledge base, FAQs, product documentation, technical notes, and more. You can also
use the portal to create and manage support cases.

NOTE: You require an account to access the Customer Support Portal. To create a
new account, go to the portal and click the REGISTER Ilink.

Telephone Support

The support portal also lists telephone numbers for voice contact (Contact Us ).

Email Support

You can also contact technical support by email at

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide
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CHAPTER 1: Configuring Network Policy Service

CHAPTER 1: Configuring Network Policy
Service

Configuring NPS for RADIUS Clients

RADIUS clients include any network access devices/ servers or software that requires authentication from the
SafeNet server.

NOTE: To work with SafeNet Agent for NPS, the Network Policy and Access Services role
must first be added to Windows using the Windows Server Manager.
Refer Microsoft documentation for details.

To configure SafeNet Agent for NPS for RADIUS clients:
1. Select Start > Administrative Tools > Network Policy Server.
2. Inthe left pane:
a. Double-click RADIUS Clients and Servers.
b. Right-click RADIUS Client and select New.

& Network Pelicy Server - o x
File Action View Help
@z e
@ wsiech foovsae
w | RADIUS Clients and Servers |
Ei RADIUS Clie N ';‘ RADIUS chents allow you to specify the network access sarvers, that provide acoess to your network.
=
i3 Remote RAI . 4
~ _: Paolicies Bpaatiet
Connection View » Friendly Mames IF Address Device Manufacturer  Status
| MNetwork Po
B Accounting Refresh
Wy Ternplates Man Help
(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)
SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 12

007-013942-002, Rev. B, September 2020, Copyright © 2021 Thales Group. All rights reserved.




CHAPTER 1: Configuring Network Policy Service

3. On the New RADIUS Client window, complete the following fields:

Enable this RADIUS Client

Friendly name

Address (IP or DNS)
Vendor name
Shared Secret

Confirm shared secret

Select this check box.

Enter a name for the remote client (for example, SSL VPN
Authentication).

Enter the IP address of the remote client.
Select RADIUS Standard.
Select Manual and enter the shared secret value.

Re-enter the shared secret value to confirm.

New RADIUS Client

Settings  Advanced
Enable this RADIUS client

Select an existing template

Name and Address
Friendly name:

;_Radvus Standard

Address (IP or DNS):
[192.168.21.235

Shared Secret
Select an existing Shared Secrets template:
None

(® Manual (O Generate
Shared secret:

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

Confirm shared secret:

loooo|

[ oK || Cance

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

4. Click OK.

5. Restart Network Policy Server.

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 13
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CHAPTER 1: Configuring Network Policy Service

Configuring NPS for Remote RADIUS Server Groups

To configure SafeNet Agent for NPS for Remote RADIUS Server Groups:

1. Open the Network Policy Server (NPS) console.

2. Inthe left pane, double-click RADIUS Clients and Servers, right-click Remote RADIUS Server Groups,
then click New.

a. Inthe Group name box, type a name for the new RADIUS server group, then click Add.

b. Inthe Add RADIUS Server dialog box, under RADIUS Server, enter your previous OTP solution as a
RADIUS server.

Click OK to save.
d. Ensure that you add this NPS server as a RADIUS client on the previous OTP solution.

*s Network Policy Server = iy . 10| %
File Action View Help
| 2w HE
[= [ ] RADIUS Clients and Servers
3 RADILS Cients ey Fente oo E T X
i3 Remote RADIUS Server Groups local NPS server
= =[ Policies |
| Connection Request Polices §!E : e Group ; TP |
| Network Policies . ¥d patty OTP e I}d paty 0
. o B Hesth Pokien RADIUS Server | Priorty | Weight [
[ W Network Access Protection SAM 3 %0
B, Accounting

[# Wl Templates Management

< ok | camce | sy |H

I T T

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)
3. Inthe left pane, under Policies, right-click Connection Request Policies, then click New.
a. Inthe Policy Name box, type a name for the new policy.

b. Create a policy that forwards connection requests to the newly created remote RADIUS server group for
authentication.

c. Click OK to save.

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 14
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CHAPTER 1: Configuring Network Policy Service

%k Network Policy Server i ‘szl
File Action View Help i

&= 7w Hm |
e

[= || RADIUS Clients and Servers
& RADIUS Clients ~ Connection request policies allow you to designate whether connection requests are processed
3 Remote RADIUS Server Groups locally or forwarded to remote RADIUS servers. For NAP VPN or 802.1X, you must configure PEAP
& =] Policies " authentication in connection request policy.
e e — e [[Siztus_| Processing Order [ Source
| Health Polices = J:Forward to 3rd Party Enabled 999999 Unspecfied
& M Network Access Protection
B Accounting
[# Ml Templates Management

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

=

Configure the settings for this network policy.
If condttions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

szqﬂ:::d Authenlicalion Specify whether connection requests are processed locally, are forwarded to remote

RADIUS servers for authentication, or are accepted without authentication.

& Authentication Methods

Forwarding Connection

Riaqua " Authenticate requests on this server

{¥ Forward requests to the following remote RADIUS server group for authentication:

Authentication

WAoo [ paty OTP =] New. |

Specify a Realm Name
. " Accept users without validating credentials
£ Attribute

RADIUS Attributes
& Standard

[77] Vendor Specific

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)
4. Inthe left pane, under Policies, right-click Network Policies, then click New.

a. Inthe Policy Name box, type a friendly name for the new policy.

b. Complete the remaining fields as appropriate.
c. Click OK to save.
d. Right-click the new policy, then click Edit.
e. Click the Constraints tab and select the Unencrypted authentication (PAP, SPAP) check box.
f. Click OK to save.
SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 15
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CHAPTER 1: Configuring Network Policy Service

Sk Network Policy Server =10 x|
File Action View Help
== m Hm
et
[l || RADIUS Clients and Servers .
@ RADIUS Clients “ Network policies allow you to designate who is authorized to connect to the network and the
3 Remote RADIUS Server Groups | crcumstances under which they can or cannot connect.
(= =] Polices
_ Connection Request Polides
1 Network Polices
_ Health Policies
(& ™ Network Access Protection
B, Accounting

[+ Wl Templates Management

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

Connections to other access servers Properties 5]
Overview | Condttions Constraints ' Settings |

Configure the constraints for this network policy.
if all constraints are not matched by the connection request, network access is denied.

Constraints:
Constraints

Allow access only to those clients that authenticate with the specffied methods.

& Authentication Methods

oy, Idle Timeout EAP types are negotiated between NPS and the client in the order in which they are
i listed.
L% Session Timeout :
: g EAP Types:
US| Called Station ID
2 Day and time restrictions
‘: Move Down
% NAS Port Type s
Add... Edit... I Hemove ]

Less secure authentication methods:
V' Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[V User can change password after t has expired
™ Microsoft Encrypted Authentication (MS-CHAP)
[T User can change password after it has expired
7 Encrypted authentication (CHAP)
V' Unencrypted authentication (PAP, SPAP)
[T Allow clients to connect without negotiating an authentication method
[T Pedform machine health check only

[ ok | camce | oy |

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

5. Onthe NPS server, add your local machine and your VPN appliance as RADIUS clients.

NOTE: Ensure that you enable the Migration Mode. To configure Exceptions in Migration

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 16
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CHAPTER 1: Configuring Network Policy Service

6. Use a RADIUS client tool, such as NTRadPing, to authenticate against the local NPS.

NPS should forward the request to your previous OTP solution.

*» Network Policy Server

Additional RADILIS Attibutes:

o | 2@ HE
@ NPS (Local) RADIUS (Clients
= = RADIUS Clients and Servers
5 RADIUS Clients =/l RADIUS clients allow you to specify the network access servers, that provide acces|
37 Remote RADIUS Server Groups
&l =] Polices
il Cormection Resuest Polices - ) Name | IP Address | Device Manufacturer | NAPCapable | Status
. et Roies 3 NPS NPS RADIUS Standard  No Enabled
-# NTRadPing Test Utility =101 x|
RADIUS S - INPS 1645 NTRadPing 1.5 - RADIUS Server Testing Tool
| I © 1999-2003 Master Soft SpA - Italy - All rights reserved
Reply timeout (sec.): {10 Retries: |1 http://www.dialways.com/
RADIUS Secret key: [1234 S—
ms
User-Name: Imigraleusetm A
Password: Ixxxxx:xx:)1 I'_ CHAP MASTE RSO FT DIALWAYS
Request type: lAuthentication Request ;] [U R&DIUS Server reply:

I 1

Add |Rem0ve| Cleatist'

A

Losd.. | Save. [ [ Send ]

Sending authentication request to server NPS: 1645

Transmitting packet, code=1 id=1 length=53

received response from the server in 218 miliseconds

reply packet code=2 id=1 length=78

response: Access-Accept

attribute dump «---ssreemremeenen e
Framed-Protocol=PPP

Service-Type=Framed

Class=\0xbc\Oxeb\0x03\0xfer\0x00\0x00\0x01 75020040:0140x17\0x

< | i3

Close I

Hep.. |

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)
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CHAPTER 1: Configuring Network Policy Service

Configuring NPS to use SafeNet Agent

To create a Connection Request Policy:

1. Select Start > Administrative Tools > Network Policy Server.

& Network Policy Server - O ®
File Action View Help

9|75 HE

w [] RADIUS Clients and Servers

5 RADIUS Clients J‘ Connection request policies allow you to designate whether connection requests ane processed localy or forwarded to
L remote RADIUS servers.
i3 Remote RADIUS Server Groups
v L.f Palicies
(+ Connection Renuest Policies Policy Name Status Processing Order  Source
= Network Polic New
% Accounting Export List
> Wl Templates Manac
View ¥
Refresh

e e
L)

Conditions - I the following condtions are met:

Condition Value

L4 >

Settings - Then the following settings are applied:

Setting Value

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)
2. Inthe left pane,
a. Double-click Policies.

b. Right-click Connection Request Policies and select New.

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 18
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CHAPTER 1: Configuring Network Policy Service

On the New Connection Request Policy window, complete the following fields and click Next:
Policy name

Enter a name for the policy. For example, Allow all users to
authenticate with SAS.

Type of network access server | Select the required type of network server, from the drop-down list.

New Connection Request Policy

Specify Connection Request Policy Name and Connection Type
l ! ]

You can specify a name for your connection request policy and the type of connections to which the policy is applied

Policy name:

Allow all users to authenticate with SAS

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select ether the network access server
type or Vendor specific, but netther is required. If your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

(® Type of network access server:

Remote Access Server(VPN-Dial up) v
(O Vendor specific:

10 =

Previous Finish Cancel

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

4. On the Select condition window, select Day and Time Restrictions and click Add.
Select condition X
Select a condition, and then click Add.

Tunnel Type ~
The Tunnel Type condition restricts the palicy to only clients that create a specific type of tunnel, such as PPTP or
L2TP.
Diay and time restictions
Day and Time Reshr
ay and i and are not all
RADIUS Chert Properties
_1 ) Calling Station ID
& The Calling Station ID condition specifies the network access server telephone number dialed by the access client.
, Client Friendly Name
The Client Friendly Name condition specifies the name of the RADIUS client that forwarded the connection request to
~ MNPS.
I ==l w1 RN, 4 A s
Carcs
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(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

5. On the Day and time restrictions window, select Permitted and click OK.

Day and time restrictions X

2 > 3 ok ]

12-2-4-6-8-10-12-2-4:6-8-10-12

I (® Pemmitted
(O Deniied

Sunday through Saturday from 12:00 AM to 12:00 AM

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

6. On the Specify Connection Request Forwarding window, select Accept users without validating
credentials and click Next. This setting will cause authentication requests to be intercepted by the
SafeNet NPS Agent, and is required in order to allow the agent to function correctly.

New Connection Request Policy X

’
| The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a
remote RADIUS server group.

. Specify Connection Request Forwarding

¥ the policy conditions match the connection request, these settings are applied.

Settings:
Forwarding Connection
Request 9 Specify whether connection requests are processed locally, are forwarded to remote
- RADIUS servers for authentication., or are accepted without authentication.
Authentication
lU Accounting (O Authenticate requests on this server

Forward requests to the following remote RADIUS server group for authenticatio

<not configured> New...

(® Accept users without validating credentials

Previous Finish Cancel

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)
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7. Click Next and then click Finish.
8. On the Network Policy Server window:
a. Inthe left pane, select Policies > Connection Request Policies.

b. In the right pane, right-click Use Windows Authentication for all users and select Disable.

€ Network Policy Server - ] X
File Action View Help

= | x5 Hm

@ MPS (Local) Connection Request Policies

w | RADIUS Clients and Servers

E RADIUS Clients ¢ Connection request policies allow you to designate whether conneclion requests are processed locally or forwanded to
- remote RADIUS servers.
33 Remote RADIUS Server Groups 4
~ [] Policies
| Connection Request Policies Policy Name Status Processing Order | Source
| Network Policies =] Abow all users to autherticate wih SAS  Enabled 1 Remote Access Server(VPN-L

B, Accounting S| Use Window Authentication for all userd
M
» My Templates Management el
Move Down
3 Disable >
Rename ~
Conditions - if the following conditions an DOpNCeePokey
Condtion WValue Properties
Day and time restrictions  Sunday 00:0 - ry 00:00-24:00 Wednesday 00-00-24-...
=p

Settings - Then the following settings are applied:

Setting Value
Authentication Provider Local Computer

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

9. Close the window.
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Configuring CRP to use Local Authentication

The Network Policy Server can be configured to authenticate the request on the local server.

To create a Connection Request Policy (CRP):
1.

2.

Select Start > Administrative Tools > Network Policy Server.

ev Metwork Policy Server
File Action View Help

=75 H=

€ NPS (Local)
~ [ RADIUS Clients and Servers
3 RADIUS Clients
35 Remote RADIUS Server Groups

v I_E‘J' Policies
|~ Connection Reauest Policies
[ Network Polic New
‘ﬁl Accounting Export List
> Wl Templates Manac
View
Refresh
Help

Connection Request Policies

~ Connection request policies allow you to designate whether connection requests are processed locally or forwanded to
remote RADIUS servers.

Palicy Name Status  Processing Order  Source

Ll

Conditions - If the following conditions are met:

Condition Value

< >

Settings - Then the following settings are applied:

Setting Value

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

In the left pane,

a. Double-click Policies.

b. Right-click Connection Request Policies and select New.
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3. Onthe New Connection Request Policy window, complete the following fields and click Next:

Policy name Enter a name for the policy. For example, Authenticate requests on

this server

Type of network access server | Select Unspecified from the drop-down list.

Mew Connection Request Policy *

Specify Connection Request Policy Name and Connection Type
' ]
* |

You can specify a name for your connection request policy and the type of connections towhich the policy is applied

Policy name:
Authenticate requests on this server

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server

type or Vendor specific, but neither is required.  § your network access serveris an 802.1X authenticating switch or wirsless access point,
select Unspecified.

(® Type of network access server:

Unspecified w
{7 Vendor specific:

10

-

Previous Firiish Cancel

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

4. On the Select condition window, select the conditions to uniquely identify the Connection Request Policy
like User Name, Client IPv4 Address, Client Friendly Name, and so on. Click Add.

Select condition X

Select a condition, and then click Add.
RaDIUS Client Properties

_ Calling Station ID
s The Calling Station |0 condition specifies the network. access server telephone number dialed by the access client.

;A Client Friendly N ame
T

ent Friendly Name he name of the R ient that fan

t’-' Client |IPv4 Address
[5"? The Client IP Address condition specifies the IP address of the BADIUS client that fonwarded the connection request
5= o WPS.
r"-' ClientIPv6 Address
[5"? The Cliert IPvE Address condition specifies the |PvE address of the RADIUS client that forwarded the connection
=% request to MPS.
ClientVendo
The Client Yendor Condition specifies the name of the vendor of the RADIUS client that sends connection requests b

==

r=
—

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)
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5. Onthe Specify Connection Request Forwarding window, select Authenticate requests on this server
and click Next.

Mew Connection Request Policy *

'l
d The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a

. Specify Connection Request Forwarding
: remote RADIUS server group.

if the policy conditions match the connection request, these settings are applied.

Settings:

Forwarding Connection
Request

Specify whether connection requests are processed locally, are forwarded to remote
RADIUS servers for authentication, or are accepted without authentication.

l'I:I Accounting (®) Authenticate requests on this server

Forward requests to the following remote RADIUS server group for suthentication:

<not corfigured: New...

() Accept users without validating credertials

Previous Finish Cancel

(The screen image above is from Microsoft®, Inc. software. Trademarks are the property of their respective owners.)

6. Click Next and then click Finish.

NOTE: To enforce the SafeNet authentication for the above policy, modify the registry key
SendAuthRequestOnThisServertoSAS at
HKEY LOCAL_ MACHINE\SOFTWARE\CRYPTOCard\AuthRadius to 0.
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CHAPTER 2: Installing and Upgrading
SafeNet Agent for NPS

Important: Log onto Windows as an administrator and run the installer as an administrator
when installing or upgrading the SafeNet Agent for NPS.

Installing SafeNet Agent for NPS

To install the SafeNet Agent for NPS:

1. Log on to the server on which the SafeNet Agent for NPS is installed.

2. Locate and run the applicable installer:
SafeNet Agent for NPS (for 64-bit servers)

3. Onthe Welcome to the InstallShield Wizard... window, click Next.

5. SafeNet Agent for NPS - InstaliShield Wizard lil

Welcome to the InstallShield Wizard for
SafeNet Agent for NPS

The InstallShield(R) Wizard will install SafeNet Agent for NPS on
your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

-

THALES

< Back Next > l | Cancel
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4. Onthe License Agreement window, select | accept the terms of the license agreement and click Next.

License Agreement
Please read the following bicense agreement carefully.

THALES

SOFTWARE LICENSE AGREEMENT ~
IMPORTANT - READ THESE TERMS CAREFULLY BEFORE [—]
DOWNLOADING, INSTALLING OR USING THIS SOFTWARE. BY
DOWNLOADING OR INSTALLING THIS SOFTWARE, YOU ACKNOWLEDGE
THAT YOU HAVE READ THIS LICENSE AGREEMENT, THAT YOU
UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND BY ITS TERMS.

IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS

LICENSE AGREEMENT, YOU MAY NOT INSTALL OR USE THIS

SOFTWARE.
1. Grant of License for Personal Use. v
(@)1 accept the terms in the license agreement [I]

[0) 1 do not accept the terms in the license agreement

InstaliShield

5. On the Customer Information window, enter User Name and Organization (any hames can be used)
and click Next.

Customer Information

THALES

Please enter your information.

User Name:

Windows User]
Organization:

Install this application for:
(®) Anyone who uses this computer (all users)
O Only for me (Windows User)

InstaliShield

<Back | Next> || Cancel
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6. On the Destination Folder window, perform one of the following steps:
> To change the installation folder, click Change and navigate to the required folder, and click Next.

> To accept the default installation folder as displayed, click Next.

i SafeNet Agent for NPS - InstallShield Wizard .

Destination Folder

THALES

Click Next to install to this folder, or click Change to install to a different folder.

Install SafeNet Agent for NPS to:

,j C:\Program Files\Thales\NPS Agent\

Installshield

< Back H Next > ] | Cancel
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7. On the Authentication Service Setup window, complete the following fields and click Next:

Location Enter the hostname or IP address of the primary SafeNet server.
Connect using SSL (requires | Select to use the SSL/TLS v1.2.
valid certificate) This option requires installation of a valid certificate on the NPS server.

Specify failover SafeNet Select if a failover SafeNet server is available.
Authentication Server

(optional)

Location Add the hostname or IP address of the failover SafeNet server.

5, SafeNet Agent for NPS - InstaliShield Wizard -

Authentication Service Setup

Provide connection information for the Authentication Server. THALES

Please enter the hostname or IP Address of your SafeNet Authentication Server.

Location:

| []connect using SSL {requires valid certificate)

[Ispecify failover SafeNet Authentication Server (optional)

Location:

] Connect using SSL (requires valid certificate)

InstaliShield

< Back || Next > ] | Cancel

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide

28
007-013942-002, Rev. B, September 2020, Copyright © 2021 Thales Group. All rights reserved.



CHAPTER 2: Installing and Upgrading SafeNet Agent for NPS

8. On the Ready to Install the Program window, click Install.

Ready to Install the Program
THALES

The wizard is ready to beain installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

| <Bak || sl || Cancel |

9. Once the installation is completed, the InstallShield Wizard Completed window is displayed. Click Finish
to exit the installation wizard.

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SafeNet
Agent for NPS. Click Finish to exit the wizard.

Changes will take affect following an NPS service restart

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 29
007-013942-002, Rev. B, September 2020, Copyright © 2021 Thales Group. All rights reserved.



CHAPTER 2: Installing and Upgrading SafeNet Agent for NPS

Upgrading SafeNet Agent for NPS

The SafeNet Agent for NPS v3.0.1 supports upgrade from v2.0 onwards.

NOTE: Upgrade is not supported on Windows Server 2019.
Upgrade from versions earlier than 2.0 is not supported.

NOTES:

e Close the SafeNet Agent Management Console (earlier, SAS - NPS Configuration)
window before the upgrade.

e Stop the Network Policy Server service prior to the upgrade.

To upgrade to SafeNet Agent for NPS 3.0.1 from version 2.0 onwards, run the SafeNet Agent for NPS 3.0.1
installation wizard (SafeNet Agent for NPS).
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CHAPTER 3: Configuring SafeNet Server for
RADIUS Return Attributes

To work with RADIUS Return Attributes, complete the following tasks:

e Add the required SafeNet Server RADIUS Return Attributes (See Adding SafeNet Server RADIUS
Return Attributes).

¢ Block authentication without SafeNet Server RADIUS Return Attributes (See Configuring SafeNet
Server).

Adding SafeNet Server RADIUS Return Attributes

To add the required SafeNet Server RADIUS Return Attributes, perform the following steps:

1. In SafeNet Server Management Console, select Virtual Servers > Assignment > Radius Attributes

(user).
F RADIUS Attributes (user) 0+
Add Change Log
Index Vendor Attribute Value Auth Node
1 Standard Acct-Authentic RADIUS [ALL] Edit Remove
2. Click Add.
& RADIUS Attributes (user) 9 =
Index Vendor Affribute Value Auth Node
1 Standard Acci-Authentic RADIUS [ALL] Edit Remove

Add RADIUS Attribute

Vendor: Standard ».
Attribute: | Acct-Authentic 4
Format integer

Value: RADIUS v

[] Restrict To Auth Nodes

Auth Node: Selected Auth Nodes
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3. Enter the following fields:

Vendor Select the RADIUS Client provider.
Attribute Select the required attribute.

The range of available attributes varies according to the vendor.
Format Select appropriate format (For example, integer, sting, date, IP, string).
Value Select a value for the attribute.

4. To restrict attributes to specific auth nodes, complete the following steps:
a. Select Restrict To Auth Nodes.
b. Inthe Auth Node box, select required Auth Nodes.

c. Click the right arrow to move the selected Auth Nodes to the Selected Auth Nodes box.

NOTE: If the RADIUS Return Attribute is configured for [ALL] auth nodes, define at least one
Auth Node in the SafeNet Server environment. If you are setting up with a specific Auth
Node, it must be defined first, and then used.

Configuring SafeNet Server

You can configure SafeNet Server to block authentication if RADIUS Return Attributes are not configured in the
SafeNet Server.

To block RADIUS authentication without attributes, perform the following steps:

1. In SafeNet Server Management Console, navigate to Virtual Servers > Comms.

2. To enforce the use of SafeNet Server RADIUS Return Attributes, click Block RADIUS Authentication
Without Attributes option (from the Task list) and click Apply.

NOTES:

If Block RADIUS Authentication without Attributes is selected, you must also complete
the following actions, otherwise the authentication will fail.

>In SafeNet Server Management Console, configure SafeNet Server RADIUS Return
Attributes (see Adding SafeNet Server RADIUS Return Attributes).

>In SafeNet Agent Management Console (earlier, SAS NPS Configuration Management),
NPS Settings tab, select SafeNet Server RADIUS Return Attributes Enabled (see
Configuring NPS Settings).
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(53 Communications

(208 ]

& Authentication Processing

HO+«

Use these settings to configure PreAuth rules, download or generate authentication, remote service and LDAP Sync Agent encryption keys.

Task

Pre-authentication Rules
Authentication Agent Settings

LDAP Sync Agent Settings

ICE Activation

LDAP Sync Agent Hosts

Logging Agent

Migrate SafeNet Authentication Servers

Block RADIUS Authentication Without Attributes

Block RADIUS authentication

(7] Block RADIUS authentication without return attribute

Description

Set filter attributes to be evaluated before validating credentials.

Generate encryption keys required for remote authentication agents

Confirm or clear LDAP Sync Agent settings

Activate ICE License

List of all remote host names/IPs of servers syncing to the service

List of all logging Agents

Settings in this section will allow the server to migrate users and tokens from other SafeNet authentication servers.

Enable this session to block the RADIUS authentication if no RADIUS return attribute is defined for the user or group.
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CHAPTER 4: Transferring Configuration
Settings (Export/ Import)

If reinstalling SafeNet Agent for NPS 3.0.1, you can export the configuration from the previous installation and
import into the reinstalled application.

You cannot import settings from a version of SafeNet Agent for NPS previous to version 2.0.

NOTES:
> Always work in Run as administrator mode when installing, uninstalling, enabling, or

disabling the SafeNet Agent for NPS.

> The Export/ Import procedure can be performed only to and from the folder where the
previous version of the SafeNet Agent for NPS was installed.

To reinstall the SafeNet Agent for NPS 3.0.1 and import configuration settings, perform the following steps:

1. Inthe installed SafeNet Agent for NPS, export the configurations as follows:

a. Inthe SafeNet Agent Management Console window, select File > Export Current Configuration.

File

Safeiet Agent Management Consale

Help
Export Current Configuration ...
Load Saved Configuration ...

Exit

stions | Aushanticabion Test |

& Enable

b. Inthe Save As window, click Save to save the configuration file.
Uninstall SafeNet Agent for NPS.
Manually delete the NPS folder (located at Program Files > SafeNet).

To reinstall SafeNet Agent for NPS, run the installation file, SafeNet Agent for NPSx64.exe as an
administrator. (See Installing SafeNet Agent section)

5. Inthe newly installed SafeNet Agent for NPS, load the saved settings as follows:

a. Inthe SafeNet Agent Management Console window, select File > Load Saved Configuration.

File

SafeMet Agent Management Console

Help
Export Current {cnflv.] wration ...
Leoad Saved Configuration ...

Exit

stionts | Authentication Test |

= Enable

b. Inthe Open window, select the saved configuration file (.bsidconfig) and click Open.
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6. Ensure that the selected protocols, in the NPS Settings tab, are the same as in the previous installation:

Protocol fiter

Select at least one of the following protocols.
MS-CHAP V2is recommended as the most secure,

v PAP [ CHAP  [¥] MSCHAP2

7. Enable SafeNet Agent for NPS in the SafeNet Agent Management Console window.

NOTES:
After installing SafeNet Agent for NPS 3.0.1, the SSL server certificate check is disabled by

default.
To change the setting, go to SafeNet Agent Management Console > Communications

Tab > Authentication Server Settings, and clear Disable SSL server certificate check.
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CHAPTER 5: Configuring SafeNet
Authentication Service Agent to use Proxy
Server

To support the use of a proxy server, create the following new registry keys at
HKEY LOCAL MACHINE\SOFTWARE\CRYPTOCard

Name Type Data

ProxyPassword |Reg_SZ The proxy server password (if required).
ProxyServer Reg_Sz The IP address of the proxy server (compulsory).
ProxyUser Reg_SZ The proxy server user name (if required).
UseProxy Reg_SZ 1 — use proxy server

0 — do not use proxy server

File Edit View Favorites Help

478 Computer Name Type Data
2 HKEY_CLASSES_ROOT ab| (Default) REG_SZ (value not set)
3 HKEY_CURRENT_USER 3‘;} ProxyPassword REG_SZ
4- |, HKEY_LOCAL_MACHINE ab] ProxyServer REG_SZ 10.6.6.16:3128
b Ly BCDO00O0O0D ab| ProxyUser REG_SZ
b-J. HARDWARE = UseProwy | REG.SZ 1
b-bl SAM
SECURITY
4, SOFTWARE
[ Classes
b Clients
4 CRYPTOCard
B AuthRadius
[ Microsoft
3 0ODBC
[ Policies
RegisteredApplicatior
b VMware, Inc.
b Wowb432Node
bl SYSTEM
3 HKEY_USERS
3 HKEY_CURRENT_CONFIG

< m >

IComputer\HKEY_LOCAL_MACHINE\SOFTWARE\CRYPTOCard

NOTE: Restart the NPS service, after adding/editing any registry keys.
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CHAPTER 6: Configuring SafeNet Agent for
NPS

To launch SafeNet Agent Management Console: Select Start > All Programs > SafeNet > NPS Agent
Manager.

Important: Run SafeNet Agent Management Console as an administrator when
configuring the SafeNet Agent for NPS.

Configuring NPS Settings

To configure NPS settings, perform the following steps:

1. Select NPS Settings tab.

File Help

Agent Activation
Tum the plugin on or off (® Enable

O Disable

IP Address Detection

if checked, this agent will attempt to detect and send the remote client IP address to
SafeNet server. If unchecked, SafeNet server will detect the IP address of this agent.

[[] Send client IP address to SafeNet server.

Protocol fiter

Select at least one of the following protocols.
MS-CHAP V2 is recommended as the most secure.

PAP CHAP  [] MSCHAPv2

[] Push OTP Enabled
SafeNet server RADIUS Retum Attributes Enabled

Migration Mode

i checked, this agent will proxy the authentication request to the next server listed
in the Remote RADIUS Server Groups within NPS .

[] Enable Migration Mode

NPS Trace
[C] Enable verbose logging to the %SystemRoot %\tracing directory

[ox ] [comot | [ reow ]

2. To activate the agent, select Enable for Turn the plugin on or off option.
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3. To activate the feature to detect and send the remote client IP address to SafeNet server:
a. Select Send client IP address to SafeNet server.
b. Modify the following registry keys at HKEY LOCAL MACHINE\SOFTWARE\CRYPTOCard\AuthRadius

Name Type Data

RequiredAttribute |Reg_SZ 265

SendClientIP Reg_SZ 1 — will use the Required Attribute data settings

“b‘ (Default) REG_SZ (value not set)

'“’J CryptoCOMPath REG_SZ C:\Program Files\Thales\NPS Agent\CryptoCOM.dII
lab| EncryptionKeyFile REG_SZ C:\Program Files\Thales\NPS Agent\KeyFile\Agent.bsidkey
{2 ExcludediPsinMigrationMode | REG_SZ

l2b| ExtAttribute REG_SZ 1

[2b| InstalDir REG_SZ C:\Program Files\Thales\NPS Agent\

lab] InternetCallTimeOutinSeconds REG_SZ 10

| Language REG_SZ en

l2b] LanguageDir REG_SZ C:\Program Files\Thales\NPS Agent\Languages

3"’ LogFile REG_SZ C:\Program Files\Thales\NPS Agent\Log\AuthRadius-{date}.log
6] LogLevel REG_SZ 3

2B MigrationMode REG_SZ 0

26| NetBios REG_SZ 0

-,-'s';j OptionalSecondaryServiceDisableCertCheck REG_DWORD 0x00000000 (0)

l2b| OptionalSecondaryServiceURL REG_SZ

‘“’y PingPrimaryServiceAfterMinutes REG_SZ 5

l‘-'l'3] PrimaryServiceDisableCertCheck REG_DWORD 0x00000000 (0)

3"3 PrimaryServiceURL REG_SZ http:///TokenValidator/TokenValidator.asmx

‘.‘Pf ProductVersion REG_SZ 3.0.0.508

26| Protocol REG_SZ mschapv2,chap,pap

28| Push REG_SZ 0

25| RasTrace REG_SZ 0

-‘b‘ RequiredAttribute REG_SZ 31

< SendAuthRequestOnThisServerToSAS REG_SZ 1

2 SendChallengeAsReject REG_SZ 1

lab| SendClient!P REG_SZ 0

4. Select at least one of the authentication protocols.
> PAP
> CHAP
> MS-CHAP v2

NOTE: We recommend using MS-CHAP v2, the most secure option.

5. To enable OTP Push, select Push OTP Enabled.
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8.
9.

To enable SafeNet Server RADIUS return attributes, select SafeNet server RADIUS Return Attributes
Enabled (selected by default).

To allow users to proxy the authentication request to the next server listed in the Remote RADIUS Server
Groups within NPS, select Enable Migration Mode.

To enable detailed logging, select Enable verbose logging to the %SystemRoot%\ tracing directory.
Click Apply.

10. Restart Network Policy Server.

Configuring Communication Settings

NOTE: To set the encryption settings, the Agent Key File must be downloaded from the
SafeNet Agent Management Console. Ensure that the Agent Key File is secured on your file
system in a system-protected folder, accessible only to privileged accounts.

To configure communication settings, perform the following steps:

1. Select Communication Settings tab.

2.

File  Help
NPS Settings { Communicats

Localization

Authentication Server Settings

Location: (IP-Port)

] Use SSL (requires valid certificate)

lgnore server SSL cesdificate check

[[] Specify failover SafeNet server {optional)

Use SS5L frequires valid certificate)

lanore server SSL cerificate check

-

[ Strip NetBIOS prefix (domain‘usemame will be sent as usemame)

Timeout Settings

Timeout for agent / SafeNet server communication:  |1p secondis)

Encryption Sattings

Agent Key File: |C:‘-.ngmm Files\Thales\NPS Agent'\KeyFile\A Browse ...

[ ok | | cancel | [ Aepy

In the Location (IP:Port) field, enter the SafeNet server name.
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3. Select one of the following options:
e Use SSL (requires valid certificate) — SSL must be used.

e Ignore server SSL certificate check — SSL is not required.
NOTE: The use of SSL certificates is strongly recommended.

4. |If afailover SafeNet server is required, select Specify failover SafeNet server (optional) and complete
the following steps:

In the Location (IP:Port) field, enter the SafeNet server name.
b. Select one of the following options:

— Use SSL (requires valid certificate) — SSL must be used.

— lIgnore server SSL certificate check — SSL is not required.

c. Inthe Attempt to return to primary server every field, enter the number of minutes required between
each attempt to return to the primary server.

5. Inthe Strip NetBIOS prefix (domain\username will be sent as username) field, select if the SafeNet
server username is required without the prefix domain\.

NOTE: The realm-stripping feature applies to SafeNet server usernames only. Active
Directory usernames are not affected.

6. Inthe Timeout for agent / SafeNet server communication field, enter the maximum timeout (in seconds)
for each authentication attempt. For example: If a maximum timeout of 10 seconds is entered, and the
authentication response takes longer than 10 seconds, the system will timeout.

7. Inthe Agent Key File field, click Browse and navigate to the file.

NOTE:

e |tis strongly recommended to use the default location for the Agent Key File, to avoid
possible errors. If you need to use a new Agent Key File, replace it at the default
location.

e To use the AES-GCM key standard, the administrator needs to download a new
Agent.bsidkey file from SafeNet server, and update the same (in the agent) at
Configuration Management > Communications > Agent Encryption Key File. To
download the Agent.bsidkey file, follow the steps:

1. Login to your SafeNet server account, and navigate to COMMS > Authentication
Processing.

2. Under Task list, click Authentication Agent Settings link and download the
Agent.bsidkey file.

8. Click Apply.
9. Restart Network Policy Server.
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Configuring Exceptions for Migration Mode

NOTE: Before configuring Exceptions, you must enable the Migration Mode in NPS settings
tab.

To configure exceptions, perform the following steps:

1. Select Exceptions tab.

2. Click Add to enter the IP address/range for the NPS servers in migration mode to exempt the redirection to
the migration server.

File Help

1 NPS Settings I Communication Settings ‘ Exceptions l'Authentication Test ] Logging [ Localization l

Server Migration Mode Configuration

Configure the IP address/range below for the NPS servers in migration mode to exempt
the redirection to migration server

|P Address Ranges:

Add
| Remove |

Edit
IP Exclusion Entry -
IP Value
Value: || I
Valid Formats:  192.168.1.5
192.168.1.5,192.168.1.10
[ ok | | Cacel | [ ool

> Toremove IP address/range, select an item and click Remove.
> To edit IP address/range, select an item and click Edit.
Click Apply.
Restart Network Policy Server.
NOTE: If Safenet Agent for NPS is installed on migration server (with migration mode

enabled), then you need to configure IP address of the host server in Exceptions tab of
management console in the migration server and vice-versa.
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Performing Authentication Test and Server Status Check

To test authentications to the SafeNet server, perform the following steps:

1. Select Authentication Test tab.

Help

NPS Settings Communication Settings Exceptions Mhemncat»onTest Logging Localization

Authentication Test
Test authentication from the agent to the SafeNet server

User Name:

Passcode Test

Server Status Check

Test that the SafeNet server is online.

Test

[oc ] [[camcs |[ mow ]

Under Authentication Test, enter the User Name and Passcode.
3. Click Test.
A message is displayed with the result of the test.
To test if the authentication server is online:
1. Select Authentication Test tab.
2. Click Test under Server Status Check.
A message is displayed indicating if the SafeNet sever is online.

NOTE: A known limitation makes this agent falsely report SafeNet server offline when
working via a proxy server. This error can be disregarded.
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Configuring Logging Level

To set the logging level, perform the following steps:

1. Select Logging tab.

File  Help
I NPS Settings l Communication Settings | Exceptions l Authentication Test [WLOQQi"'Q | Localization | L
Logging Level
Logging level adjustment: 1- Critical
2 - Emor
¥ ;
v 3 - Waming
4 - Info
T o2 3 4 5 5 - Debug
Log File Location
Location: |C:\Program Files\Thales\NPS Agent\Log\ ’ Browse ...
o ] [oowe | [ o |

2. Drag the pointer on the Logging level adjustment scale to the required level, with the following definitions:

> 1 - Critical

> 2-Error
> 3 -Warning
> 4 -Info

> 5 - Debug (recommended)

3. To enter the log file location in the Location field, click Browse and navigate to the folder where you want
the log file to be stored.

Click Apply.

Restart Network Policy Server.
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Configuring Localization Settings

To configure localization settings, perform the following steps:

1. Select Localization tab.

File Help

1 NPS Settings I Communication Settings I Exceptions | Authentication Test l Loggjpg'! Localization L

Edit Resource Strings

Language: en v

1=Please respond to the challenge:

2=Your new PINis

3=. Please re-authenticate using this PIN and the next response.
4=Please enter a new PIN.

5=Please re-authenticate using the next response.

6=Your password has expired. Please select a new password.
7=Password change failed. Please select a new password.
8=PIN change failed. Please select a new PIN.

9=COM exception thrown while trying to access localization info.
10=Exception thrown while trying to access localization info.
11=An emor was encountered while attempting to read the registry.
12=An intemal emor was encountered, and the request could not be processed.
13=COM error loading authentication proxy.

14=COM exception thrown while trying to access web service.
15=Exception thrown while trying to access web service.

o] [ | [0 ]

Select the required language from the Language drop-down list.

To add or edit text, type directly into the text box and click Apply.

Restart Network Policy Server.

The strings are forwarded to the VPN device based on the state of the token during authentication (for
example, the token is in New PIN mode).

NOTE: The default location of the resource string file is the \languages\en folder. Since
any upgrade of the agent will overwrite changes made in this directory, to avoid losing those
changes, read about customizing SAS in the SafeNet Authentication Service
Administrator Guide.

SafeNet Agent for NPS v3.0.1: Installation and Configuration Guide 44
007-013942-002, Rev. B, September 2020, Copyright © 2021 Thales Group. All rights reserved.



CHAPTER 6: Configuring SafeNet Agent for NPS

Configuring Push Notification for IP Address

The SafeNet Agent for NPS can be configured to display the IP address of the end-user device in the MobilePASS+
login request notification screen.

To display the end-user IP in MobilePASS+ login request natification screen, create the following new registry keys at
HKEY LOCAL MACHINE\SOFTWARE\CRYPTOCard\AuthRadius.

Name Data

Type

1 — Send user IP to end-user device

SendUserlP Reg_SzZ

0 — Do not send user IP to end-user device

8 — Display IP address
(Different values will display different RADUIS return attributes)

RequiredUserlpAttribute |Reg_SZ

£’ Registry Editor

File Edit View Favorites Help
=98 Computer Name | Type | pata
B+ [, HKEY_CLASSES_ROOT ab| (Default) REG_SZ (value not set)
[ [ HKEY_CURRENT_USER f"b]CryptoCOMPath REG_SZ C:\Program Files\SafeNet\NPS Agent\CryptoCOM.dll
[+ ) HKEY_LOCAL_MACHINE ?bJEn yptionKeyFile REG_SZ C:\Program Files\SafeNet\NPS Agent\KeyFile\Agent.bs...
-8 BCDO0000000 ab|ExtAttribute REG_S7 1
- ::::D\AIARE ?b]InstallDlr REG_SZ C:\Program Files\SafeNet\NPS Agent)
' R ,abjInternetCaIﬂ'nmeOutInSeconds REG_SZ 10
E—] 5 AR ?”}Language REG_SZ en
% ab . 3
| ATI Technologies ab \JLanguageDlr REG_SZ C:\Program Files\SafeNet\NPS Agent\Languages
CBSTEST ab|| ogFile REG_SZ C:\Program Files\SafeNet\NPS Agent\Log\AuthRadius-...
| Classes .{!{JLogLevel REG_SZ 3
Bl Clients ab]MigrationMode REG_SZ 0
El | CRYPTOCard ab|NetBios REG_SZ 0
f | AuthRadius ‘-’-'«'ajOpﬁonalSecondaryServiceDisabIeCer... REG_DWORD OxfFFAFFFFF (4294967295)
-l MP ‘_!'_-“jOpﬁonalSecondaryServiceURL REG_SZ
, Microsoft ab|pingPrimaryServiceAfterMinutes REG_SZ 5
- |, ODBC ¥8|PrimaryServiceDisableCertCheck REG_DWORD OxfFf (4294967295)
| Policies 2b|PrimaryServiceURL REG_SZ http: ///Tokenvalidator /TokenValidator.asmx
- 1. RegisteredApplications | ab|productversion REG_SZ 2.0.604
. VMware, Inc. ab|protocol REG_SZ mschapv2,chap,pap
: | Wow6432Node ab)push REG_SZ 0
(g SYSTEM ab|RasTrace REG_SZ 0
R i ab|RequiredAttribute REG_SZ 31
E] HKEY_CURRENT_CONFIG
. :
v = = ab|SendClientIP REG_SZ 0
REG_SZ 1
RequiredUserIpAttribute REG_SZ 8
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