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ABSTRACT

Acrtificial Intelligence is rapidly transforming healthcare by improving diagnostic accuracy, enhancing treatment
protocols, and streamlining administrative processes. However, its integration into healthcare systems raises
significant ethical, technical, and privacy challenges. Key concerns include the authenticity of Al-generated
medical references, data accessibility, and the potential for Al to exacerbate privacy breaches through electronic
health records. While Al has demonstrated higher diagnostic accuracy in certain fields, its accountability in case of
misdiagnosis remains a contentious issue, as Al cannot be held legally responsible like human practitioners.
Furthermore, the use of biased data sets in Al models has led to concerns about social inequities, which could
perpetuate discrimination in healthcare delivery. Despite these challenges, ongoing advancements in Al
governance, transparency, and model explainability are crucial to addressing these concerns. This review explores
the potential and limitations of Al in healthcare, with a focus on its impact on data privacy, clinical
implementation, and the ethical implications in healthcare field.
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INTRODUCTION

Artificial intelligence (Al) has been defined in many
ways across computer science, engineering, and
healthcare. Broadly, Al refers to computer programs
capable of making intelligent decisions. In healthcare, Al
has emerged as a valuable and reliable tool, enhancing
physician practice by improving efficiency, organization,
and ultimately patient outcomes. For patients, Al offers
improved access to care, which may lead to greater
satisfaction and better follow-up. However, like all
technological advancements, Al has inherent limitations
and challenges that must be carefully addressed before
broader integration into healthcare systems.!**! Within
this broad definition, Al encompasses both systems
based on predefined rules and those driven by data. This
paper differentiates the two by referring to rule-based
systems as automation, which is suited for well-defined,
repetitive tasks. While automation has played a role in
healthcare by augmenting or replacing certain human
activities, its capacity for generalization and true
intelligence remains limited.™ The focus of this research
is on data-driven Al—systems that build mathematical
models using prior or real-time data to support healthcare
decision-making. Advances in machine learning have
enabled the development of models that can successfully
extract and apply meaningful knowledge from large
datasets. The concept of Al dates back to the 1950s,
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initially featuring simple rule-based systems following
“if-then” logic. Early Al applications in healthcare
struggled due to technical limitations and lacked
widespread  acceptance  within  the  scientific
community.®” During this period, much effort was
directed toward digitizing healthcare information,
developing electronic medical record systems, and
building clinical informatics databases, laying the
groundwork for tools like PubMed. The mid-1970s
marked a turning point with the development of
biomedical search engines at institutions like Rutgers and
Stanford, fostering greater collaboration among
universities and leading to initiatives such as the first
National Institutes of Health (NIH) workshop.!"®
Significant milestones in Al-assisted healthcare emerged
during the late 1970s, notably with the Causal-
Associational Network (CASNET), a program designed
to assist physicians by analyzing disease data and
suggesting  management  strategies.  Subsequent
advancements included the development of diagnostic
systems like MYCIN, EMYCIN, and INTERNIST-1,
which expanded AI’s role in supporting primary care
physicians. A major leap came in 1986 with the
introduction of DXplain, a diagnostic support system that
allowed physicians to input patient symptoms and
receive potential diagnoses along with disease
descriptions and references. DXplain originally included
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500 diseases and has since expanded to cover more than
2,400. In the early 2000s, IBM’s Watson further
advanced Al capabilities by integrating electronic
medical records and other resources to provide evidence-
based clinical solutions.®* Watson's evolution
broadened AI’s application into new fields such as
pharmacy and patient intake management. Over the past
five decades, Al in medicine has transitioned from basic
rule-based systems to sophisticated platforms that
personalize diagnostic, therapeutic, and preventive care.
These advancements have significantly improved the
accuracy, consistency, and efficiency of medical
practice.*? This article explores the transformative
potential of Al in shaping the future of medicine while
also acknowledging the challenges that must be
overcome for its successful implementation.

Al IN PRECISION DIAGNOSTICS

Despite significant advances in medicine, effective
disease diagnosis remains a global challenge due to the
complexity of disease mechanisms and overlapping
symptoms. Developing early diagnostic tools continues
to be difficult. Artificial intelligence offers a promising
solution, particularly through machine learning (ML),
which uses data to enhance decision-making, manage
workflows, and automate tasks cost-effectively. The
accuracy of ML largely depends on the quality and
quantity of input data, making it valuable in addressing
diagnostic challenges.™! Deep learning, a subset of ML,
utilizes techniques such as convolutional neural networks
(CNN) and data mining to recognize patterns within
large datasets, aiding in disease detection, classification,
and prediction. Although still emerging, Al has shown
great potential in medical diagnostics. For example, a
study in the UK demonstrated that Al interpretation of
mammograms reduced false positives and false negatives
by 5.7% and 9.4%, respectively. Similarly, a South
Korean study found that Al diagnosed breast cancer
masses more accurately than radiologists (90% vs. 78%)
and detected early-stage cancer at a higher rate (91% vs.
74%).4%1 Further, deep learning models using CNNs
have successfully diagnosed melanoma cases, matching
or surpassing dermatologists’ accuracy. Al technologies
have also been applied to detect diabetic retinopathy,
identify EKG abnormalities, and predict cardiovascular
risk factors. In pneumonia detection, Al algorithms
achieved a sensitivity of 96% and specificity of 64%,
outperforming  radiologists, who recorded 50%
sensitivity and 73% specificity. In another study
involving 625 cases of suspected acute appendicitis, ML
techniques, particularly the random forest algorithm,
predicted appendicitis with an accuracy of 83.75%,
precision of 84.11%, sensitivity of 81.08%, and
specificity of 81.01%. These results highlight the
potential of ML not only for appendicitis diagnosis but
also for detecting infections like COVID-19 using patient
images or blood samples. Al tools offer numerous
benefits, including improved diagnostic accuracy,
reduced costs, faster turnaround times, and minimized
human error. They provide real-time clinical decision
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support by analyzing medical images such as X-rays, CT
scans, and MRIs, identifying abnormalities, fractures,
tumors, and more. 78!

In clinical laboratory testing—an essential component of
modern healthcare—Al enhances accuracy, speed, and
operational efficiency. Al applications in clinical
microbiology are expanding, utilizing genomic and
metagenomic data, gene sequencing, and microscopic
imaging for pathogen detection and disease
classification. Deep convolutional neural networks, for
instance, have been effectively used for gram stain
classification with high sensitivity and specificity.'*? A
systematic review has acknowledged the progress of ML
in  microorganism identification and antibiotic
susceptibility testing, though challenges remain before
widespread clinical adoption. In malaria diagnosis,
integrating ML algorithms with digital in-line
holographic microscopy (DIHM) enabled rapid and cost-
effective detection of malaria-infected red blood cells
without staining. Automation and Al have significantly
improved laboratory efficiency in blood cultures,
susceptibility testing, and molecular diagnostics,
enabling faster results and more precise antibiotic
selections—critical for treating infectious diseases
effectively. In emergency departments (EDs), the
growing disease burden, increased patient flow, and
resource limitations necessitate the integration of Al
technologies. Al can assist with patient triaging, reducing
waiting times and enhancing patient outcomes by
prioritizing critical cases. Reliable Al-driven symptom
assessment tools can help streamline ED visits and
optimize resource allocation.???

Al IN GENOMIC MODEL

The integration of artificial intelligence with genotype
analysis is revolutionizing disease surveillance,
prediction, and personalized medicine. Applied at a
population level, Al enables early detection of emerging
health threats like COVID-19, while genomic data
uncover genetic markers linked to disease susceptibility.
Machine learning algorithms now make it possible to
predict a wide range of phenotypes, from simple traits
like eye color to complex conditions such as medication
response and disease risk.”*?? A notable success has
been the use of deep neural networks to identify genetic
variants associated with autism spectrum disorder
(ASD), accurately predicting ASD status based solely on
genomic data. In oncology, Al-driven transcriptomic
profiling has been instrumental in classifying cancers
into molecular subtypes, initially for breast cancer and
later extending to colorectal, ovarian, and sarcoma
types—transforming approaches to diagnosis, prognosis,
and treatment.?*!

Traditional computational methods, like support vector
machines and k-nearest neighbors, often struggle with
batch effects and rely on limited gene sets, potentially
overlooking  critical  biological data. However,
advancements in high-throughput sequencing and Al
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technologies have greatly strengthened the foundation
for precision medicine and drug discovery.”® Despite the
rich insights available from large genomic datasets, their
complexity poses significant challenges for analysis. In
drug discovery, Al and ML enable simultaneous
assessment of genomic and clinical data to identify new
therapeutic targets and opportunities for drug
repurposing.”! Moreover, computational models are
increasingly being used to predict non-clinical
toxicities—such as cardiotoxicity and hepatotoxicity—
which are leading causes of drug failure during clinical
trials and post-market withdrawals. These predictive
capabilities are essential for improving the efficiency and
safety of drug development.28->*

Al IN VIRTUAL PATIENT CARE

Baig et al.* highlighted that the integration of wearable
technology with machine learning and artificial
intelligence in healthcare has already been widely
explored. As a result, patient monitoring and
management through virtual care, supported by
intelligent and responsive wearable solutions, have
become a reality and are now part of standard clinical
practices.  Furthermore, Al  applications  have
demonstrated effectiveness in  managing chronic
conditions such as diabetes mellitus, hypertension, sleep
apnea, and chronic bronchial asthma through the use of
wearable, non-invasive sensors.* A previous study
proposed a smart sensor system based on an integrated
sensor network designed to monitor individuals' home
environments and collect health-related behavioral data.
This system incorporates a range of unobtrusive,
biomedical, and wearable sensors capable of tracking
physiological parameters such as respiratory rate, pulse
rate, breathing patterns, blood pressure, and
electrocardiograms (ECG). Additionally, a smart device,
like a tablet, was recommended to serve as an interface
between the user and the sensors, with data being
transmitted to the cloud for storage and further analysis
to support elderly care.?

In a separate case report, Patel and Tarakiji®*! described a
patient in whom atrial fibrillation was successfully
identified as the probable cause of her stroke after a
comprehensive initial evaluation had yielded negative
results. The patient had been instructed to record ECG
signals using a wearable digital device, and her
electrophysiologist later confirmed the findings. This
case underscores the value of consumer-grade wearable
devices in achieving accurate diagnoses. In the field of
mental health, Sukei et al.**! demonstrated the potential
of developing ML models capable of predicting
emotional states using mobile sensor data, even when
faced with large amounts of missing information. Such
predictive models could serve as valuable tools for
clinicians in assessing patients’ mood fluctuations.
However, further research is needed to address
challenges related to sparse and missing tagged data,
paving the way for the creation of more sophisticated and
innovative predictive models.
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Al IN DRUG DISCOVERY

Artificial intelligence is exceptionally well-suited for
analyzing large and complex datasets in medical
research. Beyond data analysis, Al aids in identifying
scientific research trends, integrating diverse datasets,
and accelerating drug development.*® Pharmaceutical
companies are increasingly leveraging Al to streamline
the drug discovery process. Predictive analytics enable
researchers to identify suitable candidates for clinical
trials and build precise models of biological systems.
Machine learning enhances various stages of clinical
trials, including pre-trial planning, cohort selection,
participant organization, and data analysis. It also
improves the patient-centered approach, generalizability,
and overall success rates of clinical trials.**>® However,
greater attention is needed to address ML’s operational
and ethical challenges in this context. Natural language
processing (NLP) has further demonstrated potential in
improving participant management in clinical trials,
though its impact on trial quality and participant
experiences requires further evaluation. Additionally,
generative Al can create synthetic datasets, enriching
diversity and expanding the scope of clinical research.
Emerging technologies like the metaverse offer new
avenues for conducting trials in immersive virtual
environments, fostering collaboration among
geographically distant researchers. Tools like Chat GPT
also play a growing role in clinical research by assisting
in data collection, summarizing scientific literature, and
simplifying complex medical information. While these
tools enhance researchers' efficiency, they also raise
important ethical considerations that need careful
management.B%-4°!

In drug discovery, Al applications have evolved from
machine learning, bioinformatics, and cheminformatics
models, significantly reducing the cost and time
involved. For example, the Al-driven "robot scientist"
Eve demonstrated the ability to expedite and economize
the drug development process.”**?l Al is predominantly
used to identify candidate molecules and is expected to
play an even more dynamic role in future drug discovery
efforts. Several Al-driven success stories highlight its
transformative potential. Toronto-based Deep Genomics,
for instance, employed an Al platform to discover a
novel genetic target and developed DG12P1, an
oligonucleotide drug candidate for a rare form of
Wilson’s disease.*?]

Al IN PATIENT
COMPLIANCE

Patient engagement and adherence are crucial factors
influencing health outcomes and are often considered the
final barrier between poor and optimal care. Non-
adherence refers to a patient’s failure to follow
prescribed treatments or medication regimens. Studies
have consistently shown that when patients are more
engaged in their healthcare, outcomes improve,
healthcare costs decrease, and overall patient satisfaction
rises.*? Despite this, a survey of healthcare executives
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found that fewer than half of their patients were actively
involved in their treatment plans./*! Healthcare providers
invest considerable expertise in designing treatment
strategies for acute and chronic conditions. However,
these efforts are often undermined if patients do not
make necessary lifestyle adjustments, such as managing
their weight, attending follow-up appointments, or
adhering to prescribed therapies.*! To address this
challenge, the integration of artificial intelligence in
healthcare has gained momentum, aiming to enhance
patient engagement. Machine learning tools and
workflow engines are increasingly being utilized to
deliver personalized interventions across the care
continuum.“!  Emerging research highlights the
effectiveness of real-time alerts and customized
educational content in promoting patient behavior
change at critical moments."? Furthermore, studies show
that the use of healthcare applications and online patient
portals can boost engagement rates by over 60%. These
Al-enabled platforms allow patients to securely access,
store, and share their medical information via cloud
services, offering 24/7 accessibility. Some applications
also provide non-emergency medical consultations,
medication reminders, and follow-up alerts, thereby
supporting improved adherence and better health
outcomes.*”]

Al IN REHABILITATION

Artificial intelligence is transforming rehabilitation by
integrating both physical (robotics) and virtual
(informatics) innovations. A key subset of Al, machine
learning, focuses on developing algorithms that improve
performance through experience. In rehabilitation, ML
applications are advancing perioperative care, brain—
computer interfaces, myoelectric control, and symbiotic
neuroprosthetics.®*% ML is also increasingly used in
musculoskeletal rehabilitation, particularly in patient
data analysis, clinical decision support, and diagnostic
imaging. Technological advancements have further
enhanced therapy through artificial cognitive systems
capable of evaluating rehabilitation exercises based on
machine-derived signals.®™ Smart environments, such as
sensor-equipped homes, assist individuals with daily
tasks and alert caregivers when necessary. Wearable
devices and mobile technologies now track health
metrics, monitor rehabilitation progress, and support
adherence to personalized recovery goals. For instance,
inertial sensors in wearables can detect the quality of
exercise performance, as demonstrated by a study where
an Apple Watch, combined with supervised ML
algorithms, achieved a 99.4% accuracy rate in classifying
rotator-cuff exercises.**%*

However, relying solely on wearable technology may not
fully resolve adherence challenges due to the
complexities associated with maintaining effective
exercise  routines.  Complementary  technologies,
including physically and socially supportive robots, aid
individuals recovering from injuries or neurological
deficits by enhancing functional independence and well-
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being. Robotic systems, including dextrous and soft
robotic hands, have shown promise in mobilizing
patients with musculoskeletal dysfunction, although
long-term efficacy remains under investigation.>”
Recent advancements suggest that Al-driven robotics can
optimize patient movement and enhance the precision of
rehabilitation exercises. Additionally, Al tools such as
ChatGPT are being explored to bridge gaps in
rehabilitation service delivery. ChatGPT can provide
tailored exercise recommendations, monitor progress,
and offer motivational feedback to support patient
engagement. It can also assist patients with speech and
language rehabilitation following stroke or brain injury,
offering accessible and interactive therapy sessions
through digital platforms.

Al IN PRECISION MEDICINE AND DOSE
OPTIMIZATION

Personalized treatment, also known as precision or
personalized medicine, tailors healthcare based on an
individual’s genetic profile, environment, lifestyle, and
biomarkers.®® This approach aims to enhance patient
outcomes by delivering more targeted, effective, and
safer therapies. Artificial intelligence has become a
pivotal tool in advancing personalized treatment by
analyzing complex datasets, predicting outcomes, and
optimizing therapeutic strategies.”!

Personalized treatment highlights the transformative
potential of precision medicine at scale.”® However,
delivering real-time, tailored therapeutic
recommendations depends on the advancement of
machine learning algorithms capable of interpreting
genomic data. Pre-emptive genotyping—analyzing
patient genomes before treatment becomes necessary—is
key to achieving truly individualized therapy.®**! AI’s
role in predicting treatment response has gained
increasing recognition, particularly for its potential to
support clinical decision-making. The model achieved
over 80% prediction accuracy across multiple
chemotherapy agents, underscoring AI’s potential in
forecasting therapeutic outcomes. Similarly, They
developed Al models using electronic health records
(EHR) from 17,556 patients to predict antidepressant
response.®® Their approach minimized confounding
factors and demonstrated strong predictive performance,
emphasizing Al’s utility in supporting personalized
antidepressant selection. While these studies illustrate
promising  advances,  further  prospective and
retrospective clinical research is critical to refine Al
models, validate their real-world reliability, and build
robust Al-based clinical decision support tools.%*

Al also plays a crucial role in optimizing drug dosing
and predicting adverse drug events, thereby enhancing
treatment efficacy and patient safety.®™ One study
developed an Al model to predict prothrombin time
international normalized ratio (PT/INR) and optimize
warfarin dosing, analyzing data from 19,719 inpatients
across three institutions.™™ The Al system outperformed
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expert clinicians in predicting PT/INR values and

generated reliable, individualized warfarin doses.
Another innovation, CURATE.Al, is an Al-driven
platform  designed to dynamically personalize

chemotherapy dosing based on patient-specific data. A
prospective clinical trial demonstrated that CURATE.AI
successfully integrated into clinical workflows, reduced
chemotherapy doses, and improved patient response rates
compared to standard care. These findings highlight the
need for further validation through randomized clinical
trials and support Al's growing role in chemotherapy
optimization. Therapeutic drug monitoring (TDM)
focuses on maintaining drug concentrations within a
therapeutic range to maximize efficacy and minimize
toxicity, especially for drugs with narrow therapeutic
indices. Al has the potential to revolutionize TDM by
predicting individual responses based on genetic profiles,
medical history, and other relevant factors.*%! Machine
learning algorithms are increasingly used to predict drug-
drug interactions by analyzing large patient datasets,
helping prevent adverse drug reactions and improving
treatment outcomes.’® Predictive analytics can also
identify patients at high risk of drug toxicity, enabling
healthcare providers to implement proactive preventive
measures.*

DISADVANTAGE OF Al IN HEALTHCARE

The integration of Al into healthcare has sparked
significant controversy, especially regarding workforce
concerns. While the aim is to make Al a cornerstone in
healthcare, several challenges need to be addressed,
including data accessibility, clinical implementation, and
ethical dilemmas. A key issue with Al platforms like
ChatGPT is the authenticity of medical references.
Studies have shown that nearly half of references
generated in medical articles are either fabricated or
inaccurate, raising doubts about AI’s reliability in this
field. These concerns undermine the justification for its
widespread use in medicine.*”! Another significant
ethical issue involves patient privacy, especially
regarding electronic health records (EHRs). Al's
involvement in managing these records could expose
sensitive patient information, increasing the risk of data
breaches.'*® Al systems may extrapolate patient data into
health risk probabilities, making this data more
vulnerable to misuse by malicious actors. The
accountability of Al in misdiagnoses also presents
challenges. Although Al can outperform human doctors
in some diagnoses, assigning responsibility when errors
occur is difficult, as Al cannot be held legally
accountable in the same way a healthcare professional
can. To address these challenges, strategies such as
ethical governance, model explainability, and
transparency have been proposed. Al requires large,
relevant datasets to function effectively, but privacy
concerns prevent healthcare providers from sharing this
data.®®*™ Data breaches could compromise patient
privacy, creating security risks for both patients and
healthcare organizations. Furthermore, the potential
impact of Al on employment in healthcare raises
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concerns. While Al may improve efficiency and reduce
human error, it also generates fears about job
displacement, as seen in past industrial revolutions.
Additionally, biases in Al systems have been linked to
biased data, not the algorithms themselves.™

Future Research Directions in Al for Healthcare
Research into the application of artificial intelligence in
healthcare should advance across several key areas:

1. Establishing Ethical and Legal Foundations:
Future studies must focus on building strong ethical
and legal frameworks to govern Al use in healthcare.
This includes developing region-specific policies
that promote  fairness, transparency, and
accountability, while actively identifying and
addressing potential biases in Al systems.

2. Optimizing Human-Al Integration: Research
should aim to enhance collaboration between Al
technologies and healthcare providers. Focus areas
include  creating seamless  workflows that
incorporate Al tools, fostering mutual trust, and
ensuring clear communication. Developing training
programs will also be vital to help professionals
effectively interpret Al insights while preserving
critical human decision-making.

3. Prioritizing Safety and Validation: Continuous
monitoring and validation of Al tools are essential to
maintain their reliability, safety, and clinical
relevance. Long-term studies in real-world settings
should guide the refinement of Al applications,
supported by standardized protocols for performance
evaluation.

4. Strengthening Education and  Training:
Expanding educational initiatives to improve Al
literacy among healthcare professionals is critical.
Research should develop targeted training programs
that address existing knowledge gaps and equip
practitioners with the skills needed for confident and
effective use of Al technologies.

5. Developing Regulatory and  Governance
Structures: Future research must support the
creation of comprehensive regulatory frameworks
tailored to Al in healthcare. Collaboration between
policymakers, regulators, developers, and healthcare
providers will be key to ensuring responsible
innovation and sustained oversight of Al systems.

CONCLUSION

In conclusion, while Al has the potential to significantly
improve healthcare by increasing efficiency, accuracy,
and accessibility, its implementation requires careful
consideration. Key challenges such as data privacy,
ethical concerns, and responsibility for misdiagnoses
must be resolved before Al can be effectively integrated
into healthcare systems. Furthermore, it is crucial to
ensure that Al models are trained on diverse and
representative datasets to prevent biased outcomes. Al
can undoubtedly transform healthcare, but to unlock its
full potential, it is essential to establish clear ethical
guidelines, robust regulations, and transparency in its
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application. This will help ensure that its benefits are
realized while minimizing risks for both patients and
healthcare professionals.
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