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ABSTRACT

In the dynamic landscape of clinical research, data integrity serves as a fundamental pillar, encapsulating the
accuracy, consistency, and reliability of data throughout its lifecycle. Good Clinical Practices (GCP), a set of
ethical and scientific standards, play a pivotal role in upholding the highest quality in clinical trials. This review
explores the symbiotic relationship between data integrity and GCP, elucidating how their integration is imperative
for the generation of trustworthy study outcomes. The article delves into the standardized processes outlined by
GCP, emphasizing the importance of proper documentation, protocol adherence, and comprehensive record-
keeping in maintaining data integrity from the outset. It further underscores the significance of continuous training
and education for all personnel involved in clinical trials, equipping them with the knowledge and skills to uphold
data integrity practices. Advocating for a continuous commitment to embracing emerging technologies, fostering a
culture of ethical conduct, and staying informed about regulatory updates. This collective approach is crucial for
overcoming challenges and maintaining the integrity of clinical trial data, thereby ensuring the reliability of study
results.

KEYWORDS: Data integrity, Good Clinical Practices (GCP), Clinical trials, Standardized processes, Protocol

adherence.

INTRODUCTION

Data integrity refers to the accuracy, completeness, and
consistency of the data. It also refers to the safety of data
in terms of regulatory compliance. The data integrity is
ensured by a collection of processes and standards. Data
integrity is very important for protecting it from any kind
of threats from outside forces. Integrity of data can be
ensured by implementing appropriate data validation and
error checking. The purpose of all these exercises is to
ensure that data is stored correctly and categorized
properly In SQL databases, it refers to ensure that each
row of a table is uniquely identified so that data can be
retrieved separately. Furthermore, data constraints are
also applied to ensure the entry of valid data only. Data
integrity can be classified into two broader classes: 1)
physical integrity 2) logical integrity. Physical integrity
refers to an act of protecting the completeness and
accuracy of data when stored or retrieved. Physical
integrity of data can be compromised by situations such
as power failure, disk crashes, human error, storage
erosion etc. Similarly, data integrity refers to the
maintaining the data set intact without introducing any
changes so that it can be used in different ways in a
relational database. Logical integrity provides protection

from human error as well as hackers. Logical integrity

can be further divided into four types:!"

1. Entity integrity- It relies on the creation of primary
keys. The unique values that identify different
chunks of data and ensure that data isn’t repeated
and no field of the data is empty.

2. Referential integrity- It refers to the series of
processes that ensure data is stored and used
uniformly. The database structure is embedded with
rules that allows only appropriate changes, additions
or deletions of data. The rules may include
constraints that eliminate the entry of duplicated
data and guarantee that only the correct data is
entered.

3. Domain integrity-A domain is a set of acceptable
values that a column is allowed to contain. In the
domain integrity, different constraints are included
to control the format, type and amount of data that is
entered.

4. User-defined integrity- The user defined integrity
involves different rules and constraints defined by
users to cater specific needs. This type of data
integrity provides an additional layer of safety and
protection to the data stored.

Www.ejpmr.com | Vol 10, Issue 12, 2023.

ISO 9001:2015 Certified Journal | 676



http://www.ejpmr.com/

Aslam et al.

European Journal of Pharmaceutical and Medical Research

The main purpose of data integrity is to make sure that
all data are present in the form of original records and
observations. It ensures the availability of all the
documented activity required to reconstruct the clinical
study without compromising the safety, efficacy and
quality of the product. This act ensures that data is free
from any kind of alteration, manipulation and/or deletion
without authorization. In clinical studies, the data
integrity becomes significant because data must be
comprehensive, truthful, and accurate for appropriate
clinical interpretations. It is important to ensure safety
and effectiveness for patients when developing new
medicines.

Data integrity refers to the act of maintenance and
assurance of data accuracy and consistency over the
lifecycle of a drug product/ study. It is a part of design,
implementation and usage of system that stores,
processes, or retrieves data. Data integrity follows global
mandatory requirement and regulated healthcare
industries for developing and launching new medical
product to market. Data integrity must comply with good
manufacturing practices (GMP), good clinical practices
(GCP) and good laboratory practices (GLP). All these
regulations are collectively referred to as GxP.

Data integrity becomes essential because it ensures that
the raw data collected is valid, complete and well
documented. The main goal is to maintain and record all
data collected during clinical trials in their original form
so that it can be readily be used to reconstruct the clinical
study and assure the safety, efficacy and quality of the
product or the study drug.

The regulatory authorities check and verify data integrity
Any of the following act can be considered as a violation
of data integrity which can be reported to the authorities.
Deletion or manipulation of data

Aborted sample analysis without justification
Invalidated results without justification

Destruction or loss of data

Failure to document work contemporaneously
Uncontrolled documentation

I A

It is now clear that integrity of data collected during
clinical trials is of utmost importance. To improve and
ensure data integrity following strategies can be used:

1. Implementation of Standard Operating Procedures
(SOPs) which provide a step-by-step process for
every aspect of a clinical trial from patient
recruitment and data collection to analysis and
reporting.

2. Training Staff to preserve the data integrity and
make them understand the practical aspects of their
roles as well as potential impacts of compromised
data. The training should cover from data collection
and management to ethical considerations and use of
relevant software and instruments.

3. Effective management of data is essential wherein
the reliable databases and data is backed up

10.

11.

12.

13.

regularly. While managing data, real time data entry
should be always preferred than retrospective data
entry.

Quality control measures are required to check any
discrepancies in the data. Resolving these
discrepancies by referring back to the original data
source ensures data integrity.

To ensure data integrity, electronic data capture
(EDC) systems can be used for data collection. It is
well known that eEDC systems are much better than
the paper EDCs. It also offers the advantages of real
time data entry and access without errors and audit
trails which tracks data modifications and user
activity.

Data Monitoring Committees (DMCs) are an
independent body that monitors clinical trials and
review the collected data from time to time for
safety and efficacy signals. They make sure that the
trial is following the protocol at each stage.
Implementing Risk-Based Monitoring (RBM) is
another strategy by which integrity of clinical data is
ensured. In this approach, most vulnerable resource
and aspects are identified and a closer monitoring of
those aspects is done throughout the clinical trial.
Regular Audits plays a very significant role in data
integrity. It is conducted periodically. This process
identifies all the errors and breaches that might have
occurred. This process might reveal systemic issues
as well and proposes solutions to improve.
Transparency and Traceability is an approach
wherein a transparency is maintained in a clinical
trial or collection of data including any changes
made in it after collection. This prevents any kind of
discrepancy in the observations and data
interpretations. In case of any discrepancy,
traceability allows to validate the data and go back
to the step wherein any kind of discrepancy was
introduced and correct the data.

Regulations and Guidelines are made for smooth
and uniform conduction of clinical trials along with
ensuring data integrity. The International Council for
Harmonisation (ICH), Good Clinical Practice
(GCP), and local and international regulations must
be followed strictly.

Utilizing Data Standardization helps maintain the
consistency of data collected from multiple sites.
This includes standard data formats, coding
terminologies, and units of measurement. The
Clinical Data Interchange Standards Consortium
(CDISC) provides various accepted standards which
can be utilized in designing a clinical trial.
Leveraging Artificial Intelligence and Machine
Learning can be used as an important tool to identify
errors, inconsistencies, outliers in real time and
simultaneously perform predictive analyses. These
technologies also have the potential to automate the
processes which can speed up the process of data
review manifolds.

Finally, data encryption and other security measures
are important to ensure privacy and security of data
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present in the databases. Data encryption is required
at the time of data transmission and storage. To
ensure the data integrity, frequent vulnerability
assessments and penetration testing must be
performed to identify potential weaknesses in the
system and installing the latest security measures.
Integrating Data Management Systems can also
improve data integrity by minimizing the
requirement of manual data transfer. For instance,
integrating the EDC system with the Clinical Trial
Management System (CTMS) or the electronic
Patient-Reported Outcomes (ePRO) system can
ensure data consistency and reduce the risk of data
loss or corruption.

Data backup and recovery plans- After ensuring all
the above measures, finally a backup plan is
mandatory to recover any accidental loss of data. To
accomplish it, regular backups and testing should be
performed. Furthermore, the data must be stored at a
secure off-site location.

14,

15.

Good clinical practices

There are some laws and regulations designed by FDA
that ensure the integrity of clinical data that involve and
support the safety and effectiveness of investigational
drugs, biologics, and devices. These regulations,
collectively referred to as GCP (Good clinical practices)
determine the approval criteria and processes which will
help protect the rights, safety and welfare of human
subjects.?

There are ICH-GCP guidelines which are used globally
to protect and preserve the human rights while the
conduction and reporting of human data and observations
in the clinical trials. These guidelines are internationally
accepted for its ethical and scientific quality standard
They are often referred to as the bible of clincal trials and
help in protecting rights, integrity and confidentiality of
human subjects.”!

There is a long history behind formation of the ICH-GCP guidelines. It has been summarised in Table 1

Table 1: Origin of ICH GCP guidelines.

S.No. Year Regulations
1 460BC Oath of Hippocrates
2 1930 U.S. Food, Drugs and Cosmetic Act
3 1947 Nuremberg Code
4 1964 Declaration of Helsinki
5 1979 The Belmont Report
6 1982 International Guidelines for Biomedical Research Involving Human Subjects
7 1996 ICH-GCP guidelines issued
8 1997 ICH-GCP guidelines becomes law in some countries

The ICH-GCP along with protecting the rights, safety,
and welfare of human subjects. The ICH-GCP ensures
increased ethical awareness preventing frauds and
accidents during the clinical trials. It enhances the quality
of trial practices and provides public assurance with

Table 2: The ICH-GCP principles.

better understanding of trial concepts among public. It
mitigates any safety concerns and allows increased and
healthy competition and accelerates marketing of new
drugs. Adhering or complying to these standards
increases the data reliability as well.!*

requirement(s).

S. No. | Core principles of ICH-GCP
Clinical trials should be conducted in accordance with ethical principles that have their origin in
1 the Declaration of Helsinki, and that are consistent with GCP and the applicable regulatory

Before a trial is initiated, foreseeable risks and inconveniences should be weighed against
2 anticipated benefit for the individual trial subject and society. A trial should be initiated and
continued only if the anticipated benefits justify the risks.

The rights, safety and well-being of the trial subjects are the most important considerations and
should prevail over interest of science and society

The available non-clinical and clinical information on an investigational product should be
adequate to support the proposed clinical trial.

5 Clinical trials should be scientifically sound, and described in clear, detailed protocol

A trial should be conducted in compliance with the protocol that has received prior institutional

6 review board (IRB)/ independent ethics committee (IEC) approval/favourable opinion

7 The medical care given to, and medical decisions made on behalf of subjects should always be the
responsibility of a qualified physician or, when appropriate, of a qualified dentist.

8 Everyone involved in conducting a trial should be qualified by education, training, and experience
to perform his or her respective task(s).

9 Freely given informed consent should be obtained from every subject prior to clinical trial
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participation
10 All clinical trial information should be recorded, handled, and stored in a way that allows its
accurate reporting, interpretation and verification.
1 The confidentiality of records that could identify subjects should be protected, respecting the

privacy and confidentiality rules in accordance with the applicable regulatory requirement(s).

protocol.

Investigational products should be manufactured, handled and stored in accordance with applicable
12 Good Manufacturing Practice (GMP). They should be used in accordance with the approved

13 Systems with procedures that assure the quality of every aspect of the trial should be implemented.

Standardized Processes in Good Clinical Practices
(GCP): Upholding Data Integrity

Good Clinical Practices (GCP) serve as the bedrock of
ethical and scientific standards in clinical research,
ensuring the integrity of data and the reliability of study
results. Among the key pillars of GCP, standardized
processes play a pivotal role in shaping the conduct of
clinical trials. This section explores the significance of
these standardized processes, encompassing proper
documentation, protocol adherence, and comprehensive
record-keeping.®

a. Standardized Processes: Ensuring Precision from
the Outset

At the core of GCP lies a set of standardized processes
meticulously designed to govern the entire lifecycle of a
clinical trial. These processes serve as a guiding
framework, encompassing a range of essential elements
that collectively contribute to the integrity of the data
generated.

Proper Documentation

Accurate and detailed documentation is a fundamental
requirement in clinical trials. GCP mandates the creation
and maintenance of comprehensive records, including
study protocols, case report forms (CRFs), and informed
consent documents. By adhering to standardized
documentation procedures, researchers and investigators
lay the groundwork for transparency and traceability
throughout the trial.

Protocol Adherence

GCP places a significant emphasis on adherence to study
protocols. These protocols act as the roadmap for the
trial, detailing the objectives, methodology, participant
eligibility criteria, and data collection procedures. By
following these protocols rigorously, researchers ensure
consistency and comparability in the data collected
across different sites, thus enhancing the overall
reliability of the study results.

Comprehensive Record-Keeping

The meticulous recording of all aspects of a clinical trial
is a cornerstone of GCP. From the enrollment of
participants to the administration of interventions and the
collection of data, every step is documented
systematically. This comprehensive record-keeping not
only facilitates transparency but also enables auditors
and regulators to assess the validity of the study results
and the adherence to ethical standards.!®

b. Training and Education: Empowering Clinical
Trial Personnel

In the dynamic and evolving field of clinical research,
knowledge is a powerful tool. GCP recognizes the
importance of continuous training and education for all
personnel involved in clinical trials. This includes
researchers, investigators, study coordinators, and other
professionals engaged in the various stages of a clinical
trial.

Continuous Training

Clinical trials often span several years, during which
protocols may evolve, technologies may advance, and
regulations may undergo changes. Continuous training
ensures that all personnel are updated on the latest
industry standards, regulatory requirements, and best
practices. This ongoing education equips them to
navigate the complexities of clinical research with
precision and adaptability.

Informed and Educated Personnel

Well-informed and educated personnel are better
positioned to navigate the intricate landscape of clinical
trials. GCP underscores the importance of providing
training that extends beyond mere protocol familiarity.
Training programs cover ethical considerations,
participant safety, data collection methodologies, and the
evolving regulatory landscape. This holistic education
empowers clinical trial personnel to make informed
decisions and uphold the highest standards of research
integrity.

c. Source Data Verification: Meticulous Validation for
Accurate Results

GCP places a strong emphasis on source data verification
(SDV) as a critical component of ensuring data accuracy
and reliability. SDV involves the systematic comparison
of data recorded in the case report forms (CRFs) with the
original source documents, such as medical records and
laboratory reports.

Ensuring Alignment with Source Documents

The primary objective of SDV is to confirm the accuracy
and completeness of the data collected during a clinical
trial. By verifying that the information entered into the
CRFs aligns precisely with the original source
documents, researchers can identify any discrepancies
promptly. This meticulous validation process is
instrumental in maintaining the integrity of the data, as
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inaccuracies can be addressed and rectified in a timely
manner.

Identifying and Rectifying Discrepancies
Discrepancies in clinical trial data can arise due to
various reasons, including transcription  errors,
misunderstandings, or lapses in data entry. Source data
verification serves as a proactive measure to identify
these discrepancies before they compromise the
reliability of the study results. Once identified,
discrepancies can be addressed through a documented
process of resolution, ensuring the accuracy and
completeness of the data.

d. Data Security and Confidentiality: Safeguarding
the Integrity of Information

Protecting the confidentiality and security of clinical trial
data is not only an ethical imperative but also a
fundamental aspect of GCP. The sensitive nature of the
information collected during a trial necessitates robust
measures to safeguard against unauthorized access and
data breaches.

Fundamental Principles of Data Security

GCP outlines fundamental principles for ensuring data
security and confidentiality. These principles include
restricting access to data only to authorized personnel,
implementing secure data storage solutions, and
employing encryption methods to protect sensitive
information during transmission. By adhering to these
principles, researchers and sponsors mitigate the risk of
data compromise and uphold the integrity of the trial.[’!

Preventing Unauthorized Access
Unauthorized access to clinical trial data poses a
significant threat to the integrity of the study. GCP

mandates the implementation of access controls and user
authentication mechanisms to prevent unauthorized
individuals from accessing sensitive information. This
not only protects the rights and privacy of trial
participants but also ensures the validity of the data
collected.

Ensuring Data Integrity through Security Measures
In addition to preventing unauthorized access, robust
data security measures contribute to the overall integrity
of clinical trial data. These measures include regular
audits of data access logs, validation of data backups,
and the implementation of secure data transfer protocols.
By addressing potential vulnerabilities, researchers can
enhance the trustworthiness of the study results and
maintain the confidence of participants and regulatory
authorities.

Reliable study results

Reliability. Reliability is defined as the quality of a
measure that produces reproducible results on repeat
administrations of a test. Reliability in research and
clinical practice is a prerequisite. For relying on any
clinical trial result, all the observations and
measurements must be free from any kind of bias
(systematic or random).”! A reliable study results should
be clean and accurate Ensuring that data is clean and
accurate requires standardizing data collection, training
staff, monitoring data quality, using EDC systems, and
conducting data cleaning. By following these steps,
researchers can ensure that the data collected during
clinical trials is accurate and reliable.

ICH-GCP

Data
integrity

Utilizing Technology for Data Integrity

In the ever-evolving landscape of clinical trials, the
integration of cutting-edge technologies plays a pivotal
role in enhancing data integrity. Two key technological

Data
reliability

advancements that stand out in this regard are Electronic
Data Capture (EDC) systems and Blockchain technology.
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a. Electronic Data Capture (EDC):
Efficiency and Reliability

Electronic Data Capture (EDC) systems represent a
paradigm shift in the way clinical trial data is collected,
stored, and managed. By transitioning from traditional
paper-based methods to electronic platforms, EDC
systems offer a multitude of advantages, significantly
contributing to the enhancement of data accuracy and
integrity.

Enhancing

Reducing Transcription Errors

One of the primary benefits of EDC systems is the
reduction in transcription errors. Manual data entry, a
common source of errors in traditional data capture
methods, is minimized through electronic data entry
interfaces. This reduction in human-induced errors
ensures that the data collected is more accurate from the
outset.

Streamlining Data Collection

EDC systems streamline the entire data collection
process. They provide intuitive interfaces for researchers
to input data directly into the system, reducing the time
and effort required for data entry. This efficiency not
only accelerates the pace of data collection but also
minimizes the chances of errors associated with manual
data handling.

Efficient Storage and Retrieval

With EDC systems, data is stored electronically in a
centralized and organized manner. This facilitates quick
and efficient retrieval of information when needed.
Researchers can easily access, review, and analyze data,
promoting real-time decision-making and reducing the
lag time traditionally associated with data retrieval.

Promoting Data Reliability

By minimizing manual interventions and optimizing
workflows, EDC systems contribute to the overall
reliability of the collected data. The standardized
processes embedded in these systems align with Good
Clinical Practices (GCP), ensuring that data integrity is
maintained throughout the lifecycle of the clinical trial.

b. Blockchain Technology: Transforming Data
Integrity in Clinical Trials

Blockchain  technology, often  associated  with
cryptocurrencies, has transcended its initial applications
to offer groundbreaking solutions in various industries.
In the context of clinical trials, Blockchain holds
immense potential to revolutionize data integrity.

Decentralized and Tamper-Resistant

At the core of Blockchain's value proposition is its
decentralized and tamper-resistant nature. In a
Blockchain network, data is distributed across multiple
nodes, eliminating the risk of a single point of failure.
Moreover, once data is recorded in a block, it is secured
through cryptographic hashes, making it virtually
immutable. This inherent security feature ensures that

once data is entered into the Blockchain, it cannot be
altered or manipulated.

Enhancing Security and Trustworthiness

In clinical trials, where the integrity of data is paramount,
Blockchain technology adds an extra layer of security
and trustworthiness. The decentralized nature of
Blockchain reduces the vulnerability to hacking or
unauthorized access, addressing concerns related to data
breaches and ensuring the confidentiality of sensitive
information.

Immutable Audit Trail

Blockchain maintains an immutable and transparent
audit trail of all transactions. Every change or addition to
the data is recorded in a way that is verifiable and
traceable. This not only enhances accountability but also
provides a comprehensive record of every interaction
with the data, bolstering the transparency and reliability
of the entire clinical trial process.

Smart Contracts for Automation

Smart contracts, self-executing contracts with the terms
of the agreement directly written into code, can automate
various aspects of clinical trials. From participant
consent to data validation, smart contracts can streamline
processes and reduce the chances of errors or intentional

manipulation. This automation contributes to the
efficiency and integrity of the entire trial.!’!
Interoperability and Data Sharing

Blockchain's  architecture allows for improved

interoperability between different stakeholders in the
clinical trial ecosystem. Data can be securely shared
among researchers, sponsors, regulatory bodies, and
other relevant parties, fostering collaboration while
maintaining the integrity of the shared information.

CONCLUSION

Enhancing data integrity is a multifaceted approach that
involves robust procedures, effective data management
strategies, advanced technologies, and strategies to
improve validity and reliability of clinical research. Data
integrity and Good Clinical Practices are inseparable
components in the quest for reliable study results. The
commitment to upholding the highest standards of ethics,
transparency, and patient safety through GCP ensures
that the data generated in clinical trials is not only
accurate but also a credible foundation for medical
advancements. As the landscape of clinical research
evolves, maintaining the delicate balance between
technology, ethical standards, and regulatory compliance
remains paramount in achieving data integrity and,
consequently, producing study results that stand the test
of scientific scrutiny.
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