[ J ourna | Of Volum:??}i;:j:if;i:
Adva n Ced Data base DOI (Journal): 10.3?522?12?)?;:
Management & Systems

STM JOURNALS

https://journals.stmjournals.com/joadms

Security of Cloud Computing from a
Blockchain Perspective

Vatsal K. Bhuva*

Abstract

Originally, the foundation of the Internet was trust. There are increased threats and problems after
many information disclosures. We have employed even more modern Internet-based devices in recent
years. Among the primary issues raised in literature, privacy, data protection, and trust require
particular consideration. In this case, a new paradigm for information security has arisen, one that is
built on transparency rather than the closed, cryptic methods used in present models. Recently, certain
projects utilising Blockchain technology and techniques have emerged. The aim of this work is to
construct a preliminary version of the model based on our preliminary research, which is referred to
as systematic mapping in the methodology. We provide an overview of several Blockchain-based
Internet of Things (1oT) platforms, models, strategies, and other projects. We also assess each paper's
compliance with 11 essential 10T requirements. This work adds to the growing corpus of knowledge in
the fields of trust, privacy, and security. Our results are helpful for businesses from a variety of
industries that are a part of the Internet ecosystem as well as for further research at the Academy. They
can profit from the combined knowledge and use it as a guide to define their development methods that
are focused on the new loT paradigms.
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INTRODUCTION

Devices connected to the Internet of Things (1oT) produce, handle, and share enormous volumes of
privacy-sensitive data as well as security-critical data; as a result, they are popular targets for many
types of cyberattacks [1]. Many of the modern networkable devices that make up the Internet of Things
are lightweight and low power. The majority of these devices' processing power and energy must be
dedicated to carrying out essential application functions, which makes it difficult to provide security
and privacy on a budget. Conventional security techniques are typically costly for 10T in terms of
processing overhead and energy usage. Furthermore, because of their high degree of centralization,
scale challenges, many-to-one nature of communications, and single point of failure, many modern
security frameworks are not well suited for the Internet of Things [2].
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various technological and societal fields is the Internet of Things (10T). 10T research is diverse, but its
definition is still up for debate [1].

In this regard, a new method for ensuring the security and openness of information has emerged. It
replaces the closed, cryptic methods used in the present information security models. Blockchain
technologies and methodologies have been proposed by some initiatives [2].

One of the main challenges in developing loT-based devices or embedded systems is the lack of a
modelling architecture, language, or formalism that facilitates the cohesive development and integration
of the many Semantic Web Stack disciplines. We have challenges: on top of complexity and scalability,
we also have time latency issues (the Bitcoin network takes 10 min at the moment) and a high number of
confirmations needed for transactions, which goes against 10T notions of real-time processing [1]. Every
node in the Bitcoin network can see every transaction. This poses some challenges (i.e., transactions
executed for a limited number of network nodes) when we require devices for regulated environments [3].

Understanding how traditional software development could be modified or improved to meet the new
Blockchain-based Internet of Things requirements is crucial in this context.

What is consolidated information about the factors influencing the development of devices?

We are undertaking a methodical mapping of crucial elements in embedded systems’ construction
based on IoT paradigms in order to accomplish the study's objective. We are seeking responses to the
following queries in this study: (i) Is blockchain-based Internet of Things built to withstand
development processes? Furthermore, (ii) what attributes, tenets, or prerequisites of blockchain-based
10Ts have been taken into account in blockchain-based IoT development processes?

Understanding Blockchain-based 10T domains and industry best practices, as well as presenting the
most recent findings about device (or thing) construction, are the primary goals of this research.
Furthermore, this endeavour adds to the relatively young and continuously expanding understanding of
the Internet of Things' security, privacy, and trust-aspects that are yet mostly unexplored. This work is
helpful for academic research in the future as well as for businesses from a variety of industries that are
involved in the Internet ecosystem. These businesses stand to gain from the combined knowledge and
can use it as a roadmap to define their development methods that are tailored to the new loT paradigms.

THE BLOCKCHAIN OVERVIEW

At the heart of many decentralized financial systems, including Bitcoin and others, is a universal
digital ledger called the Blockchain. Every transaction made by participants is documented on the
blockchain, with data privacy and operational verification ensured through cryptographic techniques.
Every transaction is verified by multiple participants, resulting in extremely redundant verification. In
exchange for their computing labour, they receive rewards [5].

Organizations utilizing blockchain technology stand to gain transparency, democracy,
decentralization, security, and efficiency. Financial services can be accessed via Blockchain, which also
offers the main benefits of the conventional correspondent banking system: (1) uniform process
standards; and (2) longer-term worldwide reconnaissance.

The Blockchain Ontology

The Blockchain Ontology with Dynamic Extensibility, or BLONDIE, ontology is the first attempt to
standardise this technology. This OWL ontology enables the representation of specific aspects of the
Ethereum or Bitcoin frameworks in RDF format. It can be expanded to include additional Blockchain
technologies as well. Furthermore, as OWL, BLONDIE has the capacity to provide explicit knowledge [3].
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According to Ugarte et al., the best-case scenario would be for everyone to adopt forks with little to
no change or the original Bitcoin technology [6]. Although Bitcoin has many limits and was not
intended for use for purposes other than financial transactions, the protocol itself is already standardized
and well-defined, thus this is not a feasible situation. We need to concentrate our efforts on addressing
the interoperability between Blockchain systems, which is currently one of the most talked-about
concerns in the Blockchain community. Direct communication between the gadgets would allow them
to address issues, update software, and keep an eye on energy consumption [7].

RESEARCH METHODOLOGY
The four steps of the research technique were separated. Only Step #2 (Systematic Mapping), which
is depicted in Figure 1 and is explained in depth below, will be covered in this study.

Risks and Security Concerns with Cloud Computing

Seven security concerns were identified by Gartner in 2008 [8], and they must be addressed before

enterprises fully adopt the cloud computing concept.

e Data location: Some clients may not be aware of the precise location of their data when it is
stored on cloud servers.

o Regulatory compliance: Clients have the option of selecting providers who agree to be audited
by outside agencies that verify the security measures offered by cloud service providers.

o Data segregation: Since encrypted data from several organizations may be kept in one location,
a system that divides data from several organizations is necessary and ought to be supplied by
the cloud service provider.

e Long-term viability: This refers to the capacity to revoke an agreement and all data in the event
that the present provider is acquired by a different company.

Step 3
Empirical study
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Figure 1. Scientific methodology steps [9].
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CURRENT TRENDS AND CHALLENGES
This section outlines the key themes and obstacles explored by authors in the papers regarding
Blockchain-based 10T.

Skarmeta et al. highlighted that vulnerabilities within 10T systems can result in various security
breaches, including but not limited to, malicious breaches compromising confidentiality and
authentication, clandestine assaults compromising service integrity, or disruptions to network
availability like DoS attacks [4]. Additionally, privacy and anonymity are significant concerns. 10T
devices inherently gather and disseminate data, posing distinct challenges to personal privacy.

Specifically, the difficulties encompass the widespread engagement of users with intelligent entities
and collections of objects, alongside the unregulated accumulation of this data on opaque platforms.
This situation potentially exposes users to various risks, including but not limited to, identification,
pinpointing, surveillance, tracking, manipulation, profiling, targeted marketing, data association, and
even social manipulation.

Buchmann explored the primary factors influencing the levels of integrity, anonymity, and
adaptability within the blockchain [10]. Additionally, he recommended a deeper examination of the
security features offered by Proof of Work, which has traditionally played a pivotal role in enabling
distributed consensus.

The Ethereum platform facilitates the implementation of transaction processing rules or scripts via
smart contracts. Some authors conducted research into the security implications of executing smart
contracts on Ethereum within an openly distributed network [6, 11]. They identified numerous emerging
security issues, indicating nuanced deficiencies in comprehending the distributed semantics of the
platform. These researchers advocate for augmenting operational semantics to mitigate contract
vulnerabilities, proposing the use of a symbolic execution tool named Oyente [12].

CONCLUSION AND FUTURE WORK
We conducted a Systematic Mapping to investigate which primary development processes have been
used in, and which factors have been influencing Blockchain-based 10T building.

Our research aims to provide an overview of the prevailing best practices delineated in the literature
for constructing an initial ontology model for Blockchain-based 10T projects. Given the novelty of the
Blockchain-based 0T research field, a majority of the literature, including books, technical reports, and
other works, has emerged over the past 5 years. We have documented various frameworks, models,
methodologies, and other initiatives in Blockchain-based 10T that adhere to established development
procedures and strive to establish a foundational knowledge base. Through this exploration, we have
identified essential requirements.

Hence, the primary contribution of this study lies in comprehending the domain of Blockchain-based
IoT development, with the objective of establishing optimal methodologies for crafting devices (or
things) that instil greater trust in their utilization (or transactions). These are the essential requirements
for building a Blockchain-based 10T.
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