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“Spooky action at
a distance”

— Albert Einstein

HTTPS://CITESEERX.IST.PSU.EDU/VIEWDOC/SUMMARY?DOI=10.1.1.20.8324
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Problem 1: Number of qubits
E.g. to run Shor’s algorithm on RSA-2048, you would need
around 20 million “noisy” qubits to have sufficient memory

Problem 2: Error correction
It is really hard to prevent any unintentional outside influence that
would cause the quantum state irreversibly to collapse 

HTTPS://EN.WIKIPEDIA.ORG/WIKI/QUANTUM_ERROR_CORRECTION

1million 100k
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Proactive solution
We shouldn’t wait until the problem is “real” before
solving it, proactively working on a solution is good

Prevent “store now, decrypt later”
SNDL attacks are one of the biggest threats to RSA at
the moment, where attackers collect encrypted data
now to decrypt once RSA has been broken 

HTTPS://WWW.NIST.GOV/CYBERSECURITY-AND-PRIVACY/WHAT-POST-QUANTUM-CRYPTOGRAPHY
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Conclusion — Some resources to dive deeper

Post Quantum Cryptography - Computerphile
https://www.youtube.com/watch?v=_MoRcYLN-7U

Lattice-based cryptography: The tricky math of dots
https://www.youtube.com/watch?v=QDdOoYdb748

Learning with errors: Encrypting with unsolvable equations
https://www.youtube.com/watch?v=K026C5YaB3A

The Idea behind Lattice-Based Cryptography
https://nicklaskoertge.medium.com/the-idea-behind-lattice-based-cryptography-5e623fa2532b

Lattice-based cryptography explained
https://qramm.org/learn/lattice-based-cryptography.html

How Quantum Computers Break Encryption | Shor's Algorithm Explained
https://www.youtube.com/watch?v=lvTqbM5Dq4Q



Conclusion — Resources about the provider timelines

Post-Quantum Cryptography
AWS — https://aws.amazon.com/security/post-quantum-cryptography/

AWS History and Timeline regarding AWS Key Management Service
https://hidekazu-konishi.com/entry/aws_history_and_timeline_aws_kms.html

Accelerating the quantum-safe timeline
Microsoft / Azure — https://tinyurl.com/5n8secap

PQC in Plaintext: Google Cloud’s post-quantum cryptography roadmap
Google — https://tinyurl.com/2948dn54



LINK TO THE SLIDES:

https://www.julianburr.de/
  devoxx-belgium-2026-slides.pdf

https://www.linkedin.com/in/julianburr/

https://bsky.app/profile/julianburr.de

Thank you!
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