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e Denmark had 83 total incidents in July (numbers as of June 28)

VILLAGE OF * DEO Dzekute and DEO Delebreau handled 49 of the 83 incidents in the village
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e Denmark officers made 14 traffic stops and issued 12 written warnings, 10 traffic citations, and 0 parking
tickets.

VILLAGE OF
DENMARK
PATROL /

N/

BROW COUNTY
DRUG TASK FORCE

IN
DENMARK

* No ongoing investigations in the village at this time.
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* There is one open case in the village.
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® There were 0 OWI arrest made during the month of May.
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e DEOs continue to monitor parking issues around the village.

e DEOs have been working with the village to clean up some of the ordinances and also finding some ordinances
that will help the village continue to be productive.

¢ DEOs continue to evaluate the specific enforcement needs of the village. Strategic plans and scheduling will allow
us to continue to monitor problem areas as well as times of heightened problem rates in the village.

¢ DEOs have been working on evaluating and addressing the traffic complaints and problems on Woodrow St.
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Calls for service in the village
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e (06-27-16 to 07-01-16 DEO Dzekute attended the Basic SRO School in Kenosha that was put on by NASRO (National Association of School Resource
Officers). | learned a lot and plan on putting it to good use during this next school year.

e 0On 07-02-16 DEO Delebreau found the concession stand at the Highridge ball diamond open. He cleared the building and secured the doors that he
could.

e (07-06-16 DEO Delebreau was requested to assist county patrol with a death scene. He provided traffic control while the scene was processed and
cleared.

e (07-07-16 DEO Delebreau was dispatched to locate a suspicious male who possibly had a handgun. The area was checked and the complaint was
unfounded.

e (07-11-16 DEO Delebreau requested to assist county patrol with a major accident at the intersection of CTH X and Glenmore Rd.

e (07-19-16 DEO Delebreau was called to investigate an incident involving some harassing text messages.

e (07-22-16 and 07-23-16 Both DEOs were present at the Lion’s Club picnic periodically. Both DEOs also patrolled the village while monitoring parking
issues around the picnic area.

e (07-23-16 Both DEOs responded to a suspicious situation involving a trespassing issue. The issue was later resolved with an arrest.

e (07-24-16 Both DEOs assisted with the Lion’s club parade. The parade appeared to be a big success even though it was a little warm. Both DEOs
were then present at the picnic periodically after the parade.

e (07-27-16 DEO Dzekute participated in the libraries “Truck Jam” show and tell event. The event was great and there was a great number of kids who
came through and got a chance to look at the vehicles at the event.

e (07-27-16 Both DEOs set up the Metro Count on Woodrow to monitor the traffic volume and speed. This data will be used to help understand the
traffic trends and help create a plan to assist with the safety of all travel on Woodrow.

e (07-28-16 DEO Dzekute spoke to the Driver’s Ed class at the high school.

SCAM report and things to watch out for

e Assad asitis to say, school is just a month away. With that being said, we are going to have a lot more foot and bicycle traffic near the schools. This
is just a reminder to make sure that everyone is observant and following traffic laws especially in the areas that kids and students generally travel.

e We are still seeing a lot of scams involving calls claiming to be from the IRS. Do not give out any information to these calls.

e We are seeing scams involving calls stating a person has warrants or they will be picked up by the police for crimes. Don’t give out any info to these
callers. If you can’t remember if you have anything in your past give either DEO a call and we can try to help you through this.

e We are also getting more scams involving calls stating the person has won a prize. As tempting as it might be to claim the “$2.5 million prize” do not
give out any information.
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e A possible scam that came through the village actually appeared to be from AARP. The person who received the letter in the mail thought there was

something fishy about the letter and turned it over to the DEOs to look at. After looking at the letter we could not confirm that the letter was a
scam or if it was legitimate. In the end the person did not give out

At the end of this report | have attached two files to help everyone stay safe regarding “Social Engineering.” Social Engineering is the art of manipulating people
so they give up confidential information.

Everyone stay safe and have a great month

DEO Jonathon Dzekute



Social Engineering Red Flags
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P FROM:
o | don't recognize the senders email address as someone | ordinarily P T0:
communicate with. .
* This email is from someone outside my organization and it's not o I&mﬂfﬂw&mﬂﬁeﬂ;anrmnrepenplt,butldm’tpumnﬂlym
related to my job responsibilities. « | received an email that was also sent to an unusual mix of . For instance,
* This email was sent from someone inskde the o or from a seemingly random group of peaple at my organization whose last names start
a customer, vendor, or partner and is unusual or out of character. with the ame lettar, or 3 wfm of Linralated sddressas.

* I& the sender's email address from a su us domain?
(like micorsoft-suppart.com)

* | don't know the sender personally and they were not vouched for

sofmeane | trust.

* I don't have a business relationship nor any past communications
with the sender.

« This is an unexpected or unusual email with an embedded hyperlink
or an attachment from someone | hadn't communicated with recenthy.

DATE:
* Did I receive an email that | normally would get during regular business
hours, but it was sent at an unusual time like 3 am.?

P

™~

mnut_ =lar, th,ullulu-ﬂ Lum

SUBJECT: W ihal et ATTACHMENTS:

* Did | get an email with a subject line thatis e oinee wvmenngeracsin * The sender included an email attachment that | was
irrelevant or does not match the message I, ‘manasaling I Lanzer At s meney and camnt ee nat expecting or that makes no sense in relation to
content? el an nur el g =eg Dol wundwme S100 s Warers Lnem the email MESSage, I‘T‘h|5 sander doesnt DI'd"'IBI'lhI'

+ Is the ermail msﬁe a reply to something | never Ly TR T8 S0 ine rn e qusrgie i ren e gend me these types of attachment(s).)
sent or req ? « | see an attachment with a file

Pep s sweertue ne enese Bl w TM m HE t’m tmt |5 MF udlﬁ
Tk ma suzs this w3 ls balie olr i on is a .TXT file.
waui SEQ /
G CONTENT: \a
+ Is the sender asking me to click on a link or open an attachment to avoid a
consequence, or to gain something of value? .“" HYPERLINIS:
g mail out of the erdinary, or does it have bad grammar or spelling

- Is the sender asking me to click a link or open up an attachment that seems
odd or il ?

+ Do | have an uncomfortable gut feeling about the sender’s request to open
an attachment or click a link?

+ 15 the email asking me to look at a compromising or embarrassing picture
of myself or someane | know?

* | hover my mouse over a hyperlink that's displayed in the email message, but the
Inl:hnagdmh for a dlm‘mt

* | received an email that only has

and the rest of the email ig compl arik.
* | received an email with a hyperlink that is a misspelling of a known web site,

For instance, www.bankofarnericacom - the “m” is really two characters - °r® & °n".

website. (This is a big red flag)
inks with no further information

A8 Knowdled, Inc. Al fghts reisrveed. DBy prodiod] and dormpurmy sermes ieriicrsed bicen muy b Fedirturia andiod sgaleced Fadurmura oo W i Pl xSk
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Email Social Engineering Red Flags — Part Ill

Social Engineering is the art of manipulating people so they give up confidential
information. Don't fall for their tricks.

Pay close attention to ATTACHMENTS and HYPERLINKS in an email. Here are a
few tips to avoid social engineering emails (phishing).

ATTACHMENTS:

®*  The sender included an email attachment that | was not expecting or that makes no sense in
relation to the email message. (This sender doesn't ordinarily send me these types of attachments.}

® | see an attachment with a possibly dangerous file .
. The only file thatis al fe to click on is FROM: YourCEQ@Eyourorganization.com

a.TXT file. TO: YouEvourorsanization.com
HYPERLINKS: DATE: Monday April 4, 2016 09:50 a.m.
* My mouse hovered over a hyperlink that's SUBIECT: My money got stolen

displayed in the email message, but the link to ) o
address is for a different website_ (This is a bjg red Hi, 'm on vacation in London and my money
and passport were stolen out of my bag. Could

flag.) - : i
* | received an email that only has long hyperlinks oL wire me 53_03 .:”a mem '..H'II-DII? They
with no info iom and the rest of the me a special link so this goes into my
email is completely blank. accoul d | can buy a ticket home: y
* | received an email with a hyperlink that is a http:{ fanarw. westernunion.com453j
misspelling of a known web site. For instance,
wwnw.bankofarnerica.com —the “m: is really two

characters —"r" & “n". Thanks so much, this really helps out!




