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 shared  in  descriptive  statistics  through  secure  dashboards.  The  minimum  group  size  available  for  employers  is 
 10  people  and  the  standard  groups  size  is  30  people.  Kyan  shares  high  level  statistical  data  with  employers 
 with  the  intent  to  identify  and  mitigate  psychosocial  risks  in  the  organisation  and  improve  the  work 
 environment over time.  Kyan never shares any individual-level  data with any employer. 

 If  you  create  content  by  writing  in  your  journal,  such  content  will  only  be  stored  and  encrypted  end  to  end  on 
 your phone to remain accessible to you on the App but will not and cannot be used for other purposes. 

 If  you  give  your  consent  in  the  app  settings,  your  anonymised  data  can  be  used  for  scientific  purposes.  You 
 may  delete  all  the  personal  data  you  have  entered  into  the  App  by  selecting  the  corresponding  option  under 
 your profile in the App. 

 As  soon  as  the  user  licence  expires,  your  personal  data  is  also  deleted.  If  further  licences  are  available  under 
 the used Invitation Code, the period of use can be extended. 

 5.  Counselling 

 The  App  offers  the  possibility  to  communicate  directly  with  Counsellor  via  chat.  The  content  of  the 
 communication is encrypted end to end, i.e. only you and the Counsellor can read the content of the messages. 

 Before  contacting  a  Counsellor,  you  can  find  out  more  about  them  on  their  profile.  If  you  want  to  contact  the 
 Counsellor, you can chat with him or her and/or arrange a live session. 

 The  Counsellor  is  independent  from  Kyan  Health  and  is  therefore  co-controller  for  the  processing  of  your 
 personal  data  that  you  disclose  in  the  chat.  You  are  free  to  decide  which  data  is  shared  with  the  Counsellor. 
 However,  this  may  also  include  data  that  requires  special  protection.  The  responsibility  of  processing  this  data 
 lies with the Counsellor, as Kyan Health does not have access to it. 

 The  only  data  that  can  be  viewed  and  processed  by  Kyan  Health  is  the  number  of  messages,  the  time  of  those, 
 scheduled  sessions  and  the  conversation  partner.  This  is  needed  to  verify  the  Counsellor’s  billing.  Conclusions 
 about the content of the conversation cannot be drawn at any time. 

 The  Counsellor  might  be  located  in  a  country  without  an  adequate  data  protection.  The  User  is  aware  of  the 
 risk. 

 6.  Servers’ location and cross-border personal data transfer 

 The  cloud  server  and  most  other  servers  are  located  in  Europe.  If  we  use  services  outside  the  EU  and 
 Switzerland  (e.g.,  Bug  Tracking  Servers  like  Sentry)  we  ensure  that  those  third  parties  have  a  proper  data 
 privacy standard with Standard Contractual Clauses which are accepted by the EU and Switzerland. 

 In  order  to  establish  contact  between  you  and  the  Counsellor  that  you  have  selected,  depending  on  the 
 Counsellor’s  location,  we  may  need  to  transfer  personal  data  in  countries  outside  the  EU,  EEA  and  Switzerland, 
 some  of  which  have  not  been  determined  by  the  European  Commission  to  have  an  adequate  level  of  data 
 protection.  Such  a  transfer  would  however  be  necessary  to  put  you  in  touch  with  the  Counsellor  you  have 
 selected.  In  such  a  case,  we  will  seek  to  ensure  that  all  applicable  laws  and  regulations  are  complied  with  in 
 connection  with  said  transfer.  To  learn  more  about  the  European  Commission’s  decisions  on  the  adequacy  of 
 personal  data  protection,  please 
 visit   https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protectio 
 n-personal-data-non-eu-countries_en  . 

 Apart  from  the  above-mentioned  contingency,  your  personal  data  will  not  be  processed  by  third  parties 
 outside the EU, EEA and Switzerland before undergoing an anonymization process. 

 7.  Advertising 

 If  you  register  for  our  free  advertisement  emails,  the  data  requested  from  you  for  this  purpose,  i.e.  your  email 
 address  and,  optionally,  your  name  and  address,  will  be  sent  to  us.  We  will  also  store  the  IP  address  of  your 
 device  and  the  date  and  time  of  your  registration.  During  the  registration  process,  we  will  obtain  your  consent 
 to  receive  this  advertisement  emails  and  the  type  of  content  it  will  offer,  with  reference  made  to  this  Privacy 
 Policy.  The  data  collected  will  be  used  exclusively  to  send  the  advertising  and  will  not  be  passed  on  to  third 
 parties. 
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 Advertisement  emails  are  sent  for  marketing  purposes  for  Kyan  Health  Group  services  and  offers  only.  You  may 
 revoke  your  prior  consent  to  receive  this  newsletter  with  future  effect.  All  you  have  to  do  is  inform  us  that  you 
 are revoking your consent or click on the unsubscribe link contained in each newsletter. 

 8.  Contact 

 If  you  contact  us  via  email  (  hello@kyanhealth.com  ),  the  personal  data  you  provide  will  be  used  for  the  purpose 
 of  processing  your  request.  We  must  have  this  personal  data  in  order  to  process  and  answer  your  inquiry, 
 otherwise we will not be able to answer it in full or at all. 

 Such  personal  data  will  be  deleted  once  we  have  fully  answered  your  inquiry  and  there  is  no  further  legal 
 obligation to store such data. 

 9.  AppSense 

 We  use  AppSense  on  our  App.  This  is  a  technology  provided  by  Ivanti,  Inc.,  10377  South  Jordan  Gateway  Suite 
 110 South Jordan, Utah 84095. 

 You  can  find  more  information  about  Ivanti,  Inc.’s  data  protection  practices  at: 
 https://www.ivanti.com/company/legal  . 

 10.  Mixpanel 

 We  use  Mixpanel  on  our  App.  This  is  a  product  analytics  tool  provided  by  Mixpanel,  Inc.  One  Front  Street,  28th 
 Floor,  San  Francisco,  CA  94111,  USA.  Mixpanel  enables  us  to  understand  how  users  interact  with  our  App,  which 
 helps us optimize our App and our Services. 

 Mixpanel  developed  an  “EU  Data  Residency  Program”  which  enables  us  to  process,  protect,  and  manage 
 personal  data  in  Europe.  You  can  find  more  information  about  Mixpanel’s  data  protection  practices  at: 
 https://mixpanel.com/legal/privacy-policy/  . 

 11.  Virgil E3Kit 

 We  use  Virgil  E3Kit  on  our  App.  This  is  an  end  to  end  encryption  framework  for  protecting  communications 
 provided  by  Virgil  Security,  Inc.  9296  Summer  Lake  Blvd,  Manassas,  Virginia  20110.  Virgil  E3Kit  enables  us  to 
 encrypt the communication between you and the Counsellor end to end. 

 You can find more information about Virgil Securities data protection practices at:  https://virgilsecurity.com/ 

 [Privacy Policy – September 2022 version 1.0] 

mailto:hello@kyanhealth.com
https://www.ivanti.com/company/legal
https://mixpanel.com/legal/privacy-policy/
https://virgilsecurity.com/

