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Introduction

* Regulatory Milestones

Draft: Guidance for Industry
21 CFR Part 11; Electronic

Questions and Answers on Current

Good Manufacturing Practices, Good

Records; Electronic Signatures

Guidance Practices, Level 2 Guidance
- Records and Reports

|

Time Stamps
21 CFR part 11; Guidance for Industry
Final Rule Part 11, Electronic Records; & CFDA Annex 1 & 2
Electronic Signatures — Scope
and Application \l
v v
o @ »@—@ @ @ —@
1997 2000 2002 2003 2007 2010 2015 2016

Enforcement “Starts”

Guidance for Industry
Computerized Systems Used in
Clinical Investigations

Draft Guidance Withdrawn

Ed ) 4
MHRA GMP Data Integrity

Definitions and Guidance
for Industry

EU GMP Annex 11 (Revision 1);

3

| EU GMP Chapter 4
y p /

Draft: Data Integrity and Compliance With

CGMP Guidance for Industry
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Introduction

» Data integrity requirements
* New guidelines in 2015 & 2016 from MHRA, CFDA and FDA
» Covers authenticity and security of data

 Clarifies role of data integrity in current good manufacturing
practice (CGMP) for drugs

» Contains current thinking on creation and handling of data in
accordance with CGMP requirements

« Software needs to meet regulatory requirements.
* Includes requirements for 21 CFR Part 11 compliance

rl.) U.S. Food and Drug Administration ‘.-"' 0
m Protecting and Promoting Your Health
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Introduction

* In recent years, FDA and MHRA have increased focus on data integrity
during CGMP inspections.

* Observed CGMP violations involving data integrity during inspections

* Ensuring data integrity is important
 Industry’s responsibility to ensure safety, efficacy, and quality of drugs
* Regulatory responsibility to protect the public health

* How can Thermo Scientific™ Chromeleon™ Chromatography Data System
(CDS) software help?
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Data Integrity

* What is “data integrity”?
« Completeness, consistency, and accuracy of data

ttributable

Who performed an action &
when?

egible
Can you read the data file & written
entries throughout the life cycle?

ontemporaneous

Documented at the time of the
activity.

riginal
Original record or a certified copy

ccurate
No errors or editing without

Use
ALCOA+
Criteria for
Data Integrity

Attributable

Legible

Original
Accurate

documented amendments + Complete + Consistent + Enduring + Available
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Data Integrity

 What is “data”?

* Any recorded information. 2 types:
 Static - fixed-data document such as paper record or electronic image
 Dynamic - record format that allows interaction between user and record content

— E.g. chromatogram allowing user to change baseline or reprocess data so peaks
may change size; user modifiable formulas or entries in spreadsheet

« What is “metadata”’?

* Metadata is data about data
« Contextual information required to a a a
understand data de g{inbe

ar

- A data value is meaningless by mmfﬂmlﬂ“ : 5 EITIS o “b‘m dEﬁﬂiTmI‘lS uleud.i..wl

: : .\ ; : oL horeds o “*",”"f. ,
itself without additional information m‘"‘ipt:f “m] m'[]|"'|1?Z T T 1% o
- Metadata can describe a single R "r (mﬂ [On
piece of data, a data set or collection ) ' iy St | 1 a a
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Audit Tralls

* What is an “audit trail”? AR
e Secure, computer-generated, time-stamped electronic e

record that allows for reconstruction of events relating to —___ =

creation, modification, or deletion of an electronic record. ci’.i;ﬁ‘;’;’i;‘{\f‘i’:.‘f -

C R

L,

by

» Electronic audit trails include those that track creation,
modification, or deletion of data and those that track
actions at the record or system level.

 CGMP-compliant record-keeping practices prevent data
from being lost or obscured. Electronic record-keeping
systems, which include audit trails, can fulfil these CGMP requirements.

Chronology of the “who, what, when, and why” of arecord
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Audit Tralls

* |s it acceptable to only save final results from reprocessed laboratory
chromatography?

* No. Analytical methods should be capable and stable
* For most lab analyses, reprocessing data should not be regularly needed

* If chromatography is reprocessed, written procedures must be established and
followed and each result retained for review

* Must have complete data in lab records, which includes raw data, graphs,
charts, and spectra from lab instruments

* Predicated rules show this refers to reprocessing of samples, not data.
* Must keep all data (and metadata) relating to each analysis
 Versioning helps track changes to objects

12 SCIENTIFIC



Audit Trails in Chromeleon CDS

Chromeleon CDS provides industry-leading audit trails

 Detailed audit trails for:
* Chromeleon Console & Chromatography Studio
« Administration Console, Instrument Configuration Manager, Data Vault Manager
* Chromeleon Station

* Logs all user, instrument & system actions

* E.g. user logon/logoff, instrument setup, sequence start/stop, data processing,
admin changes, services startup/shutdown, etc.

|21 Data Audit Trail - UKALT-DBL-SRFPA\ChromeleonLocal - O x
@ == Report [j5] Show Changes “) Restore | Include Subfolders | from |12-"D9f2ﬂ16 B |to|1ﬂf11f2|]1€ E- | “ Filtering .=, Grouping
i ‘ HName | Type |Ver3ion‘ Date/ Time -2 | Operator ‘ Operation | Comment | Additional Information
| [E ChromeleonLocal Data Vault 1 1017172016 12:22:43 +00:00 cmadmin  Changed Lockout other users  Access control changed
|2 [E ChromeleonLocal Diata Vault 1 10112016 10:09:57 +00:00 cmadmin  Changed Enable versioning and data audit trails,
Instrument Utilization ~ Folder 1 12/092016 14:04:39 +01:00 cmadmin  Created Imported from C:\Users‘\darrenbl\Deskiol
Category DateTime - Operator Hast Name Object Operation
4 | User Management 10M11/2016 09:53:46 +00:00  : cmadmin Full &cces I@ Changed Role
o p | Logon and Signature 10117/2016 09:54:04 +00:00 : cmadmin cmadmin d(’ Logoff
Logon and Signature 10M1/2016 059:54:14 +00:00 i cmadmin cmadmin d’ Logon

13 ThermoFisher
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Audit Trails in Chromeleon CDS

 Chromeleon CDS consolidated audit trail viewer
* Combines all Audit Trails within Organizational Unit

* Events are categorized for filtering and grouping
* Entries contain significant detalil

.{I‘] Chromeleon Administration Console (UKALT-DEL-SRFP4)

Q License Manager Jocalhost)
#-E5] Scheduler

Elﬂ_‘ Organizational Units

= <Global>

i Global Palicies

- =3 User Database
=Ty eWordlow Tags
-y Audt Trai

- QA

- f§ R&D

I:—j:} Domain Resources

----- E, All Resources

----- 2 Computers

~| 5 Data Vaults

=g Instruments

~h:- Chromeleon Conscles
I. Local Machine

£ | Z= Report [;|Show Changes | From [09/11/2016  [@~ |To 1171172016  [@~ || 7 Filtering = Grouping
Category DateTime 4 | Operator Host Name Object Operation Comment Additi
Logon and Signature  ( 0%11/2016 16:43:12 +#00:00  : cmadmin cmadmin g,? Logon Logon Role =
Logon and Signature  {08/11/2016 16:45:19 +00:00 | cmadmin cmadmin lﬁ? Logon
L Global Policies 09/11/2016 16:45:48 +00:00 | cmadmin =Global= —» Changed Changed Paoli
IUser Management 0911/2016 16:46:36 +00:00 | cmadmin <Global> E;a ngant?aesdel-ljj?lir{:ies Changed Paoli
: Logon and Signature  {0%/11/2016 16:48:04 +00:00 | cmadmin cmadmin (;F Logon Logon Role =
1 Logon and Signature  ( 0%11/2016 16:49:54 +00:00 : cmadmin cmadmin (a_g Logoff
Logon and Signature {1 08/11/2016 16:50:02 +00:00 | cmadmin cmadmin lﬁ? Logon Logon Role =
Logon and Signature  { 0%/11/2016 17:07:24 +00:00 | cmadmin cmadmin Gﬁ Logoff
Logon and Signature 100172016 08:33:58 +00:00  : cmadmin cmadmin @. Logon Failed Count of wron

Logon and Signature 1001172016 09:31:30 +00:00 | cmadmin cmadmin ﬁ Logon Count of wron
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Audit Trails in Chromeleon CDS

 Instrument daily event audit trail for each injection

e A Chromatogram T ools barbara. van.cann - RSLC &lkylphenone Linearity 2013-10-29 15-65-44 [Sequence] - Chromeleon Chromatography Studio - B8

x
Data Processing Home | Processzing  Lapout (7]

% @j :.;5 Injection M J\.;I.l\.ﬂ.-'n'\ S E ||,n\_J\_ Chromatogram | = Processing Method B Contour/3D Plat & I-t Plat E M3 Components &
E3 N J{fchannel EEEEE :;_m—n# = |, Calibration Plok E Peak Properties huv-\fis Spectra Egilnjection Rack x =
i SrnarkLin
ffg ﬁ Component Results Calib, & PM Contaur & Res, ¥ |m Interactive Resuls | l"‘_’“ Interactive Charts fiFIuorescence Spectra |.LJ.L Mass Spectra
Clipboard Navigation Presets Panes Linking
Data Processing « an- 4 RSLC Alkylphenone Linearity 2013-10-29 15-55-44 #4 Uy _WIS_1 0,800 Hexanophenone External Uy _WIS_1
Al mal 13- Acetophenone - 0.043 3| maUsmin
o e #0] 12- Afetanilide - 0.030
4 Injections ] 0.750
ilibr &t . 1 - i - 8 - Hexgmo) § -
1 ﬂ Enquilibration o} o 14 - Prapriophenone - 0.061 A Xt mﬁ’pﬁ%ngﬁfﬁuﬂ
28 Linearity 1 ok 1 | Do2oh
T d 15 - Butyropheffordal@dgifientne - 010 v
k)| Lfnea[fm o - 16 - Beizopherione i 0.0 80500 ]
4 E Linearity 1 ch | = d H
5 Lincarity 2 B 1 e CE
= 20+ 4
> Channels =7 w ] 0.250
4 Components = ¥ 7] T ' I I I I [ \“\-.\“, 01254
% Uracil tk 1 min mghmL
. ) 0.000 7
3 Acetanilide ck
% Acetophenone T}
Fropriophenans ot : -
® Day Time Ret. Time Command/Message
% Butyrophenane CH min
&. Rerzonhenong Lk 15:57:59 Audit trail of injection "chrom:#nlams-bycann2/ChromeleonDatasLocation 1/Lab B1 R85E - R&D/Data/System Tests/I8_Ultimate3000_|
m InjectiomList 15:57:59 Start of injection 4 "Linearity 1", using instrument method "RSLC Linearity”
15:57:59 Entered stage “Instrument Setup”
Eﬁ i S e 15:57:59 U 30DFIELD. MinvWavelength = 190.0
15:57:59 U 3DFIELD. MaxWWavelength = 400.0
.................................................. 155750 U 3DFIELD. Bunc Fitidth = 2
= 15:57:59 . ResponseTime = 0.025
M? Report Designer 15:57:59 L Data_Caollection_Rate = 100
qu— 15:57:59 Sampler. Termperature. Norminal = 20.0
[12] Electronic Report 15:567:59 Lag TernpCtrl: On
" 15:57:59 Sampler. Temperature. LowerLimit = 4.0
ngl UV Spectral Library 16:57:59 Sampler. Temperature. UpperLimit = 45.0
15:57:59 Pumphodule. Pump. %A Eguate = "Water"

<[>\ Summary A Peak Results A Peak Purity A Library Search A Calibration A Audit Trail €]
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Audit Trails in Chromeleon CDS

* Modification history audit trail
» Displays complete change history of each object (versions)
* Can roll back (restore) a previous version

Ll Data Aodit Trail - Diuretics Method ScoutingySequence Diuretics Method Scouting -8 X
EE | |EReport = ¢ ¥ Restore [] Show Data fsudit Trail... | 7 Enable Filter 7 = Grouping | 3% E-@, gl_ﬁ

# v| MHame | Type | Wersion | Date / Time | O perataor | Operation Comment

17 m Sequence Diuretics Method 5 couting Sequence 169 25A1/2001000:31:00 P +01:00  Cmllserdmz  Changed Injection [3)

17 "‘_-_ SCOUTING Pracessing Methad 1688 28A1/2001017:46:12 AM +01:00  CmlUserdms  Copied Fram 'chrom:/ fom_bryc/Chromeleo

17 "'_-‘_ SCOUTIMNG Processing Method 167 25/A11/20M0171:46:12 4M +01:00  Cmlserdms  Deleted

17 m Sequence Diuretics Method S couting Sequence 166 23/11/201005:08:51 PM +01:00  CmlUserdms  Copied From 'chrom: #/c-ams-cm?/Central

17 m Sequence Diuretics Method S couting Sequence 166 23/11/2M0045716 PM +01:00  Cmlzerdms  Deleted Signal [302]

17 m Sequence Diuretics Method S couting Sequence 166 23/11/2M00447:45 PM +01:00  Cmlserdms  Exported Sent to; ChDocuments and Settin

17 m Sequence Diuretics Method S couting Sequence 16E  23/11/20M00407:42 PM +01:00  Cmlgerdms  Changed Changed

17 m Sequence Diuretics Method 5 couting Sequence 168 23/11/2010 035231 PM +01:00  Cmllserdmz  Changed Changed

17 "‘_-_ SCOUTING Pracessing Methad 164 23A1/200003:35:26 PM +01:00  CmlUserAms  Changed

16 m Sequence Diuretics Method S couting Sequence 163 23/1/2M003710:00 PM +01:00  CmlJserdms  Renamed Injection (23] From ‘Diuretics' to ‘Method 1'.

16 m Sequence Diuretics Method S couting Sequence 162 2311200271551 PM +01:00  CmUserdms  Changed Injection [239)

16 @ Default View Settings 161 2371/2000 M:53:57 P +01:00  CmUserdms  Changed

16 m Sequence Diuretics Method S couting Sequence 160 23A11/201001:4%:51 PM +01:00  Cmlzerdms  Changed

16 &) Drefaul DAD Report Template 160 23A11/201001:49%51 PM +01:00  Cmlserdms  Created

16 "‘_-‘_ SCOUTING Processing Method 189 231120010 01:07:07 PM +01:00  Cmllzserdmz  Changed

16 A, 8390 smp/UY_WI5_3 channel L _¥15_3 Chramatogran 158 23412000 01:04:03 PM +01:00  CmlUserdms  Changed

16 |, 8390 smp/UW_VIS_3.channel/\JW_V15_3 Chromatograr 1687 23/11/20012718:56 PM +01:00  Cmlserdms  Changed

16 |, 20653 smp/UN_WIS_3.channel/UW_VI1S_3  Chromatogram 186 23/11/20M01271816 PM +01:00 CmlUserfms  Changed

16 |, 8482 smp/Uv_WIS_3.channel/W_WIS_3 Chromatogram 185 2311200121740 P +01:00 Cmlzerdms  Changed

18 A, 11928 smpd UV _VIS_3.channel/UV_VIS_3  Chromatogram 184 231200121725 PM +01:00 Cmlgerdms  Changed

16 A, 26757 smp/UV_VI5_3 channel/UV_VIS_3  Chromatogram 183 23A11/200101216:52 PM +01:00  Cmllserdmz  Changed

15 A, 5338 smp/UV_VI5_3 channel LW _¥15_3 Chramatogran 152 23A1/20001216:24 PM +01:00  CmlUserAms  Changed

15 |, 22383 smp/UV_VIS_3.channel/UV_VIS_3  Chromatogram 151 2312000121513 P +01:00 CmlUserdms  Changed

15 |, 21095 smpdUV_VIS_3. channel/UV_VIS_3  Chromatogram 180 23A11/20M01214:52 PM +01:00 Cmlserdms  Changed

15 A, 28723 smpdUN_WIS_3.channel/UW_VI1S_3  Chromatogram 143 23/11/20M01212:08 PM +01:00 Cmlszerdmz  Changed

15 A, 1634 smp/Uy_WIS_3.channel/W_WIS_3 Chromatogram 148 231200121218 PM +01:00 Cmlzerdmz  Changed

15 |4, 28723 emp/UNV VIS 3 channel/UV VIS_3  Chromatogram 147 2312001271146 PM +01:00 CmlJserfms  Changed i
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Audit Trails in Chromeleon CDS

 Version comparison tool

7= Compare Instrument Method 'Ultikate3000" version 1 with version 2

Wersion Date ! Time Operator Clizrt Computer Wisualization Options
1 02/12/200913:02:38 5Quinn L-GERSAUINN © tomplate
2 02/412/200912:0%:44 SQuinn L-GERSQUINN O Only Changes
Property Mame Walue version 1 Walue version 2
Camment Llltitd abe3000 Ul ltitd ate:3000
Instrument Server L-GERSQUINN L-GERSOUINK
| mstrumet 05_Ullitd ate2000_1 05_Ultitate2000_1 C h an g e
: - Q
Version 1 Version 2 =
Tirme Symbol Yalue Comment Tirne Symbol Walue Comment
14 B niial Time  Instument Setup 4 ¥ Initial Time  Ingtument Setup
Sampler. Injecttode Marmal Sampler Injecttode
Sampler. PumpDevice "Pump" Sampler. PurmpDevice "Pump''
Sampler. SyncaithPump On Sampler. Suezs unp On
Pump. MaximumF lowR ampDown 1.000 [l mire] ofd awimumFlowF ampllown 1,000 [ml/mir]
Pumnp. MasimurnF lowH ampldp 1.000 [l mire] — Pump. b asimumF lowF ampllp 1,000 [rol/mire]
¢ Pump. %B.Equate "Acetonitile” g Pump. %A E quate "0.1M Phosphate Buffer"
'3 Pump. %C.Equate "methanol” '] Pump.Pregsure. pperLimit 400 [bar]
] Purnn Pressire | nwel imit N Iharl 2 Pump.%B.Equate “Acetonitrile”
x Pump. Prezsure, UpperLimit 400 [bar]
o — 2 L I WIS 1w avelength 280.0 [nm]
[ 0.00 < Inject Preparation [ 0.00 Inject Preparation
[» 0.00 s [ 0.00 Inject
4 B 000 4 ¥ 000 Start Run
- Pump.Pump_Pressure AcqOff
Fl 3 0.00 4 g il
3 Purmp. Flow ) «1.000 [ml/min] g2 P, Flow 2.000 [ml#min]
4 B 800 Sy 4 800 3
2 Purnp. Flow % Ll min] 2 Purnp. Flow 2,000 [rl#min]
4 2300 Stop Fun \\\ 4 ¥ 200 Stop Fun
U LW WIS 1. AcqOFf S, W LY WIS _1 AcqOIf
[ ] Pump.Pump_Prezsure AcqOff

Deletion

Addition




Audit Trails in Chromeleon CDS

* File section in injection list and folder view shows current version

& cmadmin - Chromeleon Console — [m| X
@5Back « Create File Edit View Tools Help 7]
Data « Runs
F lgl Filter A4 Name = Type Date Modified Comment

'm Station Qual 2016-11-10 Seguence 10V11/2016 09:49:51 +00:00 Szguence for Station Operational Qualification

=] @ ChromeleonLocal

- Analytics Report Templates
B Instrument Data

[ My Sequences

E:I StationQualfication €& cmadmin - Chromeleon Console - O *
=Y i
B Station Gual 2016-11-10 |2 @ Back | Create File Edit View Tools Help ©
) User training =
- @ Deleted ttems i Data « Station Qual 2016-11-10
f
Q] Fiter . ¥ || Run Finished «M.0a> |*| (Not Connected)
e E--[E ChromeleonLocal 3
. Save (9)Studio & Print ~ [ Up | 2= InsertRow ~ | FillDown (Sjlock 7 Filtering = Grouping H
m = Analytics Report Templates
£l ) Instrumert Data # UV VIS 1 »|Name Type Level Paosition Volume [u]| Instrument Method 77
(=]
(Y eWorkiiows £ my Sequences 1 NN E Ak 1 Calibrat fard 01 RAT 2000 CM_0Q =
B StationQualfication 2
=-E Runs 2 i ﬁ fB Akylpt 2 Calibrati fard o RA1 4000 | CM_OQ
(8% 1 Station Qual 2016-11-10:
Folder Runs' selected  Station Qual 2016 11103 MO - R
older 'Runs’ selecte 3 User training 3 g Alkylp 3 C o Ra&1 8.000 : CM_OQ .
T Occted tems W 4 AN B siotot 4 Calibrati jard 01 RAT 12000 | CM_0Q :
[ 5 ]\M 3 Alkylpt 5 Calibrati jard | 01 RAT 16.000 : CM_0Q !
{0 NN B Aiotot 6 Calibrat fard 01 RAT 20000 CM_0Q 1
A
7 J|| h II'\ E Alkylphenones 7 Unknown RAZ 4000 : CM_OQ
Click here to add & new injection
4] Il | p
e =
Mame - Type Diate Modified Version Comment —
‘.'i CM_0Q Processing Methed : 10/11/2016 09:49:19 +00:00 1
CM_0Q Instrument Method | 10/11/2016 09:43:51 +00:00 1 =
[# cm_oQ Report Template 1107112016 09:49:19+00:00 1 1
v
Sequence 'Station Qual 2016-11-10" selected cmadmin: Full Access -

= cM_oa View Settings 101172016 09:49:19 +00:00 1
. Associated ltems | Custom Sequence Variables (0) | Custom Formulas |

18 SCIENTIFIC



Audit Trails in Chromeleon CDS

* Privileged Actions

« Require authorization for specified actions

* Ensure users add appropriate comments for specified actions
» Use standardized comments or free entry

{;‘h Chromeleon Administration Console (UKALT-DEL-SRFP4)

-yl License Manager Jocalhost) [ Save Policies ] Report %, Audit Trail

7] Scheduler o o
Elu'_l Organizational Units Broaezatinaalllargplohaky
E’ﬂl_l <Global= List of policies:

/1 Global Policies -30 User Mode

8 ser Database : ]
i Host M Resolut
ﬁ;‘, Chromelson Users —h lost Name Resclution

’ 21 Access Groups '_E, Multi-User Logon
Roles '__é, Injection Locking
Full Access '_h Remote Data Vaults
= :?F::de:nil;l.lser '_h Instrument Audit Trails

:c Lab User q '_h Detection Algorithm Version

3§ Basic User

_|Ch User Templates Location

L% eWorldlow Tags i Iy Watermark
i gﬁ Aud Trai *|IE Ul Customizations
5B RAD | % Privileged Actions

-4 Domain Resources

& Email Configuration
L} Local Machine

G Station Audit
_30 Raw Data

Privileged Actions

Settings  Standard Comments

—n
:I Allow separate policy settings for Organizational Units

H Authorization and Comment Required X

Action

Instrument Configuration

[=] Instrument Method

Create

Delete

Modify

Copy

Maove

Rename

Chromeleon 7

Authorization and Comment

User Name: |cmadmin |

Logon Password: [~ |

Comment:

?j Pick Comments... @ Reset to Default 221 characters remaining

Instrument Audit Trail

Data Vault

[*] Folder
~

Created new user for demo purposes

19
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Record Management

All data should be stored, controlled and archived correctly

* When does electronic data become a CGMP record?

* When generated to satisfy any CGMP requirement, all data becomes a CGMP
record

* Must document, or save, data at time of performance (contemporaneous)
* E.g. chromatograms should be sent to long-term storage upon run completion

* Not acceptable to record data on paper that will be discarded after data are
transcribed to permanent laboratory notebook

* Not acceptable to store data electronically in temporary memory, in manner that
allows for manipulation, before creating permanent record

21



Record Management

All data should be stored, controlled and archived correctly

* How do regulatory bodies use the term “backup”?

A true copy of original data that is maintained securely throughout records
retention period.

» Backup file should contain data (with associated metadata) in original format or

in format compatible with original format.

-
_______

* Must not be confused with backup copies!

» Created during normal computer use and
temporarily maintained for disaster recovery
(e.g. in case of a computer crash or other interruption)

* How does Chromeleon CDS help?

22



Record Management — Data Storage

Immediate transfer to long-term storage

* Chromeleon CDS uses relational database
« Microsoft® SQL® Server Express (2005 SP3, 2008 R2 SP2 & 2014 SP2)
e Microsoft® SQL® Server (2008 R2, 2012 & 2014 SP2)
e Oracle ® Database 11g & 12c
e Oracle ® Database 12c¢ on Red Hat® Enterprise Linux® 7

» Detect changes to raw files

 Automatic detection of raw files being ﬁ
manipulated outside Chromeleon CDS

ORACLE
DATABASE

Microsoft®

List of palicies: Raw Data | S Q L Se rVe r

h \atermark = |This policy is only available for the <G

7_"| Ul Custormizations
h Privileged LActions
"G Email Configuration
7:' Station Audit

& RawData

m Enable rmw data verification

23



Record Management — Data Storage

* Bi-directional instrument control for over

» Highest data transport security

450 different modules from 17 different
manufacturers including:

* Thermo Scientific (LC, IC, GC, MS,
Sample Prep)

» Agilent (LC, GC)

» Waters (LC)

* Shimadzu (LC, GC)

» Varian (LC, GC)

» Perkin Elmer (LC, GC)

» Gilson (LC)

« CTC PAL (Sample Prep)

« Communication secured using latest standards

24



Record Management — Data Control

@ | = CmServicedMs - RSLC Alkylphenone Linearity 2013-10-11 10-21-53 [Sequence] - Chromeleon Chiomatograp... — 5 €
Ham
% Jn ] L"’Eh g 4;3 ::;; Ly Previous Page % () zZoom +
L2 E Previous  Mext - 5100 o
Review Remove Verify Print  PDF Export Injection Injection -# Mext Page Zoom
Zoor
Electronic Repart Signature P Frirt & Export Mavigation Zoom
The sequence iz signed. Modifications to the sequence are not possible.
. . ~
Electronic Report « s i &
- Chmmetagmmend Res Ul
4 Injections (]
1 Equilibration I =
2 g Linearity 1
3 g Linearity 1
4 g Linearity 1
L1 g Linearity 2
6 g Linearity 2
73 Lineari ty 2
2 Lineari ty 3
9 g Linearity 3
10 Linearity 3
118 1inaarited M
e F .
m Injection List ek T wh = = A
= s [t mer
m..] Instrument Method = - mi i
rcat e o ©m
fi : [l om0 i)
¥ Data Processing eutmrn m nam
e i o
=%  Report Designer = =
‘A_’ s o ‘é, Enter Chromeleon User Mame And Signature Password E] (=]
| Electionic Repatt .
Chromeleon 7
U‘EI UY Spectral Library . .
4 Review Signature

 Electronic Report
* Snapshot in time of sequence
* Any changes tracked
« Can be sent for review

 Electronic Signatures

» 3 Levels of signature Submit,
Review, Approve

» Applied to electronic report

« Complete sequence protected by
checksums

« Controlled by privileges

25
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Record Management — Data Control

.

@ A H * CmServicedMS - RELC Alkylphenone Linearity 2013-10-11 10-21-5

"!'u Enter Chromeleon User Mame And Signature Password

Lo

Home
R % 4
J : - o
pdate SUBMIEY| F.emove  Werify
Electronic Repart Sfnature P

Electronic Report

%

]
4 |njechons

1 Equilibration
2 E Linearity 1

T ——

Chromeleon 7/
Submit Signature

User Hame: CmServiceds

Signature Password:

Comment:

Submitting sequence

| Subrmitting Results

Sequence Layouts

Iﬂ '‘Seguencelayout’ submitted
Sequence Definitions

'..'- 'Sequencelefinition’ subrmitted
eworkflows

':_} '‘RSLC Alkylphenone Linearity' submitted
View Settings

[E 'R5LC Linearity' submitted
Electronic Heports

'‘RSLLC Alkylphenone Linearity 20013-10-11 10-21-53" zubmitted
Sequences

m 'RSLC Alkylphenone Linearity 2003-10-11 10-21-53" submitted

am|

Cloze

The zequence iz zighed. Modifications bo the sequence are not pozzible.

26
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Record Management — Archive/Backup

* Chromeleon Scheduler — automatically archive/backup data using
powerful Injection Queries

* Transfer to another Data Vault — direct access with full metadata
* Export to cmbx or other format (e.g. PDF, GAML, XLS, etc.)

3 Chromelean Administration Console (nlams-cmi2)

=Ll License Manager
g Client Licenses
Ll Instrument Controller Licenses
@ Licenze Overview

=-E7] Scheduler

E}] Scheduler [Chromeleon Domain]
= [_?“ Uszer Database

ﬁ'& Chromeleon Users

E%_'" Access Groups

=L Roles
&5 Full Access
Power User
Operator
Crn Administrator
Labarant
Super User

3§ Testing
7, Awudt Trai

Global Policies
‘ot Dizcovery

_.L_:- Local Machine

=

Scheduler iz running.

Task List

Audit Trail Service Account

Service Log

- B X

Last retrigval of service data: 23-Dec13 o
144352 @

About

2 Tasks

Enabled

Task Mame

Statuz

[+

|
L

i Archive Data older than one month

W aiting

Cleanup cached network, sequences

W aiting

41

3 Chromeleon Adminisiration Console (nlams-cm02)

=] J Licenze Manager
Q Clignt Lizenses
Q Instrument Contraller Licenses
Q License Overview
=-E3] Scheduler
= @ Scheduler [Chromeleon Domain)
| Archive Data older than one mor
l_] Cleanup cached netwark sequer
=] [_an User Database
E‘:ﬁ Chromeleon Users
0 Access Groups
=L Rales
Full sccess
Power User
Operator

Labarant
Super User
i Testing
7, Audi Trail

Global Policies
% Discoveny

L: Local Maching

(%] I |

Crn Administiator &

=

Task iz done. Nest start: 23-Jan-14 14:26:24

General Schedule Iterms Action
Mame:

Archive Data older than one month
Owner.

Barbara van Cann

Description:

Audit T rail

Last retriewval of task data: 23-Dec-13
14:44:57

Archive all data that iz older than ane manth to the central archiving data vault.

| Enabled

Specify additional settings that affect the behavior of the task.

V| IF the task fails, restart even:

1 hour =
Adtempt restart up to: 3 T times
Terminate Stop Start ] [ Delete ] [ Dizcard changes. ] [ Save changes

27




‘ Summary
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 Data integrity and compliance go hand-in-hand
» Subject to elevated scrutiny by regulatory bodies

* Chromeleon CDS meets all of your data integrity needs:
* Ensures completeness, consistency, and accuracy of data
« ALCOA+
« Comprehensive audit trails
* Who, what, when and why of data

* Maintains record authenticity
« Contemporaneous collection
» Automated long-term data retention with easy accessibility

29



Q&A
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Thank you

For more information about Chromeleon 7.2 CDS or

to request an informational ‘demo’ CD, visit:
thermofisher.com/Chromeleon

Like Charlie Chromeleon on Facebook to follow him and get
iImportant updates on chromatography software!

CHARLIE

CHROMELEON

31
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Any questions?

Do you have additional questions
or do you want to talk to an expert from
Thermo Fisher Scientific?

Please send an E-Mail to
analyze.eu@thermofisher.com
and we will get back to you.



mailto:analyze.eu@thermofisher.com
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