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Secrets to Success

* What does success in the laboratory look like?

» Being compliant and passing audits
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Secrets to Success

Making Compliance Easi.

‘ Leveraging Advances Ir

Improving Prodgc_
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Reducing ESS
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Making Compliance Easier

“If you think
compliance is
expensive -

try non-compliance.”

Former (L8, Depuly Atforney General Poul MoMully

« Easy implementation of technical controls

« Easy monitoring of adherence It takes less time

than to explain why
» Easy demonstration of compliance you did it wrong.
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Compliance Technical Controls — Data Integrity Layers
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Compliance Technical Controls — Data Integrity Layers

‘ Data

‘ Technical Controls
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Compliance Technical Controls — Data Integrity Layers

‘ Data

‘ Technical Controls
!

‘ Procedural Controls
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Compliance Technical Controls — Data Integrity Layers

‘ Technical Controls

‘ Procedural Controls




Easy Implementation of Compliance Controls

* Centralized Administration Console

l 5;ChrnmelennAdministratinn Console (UKALT-DBL-SRFP4) - B X

-1 License Manager flocalhost) o Save Policies [ Report I, Audit Trail @
gl Client Licenses o ]
‘E Instrument Controller Licenses Organizational Unit: QA

... gl License Overview List of policies:
(-] Scheduler "% Client Locking
[—:I--g'_‘ Organizational Units
- fh <Global>
i & QA "& LDAP Logon
-1 Global Policies (QA) & Password Character Sets
Elha Lser Database (QA)

i 3 Chromeleon Users (QA4) |
e’ ] y . A
-J38 Access Groups (QA) . "& Password Attempts

"& Logon User Name

'_h Minimum Password Length

| 3 Roles (QA) '__h Password History
i:_} eWorflow Tags (Q4) i '_h Electronic Signature
- qy Audit Trail (QA) r "& Signature Programs

m-{ fj R&D

[—]9 Domain Resources

----- <, All Resources

-- 3§ Computers

{E:I Data Vaults
Instruments

----- £ Chromeleon Consoles
--i=4 System Printers

-4 Local Machine

Org. Unit QA: User Database Policies |mtl




Easy Implementation of Compliance Controls

Centralized Administration Console

Comprehensive set of Audit Trails:

 Data, injection, instrument, user management

* Domain Resources, Data Vault Manager, eWorkflow™ Tags
 Station, Global Policies, Organizational Units

Extensive user management with privileged actions & full auditing of actions

Access groups to control user access to software elements

Versioning of data objects with industry-leading comparison and roll back

Industry-leading network failure protection and data transport protocols

Relational database at the heart of everything (Oracle or SQL Server)
Integrated System Suitability Tests (SST)

Thermo Scientific™ Chromeleon™ 7 CDS has passed many FDA audits without any 483 observations

White papers and technical notes covering compliance, 21 CFR Part 11 and Data Integrity are available at




Easy Implementation of Compliance Controls — Privileged Actions

* Purpose: Require further authentication and/or comments for users performing operations
* Privileged Actions can be configured against any action to confirm who performs that action
« A comment can be captured, which can be freeform or available as a drop-down picklist

& Instrument Audit Trails

'_h Detection Algonthm Version
"& User Templates Location
'_h wiatermark

"& Ul Customizations

;_h Privileged Actions

& Email Configuration

'_h Station Audit

"% Raw Data

: Requires Requires &
Action A ization Comment Default Comment —
Instrument Configuration =
Instrument Method =
Instrument Audit Trail ] =
Data Vault | Verify Password - System Man...
Folder =
Exercise Requires Signature
Query [
Sequence ]
Injection = Username |S'1‘STEM |
i i +
Manual Data Processing Password | |
B eWworkflow O
Comment | |
Create ] created enlorkflow
X Completion of this form carries the same meaning and
Modify [l weight as a written signature.
Fename CJ
Delete ]
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Easy Implementation of Compliance Controls — Managing Users

* Introducing more fine-granular control of
user management

* IntrOduceS the abillty to define “reduced- jEChromeleonAdministraiian Console {localhost) -2 X _
admins’ g
. L. - ey <Giobab
« Cannot modify User Mangement Policies | i*a.j

i i :'; Usre;rsea::asss;:ﬁciss
* Prevent changes to roles or access groups TR [amhm
HERES it

* Only reset passwords e ety
. . LockeI[JohnLocFe] ‘You have no access to the roles.
 Reduced-admins actions can be N "Z%;“;r':z:é":;i‘.‘i::?;i ;
! [ RaM [Restricted Adrr
controlled so that they cannot grant ||| e
. . . i gy thobe
themselves higher privileges T bt

catmiau [Cat Miau)
5 Instument Controller

« Ability to only allow reduced-admins to BERES ottt

| i\‘_‘:", Access Groups
i g Rales ¥

create users with the same or less 1
privileges and access —

i TBeck -
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Easy Implementation of Compliance Controls — Reset Password

* |f administrator has the reset password
policy they can assign new passwords

tO a” USGI’S ;':ﬁChrnmeleonAdministration Console (WIN-CMDC) - B8 X
. Q License Manager Jocalhost) o Save User |I_l-| Report @
* To ensure a reduced-admin cannot take- 8 schedier orer | Fosover | Sarmee rmover | oo o] ol
Over a fU” admin‘s aCCOU nt, SO |Ong aS EI.-{;??.UEEFLIE:E[?;:JESE Policies User Mame: |The user name is the name to enter when logging
. . . EIJI_—Q B T _ ; ' ! . E— and must not
the full admin has an associated email | R Reset Password - smith (ane Smith) X
adress, the new password is not visible | Peset F S ——— ;‘
. ] . . Lo R Reset Password - jmaiwell (James Clerk Maxwe B
and will only be disclosed in the email to | @ |
. EJ--? (0 Sit Reset which password 7
the fUIl admln user fE‘j!; E' " (®) Logon Password B
Dj,.gl: = () Signature Password
- Lo pass . : - 3 r
’ An automatically generated password will be assigned and sent via e-mail to the user.
The user must change the password when using it the next time. Reset
Fazgword
User jsmit %
Cancel
ThermoFisher
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Easy Monitoring of Adherence

E] ¥ Chromatogram Tools cmadmin - Demonstration eWorkflow10-Jan-2017 13-27 (Seq a) - Cl I Ct graphy Studio - ] 5
Data Processing Home = Processing Layout P
: : S s A\ L Crme . E . B
[ E asy reVI eW Of d ata VI a . : Injection | AL m Chr.orna.togram —- Processing Method lConl?urﬁD Plot :I—t. Plo_t I Mass Spectra 4 MS AutoFilters .
Paste £ Channel 3| Calibration Plot 1 Peak Properties B UV-Vis Spectra H Injection Rack = MS Components SmartLink _
C h ro m ato g rap hy Stu d iO * Peak Results | Calib. .. Dnteractive Results | = Interactive Charts  Fluorescence Spectra ™ Fraction Tray = Tentatively |dentified Peaks
Clipboard MNavigation Présem Panes Linking
. . : «f 1 Demonstration eWorkflow10-Jan-2017 13-27 #3 SST UV_VIS_1
b InJeCt|OnS . Filter 7 )~ |1-Com...]| |2-Com...|
* Injections 800 -
11 Blank LU
2@ ssT Smoothiing = 0.023] inhibit = Off| 20.0
° Chan nels 3mssT VoidPeak = On| BLNoiseEnd] | P
43 sST 500 4 Inhibit = On[ T
il MinArea = 0.0250] L
[ SIWid[h=Narrgw] o
7 1 Stand -
 Components 72 Sancara 1 oo JocR=spre
9 % Samplei_1 RespTime=0.100 s | L
10 3 Sample1_2 Wvl=230.0 nm| -
113 Standard 1 Bw=4 nm -
b Ch rOI I latog ral I l 12 3 Standard 2 300 4| RefWVIEOff nm e . |
13 3 Chk Std | RefBw=4 “m|
(14 1 Blank y 4 |
1 - - Filter v Bliloisastart}
e Detection Parameters Channets : :
LUV_VIS_1 1 ;
LUV VIS 2 1
~CC_Th 1
* Instr. Method Parameters |:&....
r'C|:|m}:|cmenls = Filter ) : MECECATED 50
. # Component 1 1 J U &
* Interactive Results 0 . S — | .
Sl Flow: 1.000000 mi/min
omponent 4
. . . . % Compeonent 5 min
[ ) J d I % Component 6 -100
In eCtlon Au It Tral % Main \__000 010 020 PN 040 050 00 070 nAN nag 1
% Component 8 - 3
% Add_Component 1 A B c D E F G H | J A
%Component 8 1 (Day Time Ret. Time Command/Message
4 Report & eReport % Component 10 2 U1¥C+UD'UU § 9 w
% Component 11 ( :00) min - - — ! — L L : L
% Component 12 3 |13:41:46 [ Audit trail of injection "chrom://ukalt-dbl-srfpd/ChromeleonLocal/My Sequences/Demonstration eWorkflow10-Jan-2017 13-27 .seq/685.smp". Execut|
% Component 13 4 |13:41:46 Start of injection 3 "SST", using instrument method "Ascorbic Acid Using Vanquish UHPLC".
:gg:ﬁg::z :; 5 [13:4147 0.000 Entered stage "Instrument Setup”
% Component 16 6 [13:41:47 0.000 CAD.Evaporator_TemperatureNominal = 35 °C
% Component 17 7 134147 0.000 CAD.GasRegMode = Analytical
:gg:Pg:::I :g 8 |13:41:47 0.000 CAD.Evaporator_WaitForTempReadyDelta = 5.0 K
“-(“.nmﬁnnnm 20 7 9 134147 0.000 CAD Evaporator_WaitForTempReady = Yes
' Injection List - 10 113:41:47 0.000 CAD Evaporator_TempCtrl = On
1 113:41:47 0.000 UV.3DFIELD.MinWavelength = 210.0 nm
'~ Data Proce g 12 |13:41:47 0.000 UV.3DFIELD.MaxWavelength = 620.0 nm
i__Non-Targeted MS Processin 13 1134147 0.000 UV.3DFIELD.BunchWidth = 4 nm
“# Report Designer 14 |13:41:47 0.000 UV.SlitWidth = Narrow
] Electronic Report 1 LA - _ .
W < >l Summary K Peak Results K Peak Purity K Library Search KCaIibration ]\Audit Trail | < >
0.78 min, 73 mAU - Zoom emadmin: Full Access
-
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Easy Monitoring of Adherence - Example

« Summary of version numbers giving reviewers clear indication of where to focus

No. |Injection Name Injection Chromatogram |InstrumentMethod Instrument | Processing method Processing
Version Version Method Name Method
Number Number Version Version
Number Number
1 Equilibration Blank 2 1 sps5060 assay Ic50 1 sps5060 assay 2
2 |Blank 2 1 sps5060 assay Ic50 1 sps5060 assay 2
3 |Blank 2 1 sps5060 assay Ic50 1 spso060 assay 2
4 |SST 2 1 sps5060 assay Ic50 1 spsb060 assay 2
5 JSTD1-A 2 1 spsb060 assay lch0 1 sps5060 assay 2
6 |STD1-B-1 2 1 sps5060 assay lch0 1 sps5060 assay 2
7 |STD1-B-2 2 1 sps5060 assay Ic50 1 sps5060 assay 2
8 |STD1-B-3 2 1 sps5060 assay Ic50 1 sps5060 assay 2
9 |STD1-C 2 1 sps5060 assay lch0 1 sps5060 assay 2
10 |STD 2-B -1 2 1 sps5060 assay lch0 1 sps5060 assay 2
11 800317350 a 4 1 sps5060 assay lc50 1 sps5060 assay 2
12 800317350 b 4 1 sps5060 assay Ic50 1 sps5060 assay 2
13 800317940 a 4 1 sps5060 assay Ic50 1 sps5060 assay 2
14 1800317940 b 4 1 spso060 assay Ic50 1 sps5060 assay 2
15 800317950 a 4 1 sps5060 assay lc50 1 spsb060 assay 2
16 800317950 b 4 1 sps5060 assay Ic50 1 spso060 assay 2
17 |STD 2-B-2 3 1 sps5060 assay Ic50 1 spsb060 assay 2
18 [800317960 a 4 1 sps5060 assay lch0 1 sps5060 assay 2
19 800317960 b 4 1 sps5060 assay Ic50 1 sps5060 assay 2
20 1800317970 a 4 1 sps5060 assay Ic50 1 sps5060 assay 2
21 1800317970 b 4 1 spsb060 assay lc50 1 sps5060 assay 2
22 |STD2-B-3 3 1 spsb060 assay leh0 1 sps5060 assay 2
23 |Shutdown 3 1 shutdown 1c50 1 sps5060 assay 2
Max version Number: 4 1 n.a. 1 n.a. 2
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Easy Demonstration of Compliance — Studio Version Comparison

» Studio button is now available in Data

. . . LECE " BE Interacti... Ibu Assay 2 Jul 13 (Sequence, Version 2) - Chromeleon Chromatography Studio — O =
AUdIt Trall Vlewer Data Processing Home = Tables Summary Table  Format = @
% < B Injection AN TN
= . - - A JM MWL _J \éﬁ
» Selecting a previous version to the e 2 || % pcrend | Tl BT | | unk
. . &\ jip Peak Res. & Chart Calib. & Results |7 ) _
current open the sequence in the Studio
This view of a previous version of the Sequence is read-only. Changes to the Sequence can only be made to the most recent version.
as read_only Data Processing « | 5503 IbuAssay 2 Jul 13 #1 TCC-100 1 UV VIS 1
| g 1| mAU = & ™ =
. . =, Injections e A "] %D: 0.0 % i Z 2
o o
« Several Studios can be opened with A g o :
. . |11 2§ Tcc-1002 ] %C: 0.0 % <
different versions | 28 rooes
D Schc'ms ] Methanol: 70.0 %
[ ~ 1 =
(| &3 TCC-1008 125_: % i
| || 768 TCC-1007 ] Flow: 0.50 milimi !
o s§ TCC-1008 L 53‘. = LAl & r | | : T
- 9§ TCC-1009 : 00 20 40 6.0 8.0 10.0 12.0 14.0 15'.[1ulv
1|10 g Tcc-10010 - | R -
L1 -y _ bl : Samm»:-mme | A:E':aa [ Amgun( 0] E ~ Component 1 wvis1 |
- n
Injection List 2 mAU*min Number 159
Instrument Method 3 UV WS 1 UV.US 1 T I
4 Component 1 _Component 1 o E 108 Upper Limit
[ )/ DataProcessing | 5 [Tccioot 857632 1.0192 | : me!ll]mlllmmlummnm
6 |TCC-1002 592963 1.0253 i Lowe
E';.r Report Designer 7 |TCC-1003 89.2892 1.0252 0-951 R
- g |Tcc-1004 89.2115 1.0243 N S 2 s = = = =
[] Bectronic Report 9 |TCC-1005 89.1993 1.0242 = 5 = = 2 = =2
10 |TCC-1006 88.8084 1.0197 3 8 8 8 8§ 8 &8
[, vV Spectral Library 11 TCC-100 7 §6.8765 1.0205 S —
12 |TCC-1008 88.5664 1.0169 v
< 3> % Integration é Calibration é Peak] < > Si y / AR
Jsmith: Analyst .
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* Run Query

« Open report template

» Monitoring use of manual integration

Easy Demonstration of Adherence - Example

Query 1

total_integration

Quick Search Critena (1)

Match ALL ~ | of the foBowing rules:

Injection = Inject Time ~ | s between ~ || 01/1072018 00:00:00
[
[[ona |

Comeuea)| Query 2

manual_integration

Match |ALL||[  Quick Search Criteria (1)

Match | ALL ~ o the following rules:

mdl Injection  ~ | Inject Time *  isbetween | 011072018 00-00:00

| e ]

[ Computed Criteria (1)

Match ' ALL | of the following rules:

chmmanipuated () - - Tre

80.0

60.0

50.0 +

400 —

30.0 +

20,0 +

10.0 +

0.0 +

e R e = T R - T ™ T N B S e o e e e T~ T T T T T = -1

Search Data Vauk [§ UKDUDCHEMDW\O_Production (Cument Dz > (@) ~

% Manual Integration 2016/2017/2018
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Leveraging Advances in IT — Enterprise Architecture

Chromeleon Domain
SO
= |

~ 2

Remote CIient[L q_J
or TS Clie =

File/Database Server § 4

i

Citrix / WTS Server

vile Client |nternet/%

Q VPN Firewe




Leveraging Advances in IT — Cloud Benefits and Challenges

* Reduced Operating Costs
» Switch CapEx to OpEx

e Control
 Minimal control over cloud resources

o Security
» Degree of uncertainty about how security at all levels can be achieved

« Data isolation in a multi-tenancy environment

* Reliability
« Qutages and other technical issues (internet down)




Leveraging Advances in IT — Chromeleon CDS Cloud

 Lift and shift central resources and Chromeleon Client to cloud
 Reduced costs on servers and IT infrastructure

» Easy scalability of server resources

 Elasticity of Client computing resources

« Significant performance improvements possible

=y

Thin Client

ll- Controller

Instrument
Instruments

On-Premise

Internet

(VPN or Direct
Connection)

Chromeleon
Domain
Controller

Chromeleon
DataVault

Terminal
Server

Chromeleon
Client

Cloud

21
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Leveraging Advances in IT — Cloud Network Failure Protection

v On-premise users can continue working with Local Clients
v Software license available on Instrument Controller
v" Users can log on using Local Client

v No loss of data being generated during internet connection failure

@/ Chromeleon

Domain
Chromeleon Controller
Terminal DataVault g

- Local Server
— ‘ K 7_1; - A.,,_!‘

Local Client

Chromeleon
Client

EI- Controller

Instrument
Instruments |
nternet Cloud
. (VPN or Direct
On-Premise Connection)
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Improving Productivity




Improving Productivity — Simplifying Lab Workflows

Chromeleon CDS simplifies
your lab workflows

eWorkflow™ procedures deliver
operational simplicity, reproducibility,
and easy method distribution

\.*;"

Unique integration of MS can

b Vi -
reduce number of tests, simplify

workflows and give faster return ' \ ’
on investment \ \ \

Parameter-free integration with
iInstant reporting gives ease of use
saving time and effort




Secrets to Success

Making Compliance Easi.
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Boosting Lab Productivity — Getting It Right The First Time

Sequence Ready Check
v' Confirms sequence will
run to completion

Getting analysis right first time automatically gives:

v" High quality of and confidence in results
v Lower cost of analysis

v Improved lab efficiency Smart Startup

v' Ensures first injection is always
good

v' Faster release to market and return on investment

System Suitability Tests
v Gives highest confidence in
results

Predictive Performance
v Analysis more likely to
complete first time

Intelligent Run Control
v' Get right results, no out of spec
investigations

ICH Method Validation Templates
v' Robust method more likely to
run first time

Report Templates with Report Check
v Correct calculations give high
confidence in results

eWorkflows
v Create correct sequence first
time, every time

27 ThermoFisher
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Streamline your Laboratory

Ensure
Compliance

Lower Your Cost

Maximize Your Simplify Your of Ownership

Lab Productivity Lab Workflows

Ay

ol "\ \
J :
Achieve, maintain & o _ ( Scaléig; ?Ineglnq[ye/:]n;nn;ewnh
demonstrate compliance Up to 30% efficiency gain Faster, simpler workflows _
: : : _ Single software for all
Easy, centralized setup Time savings of 6-60 minutes are Roll-out methods faster with e
routinely obtained using smart eWorkflow procedures

Simple monitoring of adherence Leverage advances in IT

processing tools

Simplify method (Cloud)
Tools to help demonstrate i ot fima? :
i Get more ‘right first time development with simplified administration
compliance analyses | : : P
parameter-less integration [
Network-independent data Faster results with instant systems for seamless data
acquisition for 24/7 uptime reporting flow

~ Chromeleon CDS delivers compliance, productivity, ease of use, and lower CoO

|

ThermoFisher
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For more information on Chromeleon CDS software visit:

thermofisher.com/OneCDS

Like Charlie Chromeleon on Facebook to follow Join the LinkedIn customer forum — Chromeleon
his travels and get important updates on User Group — to discuss Chromeleon CDS with us
chromatography software! and your industry peers.
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Thank You

Please return our survey to receive a drink ticket for our daily networking event where you can
continue discussions with our experts!

Visit Booth #2632

Join us Tuesday through =
Thursday from 3:30 — 5:00 p.m.

to collaborate with our technical experts

Redeem this ticket
for a complimentary beverage!
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