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Data Processing Agreement 
This Data Processing Agreement ("Agreement") dated XX/XX/XXXX is made between [insert Data 
Controller name] ("Data Controller") and [insert Data Processor name] ("Data Processor"). 

1 BACKGROUND 

Data Controller and Data Processor have entered into an agreement (“Service Agreement”) under 
which Data Processor provides [Description of the Services that will be provided] (“Services”) to Data 
Controller. In providing the Services, Data Processor will process personal data on behalf of Data 
Controller. The parties are entering this Agreement to comply with data protection laws applicable to 
the processing of personal data by Data Processor on behalf of Data Controller. 

2 DEFINITIONS 

1. “Data Protection Laws” means all applicable laws relating to data protection and privacy that 
are applicable to the processing of Personal Data under the Agreement, including the GDPR. 

2. “GDPR” means the EU General Data Protection Regulation 2016/679. 
3. “Personal Data” means any personal data processed by Data Processor on behalf of Data 

Controller in providing the Services, as described in Schedule 1. 
4. “Sub-Processor” means any third party engaged by Data Processor to process Personal 

Data. 

3 PROCESSING OF PERSONAL DATA 

3.1 Roles of the Parties 

Data Controller retains control of the Personal Data and remains responsible for ensuring 
compliance with Data Protection Laws. Data Processor will only process Personal Data in providing 
the Services, as instructed by Data Controller. 

3.2 Details of Processing 

The details of processing are set out in Schedule 1. Data Controller can make reasonable 
amendments to Schedule 1 on written notice to Data Processor. 

3.3 Compliance with Laws 

Each party will comply with its respective obligations under Data Protection Laws. 
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4 DATA PROCESSOR OBLIGATIONS 

4.1 Instructions 

Data Processor will only process Personal Data as instructed by Data Controller, including regarding 
transfers of Personal Data outside the EU, unless required by law to act otherwise. 

4.2 Confidentiality 

Data Processor will ensure Personnel authorized to process Personal Data are under appropriate 
confidentiality obligations. 

4.3 Security 

Data Processor will implement technical and organizational measures to protect Personal Data, 
detailed in Schedule 2. Data Processor may update these measures but will not decrease security. 

4.4 Data Subject Rights 

Data Processor will assist Data Controller in responding to requests to exercise data subject rights 
under Data Protection Laws. 

4.5 Personal Data Breaches 

Data Processor will notify Data Controller of any unauthorized access to Personal Data promptly 
after becoming aware. 

4.6 Audits 

Data Processor will make information available to Data Controller to demonstrate compliance with 
this Agreement. 

4.7 Return/Deletion 

Upon termination of the Service Agreement, Data Processor will delete or return Personal Data to 
Data Controller, at Data Controller’s option (unless continued retention is required by law). 

5 SUB-PROCESSING 

Authorization 
Data Controller authorizes Data Processor to engage Sub-Processors, provided Data Processor 
enters a written agreement imposing the same obligations in this Agreement. 

5.1 Liability 

Data Processor remains liable for Sub-Processors’ acts and omissions, including breach of this 
Agreement. 
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5.2 International Transfers of Personal Data 

Data Processor will only transfer Personal Data outside the EU with Data Controller’s prior written 
consent and appropriate safeguards under Data Protection Laws. 

6 LIABILITY 

Data Processor will indemnify Data Controller against claims, liabilities, costs, expenses and losses 
suffered by Data Controller arising from Data Processor’s breach of this Agreement. 

7 HANDLING CONFIDENTIAL INFORMATION 

The parties understand and acknowledge that, in fulfilling their obligations under this Agreement, 
they may need to share information with each other that is confidential and proprietary. The parties 
agree to the following protective measures for this shared confidential information. 

7.1 Definition 

“Confidential Information” means non-public information disclosed by a party (the "Disclosing Party") 
under this Agreement that is: 

1. identified as "confidential" at the time of disclosure, or 

2. information that a reasonable person would understand to be confidential given the 
nature of the information and circumstances of disclosure. 

7.2 Protection 

The party receiving Confidential Information (the "Receiving Party") will not disclose the Disclosing 
Party's Confidential Information, except to employees, affiliates, agents, or professional advisors 
who need to know it and who have agreed in writing to keep it confidential. The Receiving Party will 
use reasonable care to protect the Disclosing Party's Confidential Information and will use at least 
the same degree of care that it uses for its own Confidential Information. 

7.3 Exclusions 

Confidential Information does not include information that: (a) was known to the Receiving Party 
prior to receipt from the Disclosing Party; (b) is or becomes public knowledge through no fault of the 
Receiving Party; (c) is rightfully received by the Receiving Party from a third party without a duty of 
confidentiality; or (d) is independently developed by the Receiving Party without use of or reference 
to the Disclosing Party's Confidential Information. 

7.4 Disclosure Required by Law 

The Receiving Party may disclose Confidential Information as required to comply with binding orders 
of governmental entities that have jurisdiction over the Receiving Party. Before making any such 
disclosures, the Receiving Party must give the Disclosing Party reasonable written notice to allow 
the Disclosing Party to seek a protective order or other appropriate remedy. In making any 
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disclosures, the Disclosing Party must limit its disclosure to only such Confidential Information as is 
required by the governmental entity. 

7.5 Return of Confidential Information 

Upon termination or expiration of this Agreement, the Receiving Party will promptly either: 

1. return to the Disclosing Party, or 

2. destroy 

all copies of the Disclosing Party's Confidential Information that are in the Receiving Party’s 
possession or control. 

8 TERM AND TERMINATION 

8.1 Term 

This Agreement will continue in force until termination of the Service Agreement. 

8.2 Survival 

Data Processor’s obligations related to returning or deleting Personal Data will survive termination of 
this Agreement until fulfilled. 

9 CONTACT DETAILS 

The contact details of each party for notices under this Agreement are as set out in the Service 
Agreement. 

10 GENERAL PROVISIONS 

10.1 Entire Agreement 

This written Agreement is the final agreement between the parties and supersedes all prior 
agreements and understandings, whether written or oral. 

10.2 Amendments Must Be In Writing 

Any amendment to this Agreement must be made in writing and signed by both parties. 

10.3 Governing Law 

This Agreement will be governed under the laws of [State/Country]. 

10.4 Severability 

If any part of this Agreement is held to be invalid or unenforceable, the remainder of the Agreement 
will remain in full force and effect. 
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[Data Processor Legal Name] 
 
 
By: ____________________________ 
 
 
[Name of Officer] 
[Title of Officer] 
Date: ______________________ 

 

[Data Controller Legal Name] 
 
 
By: ____________________________ 
 
 
[Name of Officer] 
[Title of Officer] 
Date: ______________________ 
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Disclaimer 

Informational Purposes Only: Contract templates provided to you via the Law Insider website 
(“Templates”) are for general informational purposes only. Law Insider is not a law firm; we do not provide 
legal advice, and we make no representations or warranties regarding the templates' accuracy, reliability, 
legality or applicability. 

No Legal Advice or Attorney-Client Relationship: The Templates should not be construed as professional 
or legal advice. No attorney-client relationship is created by using the Templates or by accessing Law 
Insider’s services. You should seek independent professional or legal advice from a licensed attorney 
qualified in the applicable specialty that applies to your situation.  

Use at Your Own Risk: THE TEMPLATES ARE PROVIDED AT THE SOLE DISCRETION OF LAW INSIDER ON AN 
AS-IS AND AS-AVAILABLE BASIS WITHOUT WARRANTIES, LIABILITY, INDEMNITIES, OR OBLIGATIONS OF 
ANY KIND. You assume all risks, responsibilities, and liabilities associated with the use of the Templates. 
You hereby release, waive and forever discharge Law Insider and its legal representatives and assigns, and 
all persons acting under its permission and authority from any liability, losses, costs, damages, and causes 
of action whatsoever arising in connection with use of the Templates. If you are a resident of California 
then you hereby waive California Civil Code section 1542 in connection with the foregoing, which states: 
“A general release does not extend to claims that the creditor or releasing party does not know or suspect 
to exist in his or her favor at the time of executing the release and that, if known by him or her, would 
have materially affected his or her settlement with the debtor or released party.” You hereby waive any 
similar provision in law, regulation or code that has the same intent or effect as the aforementioned 
provisions.  

Right to Revise without Notice: You acknowledge and agree that Law Insider may remove, modify, 
discontinue or deprecate the Templates in our sole discretion at any time, and without notice or any 
further liability or obligation of any kind.  

Terms of Service: You agree and acknowledge that your use of the Templates is subject to the Law Insider 
Terms of Service, as modified from time to time. Your access or use of the Templates means that you have 
read, understand, and agree to be bound by the Terms of Service. 

 
 


