
DATA PROCESSING AGREEMENT/ADDENDUM 

 
 
ThiV DaWa PUoceVVing AgUeemenW (³​DPA ​´) iV made and enWeUed inWo aV of WhiV ____ da\ of ____, 2019 foUmV paUW of oXU                      
TeUmV and CondiWionV (aYailable aW ZZZ.VWoUemaYen.com/WeUmV-of-VeUYice) (Whe ³​Agreement​´). YoX acknoZledge WhaW           
\​oX, on \oXU oZn behalf aV an indiYidXal (if applicable) and on behalf of ​[______] incoUpoUaWed XndeU __________ laZ,                   
ZiWh iWV pUincipal officeV locaWed aW ____________________ ​(³​Organi]ation ​´) (collecWiYel\, ​³You´,​ ​"Your´, ³Client´, or           
³Data Controller ​́) haYe Uead and XndeUVWood and agUee Wo compl\ ZiWh WhiV DPA, and aUe enWeUing inWo a binding legal                    
agUeemenW ZiWh ​StoreMaven ​aV defined beloZ ​(​³StoreMaven ​́, ​³Us ​́, ​³We´,​ ​³Our´, ³Service Provider´ or ³Data           
Processor ​́) Wo UeflecW Whe paUWieV¶ agUeemenW ZiWh UegaUd Wo Whe PUoceVVing of PeUVonal DaWa (aV VXch WeUmV aUe defined                   
beloZ) of GDPR-pUoWecWed indiYidXalV. BoWh paUWieV Vhall be UefeUUed Wo aV Whe ³PaUWieV´ and each, a ³PaUW\´.  
 
WHEREAS, SWoUeMaYen Vhall pUoYide Whe VeUYiceV VeW foUWh in Whe AgUeemenW (collecWiYel\, Whe ³​Services ​´) foU Whe               

ClienW;​ ​and 
 
 
WHEREAS, In Whe coXUVe of pUoYiding Whe SeUYiceV pXUVXanW Wo Whe AgUeemenW, Ze ma\ pUoceVV PeUVonal DaWa on \oXU                  

behalf, in Whe capaciW\ of a ³DaWa PUoceVVoU´; and Whe PaUWieV ZiVh Wo VeW foUWh Whe aUUangemenWV conceUning                  
Whe pUoceVVing of PeUVonal DaWa (defined beloZ) ZiWhin Whe conWe[W of Whe SeUYiceV and agUee Wo compl\ ZiWh                  
Whe folloZing pUoYiVionV ZiWh UeVpecW Wo an\ PeUVonal DaWa, each acWing UeaVonabl\ and in good faiWh. 

 
NOW THEREFORE​, in conVideUaWion of Whe mXWXal pUomiVeV VeW foUWh heUein and oWheU good and YalXable conVideUaWion,                 
Whe UeceipW and VXfficienc\ of Zhich aUe heUeb\ acknoZledged b\ Whe PaUWieV, Whe paUWieV, inWending Wo be legall\ boXnd,                   
agUee aV folloZV: 
  

1. INTERPRETATION AND DEFINITIONS 

1.1 The headingV conWained in WhiV DPA aUe foU conYenience onl\ and Vhall noW be inWeUpUeWed Wo limiW oU oWheUZiVe                   
affecW Whe pUoYiVionV of WhiV DPA. 

1.2 RefeUenceV Wo claXVeV oU VecWionV aUe UefeUenceV Wo Whe claXVeV oU VecWionV of WhiV DPA XnleVV oWheUZiVe VWaWed. 

1.3 WoUdV XVed in Whe VingXlaU inclXde Whe plXUal and Yice YeUVa, aV Whe conWe[W ma\ UeTXiUe.  

1.4 CapiWali]ed WeUmV noW defined heUein Vhall haYe Whe meaningV aVVigned Wo VXch WeUmV in Whe AgUeemenW.  

1.5 DefiniWionV:  

(a) ³Affiliate´ ​meanV an\ enWiW\ WhaW diUecWl\ oU indiUecWl\ conWUolV, iV conWUolled b\, oU iV XndeU common                
conWUol ZiWh Whe VXbjecW enWiW\. ³​Control​´, foU pXUpoVeV of WhiV definiWion, meanV diUecW oU indiUecW               
oZneUVhip oU conWUol of moUe Whan 50% of Whe YoWing inWeUeVWV of Whe VXbjecW enWiW\. 

(b) ³​Authori]ed Affiliate​´ meanV an\ of ClienW'V AffiliaWe(V) Zhich (a) iV VXbjecW Wo Whe DaWa PUoWecWion               
LaZV And RegXlaWionV of Whe EXUopean Union, Whe EXUopean Economic AUea and/oU WheiU membeU              
VWaWeV, SZiW]eUland and/oU Whe UniWed Kingdom, and (b) iV peUmiWWed Wo XVe Whe SeUYiceV pXUVXanW Wo                
Whe AgUeemenW beWZeen ClienW and SWoUeMaYen, bXW haV noW Vigned iWV oZn agUeemenW ZiWh              
SWoUeMaYen and iV noW a "ClienW" aV defined XndeU Whe AgUeemenW. 

(c) ³Controller´ or ³Data Controller´ ​meanV Whe enWiW\ Zhich deWeUmineV Whe pXUpoVeV and meanV of               
Whe PUoceVVing of PeUVonal DaWa. FoU Whe pXUpoVeV of WhiV DPA onl\, and e[cepW ZheUe indicaWed                
oWheUZiVe, Whe WeUm "DaWa ConWUolleU" Vhall inclXde \oXUVelf, Whe OUgani]aWion and/oU Whe            
OUgani]aWion¶V AXWhoUi]ed AffiliaWeV.  

(d) ³Data Protection LaZs and Regulations´ ​meanV all laZV and UegXlaWionV, inclXding laZV and             
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UegXlaWionV of Whe EXUopean Union, Whe EXUopean Economic AUea and WheiU MembeU SWaWeV,             
SZiW]eUland and Whe UniWed Kingdom, applicable Wo Whe PUoceVVing of PeUVonal DaWa XndeU Whe              
AgUeemenW. 

(e) ³Data Subject´ ​meanV Whe idenWified oU idenWifiable peUVon Wo Zhom Whe PeUVonal DaWa UelaWeV. 

(f) ³​GDPR ​´ meanV Whe RegXlaWion (EU) 2016/679 of Whe EXUopean PaUliamenW and of Whe CoXncil of 27                
ApUil 2016 on Whe pUoWecWion of naWXUal peUVonV ZiWh UegaUd Wo Whe pUoceVVing of peUVonal daWa and on                  
Whe fUee moYemenW of VXch daWa, and Uepealing DiUecWiYe 95/46/EC (GeneUal DaWa PUoWecWion             
RegXlaWion). 

(g) ³Member State´ ​meanV a coXnWU\ WhaW belongV Wo Whe EXUopean Union and/oU Whe EXUopean Economic               
AUea. ³Union´ meanV Whe EXUopean Union. 

(h) ³Personal Data´ ​meanV an\ infoUmaWion UelaWing Wo an idenWified oU idenWifiable naWXUal peUVon; an              
idenWifiable naWXUal peUVon iV one Zho can be idenWified, diUecWl\ oU indiUecWl\, in SWoUeMaYen b\               
UefeUence Wo an idenWifieU VXch aV a name, an idenWificaWion nXmbeU, locaWion daWa, an online idenWifieU                
oU Wo one oU moUe facWoUV Vpecific Wo Whe ph\Vical, ph\Viological, geneWic, menWal, economic, cXlWXUal oU                
Vocial idenWiW\ of WhaW naWXUal peUVon. 

(i) ³Process(ing)´ ​meanV an\ opeUaWion oU VeW of opeUaWionV Zhich iV peUfoUmed Xpon PeUVonal DaWa,              
ZheWheU oU noW b\ aXWomaWic meanV, VXch aV collecWion, UecoUding, oUgani]aWion, VWUXcWXUing, VWoUage,             
adapWaWion oU alWeUaWion, UeWUieYal, conVXlWaWion, XVe, diVcloVXUe b\ WUanVmiVVion, diVVeminaWion oU           
oWheUZiVe making aYailable, alignmenW oU combinaWion, UeVWUicWion, eUaVXUe oU deVWUXcWion. 

(j) ³Processor´ or ³Data Processor´ ​meanV Whe enWiW\ Zhich PUoceVVeV PeUVonal DaWa on behalf of Whe               
ConWUolleU. 

(k) ³Securit\ Documentation´ ​meanV Whe SecXUiW\ DocXmenWaWion applicable Wo Whe Vpecific SeUYiceV           
pXUchaVed b\ ClienW, aV XpdaWed fUom Wime Wo Wime, and acceVVible Yia ZZZ.VWoUemaYen.com/VecXUiW\,             
oU aV oWheUZiVe made UeaVonabl\ aYailable b\ SWoUeMaYen.  

(l) ³​StoreMaven ​´ meanV Whe UeleYanW SWoUeMaYen enWiW\ of Whe folloZing SWoUeMaYen legal enWiWieV:            
SWoUeMaYen LWd. 

(m) ³​StoreMaven Group ​´ meanV SWoUeMaYen and iWV AffiliaWeV (if an\) engaged in Whe PUoceVVing of              
PeUVonal DaWa. 

(n)  ³Sub-processor´ ​meanV an\ PUoceVVoU engaged b\ SWoUeMaYen. 

(o) ³​Supervisor\ Authorit\​´ meanV an independenW pXblic aXWhoUiW\ Zhich iV eVWabliVhed b\ an EU             
MembeU SWaWe pXUVXanW Wo Whe GDPR. 

 
2. PROCESSING OF PERSONAL DATA 

2.1 Roles of the Parties. ​The PaUWieV acknoZledge and agUee WhaW ZiWh UegaUd Wo Whe PUoceVVing of PeUVonal DaWa,                  
(i) ClienW iV Whe DaWa ConWUolleU, (ii) SWoUeMaYen iV Whe DaWa PUoceVVoU and WhaW (iii) SWoUeMaYen oU membeUV of                   
Whe SWoUeMaYen GUoXp ma\ engage SXb-pUoceVVoUV pXUVXanW Wo Whe UeTXiUemenWV VeW foUWh in SecWion 5               
³SXb-pUoceVVoUV´ beloZ. 
 

2.2 Client¶s Processing of Personal Data. ​ClienW Vhall, in iWV XVe of Whe SeUYiceV, PUoceVV PeUVonal DaWa in                 
accoUdance ZiWh Whe UeTXiUemenWV of DaWa PUoWecWion LaZV and RegXlaWionV and compl\ aW all WimeV ZiWh Whe                 
obligaWionV applicable Wo daWa conWUolleUV. FoU Whe aYoidance of doXbW, ClienW¶V inVWUXcWionV foU Whe PUoceVVing               
of PeUVonal DaWa Vhall compl\ ZiWh DaWa PUoWecWion LaZV and RegXlaWionV. ClienW Vhall haYe Vole UeVponVibiliW\                
foU Whe meanV b\ Zhich ClienW acTXiUed PeUVonal DaWa. WiWhoXW limiWaWion, ClienW Vhall compl\ ZiWh an\ and                 
all WUanVpaUenc\-UelaWed obligaWionV (inclXding, ZiWhoXW limiWaWion, diVpla\ing an\ and all UeleYanW and UeTXiUed             
pUiYac\ noWiceV oU policieV) and Vhall haYe an\ and all UeTXiUed legal baVeV in oUdeU Wo collecW, PUoceVV and                   
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WUanVfeU Wo DaWa PUoceVVoU Whe PeUVonal DaWa and Wo aXWhoUi]e Whe PUoceVVing b\ DaWa PUoceVVoU of Whe PeUVonal                  
DaWa Zhich iV aXWhoUi]ed in WhiV DPA. ClienW Vhall defend, hold haUmleVV and indemnif\ SWoUeMaYen, iWV                
AffiliaWeV and VXbVidiaUieV (inclXding ZiWhoXW limiWaWion WheiU diUecWoUV, officeUV, agenWV, VXbconWUacWoUV and/oU            
emplo\eeV) fUom and againVW an\ liabiliW\ of an\ kind UelaWed Wo an\ bUeach, YiolaWion oU infUingemenW b\                 
ClienW and/oU iWV aXWhoUi]ed XVeUV of an\ DaWa PUoWecWion LaZV and RegXlaWionV and/oU WhiV DPA and/oU WhiV                 
SecWion. 

2.3 Data Processor¶s Processing of Personal Data.  

2.3.1 SXbjecW Wo Whe AgUeemenW, DaWa PUoceVVoU Vhall PUoceVV PeUVonal DaWa in accoUdance ZiWh ClienW¶V              
docXmenWed inVWUXcWionV foU Whe folloZing pXUpoVeV: (i) PUoceVVing in accoUdance ZiWh Whe AgUeemenW             
and WhiV DPA and Wo pUoYide Whe SeUYiceV; (ii) PUoceVVing foU ClienW Wo be able Wo XVe Whe SeUYiceV; (iii)                    
PUoceVVing Wo compl\ ZiWh oWheU docXmenWed UeaVonable inVWUXcWionV pUoYided b\ ClienW (e.g., Yia             
email) ZheUe VXch inVWUXcWionV aUe conViVWenW ZiWh Whe WeUmV of Whe AgUeemenW; (iY) PUoceVVing aV               
UeTXiUed b\ Union oU MembeU SWaWe laZ Wo Zhich DaWa PUoceVVoU iV VXbjecW; in VXch a caVe, DaWa                  
PUoceVVoU Vhall infoUm Whe ClienW of Whe legal UeTXiUemenW befoUe pUoceVVing, XnleVV WhaW laZ pUohibiWV               
VXch infoUmaWion on impoUWanW gUoXndV of pXblic inWeUeVW.  

2.3.2 To Whe e[WenW WhaW DaWa PUoceVVoU cannoW compl\ ZiWh a UeTXeVW fUom ClienW and/oU iWV aXWhoUi]ed XVeUV                 
UelaWing Wo PUoceVVing of PeUVonal DaWa (inclXding, ZiWhoXW limiWaWion, an\ inVWUXcWion, diUecWion, code             
of condXcW, ceUWificaWion, oU change of an\ kind), DaWa PUoceVVoU (i) Vhall infoUm ClienW, pUoYiding               
UeleYanW deWailV of Whe pUoblem, (ii) DaWa PUoceVVoU ma\, ZiWhoXW an\ kind of liabiliW\ WoZaUdV ClienW,                
WempoUaUil\ ceaVe all PUoceVVing of Whe affecWed PeUVonal DaWa (oWheU Whan VecXUel\ VWoUing WhoVe daWa),               
and (iii) if Whe PaUWieV do noW agUee on a UeVolXWion Wo Whe iVVXe in TXeVWion and Whe coVWV WheUeof, each                     
PaUW\ ma\, aV iWV Vole Uemed\, WeUminaWe Whe AgUeemenW and WhiV DPA ZiWh UeVpecW Wo Whe affecWed                 
PUoceVVing, and ClienW Vhall pa\ Wo DaWa PUoceVVoU all Whe amoXnWV oZed Wo DaWa PUoceVVoU oU dXe                 
befoUe Whe daWe of WeUminaWion. ClienW Zill haYe no fXUWheU claimV againVW DaWa PUoceVVoU (inclXding,               
ZiWhoXW limiWaWion, UeTXeVWing UefXndV foU SeUYiceV) dXe Wo Whe WeUminaWion of Whe AgUeemenW and/oU              
Whe DPA in Whe ViWXaWion deVcUibed in WhiV paUagUaph (e[clXding Whe obligaWionV UelaWing Wo Whe               
WeUminaWion of WhiV DPA VeW foUWh beloZ). 

 

2.3.3 SWoUeMaYen Zill noW be liable in Whe eYenW of an\ claim bUoXghW b\ a WhiUd paUW\, inclXding, ZiWhoXW                  
limiWaWion, a DaWa SXbjecW, aUiVing fUom an\ acW oU omiVVion of SWoUeMaYen, Wo Whe e[WenW WhaW VXch iV a                   
UeVXlW of ClienW¶V inVWUXcWionV. 

 

2.3.4 If ClienW pUoYideV SWoUeMaYen oU an\ of Whe enWiWieV of Whe SWoUeMaYen GUoXp ZiWh inVWUXcWionV,               
UeTXeVWV, VXggeVWionV, commenWV oU feedback (ZheWheU oUall\ oU in ZUiWing) ZiWh UeVpecW Wo Whe              
SeUYiceV, ClienW acknoZledgeV WhaW an\ and all UighWV, inclXding inWellecWXal pUopeUW\ UighWV, WheUein             
Vhall belong e[clXViYel\ Wo SWoUeMaYen and WhaW VXch Vhall be conVideUed SWoUeMaYen¶V inWellecWXal             
pUopeUW\ ZiWhoXW UeVWUicWionV oU limiWaWionV of an\ kind, and ClienW heUeb\ iUUeYocabl\ and fXll\              
WUanVfeUV and aVVignV Wo SWoUeMaYen an\ and all inWellecWXal pUopeUW\ UighWV WheUein and ZaiYeV an\               
and all moUal UighWV WhaW ClienW ma\ haYe in UeVpecW WheUeWo.  

2.4 Details of the Processing. ​The VXbjecW-maWWeU of PUoceVVing of PeUVonal DaWa b\ DaWa PUoceVVoU iV Whe                
peUfoUmance of Whe SeUYiceV pXUVXanW Wo Whe AgUeemenW. The dXUaWion of Whe PUoceVVing, Whe naWXUe and pXUpoVe                 
of Whe PUoceVVing, aV Zell aV Whe W\peV of PeUVonal DaWa PUoceVVed and caWegoUieV of DaWa SXbjecWV XndeU WhiV                   
DPA aUe fXUWheU Vpecified in SchedXle 1 (DeWailV of Whe PUoceVVing) Wo WhiV DPA. 
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3. RIGHTS OF DATA SUBJECTS  
3.1 Data Subject Request​. ​DaWa PUoceVVoU Vhall, Wo Whe e[WenW legall\ peUmiWWed, pUompWl\ noWif\ ClienW if DaWa                

PUoceVVoU UeceiYeV a UeTXeVW fUom a DaWa SXbjecW Wo e[eUciVe Whe DaWa SXbjecW'V UighW of acceVV, UighW Wo                  
UecWificaWion, eUaVXUe (³UighW Wo be foUgoWWen´), UeVWUicWion of PUoceVVing, daWa poUWabiliW\, UighW Wo objecW, oU iWV                
UighW noW Wo be VXbjecW Wo aXWomaWed indiYidXal deciVion making (³DaWa SXbjecW ReTXeVW´). Taking inWo accoXnW                
Whe naWXUe of Whe PUoceVVing, DaWa PUoceVVoU Vhall aVViVW ClienW b\ appUopUiaWe Wechnical and oUgani]aWional               
meaVXUeV, inVofaU aV WhiV iV poVVible, foU Whe fXlfilmenW of ClienW¶V obligaWion Wo UeVpond Wo a DaWa SXbjecW                  
ReTXeVW XndeU DaWa PUoWecWion LaZV and RegXlaWionV. In addiWion, Wo Whe e[WenW ClienW, in iWV XVe of Whe                  
SeUYiceV, doeV noW haYe Whe abiliW\ Wo addUeVV a DaWa SXbjecW ReTXeVW, DaWa PUoceVVoU Vhall Xpon ClienW¶V                 
UeTXeVW pUoYide commeUciall\ UeaVonable effoUWV Wo aVViVW ClienW in UeVponding Wo VXch DaWa SXbjecW ReTXeVW, Wo                
Whe e[WenW DaWa PUoceVVoU iV legall\ peUmiWWed Wo do Vo and Whe UeVponVe Wo VXch DaWa SXbjecW ReTXeVW iV                   
UeTXiUed XndeU DaWa PUoWecWion LaZV and RegXlaWionV. To Whe e[WenW legall\ peUmiWWed, ClienW Vhall be               
UeVponVible foU an\ coVWV aUiVing fUom DaWa PUoceVVoU¶V pUoYiVion of VXch aVViVWance.  

 

4. STOREMAVEN PERSONNEL  

4.1 Confidentialit\. ​DaWa PUoceVVoU Vhall enVXUe WhaW iWV peUVonnel engaged in Whe PUoceVVing of PeUVonal DaWa               
haYe commiWWed WhemVelYeV Wo confidenWialiW\ and non-diVcloVXUe.  

4.2 DaWa PUoceVVoU ma\ diVcloVe and PUoceVV Whe PeUVonal DaWa (a) aV peUmiWWed heUeXndeU (b) Wo Whe e[WenW                 
UeTXiUed b\ a coXUW of compeWenW jXUiVdicWion oU oWheU SXpeUYiVoU\ AXWhoUiW\ and/oU oWheUZiVe aV UeTXiUed b\                
applicable DaWa PUoWecWion LaZV and RegXlaWionV (in VXch a caVe, DaWa PUoceVVoU Vhall infoUm Whe ClienW of Whe                  
legal UeTXiUemenW befoUe Whe diVcloVXUe, XnleVV WhaW laZ pUohibiWV VXch infoUmaWion on impoUWanW gUoXndV of               
pXblic inWeUeVW), oU (c) on a ³need-Wo-knoZ´ baViV XndeU an obligaWion of confidenWialiW\ Wo iWV legal coXnVel(V),                 
daWa pUoWecWion adYiVoU(V) and accoXnWanW(V). 

 
5. AUTHORIZATION REGARDING SUB-PROCESSORS  

5.1 Appointment of Sub-processors. ​ClienW acknoZledgeV and agUeeV WhaW (a) DaWa PUoceVVoU¶V AffiliaWeV ma\ be              
XVed aV SXb-pUoceVVoUV; and (b) DaWa PUoceVVoU and/oU DaWa PUoceVVoU¶V AffiliaWeV UeVpecWiYel\ ma\ engage              
WhiUd-paUW\ SXb-pUoceVVoUV in connecWion ZiWh Whe pUoYiVion of Whe SeUYiceV.  

5.2 List of Current Sub-processors and Notification of NeZ Sub-processors.  

5.2.1 DaWa PUoceVVoU Vhall make aYailable Wo ClienW Whe cXUUenW liVW of SXb-pUoceVVoUV XVed b\ DaWa               
PUoceVVoU Yia ZZZ.VWoUemaYen.com/VXbpUoceVVoUV. SXch SXb-pUoceVVoU liVW Vhall inclXde Whe         
idenWiWieV and deWailV of WhoVe SXb-pUoceVVoUV and WheiU coXnWU\ of locaWion (³​Sub-processor List​´).             
The SXb-pUoceVVoU LiVW aV of Whe daWe of e[ecXWion of WhiV DPA, oU aV of Whe daWe of pXblicaWion (aV                    
applicable), iV heUeb\, oU Vhall be (aV applicable), aXWhoUi]ed b\ ClienW. In an\ eYenW, Whe               
SXb-pUoceVVoU LiVW Vhall be deemed aXWhoUi]ed b\ ClienW XnleVV iW pUoYideV a ZUiWWen UeaVonable              
objecWion foU UeaVonV UelaWed Wo Whe GDPR ZiWhin Wen (10) bXVineVV da\V folloZing Whe pXblicaWion of                
Whe SXb-pUoceVVoU LiVW. ClienW ma\ UeaVonabl\ objecW foU UeaVonV UelaWed Wo Whe GDPR Wo DaWa               
PUoceVVoU¶V XVe of an e[iVWing SXb-pUoceVVoU b\ pUoYiding a ZUiWWen objecWion Wo            
pUiYac\@VWoUemaYen.com. In Whe eYenW ClienW UeaVonabl\ objecWV Wo an e[iVWing SXb-pUoceVVoU, aV            
peUmiWWed in Whe pUeceding VenWenceV, and Whe paUWieV do noW find a VolXWion in good faiWh Wo Whe iVVXe in                    
TXeVWion, When ClienW ClienW ma\, aV a Vole Uemed\, WeUminaWe Whe applicable AgUeemenW and WhiV DPA                
ZiWh UeVpecW onl\ Wo WhoVe SeUYiceV Zhich cannoW be pUoYided b\ DaWa PUoceVVoU ZiWhoXW Whe XVe of Whe                  
objecWed-Wo SXb-pUoceVVoU b\ pUoYiding ZUiWWen noWice Wo DaWa PUoceVVoU pUoYided WhaW all amoXnWV             
dXe XndeU Whe AgUeemenW befoUe Whe WeUminaWion daWe ZiWh UeVpecW Wo Whe PUoceVVing aW iVVXe Vhall be                 
dXl\ paid Wo DaWa PUoceVVoU. ClienW Zill haYe no fXUWheU claimV againVW DaWa PUoceVVoU dXe Wo (i) paVW                  
XVe of appUoYed SXb-pUoceVVoUV pUioU Wo Whe daWe of objecWion ​oU (ii) ​Whe WeUminaWion of Whe AgUeemenW                 
(inclXding, ZiWhoXW limiWaWion, UeTXeVWing UefXndV) and Whe DPA in Whe ViWXaWion deVcUibed in WhiV              
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paUagUaph.  
5.2.2 SWoUeMaYen Vhall pUoYide noWificaWion of an\ neZ SXb-pUoceVVoU(V) befoUe aXWhoUi]ing VXch neZ            

SXb-pUoceVVoU(V) Wo PUoceVV PeUVonal DaWa in connecWion ZiWh Whe pUoYiVion of Whe SeUYiceV. 
5.3 Objection Right for NeZ Sub-processors. ​ClienW ma\ UeaVonabl\ objecW Wo DaWa PUoceVVoU¶V XVe of a neZ                

SXb-pUoceVVoU foU UeaVonV UelaWed Wo Whe GDPR b\ noWif\ing DaWa PUoceVVoU pUompWl\ in ZUiWing ZiWhin WhUee                
(3) bXVineVV da\V afWeU UeceipW of DaWa PUoceVVoU¶V noWice in accoUdance ZiWh Whe mechaniVm VeW oXW in SecWion                  
5.2.2 and VXch ZUiWWen objecWion Vhall inclXde Whe UeaVonV UelaWed Wo Whe GDPR foU objecWing Wo DaWa                 
PUoceVVoU¶V XVe of VXch neZ SXb-pUoceVVoU. FailXUe Wo objecW Wo VXch neZ SXb-pUoceVVoU in ZUiWing ZiWhin                
WhUee (3) bXVineVV da\V folloZing DaWa PUoceVVoU¶V noWice Vhall be deemed aV accepWance of Whe neZ                
SXb-PUoceVVoU. In Whe eYenW ClienW UeaVonabl\ objecWV Wo a neZ SXb-pUoceVVoU, aV peUmiWWed in Whe pUeceding                
VenWenceV, DaWa PUoceVVoU Zill XVe UeaVonable effoUWV Wo make aYailable Wo ClienW a change in Whe SeUYiceV oU                  
Uecommend a commeUciall\ UeaVonable change Wo ClienW¶V XVe of Whe SeUYiceV Wo aYoid PUoceVVing of PeUVonal                
DaWa b\ Whe objecWed-Wo neZ SXb-pUoceVVoU ZiWhoXW XnUeaVonabl\ bXUdening Whe ClienW. If DaWa PUoceVVoU iV               
Xnable Wo make aYailable VXch change ZiWhin a UeaVonable peUiod of Wime, Zhich Vhall noW e[ceed WhiUW\ (30)                  
da\V, ClienW ma\, aV a Vole Uemed\, WeUminaWe Whe applicable AgUeemenW and WhiV DPA ZiWh UeVpecW onl\ Wo                  
WhoVe SeUYiceV Zhich cannoW be pUoYided b\ DaWa PUoceVVoU ZiWhoXW Whe XVe of Whe objecWed-Wo neZ                
SXb-pUoceVVoU b\ pUoYiding ZUiWWen noWice Wo DaWa PUoceVVoU pUoYided WhaW all amoXnWV dXe XndeU Whe               
AgUeemenW befoUe Whe WeUminaWion daWe ZiWh UeVpecW Wo Whe PUoceVVing aW iVVXe Vhall be dXl\ paid Wo DaWa                  
PUoceVVoU. UnWil a deciVion iV made UegaUding Whe neZ SXb-pUoceVVoU, DaWa PUoceVVoU ma\ WempoUaUil\ VXVpend               
Whe PUoceVVing of Whe affecWed PeUVonal DaWa. ClienW Zill haYe no fXUWheU claimV againVW DaWa PUoceVVoU dXe Wo                  
Whe WeUminaWion of Whe AgUeemenW (inclXding, ZiWhoXW limiWaWion, UeTXeVWing UefXndV) and/oU Whe DPA in Whe               
ViWXaWion deVcUibed in WhiV paUagUaph. 

5.4 Agreements Zith Sub-processors ​. DaWa PUoceVVoU Vhall UeVpecW Whe condiWionV UefeUUed Wo in AUWicleV 28.2 and               
28.4 of Whe GDPR Zhen engaging anoWheU pUoceVVoU foU PUoceVVing PeUVonal DaWa pUoYided b\ ClienW. In                
accoUdance ZiWh AUWicleV 28.7 and 28.8 of Whe GDPR, if and Zhen Whe EXUopean CommiVVion la\V doZn Whe                  
VWandaUd conWUacWXal claXVeV UefeUUed Wo in VXch AUWicle, Whe PaUWieV ma\ UeYiVe WhiV DPA in good faiWh Wo adjXVW                   
iW Wo VXch VWandaUd conWUacWXal claXVeV. 

 

6. SECURITY 

6.1 Controls for the Protection of Personal Data. ​DaWa PUoceVVoU Vhall mainWain, aW DaWa PUoceVVoU¶V coVW, all                
indXVWU\-VWandaUd Wechnical and oUgani]aWional meaVXUeV UeTXiUed pXUVXanW Wo AUWicle 32 of Whe GDPR foU              
pUoWecWion of Whe VecXUiW\ (inclXding pUoWecWion againVW XnaXWhoUi]ed oU XnlaZfXl PUoceVVing and againVW             
accidenWal oU XnlaZfXl deVWUXcWion, loVV oU alWeUaWion oU damage, XnaXWhoUi]ed diVcloVXUe of, oU acceVV Wo,               
PeUVonal DaWa), confidenWialiW\ and inWegUiW\ of PeUVonal DaWa, aV VeW foUWh in Whe SecXUiW\ DocXmenWaWion               
Zhich aUe heUeb\ appUoYed b\ ClienW. DaWa PUoceVVoU UegXlaUl\ moniWoUV compliance ZiWh WheVe meaVXUeV.              
Upon Whe ClienW¶V UeTXeVW, DaWa PUoceVVoU Zill aVViVW ClienW, aW ClienW¶V coVW, in enVXUing compliance ZiWh Whe                 
obligaWionV pXUVXanW Wo AUWicleV 32 Wo 36 of Whe GDPR Waking inWo accoXnW Whe naWXUe of Whe pUoceVVing and Whe                    
infoUmaWion aYailable Wo DaWa PUoceVVoU. 

6.2 Third-Part\ Certifications and Audits. ​Upon ClienW¶V ZUiWWen UeTXeVW aW UeaVonable inWeUYalV, and VXbjecW Wo              
Whe confidenWialiW\ obligaWionV VeW foUWh in Whe AgUeemenW and WhiV DPA, DaWa PUoceVVoU Vhall make aYailable Wo                 
ClienW WhaW iV noW a compeWiWoU of DaWa PUoceVVoU (oU ClienW¶V independenW, WhiUd-paUW\ aXdiWoU WhaW iV noW a                  
compeWiWoU of DaWa PUoceVVoU) a cop\ of SWoUeMaYen¶ When moVW UecenW WhiUd-paUW\ aXdiWV oU ceUWificaWionV, aV                
applicable (pUoYided, hoZeYeU, WhaW VXch e[planaWionV, docXmenWV, aXdiWV, ceUWificaWionV and Whe UeVXlWV            
WheUefUom, inclXding Whe docXmenWV UeflecWing Whe oXWcome of Whe aXdiW and/oU Whe ceUWificaWionV, Vhall onl\ be                
XVed b\ ClienW Wo aVVeVV compliance ZiWh WhiV DPA and/oU ZiWh applicable DaWa PUoWecWion LaZV and                
RegXlaWionV, and Vhall noW be XVed foU an\ oWheU pXUpoVe oU diVcloVed Wo an\ WhiUd paUW\ ZiWhoXW DaWa                  
PUoceVVoU¶V pUioU ZUiWWen appUoYal and, Xpon DaWa PUoceVVoU'V fiUVW UeTXeVW, ClienW Vhall UeWXUn all UecoUdV oU                
docXmenWaWion in ClienW'V poVVeVVion oU conWUol pUoYided b\ DaWa PUoceVVoU in Whe conWe[W of Whe aXdiW and/oU                 
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Whe ceUWificaWion). AW ClienW¶V coVW and e[penVe, DaWa PUoceVVoU Vhall alloZ foU and conWUibXWe Wo aXdiWV,                
inclXding inVpecWionV, condXcWed b\ Whe ClienW oU anoWheU aXdiWoU mandaWed b\ ClienW (Zho iV noW a diUecW oU                  
indiUecW compeWiWoU of DaWa PUoceVVoU) pUoYided WhaW Whe paUWieV Vhall agUee on Whe Vcope, Wiming and condiWionV                 
of VXch aXdiWV and inVpecWionV. 

7. PERSONAL DATA INCIDENT MANAGEMENT AND NOTIFICATION 

DaWa PUoceVVoU mainWainV VecXUiW\ incidenW managemenW policieV and pUocedXUeV Vpecified in SecXUiW\ DocXmenWaWion             
and, Wo Whe e[WenW UeTXiUed XndeU applicable DaWa PUoWecWion LaZV and RegXlaWionV, Vhall noWif\ ClienW ZiWhoXW                
XndXe dela\ afWeU becoming aZaUe of Whe accidenWal oU XnlaZfXl deVWUXcWion, loVV, alWeUaWion, XnaXWhoUi]ed              
diVcloVXUe of, oU acceVV Wo PeUVonal DaWa, inclXding PeUVonal DaWa, WUanVmiWWed, VWoUed oU oWheUZiVe PUoceVVed               
b\ DaWa PUoceVVoU oU iWV SXb-pUoceVVoUV of Zhich DaWa PUoceVVoU becomeV aZaUe (a ³​Personal Data               
Incident​´). DaWa PUoceVVoU Vhall make UeaVonable effoUWV Wo idenWif\ Whe caXVe of VXch PeUVonal DaWa IncidenW                
and Wake WhoVe VWepV aV DaWa PUoceVVoU deemV neceVVaU\ and UeaVonable in oUdeU Wo UemediaWe Whe caXVe of VXch                   
a PeUVonal DaWa IncidenW Wo Whe e[WenW Whe UemediaWion iV ZiWhin DaWa PUoceVVoU¶V UeaVonable conWUol. The                
obligaWionV heUein Vhall noW appl\ Wo incidenWV WhaW aUe caXVed b\ ClienW oU ClienW¶V XVeUV. In an\ eYenW, ClienW                   
Zill be Whe paUW\ UeVponVible foU noWif\ing VXpeUYiVoU\ aXWhoUiWieV and/oU conceUned daWa VXbjecWV (ZheUe              
UeTXiUed b\ DaWa PUoWecWion LaZV and RegXlaWionV). 

8. RETURN AND DELETION OF PERSONAL DATA 
SXbjecW Wo Whe AgUeemenW, DaWa PUoceVVoU Vhall, aW Whe choice of ClienW, deleWe oU UeWXUn Whe PeUVonal DaWa Wo ClienW                    

afWeU Whe end of Whe pUoYiVion of Whe SeUYiceV UelaWing Wo pUoceVVing, and Vhall deleWe e[iVWing copieV XnleVV                  
applicable laZ UeTXiUeV VWoUage of Whe PeUVonal DaWa. In an\ eYenW, Wo Whe e[WenW UeTXiUed oU alloZed b\                  
applicable laZ, DaWa PUoceVVoU ma\ UeWain one cop\ of Whe PeUVonal DaWa foU eYidence pXUpoVeV and/oU foU Whe                  
eVWabliVhmenW, e[eUciVe oU defenVe of legal claimV and/oU Wo compl\ ZiWh applicable laZV and UegXlaWionV. If Whe                 
ClienW UeTXeVWV Whe PeUVonal DaWa Wo be UeWXUned, Whe PeUVonal DaWa Vhall be UeWXUned in Whe foUmaW geneUall\                  
aYailable foU DaWa PUoceVVoU¶V ClienWV.  

9. AUTHORIZED AFFILIATES 

9.1 Contractual Relationship. ​The PaUWieV acknoZledge and agUee WhaW, b\ e[ecXWing Whe DPA, Whe ClienW enWeUV               
inWo Whe DPA on behalf of iWVelf and, aV applicable, in Whe name and on behalf of iWV AXWhoUi]ed AffiliaWeV,                    
WheUeb\ eVWabliVhing a VepaUaWe DPA beWZeen DaWa PUoceVVoU. Each AXWhoUi]ed AffiliaWe agUeeV Wo be boXnd b\                
Whe obligaWionV XndeU WhiV DPA. All acceVV Wo and XVe of Whe SeUYiceV b\ AXWhoUi]ed AffiliaWeV mXVW compl\                  
ZiWh Whe WeUmV and condiWionV of Whe AgUeemenW and WhiV DPA and an\ YiolaWion of Whe WeUmV and condiWionV                   
WheUein b\ an AXWhoUi]ed AffiliaWe Vhall be deemed a YiolaWion b\ ClienW. 

9.2 Communication. ​The ClienW Vhall Uemain UeVponVible foU cooUdinaWing all commXnicaWion ZiWh DaWa PUoceVVoU             
XndeU Whe AgUeemenW and WhiV DPA and Vhall be enWiWled Wo make and UeceiYe an\ commXnicaWion in UelaWion Wo                   
WhiV DPA on behalf of iWV AXWhoUi]ed AffiliaWeV. 

 

10. TRANSFER OF DATA  

10.1 Transfers to countries that offer adequate level of data protection ​: PeUVonal DaWa ma\ be WUanVfeUUed fUom                
Whe EU MembeU SWaWeV, Whe WhUee EEA membeU coXnWUieV (NoUZa\, LiechWenVWein and Iceland) and Whe UniWed                
Kingdom (collecWiYel\, ³​EEA ​´) Wo coXnWUieV WhaW offeU adeTXaWe leYel of daWa pUoWecWion XndeU oU pXUVXanW Wo                
Whe adeTXac\ deciVionV pXbliVhed b\ Whe UeleYanW daWa pUoWecWion aXWhoUiWieV of Whe EEA, Whe Union, Whe                
MembeU SWaWeV oU Whe EXUopean CommiVVion (³​Adequac\ Decisions ​´), ZiWhoXW an\ fXUWheU VafegXaUd being             
neceVVaU\.  

10.2 Transfers to other countries ​: If Whe PUoceVVing of PeUVonal DaWa inclXdeV WUanVfeUV fUom Whe EEA Wo coXnWUieV                 
Zhich do noW offeU adeTXaWe leYel of daWa pUoWecWion oU Zhich haYe noW been VXbjecW Wo an AdeTXac\ DeciVion                   
(³​Other Countries ​´), Whe PaUWieV Vhall compl\ ZiWh AUWicle 46 of Whe GDPR, inclXding, if neceVVaU\, e[ecXWing                
Whe VWandaUd daWa pUoWecWion claXVeV adopWed b\ Whe UeleYanW daWa pUoWecWion aXWhoUiWieV of Whe EEA, Whe Union,                 
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Whe MembeU SWaWeV oU Whe EXUopean CommiVVion oU compl\ ZiWh an\ of Whe oWheU mechaniVmV pUoYided foU in                  
Whe GDPR foU WUanVfeUUing PeUVonal DaWa Wo VXch OWheU CoXnWUieV. 
 

11. TERMINATION 
 
ThiV DPA Vhall aXWomaWicall\ WeUminaWe Xpon Whe WeUminaWion oU e[piUaWion of Whe AgUeemenW XndeU Zhich Whe                
SeUYiceV aUe pUoYided. SecWionV 2.2, 2.3.3, 2.3.4 and 12 Vhall VXUYiYe Whe WeUminaWion oU e[piUaWion of WhiV DPA                  
foU an\ UeaVon. 

 

12. RELATIONSHIP WITH AGREEMENT 
 

In Whe eYenW of an\ conflicW beWZeen Whe pUoYiVionV of WhiV DPA and Whe pUoYiVionV of Whe AgUeemenW, Whe pUoYiVionV of WhiV                      
DPA Vhall pUeYail oYeU Whe conflicWing pUoYiVionV of Whe AgUeemenW.  

NoWZiWhVWanding an\Whing Wo Whe conWUaU\ in Whe AgUeemenW and/oU in an\ agUeemenW beWZeen Whe paUWieV: (A) OXU and oXU                   
AffiliaWeV¶ enWiUe, WoWal and aggUegaWe liabiliW\, UelaWed Wo, oU foU bUeach of, WhiV DPA and/oU DaWa PUoWecWion                 
LaZV and RegXlaWionV, inclXding, ZiWhoXW limiWaWion, if an\, an\ indemnificaWion obligaWion XndeU Whe             
AgUeemenW oU applicable laZ UegaUding daWa pUoWecWion oU pUiYac\ Vhall be limiWed Wo Whe amoXnWV paid Wo XV b\                   
\oX XndeU Whe AgUeemenW ZiWhin WZelYe (12) monWhV pUeceding Whe eYenW WhaW gaYe UiVe Wo Whe claim. ThiV                  
limiWaWion of liabiliW\ iV cXmXlaWiYe and noW peU incidenW; (B) In no eYenW Zill Ze and/oU oXU AffiliaWeV and/oU                   
WheiU WhiUd-paUW\ pUoYideUV, be liable XndeU, oU oWheUZiVe in connecWion ZiWh WhiV DPA foU: (i) an\ indiUecW,                 
e[emplaU\, Vpecial, conVeTXenWial, incidenWal oU pXniWiYe damageV; (ii) an\ loVV of pUofiWV, bXVineVV, oU              
anWicipaWed VaYingV; (iii) an\ loVV of, oU damage Wo daWa, UepXWaWion, UeYenXe oU goodZill; and/oU (iY) Whe coVW of                   
pUocXUing an\ VXbVWiWXWe goodV oU VeUYiceV; and (C) The foUegoing e[clXVionV and limiWaWionV on liabiliW\ VeW                
foUWh in WhiV SecWion Vhall appl\: (i) eYen if Ze, oXU AffiliaWeV oU WhiUd-paUW\ pUoYideUV, haYe been adYiVed, oU                   
VhoXld haYe been aZaUe, of Whe poVVibiliW\ of loVVeV oU damageV; (ii) eYen if an\ Uemed\ in WhiV DPA failV of iWV                      
eVVenWial pXUpoVe; and (iii) UegaUdleVV of Whe foUm, WheoU\ oU baViV of liabiliW\ (VXch aV, bXW noW limiWed Wo, bUeach                    
of conWUacW oU WoUW). 
 

13. AMENDMENTS 
 
ThiV DPA ma\ be amended aW an\ Wime b\ a ZUiWWen inVWUXmenW dXl\ Vigned b\ each of Whe PaUWieV. 
 

14. LEGAL EFFECT 

ThiV DPA Vhall onl\ become legall\ binding beWZeen ClienW and DaWa PUoceVVoU Zhen Whe foUmaliWieV VWepV VeW oXW in                   
Whe SecWion ³INSTRUCTIONS ON HOW TO EXECUTE THIS DPA´ beloZ haYe been fXll\ compleWed.  

 

15. SIGNATURE 

The PaUWieV UepUeVenW and ZaUUanW WhaW Whe\ each haYe Whe poZeU Wo enWeU inWo, e[ecXWe, peUfoUm and be boXnd b\ WhiV                     
DPA. 

YoX, aV W​he Vigning peUVon on behalf of ClienW, UepUeVenW and ZaUUanW WhaW \oX haYe, oU \oX ZeUe gUanWed, fXll                    
aXWhoUiW\ Wo bind Whe OUgani]aWion and, aV applicable, iWV AXWhoUi]ed AffiliaWeV Wo WhiV DPA. If \oX cannoW, oU                  
do noW haYe aXWhoUiW\ Wo, bind Whe OUgani]aWion and/oU iWV AXWhoUi]ed AffiliaWeV, \oX Vhall noW VXppl\ oU                 
pUoYide PeUVonal DaWa Wo SWoUeMaYen. 

B\ Vigning WhiV DPA, ClienW enWeUV inWo WhiV DPA on behalf of iWVelf and, Wo Whe e[WenW UeTXiUed oU peUmiWWed XndeU                     
applicable DaWa PUoWecWion LaZV and RegXlaWionV, in Whe name and on behalf of iWV AXWhoUi]ed AffiliaWeV, if and                  
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Wo Whe e[WenW WhaW SWoUeMaYen pUoceVVeV PeUVonal DaWa foU Zhich VXch AXWhoUi]ed AffiliaWeV TXalif\ aV Whe/a                
³daWa conWUolleU´.  

ThiV DPA haV been pUe-Vigned on behalf of SWoUeMaYen.  

InVWUXcWionV on hoZ Wo e[ecXWe WhiV DPA. 
 

1. To compleWe WhiV DPA, \oX mXVW compleWe Whe miVVing infoUmaWion; and 
2. Send Whe compleWed and Vigned DPA Wo XV b\ email, indicaWing Whe ClienW¶V name, Wo               

pUiYac\@VWoUemaYen.com. 

 
 
List of Schedules 
 

● SCHEDULE 1 - DETAILS OF THE PROCESSING 
 
The paUWieV' aXWhoUi]ed VignaWoUieV haYe dXl\ e[ecXWed WhiV AgUeemenW: 
 
 
 
CLIENT: 
 
SignaWXUe: 
ClienW Legal Name: 
PUinW Name: 
TiWle: 
DaWe: 
 
 

 
StoreMaven Ltd. 
 
SignaWXUe: 
Legal Name: 
PUinW Name: 
TiWle: 
DaWe: 
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Jonathan Fishman
Adam Rakib

Jonathan Fishman
Chief Revenue Officer

Jonathan Fishman
27 August 2019

Jonathan Fishman
STOREMAVEN LTD.



SCHEDULE 1 - DETAILS OF THE PROCESSING 
 
Subject matter 
 
DaWa PUoceVVoU Zill PUoceVV PeUVonal DaWa aV neceVVaU\ Wo peUfoUm Whe SeUYiceV pXUVXanW Wo Whe AgUeemenW, aV fXUWheU                  

inVWUXcWed b\ ClienW in iWV XVe of Whe SeUYiceV. 
 

Nature and Purpose of Processing 
 

1. PUoYiding Whe SeUYice(V) Wo ClienW. 
2. SeWWing Xp an accoXnW/accoXnW(V) foU ClienW. 
3. SeWWing Xp pUofile(V) foU XVeUV aXWhoUi]ed b\ ClienWV. 
4. FoU ClienW Wo be able Wo XVe Whe SeUYiceV. 
5. FoU DaWa PUoceVVoU Wo compl\ ZiWh docXmenWed UeaVonable inVWUXcWionV pUoYided b\ ClienW ZheUe VXch              

inVWUXcWionV aUe conViVWenW ZiWh Whe WeUmV of Whe AgUeemenW.  
6. PeUfoUming Whe AgUeemenW, WhiV DPA and/oU oWheU conWUacWV e[ecXWed b\ Whe PaUWieV.  
7. PUoYiding VXppoUW and Wechnical mainWenance, if agUeed in Whe AgUeemenW. 
8. ReVolYing diVpXWeV. 
9. EnfoUcing Whe AgUeemenW, WhiV DPA and/oU defending DaWa PUoceVVoU¶V UighWV. 
10. ManagemenW of Whe AgUeemenW, Whe DPA and/oU oWheU conWUacWV e[ecXWed b\ Whe PaUWieV, inclXding feeV               

pa\menW, accoXnW adminiVWUaWion, accoXnWing, Wa[, managemenW, liWigaWion; and 
11. Compl\ing ZiWh applicable laZV and UegXlaWionV, inclXding foU coopeUaWing ZiWh local and foUeign Wa[              

aXWhoUiWieV, pUeYenWing fUaXd, mone\ laXndeUing and WeUUoUiVW financing. 
12. All WaVkV UelaWed ZiWh an\ of Whe aboYe. 

 
 
Duration of Processing 
 
SXbjecW Wo an\ SecWion of Whe DPA and/oU Whe AgUeemenW dealing ZiWh Whe dXUaWion of Whe PUoceVVing and Whe                   

conVeTXenceV of Whe e[piUaWion oU WeUminaWion WheUeof, DaWa PUoceVVoU Zill PUoceVV PeUVonal DaWa foU Whe               
dXUaWion of Whe AgUeemenW, XnleVV oWheUZiVe agUeed Xpon in ZUiWing. 

 
T\pe of Personal Data 
 
ClienW ma\ VXbmiW PeUVonal DaWa Wo Whe SeUYiceV, Whe e[WenW of Zhich iV deWeUmined and conWUolled b\ ClienW in iWV Vole                     

diVcUeWion, and Zhich inclXdeV Whe folloZing caWegoUieV of PeUVonal DaWa:  
 

● FiUVW name 
● LaVW name 
● AddUeVV 
● Phone nXmbeU 
● Email addUeVV 
● Compan\ 
● TiWle 
● PhoWo 
● PeUVonal DaWa inclXded in Whe managemenW of Whe ClienW¶V PUojecW(V)  
● Pa\menW infoUmaWion  
● BXVineVV infoUmaWion  
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● An\ oWheU PeUVonal DaWa oU infoUmaWion WhaW Whe ClienW decideV Wo pUoYide Wo Whe DaWa PUoceVVoU. 
 
 
The ClienW and Whe DaWa SXbjecWV Vhall pUoYide Whe PeUVonal daWa Wo DaWa PUoceVVoU b\ VXppl\ing Whe PeUVonal daWa Wo DaWa 

PUoceVVoU¶V SeUYice.  
 
In Vome limiWed ciUcXmVWanceV PeUVonal DaWa ma\ alVo come fUom oWheUV VoXUceV, foU e[ample, in Whe caVe of anWi-mone\ 

laXndeUing UeVeaUch, fUaXd deWecWion oU aV UeTXiUed b\ applicable laZ. FoU claUiW\, ClienW Vhall alZa\V be deemed Whe 
³DaWa ConWUolleU´ and SWoUeMaYen Vhall alZa\V be deemed Whe ³daWa pUoceVVoU´ (aV VXch WeUmV aUe defined in Whe 
GDPR).    

 
 
Categories of Data Subjects 
 
ClienW ma\ VXbmiW PeUVonal DaWa Wo Whe SeUYiceV, Whe e[WenW of Zhich iV deWeUmined and conWUolled b\ ClienW in iWV Vole                     

diVcUeWion, and Zhich inclXdeV PeUVonal DaWa UelaWing Wo Whe folloZing caWegoUieV of daWa VXbjecWV: 
 

● ClienW¶V cXVWomeUV and/oU clienWV 
● ClienW¶V XVeUV aXWhoUi]ed b\ ClienW Wo XVe Whe SeUYiceV 
● Emplo\eeV, agenWV, adYiVoUV, fUeelanceUV of ClienW (Zho aUe naWXUal peUVonV) 
● PUoVpecWV, ClienWV, bXVineVV paUWneUV and YendoUV of ClienW (Zho aUe naWXUal peUVonV) 
● Emplo\eeV oU conWacW peUVonV of ClienW¶V pUoVpecWV, ClienWV, bXVineVV paUWneUV and YendoUV 
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