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About this User Guide

This quick start guide is for SafeStick®, a Forced Managed Secure USB device
managed by SafeConsole®.

For more information on the central management service, visit safeconsole.com.

SYSTEM REQUIREMENTS

PC Plafform

1-GHz Processor (or faster)

300MB free disk space

USB 2.0/3.0

Two available consecutive drive letters after the last physical drive

PC Operating System Support

e Windows 10

e Windows 8, 8.1 (non RT)
e Windows 7 (SP1)

e Windows Vista® (SP2)

Mac Plafform
e 15MB free disk space
e USB2.0/3.0

Mac Operating System Support
e Mac OS X 10.9.x-10.12.x
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Figure 1.1 - USB 2.0/3.0 Ports, Type A Figure 1.2 - SafeStick
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RECOMMENDATIONS

To ensure there is ample power provided to the SafeStick device, insert it directly
into a USB 2.0/3.0 port on your notebook or desktop, as seen in Figure 1.3. Avoid
connecting it to any peripheral device(s) that may feature a USB port, such as a
keyboard or USB-powered hub, as seen in Figure 1.4.

%

Figure 1.4 - Not Recommended



SETUP (Windows Environment)
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Step 1. Insert the SafeStick into an available USB port
on your notebook or desktop and wait for Windows to

detect it.

e Windows Vista/7/8/10 users will receive a device
driver notification as seen in Figure 2.1.

Once the new hardware detection is complete,
Windows will prompt you to begin the initialization

process.

e Windows Vista/7/8/10 users will see an AutoPlay
window similar to the one in Figure 2.2.

Step 2. Select the option ‘Unlocker.exe’

If Windows does not AutoPlay, you can browse to the
CD-ROM partition (Figure 2.3) and manually execute
the Unlocker program. This will also start the

initialization process.

T v 4 Drive Tools

E] [TH Preview pane =] Extra large icons |[&] Large icons

<l Mediumicons | Small icons
Navigation [TH Details pane

pane~ £ List == Details

Panes Layout

« v A " > ThisPC > DVDRW Drive (D:) Login Unlocker
S

[ This PC v Files Currently on the Disc (6)
[ Desktop
|| Documents ]
& Downloads s

=

D Music
=] Pictures Unlocker.app win
B Videos

‘i Windows7_0S (¢ .
=" DVD RW Drive (T . .
- SafeCrypt-OneD .

== Network Share (;
Unlocker.exe

=" DVD RW Drive (D:] v

6items

Figure 2.3 - SafeStick Contents

[V File name extensions

Search DVD RW Drive (D:) Log... @

. @

Click here for status.

[ M Installing device driver software *

Figure 2.1 - Device Driver Installation

DVD RW Drive (D:) Login U...

Choose what to do with this disc.

Install or run program from your media

«® | Run Unlockerexe
- Published by DatalLocker Inc.

Other choices

Open folder to view files
File Explorer
. Take no action

Figure 2.2 - AutoPlay Window

(Note: Menu optionsin the
AutoPlay window may vary
depending on what programs
are currently installed on your
computer. AutoRun will start
the initialization process
automatically.)
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SETUP (Mac Environment)

Insert the SafeStick into an available USB port on your Mac notebook or desktop
and wait for the operating system to detect it. If the 'Login' volume (Figure 3.1)
does not appear on the desktop, open Finder ¥ and locate the 'Login' volume
(Figure 3.2) on the left side of the Finder window (listed under DEVICES.) Highlight the
volume and double-click the 'Unlocker' application icon the 'Finder' window.
(Figure 3.2) This will start the initialization process.

Figure 3.1 - SafeStick

@ @ Login
< Sl = (0 ol 2Ev v Q
Favorites
@ AirDrop - °
@ All My Files autorun.inf release-notes.css
¢ iCloud Drive
A; Applications o
|
) Desktop . o
™ Documents release-notes.html Unlocker
© Downloads
Devices
1 DatalLocker’s...
Unlocker.exe win

@ Login 2

Figure 3.2 - Contents
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DEVICE INITIALIZATION

Step 1. Enter a Connection Token. (Figure 4.1) A connection token is given by your
SafeConsole administrator usually through email. After entering a valid connection token
click [Check token].

=z" SafeStick Managed 4.8.34 X
Actions  Help
| | -
== Connect to SafeConsole Windows Security e
Confirm ownership
’ What is SafeConsole? Datalocker Inc requires confirmation of SafeStick Managed

SafeConsole is a central management server that ownership. Enter your computer credentials to confirm.
allows administrators to manage SafeConsole
Ready secure USB drives. Learn more l user nam I

Enter connection token
| \ Password ‘

Contact your administrator to receive the connection
token. OK Cancel

Cancel [Check token

Figure 4.2 - Confirm Ownership

Figure 4.1 - Connection Token

Step 2. Confirm the connection to the SafeConsole Server. Depending on the server
settings configured by your SafeConsole Admin, you may be asked to enter any of the
following:

e Confirm Ownership - SafeConsole uses your computer’s credentials to assign the
correct policy to the SafeStick. You will need to enter the username and password
that you use to unlock the computer that the device is currently plugged into.
(Figure 4.2)

e Unique Registration Token - (Figure 4.3) Along with a connection token, you may
also receive a unique token. This token allows for a different deployment strategy. If
you are prompted for a token that you do not know, please check your email then
contact your SafeConsole Admin.
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==" Enter registration token

SafeConsole requires a unique registration token to register this SafeStick Managed.

Please contact your SafeConsole Administrator for more info.

Enter token: | Q3ckY7ciugSXeycD4mYvGXgqT0 1WhVISpMBC/U/YUeXULQ=

Figure 4.3 - Unique Token

e Your email address - SafeConsole Admins will need your email address to send
password recovery codes. You will need to enter and confirm your email address if

prompted (Figure 4.4).

- .
== Enter email

SafeConsole requires your email to enable password reset of SafeStick Managed and secure file
sharing.

The email you enter here will be sent only to your administrator.

Enter email:

Confirm email:

OK Cancel

Figure 4.4 — Email Address

e Information about yourself - Extra information required by the SafeConsole Admins
before device can be registered. Please see your SafeConsole Admin for any
documentation on how these fields should be filled out if present. (Figure 4.5)
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=2 SafeStick Managed 4.8.34
Actions  Help

=s" About yourself

Engieering

DL80976| v

>

Figure 4.5 - About Yourself

Step 3. Create a Password.

Select a password that follows your
company'’s password requirements
which may be different from the one
shown. (Figure 4.6)

Once a password has been selected
(and it meets the specified criterial),
you must enter it a second time in the
‘Confirm Password’ text box to ensure
proper entry. Optionally, you may be
allowed to create a password hint
depending on your company's
password policy. The warranty
acknowledgement must be checked
before you can click [Confirm].

This will complete the initialization
steps.

Actions

=" SafeStick Managed 4.8.34

Help

us" Welcome

Password Policy
Password must contain:

B at least 8 characters

at least one digit (1)

B at least one upper case letter (A)
at least one lower case letter (a)

PWD HINT

[ have read and understood the warranty

Confirm

Figure 4.6 - Password Creation
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DEVICE USAGE

With each insertion of the SafeStick, you will be prompted to enter the password
created during the initialization process (Figure 5.1). During the login process, if an
invalid password is entered (Figure 5.2), you will be given another opportunity to
enter the correct password; note that there is a built-in security feature that tracks
the number of invalid login attempts and if this number reaches the pre-configured
value of 10 (maximum number of invalid logins), the SafeStick will lock the user out
and require a password reset from a SafeConsole Administrator. Figure 5.5

(Note: Prior to locking the device with 10 invalid password attempts, the login
counter will reset with a successful login.)

=" SafeStick Managed 4.8.34 X

Actions Help

fer password

Figure 5.1 - Enter Password

Forgot password?

=z SafeStick Managed 4.8.34 X
Actions  Help

tler password

Figure 5.2 - Login Failure

Forgot password?
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Once the device is unlocked with the correct password, your files are ready to be
stored on the Private USB partition. This private USB partition will show up to the

operating system like a normal USB storage device allowing files to be transferred
with the system's file manager or any application that allows saving to an external

location.

<« v o B ThisPC

> 3 Quick access

> E This PC
> =" DVD RW Drive (D:) Login Unlocker

V' w Private USB (E:)

Files

> ¥ Network

Favorites

@) AirDrop

£ All My Files
¢ iCloud Drive
7&; Applications
] Desktop
M Documents
© Downloads

Devices

[] DataLocker’s...

O Login

[2) Private USB =

Shared

> Folders (6)

v Devices and drives (4)

i B

DVD RW Drive (F:)(Powered Off)

DVD RW Drive (D:) Login Unlocker
I ] 0 bytes free of 62.9 MB
®  CDpFs

> Network locations (2)

Files

v O Search This PC yel

1 Windows7_0S (C:)
am
. N
My 18,2 GB free of 127 GB

Private USB (E:)

My 6,85 GB free of 6.87 GB

® @ -+ safeStick Managed 4.8.34 (/Volumes/Private USB)

[5) My Files (/Volumes/Private USB)
= £+ Settings

n Lock
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Figure 5.4 - Unlocked, Mac
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If enabled by your
SafeConsole
Administrator, a
password reset can be
done at anytime by
clicking [Forgot
Password?] on the login
screen (Figure 5.1).

When at the Password
Reset Screen (Figure 5.5),
the SafeStick Client will
present your password
ID.

You will need to contact
your SafeConsole
Administrator using either
the email link or phone
number provided. Your
administrator my require
additional information to
verify your identity.

=z" SafeStick Managed 4.8.34
Actions Help

||
== Getanew password

Your password hint: D 1

. Unlock attempts left: 7

1. Please contact support and state your password ID.
2. Wait for your response code.
3. Enter your response code below.

None of your files will be lost.

How to contact your support:

support@datalocker.com
913-310-9088

Your information:
Product type: SafeStickManaged
Serial number: 000FFE23C7ECB181F0000310

YQ9B-NDRN

Cancel " p

Figure 5.5 — Password Reset

After verification, you should receive a response code from your SafeConsole
Administrator. Entering this response code and clicking the green arrow will allow
you to change your password. (Figure 5.3) You will likely receive the response code
via email. However, if needed, the response code can be given orally over the
phone in situations where no network access is available. In these situations it is
important that the response code is entered correctly, as an invalid response code
can trigger the brute force protection and cause the data on the device to be

wiped.

*Actual Device Usage may depend on the configuration of your SafeConsole Server.
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