o Grant Thornton

An instinct for growth

Cyber security and cyber resilience
Protecting yourself and your business




CYBER CRIMINAL
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ONLY .001S7 OF CYBERCRIMES WERE CONVICTED IN THE US IN 2010

THESE CRIMINALS TEND TO WORK FROM FOREIGN COUNTRIES MAKING
THEM DIFFICULT TO IDENTIFY AND HARDER TO CONVICT IF CAUGHT
WHO ARE THEY?

€& AGELESS SOCIETY GENDER (3D

a“"“.“ a0 Thag, S, ‘
11 43 B 29 & = 8 . 76
s & & D

€2\ WORK IN PACKS

- [BSY.
737

CYBER CRIMINALS WORK IN GROUPS
AS PART OF LARGER ORGANIZATIONS

@ 257 ACTIVE CVBER CRIMINAL GROUPS HAVE OPERATED FOR & MON'
O 507 CUBER CRIMINAL GROUPS WAVE 8 OR MORE MEMBERS
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WE CAN'T STOP THEM FROM ATTEMPTING THEIR CRIMES

BUT WE CAN STOP THEM FROM GETTING OUR IDENTITIES AND
AND PRECIOUS INFORMATION ONLINE

FIGHT BRCK

SDSALWAYS ACRAUTION UNEVER

BE WARY OF PROVIDING nEVER PROVIDE UNKNOWN
CREDIT CARD INFORMATION PROSPECTIVE £mMI
THROUGH EMAIL VOUR GOCIAL BECURITY NUMBER.

BE CAUTIOUS WIHEN DEALING NEVER GIVE VOUR CREDIT CARD ~
WITH INDIVIDUALS FROM OVER THE PHONE UNLESS YOU MADE
OUTEIDE VOUR COUNTAY. THE CALL TO A KNOWN BUSINESS.

BE CAUTIOUS WIHEN MONEY neven open
I8 REQUIRED UP FRONT FOR or resPono
Y JOB LERD. 7o sPAM emmiLs.
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Definition of key terms

Cyber resilience:
‘Cyber resilience is a Financial Market Infrastructure’s ability to anticipate, withstand,
contain and rapidly recover from a cyber attack’ FCA

Cybersecurity / Cyberspace security:
‘Preservation of confidentiality, integrity and availability of information in the
cyberspace.’ ISO/IEC 27032:2012 Information Technology

Cyberspace:
000 ‘Complex environment resulting from the interaction of people, software and services on
w the internet by means of technology devices and networks connected to it, which does
not exist in any physical form.” ISO/IEC 27032:2012 Information Technology
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Cyber attacks — Some numbers

N

Attacks
completed in
minutes

60%

Annual cost of
handling
phishing

£2.5m

O\
Exploited
vulnerabilities
older than 1
year

99.9%

New
vulnerabilities
exploited
within 2 weeks

50%
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Attacks spread
to second
victim in one

hour
40%

Recipients
opening
phishing

messages

60%

Malware

samples

unique to
target

70-90%

N———

Time to detect
a breach

206 Days

Recipients
clicking
phishing
attachments

11%

Organised
crime attacks
using
I ENEIE

713%
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Time to
contain a
breach

69 Days

Recipients
clicking
phishing links
within 1 hour

50%

Activist attacks
targeting web
applications

61%
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Attitude towards cyber is changing

Past Today
8 8 5% &4 Threat > £ ‘ &
Generic malware & Vectors Zero-day malware/APTs

¢ o Do @

Spray & pray Surgical
C1so #
I < . Mentality > l
"I can prevent attacks" "I wil be hacked"
Q { “@" Technology » @
Signature/rule-based Behavior/analytics-based
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Attack pattern shown in the video
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Cyber and the regulatory landscape

FINANCIAL
CONDUCT
AUTHORITY

Cyber threats in the financial sector

of medium/rge UK FUK businessss Since 2014, there has

i beena 1,700% increase:

66% businesses were subjected heve been hit with el
o to cyber attacksin 2016 ransomuare steacks® " /> O "

-l
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FCA guidance on reporting a cyber incident

Under Principle 11 of the FCA Handbook, you must
report material cyber incidents.

An incident may be material if it:

« results in significant loss of data, or the availability or
control of your IT systems

« affects a large number of customers

« results in unauthorised access to, or malicious software
present on, your information and communication systems
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© Financial Conduct Authority

Significant FCA focus via last year’s self assessment
guestionnaire and recent visits to regulated firms with an aim
to understand the Financial Service industry’s level of
resilience to cyber attacks and to inform future supervisory
work in this area.

The FCA expects forms of all sizes to have already
established — and continue to develop — a security culture
which is ‘driven from the top down’, including an active Board
to the commitment of every employee.

Material breaches are required to be reported to the FCA (in
accordance with Principle 11 of the FCA Handbook).
Complying with this requirement and sharing this information
via the Cyber Information Sharing Partnership Platform is
crucial for ‘identifying and tackling patterns of attacks.’

GDPR requires firms to report material data breaches within
72 hours after detection to the Information Commissioner’s
Office.

Significant cybersecurity regulation passed by the NY DFS in
2017 now requires executives of their firms’ resilience to
cyber attacks.
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The evolving regulatory landscape

Asset management

Risk assessment and classification
Target minimum cyber control standards
Oversight of outsourced service providers

Recovery planning
Recovery review and maintenance

Communications to stakeholders i ’

Recover

Governance

Access control

Senior management oversight Data protection

Cyber strategy and risk appetite Information Security P&P
Cyber risk management strategy Protective technologies
Management Information (AD, AV, Patching etc.)
Staff training

Response planning to incidents
Communications coordination
Analysis of breach
Mitigation and containment

)

Learning from cyber events Respond
Self-assessment of cyber defence capabilities
Horizon scanning and predictive capabilities

Identification of cyber threats
Threat intelligence process

Anomaly detection in network
Security continuous monitoring (SIEM)
Detection processes maintenance
Identification cyber events

Vulnerability assessment
Penetration testing / Red team exercises
Testing Cyber Incident Response programmes
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How can we help...

Perform Cyber health check to help you with a high level
assessment of your cyber security strengths and
weaknesses, prioritise relevant risk areas and benchmark

against peer organisations.

Cyber resilience review/audit to help you understand the
effectiveness of your controls over cyber risk.

Vulnerability and penetration testing in which we test
the state of specific internal and external cyber defences.

Phishing training in which we test your staff susceptibility
to click on links or documents
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‘Grant Thornton' refers to the brand under which the Grant Thornton member firms provide assurance, tax and advisory services to their clients and/or refers to
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