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REPOKT TO THE SPECIAL COOl{DL~ATION COl-L.'vrITTEE 

Re: Foreign In tel ligence El ec tronic 
Sl1rveil L:mce Lc ~ isl.3.ti on , (U) 

(U) The follo~ing report is submitted to the SCC pursuant 

to PRJ'1/NS C-11 by the S CC subcornrL!i t tee dC t iEg uncler:- the 

dir:-ect::'on of the Atto"!:Tley General. ~':/ This report is made 

separate from the other reports und e ~ p~r/NSC-ll because of 

pressure from Congress for the Administration to introduce 

legislation regarding foreign intelligence electronic surveillance 

promptly, if it does not want to be faced with bills introduced 

unilaterally by various members of C:mg~ess. To facilitate a 

rapid response to Congress, the Depar:-t~ent of Justice has 

completed an initiftl draft bill ';vhicn has be211 circulated to 

CIA, DOD, NSA, NSC, m"1B , ar..d the Departr::1ent of State. Upon 

concurrence of these departments and agencies and the appr:-oval 

of the SCC of this report, and after consltltation with the 

members of Congress most interested in sponsoring such legis-

lation, the Department of Jus tice \vill have the legislation intro-

duced. The subcommittee requests that in light of the time con-

siderations the SCC address this rcpor~ as soon as possible. 

Background: 

(U) In the last Congress, the Administration propo sed legis-

lation to provide for the issuance of judicial warrants 
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at.:. thoriz it'.;;'; 21 cc tt:"onic su::::-veillance for fO!,,2ign in t211 j[; C~l c c 

( purposes within the United Scates. It was introduced in the 

Senate by Senator Kennedy as S. 3197 and in the Hous...: by 

Congressman Rodino as H. R. 12750. The bill, \vith anl(~ndm2nts, 

was reported favorably to the Senate by both the Judiciary 

Committee (11-1 vote) and the Intelligence Co~mittee (14-1 

vote). Despite the oven;helming votes in support of the bill, 

the Senate did not act because the imminence of adjournment 

provided a reason for deferring action on the bill, several 

provisions of which had generated considerable controversy. 

In the House the bill \Vas not brought to a vote by the 

Judiciary Cor..mittee, \vhich \-vas a\..,aiting Senate action. 

(U) Senator Kennedy, among others, has indicated his desire 

C- to reintroduce the bill as it was reported to the Senate by 

the Intelligence,Committee, but he has agreed to del3.Y int::o­

ducing it for a brief period to a1lmv the ne';.] Ad:-ainistration 

/ 
t , , 

to familiarize itself \vith the bill and ma~e any sugge s ted 

changes before introduction. 

CU) It is the subcormnittee' s vie\.v, therefore, that the Executive 

has no viable option other than to draft a bill for introduction, 

because otherwise the Executive will be forced to reac t to and 

to attempt to make changes to a Sen3.te, if not House, initiated 

Lill. Horeover , memb ers of Congress have ind ico.tcd to th e Justice 

Dc!p3.r t IT!eIll tha t they an.! lHo:coll1inb irrlpa ;:ient , ~m(l thL!Y a r c 

continuing to hol d off introducing their legislation only 

upon the Justice De partmunt's rcprcsentation th~t an Executive 

Branch proposal \vi11 be [or thcor:;inr; imminently. 
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o f seV2Ll district court j udges, to \·/,1 Ur!I ti12 j\t cori12Y G!'2i.l~-:-al, 

i f he is authoriz ed by th~ Presidenc : 0 do so, could a pply 

for an order approving elec.tron'lc: surveillii~~ce '.-lithin the 

United Staces for foreign intel lig ence purpos~s_ The lee- is­t::> 

lation co:rrrni tted to the juc.ge the decision \'vhether the'ce :,'12.S 

probable cause to believe that the target of the surveillance 

was a foreign power or an ag ent of <1 foreign power but re-

served to the Executive Branch the decision ~hether the in­
F '- : 
\.... formation sought ~vas of a certain value to the natio!1al secariry_ 

Specifically, before issuing a Harra::l.t , a judge Houle. have 

to find that (a) there is probable cause to believe that the 

target of the surveillance is a for eign pm·Je::- or fO'!'-0!ign 

agent; (b) minimization procedures to l imi t aC4uisj.tio~ and 

disseoinat ion ar~ rea sonable; and ( c) a Presiden~ ial appoi!1tee 

confirmed by the Senate or the Assis~ant to the President for 

Nationa l Security Affai r s h~s ccrti £i~d that th~ informa ~ ion 

sought is foreign intcllige~1ce i.nfo1.li12t i nt1 tl:3\.: C2.nnot feasibly 

b ~ obtainccl by less intru ~ive Lcchniqu2s . Such su-cvcil l .:J.!1c C!s 

<l [,pro 'lal fr~)[11 the.:' cour t . 
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2 period of no more th211 24 houes and he \'las rcq'..l.i.r ed to 

no t ify c1. judge a t t he time 0 £ the aut2.Ul- iza ~ ::'on tll;l::' he ne.d 

zp?roved sLlch an emergency surveill2.uce anc to su~", Lt an 

2~plication to the judge within 24 hours. Finally, the len-';s-
0-

1a t ion required the At to~ney Gen2r<l1 to rcpor t anll1..l211y "GO th 

to the Congres s and the L\d::!inistrative Of£i·:.:c 0: ~h c Uaited 

( States Courts statistics on electror.ic surveillance app roved' 
'. 

, 
! 
i 

pursuant to the bill's procedures, 

~The definitions in the .bi ll \·:ere critical be:':<1use 

they defined its s co n e, It. Has t:le defini tion of E'lectronic 

surveillance that required a warrant for all electronic sur-

veillance within th2 United Stutes. There were thr~e ele~ents 

to the definiti,on, First, thQ bill co~crcd ~ll wirct~ps p~Ece~ 

Hichin tbe United St:('.tcs on CO:-:-:::lU clic:-:.t.ion line:; rq;:'ircl'lcss of 

This inclu J(!(': all 

:~ '1'" (' 'J' \ ' II ' , ') , I (, 1- .n, ~ ;' ': t L <.; . \.. • . <. J : J '. . - '- •• 
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Sc:c ond) all r adio tr.:.nsmi:::sions, SUC;"";. .J.E.; long disc .... l nc:c tcle-

phone calls car~icd by microwave, b2t~e 2n poin-s within the 

United States, were cove~2d. By its terms) this e12Qent of 

the definition did not cove~ NSA's ~adio interc0Dcicn of . 
foreign cowmunications carried by i~~2:national ~02mon 

carriers when ae lease one terminal i.'laS ou.tside ~he United 

States. Finally, the bill established a proced~=e for seeking 

a judicial \Varrant authorizing the l.lse of an elec tronic, 

1 • , mecnanl.ca_ > or other device, such as a micropho~ e , to acquire 

information under circu:7Istances in ~o]hich a ~.;arr2nt "':vould be 

required in a cri~inal case . 

CU) The definition of "agent of a Eo=eign pmoJerl! 1;o;as also 

critical because it definEd those ":'~di vidual s ~vhCS2 cOIThl!unica-

tions could be incercepted. As reporced by the Senate Intel-

ligence Cop.lornittee, an " agent of a £orei~ p OT'le~lI ~]as one 

\o]ho (1) is not a citizen or perman2Llt resident alien of the 

Unl ted States and is an officer or eE:?loyee of .::1 foreign pom~r, 

(2) is engaged in terroris~, sabot.J.ge, or clanciescine intel-

ligence activities in violation of la~ for or on behalf of a 

foreign power, or (3) act s pursuan= t o the direction of a 

foreign intelligence service and knc\vingly ::ransD:'~s information 

o r m~tct:ial to such service _ll1 a cL:n::':-.; s tine mJ.rt~l ~ r \oJhich \voulocl 

lead a re.:lsonabl c man to believe ti13 C the disclo s ure 0 f the 
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in forDa ti oD or m.:l :=c::-ial ~vould hanr: th<:..: s ecuri ty of C~1L.: Uni tcd 

State s or th2~ [he Gov~cnill~nt ! s lack of knowl~dg~ uf suc~ 

tr2nsol~sion woul d har~ the security of the Unit~d Scac~s . 

(U ) It is the SUbCOL!l!nittee IS Vl.e':-l thac an Execu:=ive proposal 

should utilize tnc: basic structure of S. 3197. Hith c ertain 

chang2s S. 3197 can be supported by the Intelligence COIT'.l.""TIunity 

and the Department of Justice; it has a proven track record 

in the Senate ~vhere it Has ovenvhelr:1ingly endors ed by votes 

of 11-1 and 14-1 in the Judiciary and IntelligenCe coomittees 

respeccively. Some of the changes suggested, infra , will meet 

some of the critici.-sms of S. 3197, and the mo.=;t vocal oppo-

l sition to S. 3197 canr.ot be avoided no matter ~,;hat form a 

bill acceptable to the Executive tal~es . 

(U) Hith this introduction the subco[Th1littee believes there 

are seven ~ajo::- po l icy issu~s that should be addres s~d by 

the sec involving possible changes to S. 3197. 
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ti~2 is ccn~id2re ~ cri~~ca! both ~y :~2 CIA and th~ ~3I . 

~o cc ~12c!: 

, 
1.1 2-/2 ':>2 e c':. los t 

0 ,:= cono..:r- 'j -L"'L- i UT1-. l . ::l"~" Cl ~'; ," ,' "- -JL_ ~ _ .......... _ '-"1..- _ .... _ .J....\...) 0:::- u:: 

f. r " 'L' ,or ~, u_ C , ,,:, l 

tt-:2 ::: the 

_ , l-

e .. L t~is 

Fo!:' 

eX2~ple, ~he FSI ~~S SODe sources ~h~ ~av2 legiti~a:e acc ess 

t o the outsid~ o f containers (e. g ., desks, boxes, envelop2S, - :-:.. 

C .:l.::- trtlnks, e tc.) DU.t :·lho canno t GDc::-;' :::~a t con tainer to 

d~SC8V2r what is Insi~e for lack o~ ~ut~ority to do so. 
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s lo ~; ) 
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the 
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E:1.ectrunic.: sur;jeill.J.ilc2 b::' l1 . Horec ver, of 

, . 1 piq.:>lCa search provisio2s would be extre~2ly difficult. 

s. , . 
'::1'I(" --'>" C" c-;.\...:. ...... ..... , __ ::;' ~ chi..; 

proble~:!, Although a tw~-title bilJ. can be suppo=ted ~n the 

b "~ 'L'S ""1"" 1.'t ;, y " "" ". L .. ,J_ L.._ t"l. L... . :.J_ ..... .i.'"e>:::> of s·.:2rch~s ~nto ~ts prot2ctive 

it ~·;ill 2..1:..:0 be. '- 1.' t·; r-1.' '~ ~ '<l -- -- ---\.... ~ ..... , 
, " tne s;:::r:E: :)C:lSlS: it aD~ -'''''~'' '1 1'';nc1 ·Of .... 1'"" - -' ",1.._::> U .I.\. .1.._.. --

z a:.:ion for which has ~ot b2en "0·, ,:,11" 
J . L ' O' - in 

. .... ' ('"\ ~ _ r~ , ~ ..J ____ :. ... , 

. 
D -.:: su }:e, 0:1. 

past [rom either 

In nny casc, it ~lll not solve 
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t h 2 s h o rt t e rrr. ~) !:ob lem of autho r iz a t i ~: :1 for phy s ic .::. l s e a r ch2S , 

becau s e ultimat e pas s age of e v en a bil l li~ited only to 

e l e ctronic surveillanc e is not e xpe c !: ed before mi d - 19 7S . 

~) Not includ e phv si. c al s earches in th~ ~ l 2 CLr (mi c.: 
s urveil lanc e bill. Und ~r this option the el e ctronic surveil l ance 

bill would not be del a y e d or jeopa rdized. Autho~i zat ion for 

physical sea rches abs'ent legislation c ould b e unde r :::.:llz en 

pur suan t to Pre sidential aUl:horizaticn, if the At t or:1 ey 

General reconfi rms th e Just i ce Departmen t 's previ o u s p o s ition 

on the Pre siden t 's ..au t hority, and/or pursuant to a d ho c 

judicial \Varrants. CIA prefers the forner becaus e o f the l ack 

of certainty as to -security procedures i f a d hoc \·larrant s ,,Jere 

to be obtained. CIA is also of the vie~.J that if the Atto::TI e y 

General decides the Pres i dent cannot constitutiona l ly au t~oriz e 

phys ical searches of foreign agents and foreign pm.Je rs o r if 

the Pre sident d e cid e s thac as a policy matter he dOe S not choose 

to exercise the authority, then a physical search bill s ho ul d 

b e submitted to Congres s iw~ediately, preferably as an 

amendm ent to the electronic surveillance bill. Such 

an amenc me nt could be suggested after the e l e c t ronic su r -

v eillance b ill ~.Ja s in t roduc e,d. Finally, n o t incl uding physic a l 

s e~L cl1l!s i n the e le:::troni c surve illan c e hill sh oul d no t 0 2 

--- -. .,..., ...... -- .- .-.. . - - -
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a~ ~ later ti~~. (A fuller discussion on this proble~ and 

o. -im-:.s fo!:" deal.:"Clg l;·JL:h ":'t sh:lll. be c.he subj eCL: of a later 

L -:: i)Q ::-t of tilis subcom:nitt::=e . ) 

?"'; c a rmn end3. tion: O • '" ) ptlO:1 \b • 
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II. (;eogr,:::mhic :':; c ow~ of bill. CU) 

~rhe Issue: S. 3197 'ivas all-inclusive as to ~he 

c overC.6e of electronic surveillance (including NSA) T.vi thin the 

United States, but di d not affect electronic surv2illance 

abroad. Currently, Unic ed States persons (i.e., citizens and 

per~anent resident aliens) may be targeted overseas as subjects 

of electronic surveillance by U.S. intelligence agencies only 

\ ... lth the approval of the At::orney General. */ Typically) 

electronic surveilla.nce abroad has been conducted either by 

or \-lith the coopera~tion of t:he intelligence agencies or 

E , police services of the fore:~gn government. To our kno':vledge) 

"-

/ 
i 

no U.S. person has been the target of an unconsenced electronic 

surveillance overseas for foreign intelligence purposes since 

at least the effective date of Executive Order 11905. (The 

incidental interception of comrnunications of U. S. persons is 

*/ ~~.fuether the Attorn~y General raay approvE:: such surveillances 
Tor laclc of a Presiucnti2..l C:lUthorization is currently und2r 
study by the Department o f Justice. 
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2. :nort..: co ~. !ple:'~ prohlem, \JhLeh under the 'Jarious procc;c1ures 

of the Attorney General is still bc=ing \·.'Orked out .) 

CU) 0 ..... ·· '0...., ··· ~ ~ . _ ... L' ~. There are Gasically three options . (These 

options re~2r prim2~ily to CIA electronic surveillance abroad ; 

r~SA I S activities are discussed under the ne:{t issue .) 

%ca) EX?2l'..d the elecc.ronic surveillance bill to preclude 

a federal agencv from targeting, o~ coop erating with a foreign 

govern:ne~::: in targetiT!.C;. a United States nerson abro.::!d \vithout 

a i u dicia1. Har::-ant. Th:i..s option \'lould provide statutory 

authorization for such targ eting and ensure that U.s. perso~s 

would be protected · by the judicial warrant procedur~ . However, 

in light 0:: the fact th2.~ the surveillance is norl:1ally con-

ducted by the foreign govern~2nt , this . approach would present 

the strange situation in ~'7hich a jud~cial Harr.::mt \.;ould 

autho::-'::"ze ::112 accivity of 2. iureign govern~~nt ane tnis govern-

mentIs coop 2~at ion with ie. Cooperating foreign govern!:lents 

will surely object to any provision that would expose their 

operations to even a limited number of judges . Further, the 

standards set forth in thi ~; bill may be: iilCOr:1p.:::tible \vith 

th0 needs for intelligence abroad. For eX<.lmple , under S . 3197) 

a U.s. person l1l;}Y be t<1L~ct(~d only for cou~1tE'rint el lizcnc~ 

pu:::-pose s , Ol,;: be <111 im:Jortant source of positive 

.... &""'i_""' __ ..... ~_..., .. _,..., .. .,.., __ ""_""'_ ........ ·_""'· _____________ _ -_. _. 



foreign intelli6enc~. the stand.Jrcls req'JirecI 

fo r electronic surveillanca of citizens in the Uni~~d States 

are legally required ovel:seas, or T, .. hether the sam:; s L.::mdards 

r::U.3 t apply in al l foreizn na tions , is an op en que s tion. For 

instance, a citizen who has defec te~ to a hoscile foreign 

country may not be entitled to the same protections as one 

who is merely travelling abroad. 

(U) (b) Expand the electronic surveilL:mce bill to cove:::::-

t he targeting of United States persons abroad onlY ,:,:h~n no 

f · ... 1 ~ ore1-gn serVlce 1-5 lnvo , vec:. This approach would give the 

l~'" 
appearanc e of pro~ection without raising the proble~s in -

.... 
-\i ___ " valved in joint operations. Its protection would , In fact , 

be ephemeral in light of the practice of the CLt\. It ';vould 

also be subject to the criticism that the protection s of 

the bill could be t"h'i:-7arted by invol vi!1g a foreign service. 

Such a provision could also be diplomatically sensitive 

since it would seem to imply that this government could , or 

intends to, conduct s urveillances abroad \.7ithout th e knm.,rledge 

of the host foreign government. Finally, this option would 

raise the same kinds of problems involving the possible Jisparity 

in standards and procedure s di scussed above . 

" 
< 

t, 
-.... 
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Thi~~ \';25 [h ~ app::::-o.:tch of S . .3197, and 

procedurcs und e~ ~hich ~12ctronic surveillance wuuld be con-

ducted could ~O~2 easily b e tailored to overS22S consider-

ations in a sep2race bill . No::::-~ov(;.:::-, chapte r 119 of title 

18, relating to electronic: surveill2.Dce for la,y enfo.:::- ceC12nt 

purposes, only applies in the UniteJ Stntes. If 1:;.:J.r::::-ants 

for overseas e l ec tronic surve~1lan2e are to be statutorily 

prescribed, t h~y should b " c. availabl e in bo~h la~ enforc e~ent 

and intellig 2nc!O:: ::latters . 

I 
t '-. 

CU) The electronic surveillunc2 bill should b2 

restricted to surveillance Hithin the United St2tes . The 

Department of Jus tice should ~yoyk "'lith the othe::::." in teres ced 

agencies to consider oth~r legislution to cover ~lectronic 

surveillance abro2.c, \·;1::L:h might or might n o t ir.cl ude a 

judicial warrant procedure . 

-=""'=""-""'-,.,.-...,,- ~====~ ....... ------- - - - ------> ... 
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Options: The Sp2CtTu~ of o~t LOTIS 

i>1clud~ in the bill a Spt!~i£ic [H..:tl:.or::'z2t.ion t D th2 Pr c:s id2!lt 

to authorize electronic ~urv2illa~c2 t a'-rr r"tc,ci 2.fT'-' .... :nsr Foro'j 0"71 - :-'t'-- ~ ...... l,.. ...... _ -. ___ ,.....,.L ... 

p m v2:." s c.nd non -Un::'tcd S ta tes p?r .30 ;:15 I-Ii ~:h miTIL"i~Q cion Dro- ( ___ _ 

c ~d'..!:."cs approved bv the Atcornev Genernl and reDur-ted to 

Congress to be used to protect those United Stat es persons 

Hho ::lay be incidentally intercc]1~e::. TnC:! effect of this 

option Hould be to s ta tutorily aut~-lOrize I,vi thou ~ a \-] 21:--:- 2-n t 

,-- - _._- ._ ------' 

it ·~,iOuld require 

a "t.Ja:::-rant o~ly in counterintellig ~r.~e casc:s. Th~o ::-t2::ically , 

this is a very rational approach, because it ha s been 

gene:::-ally acknm.Jledged that survei:lances of £on~ign pm-;ers 

\vould be " auto;naticallylf approv ,ec, and if this is the case, 

there should be no need for a warrant. In thes e cas e s, the; 

incidental interceptions of U.S. p c;yson s would be protected 

by ~~linimization procedures approved by the Atto~'::TIey General 

and reported to corr,,'i1ittee.s of Con~ress) as OPP0.3cc.1 to approved 

by a judge under S. 3197. Only \vh e n do Uni ted S t.:J.tes p2r son 

\\'2..$ .:J.ctl.1~~lly the targe t or the sur\'~ill ':lIlce ';'lOtdd a \varr~ml: 

b e! required. 
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(U) Acceplc:mce o f thi s op:ion ';'lOul d cons t.i:..:ute a 

signi =i-:: ant char,g ~~ f::::-om S . 3197, \vhich change U:l [o :;:-t0.n~tely \-JU.l 

proba~ly be perceiv~d by c e:::-t2.in knoi,vlcdgeablc ~·rembers of 

Congress as 2. dilution of t h c s afegu~::::-ds of S. 319 7 , and con -

s equent ly is likely to be met with some resistance. This 

perception and resistance may be able to be overcome by 

thi s option's extension o f protection to interna tional COfi1~un -

ications by United States persons, which were largely un-

protected by S . 3197, and by allowing judges to reV1CW 

Exec'Jtive Branch certifications (see Issue VI), whic~ was 

not permitted in ·S. 3197. */ 

This option) if it can b e sold to Congress, repr esents 

the b est outcome for the intelligence agencies bec~use it 

el i mina t es a \varrant requir ement ir~ those cases ,·,here it 

is least necessary and most likely to be harmful to the 

national security . In 2.ddition~ it would constitute a 

statutory authorization for these electronic surveillance 

and comr2unicatio;:l s intelligence activities, tvhich at the 

present time rest: on the uncertain existence of inheren t 

Presid ential po\Ve rs-. S tatutory authorization for such ac t i vities 

is strongly desired by NSA, Ju sti c e , and the FBI. Nor would 

~"/ After prcliminarj di.scus si.on s \vith key Cong rL"ssion: ll su~ [[ 
me~)er~ ) t he D~partmen t o~ Justic e conclude s tha t t hi s option 
,.Jill b e met by ficrc(~ rc.s:Lst.:mcc: in Congress, illcludin~; 
Hembc:rs \.Jho suppor t ed S . 31 97 . It ITlay even be difficult to 
find bi-p~rtisan suppo::::-t for in~roJuction of the bill. 
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th _~ s .in dil1ii71uti oll of p::-o-

tee t~on for . - ' . 
L r: ~ ~ ';..; c: S t :1 := e S 319] , 

but ~ '. ~ --l, ". ,.'"' ....... L.. ___ C __ '.·/(}!..~ .!.. C --

c2:..:io:;. :..; -- ofS . 31 97 . 

/~ _ TTT?~ ( ~, ') 
~I.J\.I"-J j \" 

targ e ts ~;ni C:2G S tat2s ')e::sc~!S in the u~ ~t (d S ta ~cs. This 

approach woul~ elimi712t2 the warrml: requireoen: for tiose 

NSA ac::i ·.; iti~s in the :J~:i.Led S t2 t2 S to · .. ;hich the In "',-",i i -i cr onc ':> - --- -0....... -

b . ~ rl -'. ' o :J 2C '-.e ... ;. :.) In consid2ration for th 2. t c.eletion 

a United St.:lt ,~s p t::::-'::;o;:; I.e:. th o':! U:litcd St~ltes by a me(l:1~) ~'ihich 

would no~ other~ise be covered. The e~fect of this option 

~vould "':Je to elioina~e ~;S_t. from all the provisions of th ... ~ 

bill e:·:cen:: \o.oen it tA.:-g~ts Ci.llt c d St2!:es persons lE the 

U71ited St.J..t e5 . No:: only Hould this e1ioin3.te the T.varrant 

require,7lent gener ,~2 12.y) but it wO lllJ. 2150 m2an that the 

disclosure 2nd r epurt ing provisions of the bill would not 

apply to NSA, exccp: w~~n it targeted United States persons 

in the United St~tes . 

[ ---.......... :. ~.-: -------_ ... ----=-_ .. _ .. ----. -... , .. - -.--.------ -~-~-.-~ 

~~~~=~ __ ~_~_.~E~._~_ .. ~ . . --~--______________________ ___ 
- - ---.... . 
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it l.'lOuld CrC2.t2 serio :js (1 r -, -f •. l" ....., ("t c.. __ L "'0 p~oblCIT!s, in tha.t th e 

1~nguag 2 neces~ary to exclude cert~in NSA act i~itic s ) 

I but _not 8"clu~" cc:"tain 

ac~iviti~s :lL-______ ---'_~~ ......... <;""'··{_i r;·/Ould be exc ~ ptio:1.:ll1y FBI 

co:.nplex an:.} m~y possibly allmv a knmo;ledgeable re~d2r to 

discern to·lith sorue accuracy the nature of NSA's activi ties. 

And more fU:1damentally, ~nder this option the bill would 

crea te only tl.·JO categorie.s of surveillances -- thos~ Hi thin 

the bill which \,oJould reqc.ire a l.olarrant and thOS2 \,.; ithout 

l.vhich l.vould not be recognized by the bill at al:. Given 

that one of the primary purposes of the bill is to legitimize 

by statute sensitive intelligence collection operations, to 

exclude many of the most sensitive operations merely to 

avoid a \Va~rant requirerr:ent -- l.vould leave an ioportant sector 

or intellig2TIcc gath~r:'~g activid ~s l..]itho!l~ sta tutory 

authorization and, thcs, may be counterproductive. This 

is especially so l.vhen there is increasing reluct.:l!lCe on 

the part of common carrlers to render necessary assistanc2 

to these sensitive operations. 



f 
I 

\ .... 

. - 20 -

(U) (c) L~ave S. 319/ ufl ·::llTrl:::.ed 2.5 to it,.: 8~fcCL 0,1 ~~:;A --

r. 
the United Stat2s q 

.... _----

sender and all ~~cipic~t s a~2 in th~ United St2.tes. S. 3197 

,\·;as designed so tha:: a jl~ Ji<:.:i2.l ~'7arrant \vould .LSSL:2 "auto-

In this 

sense, the leg islation ,-12.5 a.n authorization for, not a restriction 

on, activities tar6eted against f:oreJ' un ~ov,.:.y-n""en·­..L -0 0 C.1..l. .. :..U I.L e s tabl ishill2nts . ~': I 

Indeed, the legislation ens~red the coop2r2tion of cable com-

p2ilies with the governG1ent by requiri~ng the assistance of 

tho se necessary to condtlc~ the surve:~llance pUr SLL'lnt to the 

\,;arrant. Thi~~ approach requi::-ed a judici:.:.l 'illa::-ra:lt for all 

surveillailce Hi thiil the U;::i ::ed S ta tes -- and 'i.Jas II soldl! on 

ti1at basis . Proponents o f it argued that the approach offered 

th e assur::tnCE:) by legisl.::.ltion, that the t2chnology and capa'Sillty 

of SOLIle agency, like ~S.;, could not be used to target, ,\-1i thout 

a judicial 'i-1arran t, pL:rely domestic CO::lJmmica tio'i1 s . 

(U) The autooatic natur e af the warrant procedure for th~se 

targets also cuts in the opposite direction. Bec2.u::;e the 

NSA activities covered by S . 3197 are all directed against 

foreign po~·; ers exc lusiv21y -- u. S . pe:::-~ ons arc ;llfilos L never din.~c t 

p;'l~tiC!s to the intcrcC'p~:'.:G inf:orfl1:1tion -- .J. \v.:lrrant r e quir ·...:t:l(o~nl 

:::;; 'l'herc: \:2S Cl):'.~;~ d C l-; .!U; (' fC'.2r in the Int l:lJ i~~enc c COiT\rnunity, 
h m-leVer, t1ut jlld :~ ~ ~s \,;o '.lJ.cl luok bcllinJ ::lH: c(~l~ti~:ic:ation:;; 
of Exe cutive o ff icials ani.: question th--: t::-:ccutive 's tlcc:Lsion 
to target certain [orcj~n govcDlm2nts . 

= ----



create ':'ll~ ~IJ::;.iil is tl"a t i. vc 

bUrc.:'2~ (£0:- n~t; i 2[- plic2.ticns :::0 the judge eve ::-:; 90 clay:;), 

result in an inflaced [i,sure to Gc reDorted of the nu:r.ber 

of surv·eillances a.PP:!:'OV2 .::, ane cr~ate a cert::!.in se curity 

risk. Further, Cc~grcssional lcad~rs indicate~ in the con -

side-ration of S. 3197 that they \v~~re generally u::lconccrned 

aboL:' ::: protecting foreign pmvers the:Jselves: their concern 

wa s for the protection of citizens and resident elicils \vho 

Houl d :::::-a::-ely be ,?3.:!:'ties to co[;"',munic.:ation s illtcrceptecl by the 

NSA activities cOvered by s . 3197. 

(U) \\Jhile S. J197 did not dis tin2:uish in the s tcndards 

for \.var:::::-ants bet-;.;een surveillt:mce of foreign pO' .. Jers and 

surveillance of other entities) including United States 

persons, such a distinctj~on could be made under this option. 

That is, the \"ar:::::-ant for a surveillence direct ed aZ.Jinst a 

fore~gn pD~e::- could b e for a yea r , rath~r than 90 days; 

the statCGlent of the r:1eans by vJhich the surveillc.nce would 

be effected could be eliminaced or abbreviated; and the 

statemen t of the bas is for the certification (52e Issue VI) 

could be elimina.ted . Suc:h a hybrid -·;arrant for surveillances 

targeted against foreign powers would meet many of the 

obj ections of the Intelligence Co~munity with :!:'cgard to 

thc; ,,-·,arrant ri3Cl'..lirc::1~llt, but \-JOule: rct.::tin the ~r:1·Jt ion2.lly 

-,':/ Evt?n Lhou~n Lhc court's role is ~es tric ted (~s to ta_ -~ -
gc ting - - L e., a shmving thC1 t tll-::· t .:lr~:c t is a [0 rei f;n 
gov(;rnmcnt's est,1blishmcnt lC~l(L to the i~.;sua ncl' ()f ~l \ ·i '::EranL. 

-- the court docs play' .::tTl expanded role as to ~:iL- ti;: l L/:i..! tion 
proc :~cl\lr cs [O'L r:l:lin ~aining .::mcl d.i. :;sQ;;,ina t:ing in [o'-~:la t ion . 
It mu s t th.: tCl::i.!inc \.!hc L:lw r tlte :-;e proc edu L-es arc r(·;:!j()~ I :lbll· ~. 
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:~:J:::-t!:)VC: ::"', !:his option \.;uu ld 

tht: l"d rr ,., not '·0 ...;U ::-J- ' L.. 

And ~.;h2 tCVQr th~ 

sec 'J.:-i ty ~2 with r~sp~c~ to cou!:t ap p roved 

surv2il:!.ances - - e~/en invol .... :ing L1 2 mas L. se~1 si ti ve techniques 

- - they ':vould appea -::- :0 be 125 S t.:1an t h2 a1 ti:!rDa tive of 

Can '- ~ n '" C ~ onal LC:).J.. ~ oJ ... -) . :.... - _ oversi;hc under option ( a) . Pr e liminary 

n eg J t i a tions '\·,i t"b" ~c cy r.c::l ~.; rQs s ion:.1 star£: p.lembers i n dicate 

th i s option woul~ 02 acccptQ~ le t ~ Congress . 

CU) Cd) Ex~lude a ll NSA activities . This option rests 

on t~2 pr c~ise that ~ wa:::-r2~t reqJirernent lS not nec essary 

b eC 2uS2 n01:.eof the 3.c::::ivitics o [ :is,A are dire cted at U . S . 

p ers ons. It does nOL, however , r3cognize the p o tential o f 

NSA c:1p~!.biliti cs and} as a resul t , does not 3 ::' ve any assu r -

l e O l' (""L " ~-l' n(' St-"TI, l'1 -Q" " 'o-1d proced"~ ':> s "\10r o ov" r j" ~ _ l.... .. _ v. L- C.1. ... '- i.. _ ...... ;::, .... _l _ _ 1....0;, _ c.::. . .L _ ... _ , t his opt i on , 

b eing a retreat fro::1 S . 3197 , is "JDlikely to be a c c2pt2.ble 

t o Cun;re s s . 

CU) The subco:c'....L1i.ttc.!c: , e:..::ccpt for the Depc:lr t :llcnt a t 

The Dep;n::-t,;lent of Ju s tice 

(JP: i o:: ( c. '; . ,. 
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sl:rv2i1 } . .:J.lIC~S di:r~ctcJ a;; .:.1ins t fo :c:~ ign pm-Jcrs ch;-:~: ~;-2d to 

2110,,' for substan::i2.lly l onger periods of time b efore 

rcautho:!:"ization Cind ch,:rr:',ges :uade to the applic2tion rcq.uire -

ment in such sul. ... v~illi.lncc~s to reduce the amount 0 f sensitive 

information that "iould need be trans:nitted to 

the judge and to e 1 i:!"!i:12.te any fea-:- that th~ j udg e LG.i gh t 

go behind the certific:ation. 
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(LJ) Th e I.c:suc; : Ti:::':"L:: I:::I of thl.:! O!Il.libus Cri!!12 Cor~trol Act 

can c2ins a pl-ovi so :> tel:::::"::: :; tha t no thL16 in ~ha t Ac t - - ~vhich 

prohibits ';'Jiretappi:~~~ 2-;tC th e us e of listening devices 

without a warranc -- or ~7 U.S.C. § 605 -- which prohibits 

inte::-ception of radio cO::':...'":':'..!:1ic.::!.tions ,.;ithout the consent of 

the sender - - shall lici~ the constitutional authority o f 

the President to ta~e s~ch measures as he deeos necessary 

to protect the Nation against foreign or domestic thre ats. 

S. 3197 \voulci have rep e alec.l :::his p rovi.so 2nd repL~ced it 

( 
Hith a provision di s claimi:1~ any inl cl.. t to affect ,·;h2.tev2r 

constitutional pm·J2r th~ ?resident might h ave 'i'7ith r espect 

to ( c'!. ) activities not \·;:i.t:"' in the d2finitioll of lIelectronic 

surv2illanc(:!!1 and (b) si :u::J.tions "so unprecedented and 

potenti~lly harmful co C~ l.:! Na tion that they canna: be rca SOTI-

ably said to have be~~l ",-i. ::-:t in the con tem?lacio!1 o f Con8ress . " 

Part (a) of th e proviso W2 5 consiJered nece ssary to avoid 

placing the NSA acti vit~2~ not co vered by the b ill in the 

1~6al je op::l..-d~/ p oseC by ::b_~ c.riminal provisic:ls of Title III 

a~d 47 u.s.C. § 60S. P2rt (h) was included co avoiJ placing 

d .. 1 ~ • • •• r:l . b 1 c:·:tr.:::or l...nary .:1:lU u-;t ..c: or c:s(;en contlngcnclcs l...n an ~.:J.:.: eXl c'; 

-.1... {> ( . : l' ~L' ., t; ' .'.' lJ i) V ..... 0-.,:). ( .... ...-v ..... _ ......... . 

£ . 
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-. ",. Options: 

eU) (a) Retain th~ s. 3197 Presidential p roviso . 

The need f or such a proviso would be almost elimi~atcd if 

00tion ( ~) in the £orego in~ issue is accepted. This is 

due to the fact that all of NSA's activities affected by 

47 u.s.c. § 605 a~d Title III would be within th e scope 

of the bill, but, unless targeted against a United States 

persa~, wo ~ld not be subjected to a requirement for a prior 

judicial "\-varrant. Fin.:llly:, any reference to inherent 

Presidential pmver creates immediate opposition in Congress. 

(U) (b) Eliminate the proviso entirely. This option 

would be readily supported by Congress, and would not, as 
l · 
\ for as \-Je can deteTUli:le, cr·eate any difficulty faT th e in-

"-

tclligence agencies. Unforeseen contingencies, areal problem 

under S. 3197 b e cause of the requirement that electronic 

surveillance could be under taken .only in the defined situations, 

would seem no longer a p r oblem because of the broa d author~-

zation to the President where the targe t is not a Uni ted 

StGtes person. 

(U) (c) Sl1~)sti t ute in lieu of a r e servG.tion of P:- 2sidenti.:ll 

pm-Jer an cXT)licit disclaimer as to activities out side the 

definition of "electronic surveillance." Hhile not absolutely 

n~ccss3ry, such a disclaimer would insure that activities 
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the biU. \·iOlll C 110 L b C! 

c ()n::;:':~~~.led b~:' the.; cuu:!:":'::::; tc b :,:: '. li i~hi:1 the; hill . Su~h 

a provision , a~s2ilt a reference to ?rcsidcntinl powers , 

sho uld not be oPPC'::>L!(-: by Cun;;r 2 ~ ':; . ::: . ./ 

Rec o ;::r::2ncl:.i t Lon : Op :.:iOI"l (c ) . 

{ r-- _ __ . _ _ _ -. _ _ . , _:_·--_ _ ---_-··· .. ····· . ·- ·· ···==~ .. I 
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