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REPORT TO THE SPECIAL COORDINATION COIMITTEE

Re: Foreign Intelligence Electronic
Surveillance Lerislation. (U)

(U) The following report is submitted to the SCC pursuant
to PRM/NSC-11 by the SCC subcommittee acting under the
direction of the Attomney Generzl.¥*/ This report is made
separate from the other reports under PRM/NSC-1l because of
pressure from Congress for the Administration to introduce
legislation regarding foreign intelligence electronic surveillance
promptly, if it does not want to be faced with bills introduced
unilaterally by various members of Congress. To facilitate a
rapid response to Congress, the Department of Justice has
completed an initial draft bill which has be2n circulated to
CIA, DOD, NSA, NSC, OMB, ard the Department of State. Upon
concurrence of these departments and agencles and the approval
of the SCC of this report, and after consultation with the
members of Congress most interested in spensoring such legis~-
lation, the Department of Justice will have the legislation intro-
duced. The subcommittee requests that in light of the time con-
siderations the SCC address this report as soon as possible.,

Background:

(U) In the last Congress, the Administration proposed legis-

lation to provide for the issuance of judicial warrants

%/ The subcommittee consiscs of John Hacwon, Chalimon, Acting
Assistant Attorney Gencral, Office of Legal Counsel, Department
of Justice; Herbert Ilansell, Legal adviscer, Department of State;
L. Niederiohmer, Acting General Counsel, Department of Defensc;
Anthony Lapham, Gencral Counsel, Central I[ntelligcnce Agency;
W. Bowman Cutter, Exccutive Associate Dircctor for Budget, Office
of Managcwent and Budget; and as observers, Samuel Hoskinson,
NSC Starff; James Hudoes, Assistint General Counsel; Natioual
Sccurity Azoncy. The views and recommendations hercin are thoce of
the subcomdittee's monhorg, SANITIZED
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acthorizing electronic surveillance for foreign intelligence
purposes within the United States. It was introduced in the
Senate by Senator Kennedy as S. 3197 and in the Housc by
Congressman Rodino as H.R. 12750. The bill, with amendments,
was reported favorably to the Senate by both the Judiciary
Committee (ll-1 vote) and the Intelligence Committee (14-1
vote). Despite the overwhelming votes in support of the bill,
the Senate did not act because the imminence of adjournment
provided a reason for deferring action on the bill, several
provisions of which had generated considerable controversy.
In the House the bill was not brought to a vote by the

Judiciary Committee, which was awaiting Senate action.

(U) Senator Kenne?y, among others, has indicated his desire
to reintroduce the bill as it was reported to the Senate by
the Intelligence Committee, but he has agreed to delay intro-
ducing it for a brief period to allow the new Administration
to familiarize itself with the bill and make any suggested

changes before introduction.

(U) It is the subcommittee's view, therefore, that the Executive
has no viable option other than to draft a bill for introduction,
because otherwise the Executive will be forced to react to and
to attempt to make changes to a Senate, if not House, initiated
bill. Morcover, members of Congress have indicated to the Justice
Department that they are becowming impatient, and they are
continuing to hold off introducing their legislation only
upon the Justice Department's representation that an Executive

Branch proposal will be forthcoming imminently.




Synopsis o7 8. 3197.

(U) As reported by the Senuate Intelligence Cummittoee,
S.3197 provided for the desiznation Wy the Chiar Justice
of sevean district court judges, to wium the Attorney General,
if he is authorized by the Presidenc to de so, could apply
for an order approving elzctronic survelllance wit
United Staces for foreign intelligence purposes. The legis-
lation committed to the judge the decision whether there wes
probable cause to believe that the target of the survelillance
was a foreign power or an agent of a foreign power but re-

served to the Executive Branch the decisioan whnether the in-

formation souﬂh* was of a certain value to the national secur
Specifically, before issuing a warrant, a judze would have
to find that (a) there is probable cause to believe that the
tarzet of the surveillance is a forsign power or foreign
agent; (b) minimization procedures to limit acqulisition and
dissemination are reasonable; and (¢) a Presidential appointee
confirmed by the Senate or the Assistant to the President for
ﬁutional Security Affairs has certificd that the informaition
sought is foreign intelligence information that canant

be obtained by less intrusive techniques. Such survelllances

could nof continue longer thdan 90 days without seoud LI Teneog
approval [vom the court. An emergency provision «ns includod
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was net ernough rime vto prepare the necessary papers for

the couzt's review. In such civeumstances the Attorney Gon-
eral could authorize the use of electronic surveillance Zor
& period of no more than 24 hours and he was reguired to
notify a judge at the time of the authorization that he had
anprovad such an cmergency surveillance ané to submit an
epplication to the judge within 24 hours. Finally, the lezis-
lation required the Attormey General to report annuzlly both
to the Congress and the Adninistrative 0ffize of the United
States Courts statvistics on electroric surveillance approved

pursuant to the bill's procedures.

(S—HVTCO) The definitions in the bill were eritical bzcause

they definad its scopz. It was the definition of electronic

surveillance that required a warrant for ail electronic sur-

veillance within thz United States There were thrze eleaments
to the definition. First, the bill covered all wircetaps plzace
within the United States on communication lincs regardless of

tho location of the sender ¢r Tecviver. This includaed all

telephone and telegram traffic Uravelling by wire ag well as
EGT 8 eoverage of tebes cralfic of foreign sovernmonts.
4
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Sc¢eond, all radio transmigsions, such as long distance tele-
phone calls carricd by microwave, beatwean points within the
United States, were coverzd. By its terms, this elament of
the definition did not cover NSA's radio interception of
foreign communications carried by internutional common
carriers when at least one terminal was outside the United
States. Finally, the bill established a procedure for seeking
a judicial warrant authorizing the use of an electronic,
mechanical, or other device, such as a microphone, to acquire
information under circumstances in which a warrant weuld be

required in a criminal case.

(U) The definition of "agent of a Eforzign power'" was also
critical because it defined those individuals whose communica-
tions could be intercepted. As reported by the Senate Intel-
ligence Committessz, an "agent of a Forsizn powar" wuas one

who (1) is not a citizen or permanent resident alien of the
United States and is an officer or employee of a foreign power,
2) is engaged in terrorisc, sabotage, or clandestine intel-
igence activities in violation of law for or on behalf of a
foreign power, or (3) acts pursuant te the direction of 2
foreign intelligence service and knewingly transmiits information

r material to such service in a clandestine manucer which would

lead a reasonable man to belicve thac the disclosure of the
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information or material would harm the security of the United
Gtates or that the Government's lack of knowledge of sueh

transmission would harm the security of the United States.

e
r

(U) It is the subcomm
should urilize the basiec structure of S. 3197. With certain
changes S. 3197 can be supported by the Intelligence Community

record
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in the Senate where it was overwhelmingly endorsed by votes

T .
= J

diciary and Intelligence committees

::}A

of 11-1 and 14-1 in t

=

respectively. Somz of the changess suggested, iInfra, will meec

o

some of the criticisms of S§. 3197, and the most vocal oppo-
sitionto S. 3197 cannot be avoided no matter what form a

bill acceptable to the Executive takes.

(U) With this iantroduction the subcommittee beliesves there
are seven major policy issues that should be address=d by

the SCC involving possible changes to §. 3197.

T

tee s view that an Executive proposal
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the shert term problem of authorization for physical searches

because ultimate passage of even a bill limited only to

electronic surveillance is not expected beforz mid-19785.

J};)/T%) Not include physical searches in the slactronic

surveillance bill. Under this option the electronic surveillanc

(1]

bill would not be delayed or jeopardized. Authorization for

physical searches absent legislation cculd be undertaken

(T

pursuant to Presidential aurhorizaticn, if the Attorney
General reconfirms the Justice Department's previous position

on the President's authority, and/or pursuant to ad hoc

judicial warrants. CIA prefers the former because of the lack
of certainty as to security procedures if ad hoc warrants were
to be obtained. CIA is also of the view that if the Attommey
General decides the President cannot constitutionally zuthorize
physical searches of foreign agents aad foreign powers or if

the President decides that as a policy matter he does not choose
to exercise the authority, then a physical search bill should
be submitted to Congress immediately, preferably as an

amendment to the electronic surveillance bill.  Such

an amendment could be suggested after the electronic sur-

searches in the electronic surveillance bill should not be
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A Tuller discussion on this probl
ov:ions for

{5

ealiag wich .c shall be ci bject of
ruport of this subcommitize.)

Pecommendation:

Option {b).
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II. Geographic Scopnz of bill. (U)

’L%T/%he Issue: S. 3197 was all-inclusive as to the
coverazz of electronic surveillance (including NSA) within the
United States, but did not affect electronic surveillance
abroad. Currently, Uniced States persons (l.e., citizens and
permanent resident aliens) may be targeted overseas as subjects
of electronic surveillance by U.S. intelligence agencies only
with the approval of the Atcorney General.*/ Typically,
electronic surveillance abroad has been conducted either by

or with the cooperation of the intelligence agencies or

"JJ

police services of the foreiIgn govermment. To our knowledge,

2%

no U.S. person has been the target of an unconsented electronic
surveillance overseas for foreign intelligence purposes since
at least the effective date of Executive Order 11905. (The

incidental interception of communications of U.S. persons 1is

“/ Qg//hvcthe the Attorney General may approve such surveillances
Tor lack of a Presidential authorization is currently undear
study by the Department of Justice.

anitn,

o
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a more conplei problem, vhich under the various procedures

&

of the Attormey General is still being worked out.)

(U) Opiions: There are basically three optioms. (These

optlons reior primerily to CIA electronic surveillance abroad;

wro

NSA's activitias are discussed under the next issue.)

,sz/za) Expand the electronic surveillance bill to preclude

a2 federal agencv from targeting, or coopzrating with a foreign

government in targeting, a United States person abroad without

a judicial warrant. 'his cption would provide statutory
authorization for Such targeting and ensurs that U.S. persons

- -

would be protected by the judicial warrant procedurc. However,
in light of the fact that the surveillance is ncrmally con-
ducted by the fofeign governmant, this approach would present
the strange situation in which a judicial warrant would
authorize the activity of a fureign governmsat ancd this govern-
ment's coopzration with it. Cooperating foreign governments
will surely object to any provision that would expose their
operations to even a limited number of judges. Further, the
standards set forth in this bill may be incompatible with

the needs for intelligence abroad. For example, under S. 3197,
a U.S. person may be targeted only for counterintelligence

purposes, but overseas ha may be an important source of positive
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foreign iantelligence Finally, whether the standards required
for electronic surveillanc:z of citizens in the United States
are legally required overseas, or whether the samz scandards
prust apply in all foreign nations, is an open question. For
instance, a citizen who has defectec to a hostile foreign

ountry may not be entitled to the same protectivns as one

who 1is merely travelling abroad.

(U) (b) Expand the electronic surveillance bill to cover

the targeting of United States persons abroad onlv when no

forzign service is involved. This approach would

give the

appearance of protection without raising the problems in-
velved in joint operations. 1Its protection would, in fact,

be ephemeral in light of the practice of the CIA. It would
also be subject to the criticism that the protections of

the bill could be thwarted by involving a foreign service

Such a provision could also be diplomatically sensitive

since it would seem to imply that this government could, or
intends to, conduct surveillances abroad without the knowledge
of the host foreign government. Finally, this option would

raise the same kinds of prcblems involving the possible dispari

in standards and procedurcs discussed above.




(G) (¢) Restriet lemislation te suvveillanc: within

the Unitad Stzzes, This was chz approach of 'S. 3197, and

it appzared acceptable to the Senate. The standards and
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procedures under i

ducted could moxe 2asily be tailored to overssas consider-
ations in a separate bill., Moreover, chapter 119 of title
18, relating to elactronic surveillance for law enforcemsnt
purpcsas, only applies in the United States. If warrants
for overseas electronic surveillance are to be statutorily
prescribed, thzy should be available in both law enforcement
and intelligence matters.

Recommandation:

(U) The electronic surveillanee bill should bz
restricted to surveillance within the United States. The
Dezpartment of Justice should work with the other interested
agencies to consider othar legislation to cover electronic
surveillance abroad, which might or might not inclu

judicial warrant procedure,
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Options: The spectiun of options includes the
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lance targetad ecainst foreign

powars and non-United States parsons

cedures approved by tha Atcornev Gensral and renurted to

Congress to be used to protect thosz United Statas persons

wvho mav be incidentally intercepta2. The effect of

e
w

.
Lis

option would be to statutorily authorize without a warrz

ant

]

LF | practically, it would require

of

a warrant only in counterintelligence cases. Th
this is a very rational approach, because it has been

generally acknowledged that surveillances of foreign pewers
would be "automatically" approvad, and if this is the case

2

there should be no need for a warr:
incidental interceptions of U.S. parsons would be protected
by minimization procedures approved by the Attorney General
and reported to committees of Congress, as opposed to approved
by a judge under S. 3197. Only when a United States pe

was actually the target of the surveillance woutld a warrant

be required.

s wich minimization pro- 7
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(U) Acceptance of this option would constitute a

significant change from S. 3197, which change unfortunately will
probably be perceived by certain knowledgeable Members of
Congress as a dilution of the safeguards of S. 3197, and con-

sequently is likely teo be met with some resistance. This
perception and resistance may be able to be overcoms by

this option's extension of protection to international commun-
ications by United.States persons, which were largely un-
protected by S§. 3197, and by allowing judges to review

Executive Branch certifications (see Issue VI), which was

not permitted in S. 3197. */

—

This option, if it can be sold to Congress, represents
the best outcome for the intelligence agencies because it
eliminates a warrant requirement in those cases where it
is least necessary and most likely to be harmful to the
national security. In addition, it would coanstitute a
statutory authorization for these electronic surveillance
and communications intelligence activities, which at the
present time rest on the uncertain existence of inherent
Presidential powers. Statutory authorization for such activities

i1s strongly desired by NSA, Justice, and thes FBI. Nor would

%/ After preliminary discussions with key Congressicnal stafg
members, the Department ol Justice concludes that this option
will be met by ficrcc resistance in Congress, including
Members who supported §. 3197. It may even be difficult to
find bi-partisan support fer introduction of the bill,
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person in the United States by a means which

wise be covered. The effect of this option

would be to eliminatcz NSA from all the provis:
wnen it targets Uanited States

Noz only would this eliminat
L

erally, but it would a

reporting provisions of the b

except when it targeted Unite
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it would creat:z serious drafting problems, in that the

-yeY

languagz necessary Lo exclude certain NSA activitics,

but not execlude cecstain
FB8I a “Lvlties,! _ ﬁflwculd be exceptionally

conmplex anl may possibly allow a knowledgeable readar to
discern with some accuracy the nature of NSA's activities.
And more fundamentally;, under this optionm the bill would

create only two categories of surveillances -- those within

f—‘o
rr
o B
@)
-
rr

the bill which would require a warrant and those w
which would not be recognized by the bill at all. Given
that one of the primary purpcoses of the bill is to 1

by statute sensitive intelligence collection operations, to
exclude many of the most sensitive operations -- merely to
avoid a warrant requirement -- would leave an important sector
of intelligonce gathering activid 2s without statutory
authorization and, thus, may be counterproductive. This

is especially so when there is increasing reluctance on

the part of common carriers to render necessary assistance

to these sensitive operations.




(U) (¢) Leave §. 3197 unchanzed as to its effect on NSA --

-

i.e¢., cover all wivetaponiaz and buzein: in the United States i_

and a2ll intercentinz 0F ywadio transmissions where both the

sender and all reecipients arve in the Unirted States. S. 3197

was designed so that a judicial warrent would Lssue "auto-
matically" when the targst was a foreign government. In this
sense, the legislation was an authorization for, not a restrictiocn

on, activities targeted against foreign government establishments.®/

Indeed, the legislation ensured the cooperation of cable com-

panies with the government by requiring the assistance of
{ those necessary tohconduc: the surveillance pursuant to the
warrant. This approach required a judicial warrant for all
surveillance within the United States -- and was "'sold" on
that basis. Proponents of it argued that the approach offered
the assurance, by legislacion, that the teckhnology and capability
of some agency, like NSA, could not be used to target, without
a judicial warrant, purely domestic communicatious.
(U) The automatic nature ¢f the warrant procedure for these
targets alse cuts in the opposite direction. Because the
NS4 activities covered by S, 3197 are all directed against
foreign powers exclusively -- U.S. persons are almost never direct
4
parties to the intercepied information -- a warraal requlronent
£ %/ There was considerznice fear in rbL Intelligence » Community,
i however, that jwlies wonld look bebind Che LuLtthCd ions

of Executive olficials and question the Exccutive's deecision
to target certain loireiin governments.

A e
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may needlessly involve the court, =/ create an administrative

burcea (for new applications to the judg

of surveillances approved, and create a certain security

risk. Furthzr, Cecagressional lcaders indicated in the con-

h ¥y

sideration of S. 3197 that they ware generally unconcerned
about protecting foreign powers themselves: their concern
was for the protection of citizens and resident aliens who
would rarely be parties to communications intercepted by the
NSA activities covered by S. 3197.

(u) While S. 3197 did not distinguish in the standards
for warrants betwezn surveillance of foreign powers and
surveillance of other entities, including United States
persons, such a distinction could be made under this option.

That is, the warrant for a surveillance directed against a

In

foreign power could be

> L

or a year, rather than 99 days;
the statement of the means by which the surveillance would
be effected could bz eliminated or abbreviated; and the

statement of the basis for the certification (sze Issue VI)
could be eliminated. Such a hybrid warrant for surveillances
targeted against foreizn powers would meet many of the

objections of the Intelligence Community with regard to

the warrant requirement, but would retain the cmotionally

#/ kven thougn Lhe court's role is restricted as to tar-
geting -~ i.e., @ showing that the target is a £
govurnmfnth establishment leads to the issuance of & warrant
-- the court docs play an expanded role as to minimization
procadures for maintaining and disseminating information.

It must deteraine vhethor these proceduves are reasonable.

e
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and legally dmporcant fact that a judge would finally

-

B

o

- 1 . wigrmprit 0 Y e e M
authorize ths suryveillance. Moreseer, this

ption would
leave oversight oif wminizization to the judge, not to
Congress or the Lxecutive Branch. And vhatever the
security problems may Se with resgpect to court approved

surveillances -- even involving the most seasitive techniques

-~ they would app=a~ to be less than the alternative of

ds

Congressional oversizht under optiom (a). Preliminary
negotiations with key Congressionzl staff members indicate
this option would De aceepteble tu Congress.

(1)

on the premise that z warrant regairement is not necessary
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s option rests

because noneof the activitics ol NSA are directed at U.S.
persons. It does not, howsver,; rzcognize the potential of
NSA capubilitos and, as a result, does mot give any assur-

ancaes to the public that thege activitiss are subject to

legislative standards and procedures. Morzover, this optien,

being a retreat from §. 3197, is unlikely to be acceptable

to Cungress.

wls option (a). The Department of Justice

I

recumsonds option{e) with the warraut requircement for
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surveil lances direct 2ign powers changed to

& |
cllow for substantially lenger periods of time beiore
reauthorization and changes made to the application require-
ment in such survzaillances to reduce the amount of sensitive
information that would need be transmitted to

the judze and to eliminate any fear that the judge might

go behind the certification.
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(G) The Issug: Title

without a warrant -- oY
interception of radic c¢
shall

the President to take s

1imir

rgpidont's Constitutional 4duthoxrity.
ITI of the Omibus Crime Control Act

nothinz in that Act -- which
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£ listening devices

L7 U.8.C. § 605 -- which prohibit

£

ommunications without the consent of

the constitutional authority of

uch measures as he deems necessary

to protect the Nation against foreign or domestic threats.

S. 3197 would have zep=
with a provision discla:l
constitutional powz=r th
to (a) activities not w
surveillance" and (b)

potentially harmful co
ably said to have bes=n
Part (a) of the provisc
placing the NSA activit
1232l jeopardy posed by

and &7 U.5.C. § 605, P

extrzordinary and uafor

sirfuations

wizhin the contemplacion of Congress.

aled this proviso &nd replaced it

iming any intent to affect vhatever

o President might have with respect

ichin the dz2finition of Yelectroanic

"so unprecedented and

the Nation thac they cannoef be reason-

It

was considered necessary to avoid

Les not covered by the bill in the

0 -

thie criminal provisions of Title III

art (B) was included to avoid placin

1
(=)

contingencies in an Inflexible

usen

(U)
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Options:
(U) (a) Retain the S. 3197 Presidential proviso.

O

The need for such a proviso would be almost eliminatac
option (a) in the foregoing issue is accepted. This is

due to the fact that all of NSA's activi

i
|_l|
(T
v
£
tn
Hh
w
03
rt
[ {%]
o
<

47 U.S.C. § 605 and Title III would be within the scope
of the bill, but, unless targeted against a United States
perscrn, would not be subjected to a requirement for a prior
judicial warrant. Finally, any reference to inherent
Presidential power creates immediate opposition in Congress.
(U) (b) Eliminate the proviso entirely. This option

would be readily supported by Congress, and would not, as

far as we can dstermine, create any difficulty for the in-
telligence agencies. Unforeseen contingencies, a real problem
under S. 3197 because of the requirement that electronic
urveillance could be undertaken only in the defined situatioms,
would seem no longer a problem because of the broad authori-
zation to the President where the target is not a United
States person.

(U) (¢) Substitute in lieu of a reservation of Prosidential

power an cxplicit disclaimer as to activities outside the

definition of "electronic surveillance." While not absolutely

necessary, such a disclaimer would insure that activities
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should not be oppused by Congress
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Recommendation: Option (e).
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ovzered by the bill would not be

the Hill.,
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