CNCS Direct uses Go High Level (GHL) for the CRM part of our software program, and GHL
employs several robust security measures to protect user data from being hacked. Here's how
GHL secures the platform:

e Encryption: All data transmitted between users and GHL servers is encrypted using
SSL/TLS, making it difficult for hackers to intercept information. Additionally, sensitive
data stored in databases, like contact details and personal information, is encrypted to
prevent unauthorized access.

e Firewalls and Intrusion Detection: GHL uses strong firewall protection to monitor and
block unauthorized access attempts. Intrusion Detection Systems (IDS) constantly
monitor the network for suspicious activities and respond to potential threats in real-time
to prevent breaches.

e Access Control: GHL provides role-based access control (RBAC), allowing admins to
set user-specific privileges, reducing exposure to sensitive data. Additionally, users can
enable two-factor authentication (2FA) to further protect accounts from unauthorized
access.

e Regular Security Audits: GHL conducts regular security audits and vulnerability
assessments to proactively identify and resolve potential security loopholes, ensuring
that the platform stays up-to-date with the latest security threats and patches.

e Third-Party Security Compliance: GHL adheres to strict security standards and often
works with third-party security vendors to maintain compliance with data protection laws
like GDPR and CCPA, ensuring that all data handling is secure and legally compliant.

e DDoS Protection: GHL has measures in place to protect against Distributed Denial of
Service (DDoS) attacks that attempt to overwhelm the system with excessive traffic,
ensuring that the platform remains operational and secure.

e Data Backups: Regular data backups provide additional protection, ensuring that
information can be recovered in the event of an attack or data loss.

When Al is connected to GHL, privacy and data security concerns can arise, but GHL has
measures to mitigate these risks. Al-powered systems in GHL may access personal data for
tasks like marketing and communication, but only necessary data is used, and all interactions
are encrypted.

GHL also complies with data privacy laws like GDPR and CCPA, requiring explicit user consent
for processing personal data. Transparency in data collection, storage, and usage is key, and
best practices like anonymization and pseudonymization are recommended to reduce privacy
risks. Third-party Al vendors integrated with GHL are held to the same security standards, and
Al models are regularly audited for bias to ensure ethical data use.

By implementing encryption, regular audits, access control, and compliance with privacy
regulations, GHL minimizes the risks associated with data privacy and Al. It's essential to stay
updated with any changes in privacy laws and adjust data handling practices as necessary to
maintain security.



