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POLICY OBJECTIVE

Fencing Solutions NSW Pty Ltd (the “Company”) is committed to ensuring the security of the workplace, Company equipment and persons in the workplace.  

This policy sets out guidelines to assist the Company, its Employees and Contractors comply with the current NSW legislative requirements in relation to surveillance activities carried out by the Company.

This policy provides Employees and Contractors with written notice of workplace surveillance.
SCOPE

This policy applies to all Employees and Contractors of Fencing Solutions Pty Ltd.  Where applicable, this policy applies to computer, video and tracking surveillance activities carried out by the Company in the workplace.
The Company endeavours to take reasonable steps to protect the personal information it holds from misuse and loss and from unauthorised access, modification or disclosure.
DEFINITION

For the purposes of this policy the following definitions are outlined: 

“The Act” refers to the Workplace Surveillance Act 2005 and/or the Workplace Privacy Act 2011.
“The Company” refers to Fencing Solutions Pty Ltd.

“Computer Surveillance” refers to the monitoring of all Company provided email and internet facilities activities and also computer hardware and software usage -surveillance of the input, output or other use of a computer by an Employee.
“Contractor” refers to any person or entity engaged by the Company to perform duties on behalf of the company as a representative of the Company.

“Employee” refers to any person directly employed by the Company on either Full Time, Part Time or Casual Basis.
“Industrial Matters” refers to website content related to Employment and workplace relations matters. 
“Tracking Device” refers to vehicle GPS (Global Positioning System) tracking devices installed in all Company vehicles.
“Tracking Surveillance” refers to surveillance by means of an electronic device the primary purpose of which is to monitor or record geographical location or movement.
“Workplace Surveillance” refers to any surveillance activities conducted by the company.  These include, but are not limited to: video, computer usage and vehicle tracking activities.
GENERAL NOTICE REQUIREMENTS

In keeping with our legal obligation under the Act, the Company will provide all current Employees/Contractors with a minimum of 14 days notice of the intention to commence workplace surveillance activities.  All new Employees or Contractors will be provided with this policy, which will serve as notice prior to their commencement with the Company.

Once commenced all Workplace Surveillance activities will continue on a continuous and ongoing basis.
WORKPLACE SURVEILLANCE ACT 2005 PROVISIONS
Generally the Workplace Surveillance Act 2005 : 

· Prohibits the surveillance by Employers of their Employees at work except where Employees have been given notice or where the Employer has a covert surveillance authority.  The notice requirements are outlined below.  Covert surveillance authorities can only be issued by a Magistrate for the purpose of establishing whether or not an Employee is involved in any unlawful activity at work;

· Applies to Camera surveillance, computer surveillance and tracking surveillance;

· Extends beyond the workplace to any place where an Employee is working;

· Prohibits surveillance in a change room, toilet facility or shower or other bathing facility at a workplace;

· Restricts and regulates the blocking by Employers of emails and internet access of Employees at work.  In particular it prevents Employers from blocking access to emails or internet sites because the content relates to industrial matters;

· Provides for the issue of covert surveillance authorities by Magistrates and regulates the carrying out of surveillance under a cover surveillance authority and the storage of covert surveillance records;

· Restricts the use and disclosure of covert surveillance records; and

· Repeals and replaces the Workplace Video Surveillance Act 1998, which applied only to video (i.e. camera) surveillance.

COMPUTER SURVEILLANCE
Computer Surveillance is also addressed in the Company Email and Internet Policy and the Computer Usage Policy.  These policies support and refer to each other and one does not void the content of the other.
The use and operation of Company computer resources (hardware and software), including but not limited to the use of the internet, email systems, any Company computing assets and remote access to the Company’s computer network, is governed by Company policy.

In accordance with this policy and applicable law, the Company has the ability to monitor the use and operation of Company computer resources by means of software designed to filter the use of web and email content.  The Company may conduct forensic computer examinations randomly, and/or in the event of a suspected breach of policy.

The Company’s computer monitoring activities are continuous and ongoing.

TRACKING SURVEILLANCE
Tracking surveillance is also addressed in the Company Vehicle Use Policy.  These policies support and refer to each other and one does not void the content of the other.

All Company vehicles are installed with an electronic GPS device that records the geographical location or movement of the vehicle or equipment in which it is installed.  

As a result of the installation of tracking devices within Company vehicles, each vehicle will be marked with a sticker indicating that the vehicle is the subject of tracking surveillance.

Tracking surveillance of Company vehicles is continuous and ongoing.  Tracking will not occur during times that the Employee is not at work.
PURPOSE OF SURVEILLANCE 
Inappropriate use of Company provided internet and email facilities presents a risk to security and integrity of systems and the privacy of users.  Surveillance of our networks and facilities is in place to protect the efficiency, integrity, confidentiality and availability of these systems.
Tracking surveillance of the Company vehicles is undertaken to ensure the safety and security of all Employees and Contractors.  Tracking surveillance is also used to protect the Company’s property and assets.
DISCLOSURE OF WORKPLACE SURVEILLANCE RECORDS

Disclosure of any surveillance records is prohibited unless publication of the activity is reasonably necessary to: 

· Protect the public interest;

· Protect the Company’s lawful interests;  or

· Use in the course of legal or disciplinary proceedings.  For example
ACKNOWLEDGEMENT

I hereby acknowledge the Company policy related to workplace surveillance and confirm that I understand the content of this policy and it’s direct relation to my role within the Company.  I understand that my failure to comply with this policy may directly result in disciplinary action being taken or termination of my employment/sub-contractor agreement with the Company.

Employee/Contractor Name: 








Signature: 










Date: 











NOTE: The Company retains the right to amend or terminate this policy at any time at its discretion.
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