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Anatomy of a Network Switch and OS
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Open Networking Linux
A Linux Distribution for Open Networking Switches
Reference NOS for the Open Compute Project (OCP)

~120 H/W Platforms supported, becoming the defacto
standard.

Uses Debian and stock LTS Linux kernel

Provides Platform Abstraction, via ONLP API
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Open Networking
Components

Switch Abstraction Interface

« SAl defines API to provide a vendor-independent way of
controlling forwarding elements, such as a switching ASIC, an
NPU or a software switch in a uniform manner.

» SAl helps easily port new ASIC by running the same application
stack on all the hardware, enabled by a simple, consistent
programming interface.

 CRUD operation over extensible Entity/Attribute/Value data
model

* Provides Network Abstraction for all major ASIC vendors
(Barefoot, Boardcom, Cavium, Innovium, Mellanox)
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Open Networking
Components

OpenConfig

« OpenConfig provides a consistent set of vendor-neutral
data models (written in YANG) based on actual
operational needs from use cases and requirements
from multiple network operators.

« Openconfig is supported by most of the major
networking vendors.

* Provides management layer abstraction — thus enabling
common management or controller application to be
written.

OpenConfig - Uses modern RPC - NETCONF, RESTCONF, GNMI -
GRPC
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Open Source Network Operating Systems

Layer 3
Uses cases
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Debian
Linux
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Open Source Network Operating Systems
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Open Networking Linux (ONL)
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Open Network Linux

e Provides Platform Abstraction

e Support Multiple NPU
abstraction. OpenNSL, SAI,
OF _DPA.

* Supports Multiple Control Plane.
* Thin OS with Controller (ONQOS)
* Thick OS with FRR/ORC

* Becoming the de-facto standard
for platform abstraction ~120
platforms (BigSwitch, Startum,
Arrcus, SnapRoute etc)

* Use Cases:
* CORD Leaf Spine Fabric
(ONOS / Indigo Agent)
 EVPN with GoBGP / Zebra
/ ORC / Open NSL
* FBOSS Leaf Spine Fabric
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Open Networking Linux (ONL)

FCRWARDING AGENT PROGRAMMING AFI3 ",

-

7

Facebook

FBOSS

N N
ADDIIOMAL { RUTURE AFPLICATIONS HERE

Indigo
OpenFlow

Big Swifch
Switch

Agent Light

Open Network Linux Platform Abstraction Layer -~ I 3
(ONLP] OpenNSL  SAl OF-DPA
V
e Platform Dependent Platform Independent oo
< Code/Modules Code/Modules wiieh Siicon SDK
ONL Linux LTS Kernel Switch Silicon Kemel Modules
L
s
CPU Miscellaneous Hardware o o
E (PowerPC, x86) (Fans, LED controllers, SFP sensors, Power...) Switch Silicon {ASK:)
2
: Open Networking Switch Hardware
- (Accton/Edge-Core, Dell, DNI/Agema, Facebook, Quanta, ...)
L
17 Of 33 Demystifying Open Source Network Operating Systems @skg_net

&

© roPER

Open Network Linux

Provides Platform Abstraction

Support Multiple NPU
abstraction. OpenNSL, SAI,
OF _DPA.

Supports Multiple Control Plane.
Thin OS with Controller (ONOS)
Thick OS with FRR/ORC

Becoming the de-facto standard
for platform abstraction ~120
platforms (BigSwitch, Startum,
Arrcus, SnapRoute etc)

Use Cases:
* CORD Leaf Spine Fabric
(ONOS / Indigo Agent)
 EVPN with GoBGP / Zebra
/ ORC / Open NSL
* FBOSS Leaf Spine Fabric



OPX 24 sWitch L

THE

LINUX

FOUNDATION

Network Infrastructure
Management
(IPC, logging, etc)

Infrastructure Layer

Drivers

Netconf REST

Management Layer

STP LACP ACL

Protocol / Application Layer

Platform Abstraction NPU Abstraction

Abstraction Layer

Platform Drivers NPU Drivers

Operating System

O

Open vSwitch

e Provides Platform Abstraction
and Network Abstraction

e By default supports the Linux
Protocol & Application Stacks

* Used as base operating system
for Dell EMC Enterprise
Operating 0S10

* Can be leveraged to write
custom application using Control
Plane Services API.

Bootloader

* Production Ready, Deployed in
multiple Verizon, AWINX etc.

Peripherals

(FAN, LED, Sensors etc)
HW

e Part of Linux Foundation

18 Of 33

Demystifying Open Source Network Operating Systems @skg_net



OPX 24 sWitch L

THE

LINUX

FOUNDATION

Network Infrastructure
Management
(IPC, logging, etc)

Infrastructure Layer

Drivers

Netconf REST

Management Layer

STP LACP ACL

Protocol / Application Layer

Platform Abstraction NPU Abstraction

Abstraction Layer

Platform Drivers NPU Drivers

Operating System

O

Open vSwitch

e Provides Platform Abstraction
and Network Abstraction

e By default supports the Linux
Protocol & Application Stacks

* Used as base operating system
for Dell EMC Enterprise
Operating 0S10

* Can be leveraged to write
custom application using Control
Plane Services API.

Bootloader

* Production Ready, Deployed in
multiple Verizon, AWINX etc.

Peripherals

(FAN, LED, Sensors etc)
HW

e Part of Linux Foundation

19 Of 33

Demystifying Open Source Network Operating Systems @skg_net



<~ Open S
OPX </~: switch L.JLINUX
Applications

OPX Apps and Micro-Services

Linux/Standard Open Source Apps

Control Plane
Services (CPS)

Platform Abstraction
Interface Interface

Network Abstraction
. Switch Abstraction
Choice of Hardware and NPU

20 Of 33 Demystifying Open Source Network Operating Systems @skg_net

O

Open vSwitch
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Network Infrastructure Netconf REST _ .
Management * Provides a complete NOS with

(IPC, logging, etc) Management Layer the modern database and micro
services based architecture.

STP LACP ACL
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OPEN

Provides a complete NOS with
the modern database and micro
services based architecture.

By default supports the Linux
Protocol & Application Stacks

Production Ready & Deployed
by multiple Hyperscalers and
Enterprise (Microsoft, Alibaba,
Tencent, LinkedIn, Comcast etc)

Supported by Dell Technologies
and Mellanox

Deployment velocity and scale

Use Cases:
e Data Center Leaf & Spine
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* New, extensible control
interface GNMI, GNOI, P4
Runtime

* Common models and interface
for configuration, management
& operations

* Common Platform Abstractions
* Vendor-neutral control planes
* Unified device management

* Simplified migration

* Deployment velocity and scale

* Open Source Sep 2019
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Stratum Use Cases
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Open Networking & Open Source NOS Use cases
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Journey so far...

Hyperscalers

E—) Service Providers
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Challenges & Call for Action?

Challenges

Call for Action

Explore &

Understand

Image by Peggy und Marco Lachmann-Anke
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