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Agenda

• Overview of the global Internet routing system

• What challenges exist in the system?

• What is RPKI-based BGP Prefix Origin Validation?

• Collaboration with industry partners

• Study Resources

• Q & A
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What is the Internet?



What is the Internet part 2



The BGP protocol connects our networks
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We share the Internet together
• The BGP Default-Free Zone is a shared 

resource, “pollution” in this shared 
routing system is problematic for 
everyone

• “Water conflicts” exist in the Internet:
• Operator misconfigurations

• BGP vendor software defects
• Various types of malicious activity

Any problems upstream the “BGP river”
can cause problems downstream!



A simple problem scenario
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• Routing policies (via BGP communities) to enforce what was agreed 

upon between the two EBGP peers to be announced and 

propagated further into the routing system

• Maximum BGP Prefix Limits

• AS_PATH filters (http://peerlock.net/)

• IRR based BGP prefix-list filters to create “allowlists”

• Bogon prefix-filters applied as “blocklist”

…. and now also RPKI-based BGP Prefix Origin Validation!

Our tool belt: BGP protection mechanisms

https://ripe77.ripe.net/presentations/59-RIPE77_Snijders_Routing_Policy_Architecture.pdf
http://peerlock.net/
https://github.com/bgp/bgpq4
https://www.gin.ntt.net/support-center/policies-procedures/routing-registry/


RPKI-based BGP Origin Validation
The RPKI is a distributed database which 
can be cryptographically verified.

Through this database, Internet Number 
Resource holders (aka the owners of an IP 
Prefix) can publish their routing intentions: 
ROAs.

NTT then applies this validated information 
(in real-time!) to optimise the choices 
presented as input to the BGP best path 
selection process on the AS 2914 routers.



Create RPKI ROAs via the Internet Registry



The other technical components

• The RIRs (ARIN, RIPE, APNIC, 
AFRINIC, LACNIC) operate the top 
level Certificate Authorities

• Organisations pull all published RPKI 
information from the Internet

• The RPKI Cache Validators construct 
the RPKI cache

• RPKI-to-Router (RTR) servers 
transport the Validated ROA Payloads 
(VRPs) to the EBGP routers



The process to deploy RPKI Origin Validation
• Organise engineering resources:

• Test & deploy servers that will run the RPKI cache

• Monitoring (connected RTR clients, number of VRPs, etc)

• Design routing policies with “RPKI invalid == reject” in mind

• Figure out where you can and cannot enable RPKI in the network

• Read and write documentation about the changes

• Provide training to all relevant staff:
• How to debug network issues now with RPKI in mind

• What is RPKI? (questions will come up in NOC, operations, sales & marketing)

Then pick a date….. and do it!



What it can look like when you enable RPKI ROV



And what it looked like later on



Our deployment experience
• Started out with setting up RPKI caches and RTR servers (3 on 3 

different continents) based on OpenBSD rpki-client and GoRTR.

• Extensive lab testing to test correct functioning of all software pieces

• Analysed potential impact of enabling RPKI on NTT’s global IP traffic 
profile using pmacct’s RPKI integration.

• Identified which customers who might be impacted by the change 
(very few), send out notification emails to those.

• Found a few (mostly cosmetic) software defects in vendor code, and 
identified a list of devices on the network that do not support RPKI.

• Deployment in production environment was done through a single 
flag day. RTR sessions brought up and policy immediately updated.

https://rpki-client.org/
https://github.com/cloudflare/cfrpki
http://pmacct.net/


RPKI is an emergent industry trend

Source: https://twitter.com/JobSnijders/status/1256326712347881473

https://twitter.com/JobSnijders/status/1256326712347881473


At present, 2598 Autonomous Systems in the 
BGP Default-Free Zone appear to apply Origin 

Validation (as measured from NTT’s perspective)

Source: Ben Cox, RIPE 80, Routing Working Group Session



~20% of IP space is covered by RPKI ROAs

https://rpki-monitor.antd.nist.gov/

https://rpki-monitor.antd.nist.gov/


Expected fail-positions of RPKI and BGP for 
incremental deployment on the global Internet

• RPKI is an opportunistic security layer, applied on top of existing best practices related to inter-domain 
routing. Creation of ROAs activates the Origin Validation protection mechanism in NTT’s EBGP 
policies. The cryptographic validation procedure as developed through open standards and open 
source efforts, will discard malformed, invalid or otherwise distrusted RPKI objects. This is a fail-
secure feature.

• RPKI is only used to reject RPKI “Invalid” BGP announcements (RFC 6811). Only BGP route 
announcements with the RPKI “Not-Found” and “Valid” state are expected to propagate through AS 
2914. This is a cryptographically actuated coalescing pipeline filter applied to BGP routing 
information.

• Should all RTR servers become unreachable from the EBGP router’s perspective, our routing policy 
assigns any BGP announcement the “Not-Found” state. This means the route announcement will not 
be rejected because of RPKI. This is a fail-safe feature.

• The above arrangement provides the Internet with an incremental deployment strategy.

• Changes to RPKI ROAs are expected to propagate within the global system in about an hour.

https://tools.ietf.org/html/rfc6811


RPKI Timing

Any changes an operator makes to their RPKI ROAs are expected to propagate through the RPKI supply 
chain into the global Internet routing system in about an hour.



Other applications of the RPKI in the IRR space

RIPE-731 RPKI based filter process applied to the “RIPE-NONAUTH” IRR. 
RPKI can now be used to identify stale (incorrect) IRR objects and remove 
those automatically.

NTT’s open source IRRd v4.1.0-beta3, can apply a similar IRR clean-up 
mechanism to NTTCOM and rr.ntt.net’s IRR mirror instance. Release & 
deployment timeline expected to be in the second half of 2020.

https://www.ripe.net/publications/docs/ripe-731
http://irrd.net/


Study resources

Excellent community maintained documentation with NLNetLabs as editor

https://rpki.readthedocs.io/

https://rpki.readthedocs.io/


IETF RFC Specifications

The RPKI architecture is documented in RFC 6480.

The RPKI specification is documented in a spread out series of RFCs:
RFC 6481, RFC 6482, RFC 6483, RFC 6484, RFC 6485, RFC 6486,
RFC 6487, RFC 6488, RFC 6489, RFC 6490, RFC 6491, RFC 6492,
RFC 6493, RFC 7935, RFC 7318, RFC 7330, RFC 8630, RFC 8481,
RFC 8416, RFC 8183, RFC 8182

https://tools.ietf.org/html/rfc6480
https://tools.ietf.org/html/rfc6481
https://tools.ietf.org/html/rfc6482
https://tools.ietf.org/html/rfc6483
https://tools.ietf.org/html/rfc6484
https://tools.ietf.org/html/rfc6485
https://tools.ietf.org/html/rfc6486
https://tools.ietf.org/html/rfc6487
https://tools.ietf.org/html/rfc6488
https://tools.ietf.org/html/rfc6489
https://tools.ietf.org/html/rfc6490
https://tools.ietf.org/html/rfc6491
https://tools.ietf.org/html/rfc6492
https://tools.ietf.org/html/rfc6493
https://tools.ietf.org/html/rfc7935
https://tools.ietf.org/html/rfc7318
https://tools.ietf.org/html/rfc7730
https://tools.ietf.org/html/rfc8630
https://tools.ietf.org/html/rfc8481
https://tools.ietf.org/html/rfc8416
https://tools.ietf.org/html/rfc8183
https://tools.ietf.org/html/rfc8182


Does RPKI resolve all Internet routing problems?

Short answer: No. There is no silver bullet.

However, there are multiple ongoing collaborative 
work projects in open standards bodies open source 

software, to bring further improvements to the 
Internet routing system.



Request to all Internet network operators

• Create RPKI ROAs for Internet Number Resources

• Work to deploy RPKI-based BGP Origin Validation such that RPKI invalid route 

announcements are rejected on all EBGP sessions

(especially all transit, peering, and route server sessions)

Coordination platforms for RPKI and Internet Routing

• Network Information Centers such as the Internet Registries (both RIRs and NIRs)

• Regional Network Operator Groups (NOGs) and MANRS

• The RPKI mailing list at NLNetLabs: https://lists.nlnetlabs.nl/mailman/listinfo/rpki

• Hundreds of operators are connected to the #IX IRC channel on irc.terahertz.net

https://www.manrs.org/
https://lists.nlnetlabs.nl/mailman/listinfo/rpki
http://www.dreamtime.org/ix.html


Together we do great things


