Peering LAN 2.0 -
Introduction of EVPN at DE-CIX

Thomas King, CTO



Challenges of Large Peering LANs

* DE-CIX Frankfurt * DE-CIX New York
* 1080 ASNs * 262 ASNs
* Peering Sessions via Route Server: * Peering Sessions via Route Server:
1314 for IPv4 & IPv6 302 for IPv4 & IPv6

1.4 Thit/s
14.40 ... e 1.34 -
1 Thit/s
800 Ghit/s
600 Gbit/s
/
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High Rate of BUM Traffic
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Broadcast, Unknown Unicast, Multicast Noise (BUM) mainly generated by ARP / ND
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Proxy-ARP/ND at Customer’s Router

ProxyARP/ND: On

Router 2
Traffic



Solution: Peering LAN 2.0

RFC9161: Enhancing EVPN for the Peering LAN use-case:

ProxyARP/ND: On

Proxy Agent /M

ARP/ND Response

No flooding of ARP/ND requests

Bindings
IP1 - MACL  Reduces load on customer
IP2 — MAC2 routers
IP3 — MAC3

* Takes away the attack vector
IPn — MACn of ProxyARP/ND enabled at

customer routers
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Migration Scenarios

Reduce Complexity Reduce Customer'’s
Downtlmes

Router by Router

Location by Location £ ¥ ¥




Testing, Testing, Testing ...

 Hardware: Recreating critical parts of the network in our la
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e Software
* Emulating the network in software

* Detect anomalies in the configuration of the Peering LAN (e.g., manual configuration,
“borrowed linecards”)

 Test cases for configuration generators
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More Software ... More Testing ...

* Enhancing the DE-CIX automation tool-chain

VPLS Migration per VPLS
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‘JSON File
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®

Interconnection Platform

Nokia Device Nokia Device Health

Checks
£

Nokia Device

f

Provisioning

SFTP
(via CM)
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Migration Happened Successfully

1 Nov. 22 29 Nov. 22

DE-CIX Phoenix Peering LAN (simple service) All Peering LANSs in the US

one week burn-in period

DE-CIX Frankfurt Peering LAN All other interconnection services migrated
... migrations of services on a weekly basis (including DirectCLOUD, CUG)

9 Nowv. 22 14 Dec. 22



Migration Happened Successfully
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Results: Low Rate of BUM Traffic
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Broadcast, Unknown Unicast, Multicast Noise (BUM) mainly generated by ARP / ND (Frankfurt)
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Results: Low Rate of BUM Traffic — Customer View

Flood & Learn EVPN APR/ND Proxy Agent
1600 1600
1400 1400
1200 1200
1000 1000
800 800
600 600
400 400
200 200
0 0 g 53
IPv4 IPv6 IPv4 IPv6

Broadcast, Unknown Unicast, Multicast Noise (BUM) traffic per second (Frankfurt, edge01.fra9)



Bugs and Issues

* Traffic distribution with LDP entropy labels not working as expected ->
Workaround implemented -> Investigation still ongoing with Nokia

* IPv6 ND Agent replies with wrong source IP Address
e Disabled at the moment
e Router OS upgrade required (expected Q2 ‘23)






