
Retroactive Identification of 
Targeted Domain Hijacks

Gautam Akiwate, Raffaele Sommese, Mattijs Jonker, Zakir Durumeric,
KC Claffy, Geoffrey M. Voelker, Stefan Savage

NANOG 87 | Atlanta, Georgia
14th February 2023



About Me
❏ Postdoctoral Researcher @ Stanford University

❏ Recent PhD @ UC San Diego

❏ Work in “Empirical Security”

❏ Build systems to collect, and analyze data

❏ Use insights to build better protocols, and systems

❏ Focus on the core Internet Infrastructure

❏ DNS, BGP, and TLS (CAs)
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The Problem: Attackers Targeting DNS Infrastructure
In 2014, Snecma (now Safran Aircraft Engine Company) targeted by attackers
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Broader Context
❏ Part of a larger coordinated 

attack against aerospace 

companies.
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Broader Context
❏ Part of a larger coordinated 

attack against aerospace 

companies.

❏ Use of many known tactics

❏ Spear phishing

❏ Malware

❏ Doppelganger Domains
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Domain Hijack In Practice

Client Logging Into “Secure” Network…



Normal Resolution
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Malicious DNS Delegation Update (Circa 2014)

Ask ns[1,2].acfine.net



Attackers Target Registrars and Registries

Ask ns[1,2].acfine.net



Attackers Redirect All Users

Ask ns[1,2].acfine.net67.198.195.126

67.198.195.126



Attackers Redirect All Users

Ask ns[1,2].acfine.net67.198.195.126

67.198.195.126



❏ Prompt malicious downloads

❏ Mimic webpage to harvest credentials

Next Stage of Attack



What about TLS Certificates?
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● TLS protects against AiTM 

(adversary-in-the-middle) attacks

● Automated TLS Certificate Issuance using 

“Domain Validation” uses DNS to 

authenticate domain “ownership”

● Attacker controls DNS → can obtain TLS 

certificates for the domain

○ Malicious but legitimate!

Implicit Trust Dependence

CT Logs allow for auditing!
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Anatomy of a Targeted Domain Hijack
❏ Acquire ability to control DNS delegations

❏ Hijacks characterized by multiple brief updates to evade detection

❏ Attacker can bypass TLS, and DNSSEC protections

❏ Set up infrastructure to mimic target domain

❏ Infrastructure uses maliciously obtained TLS certificate

❏ Practically, indistinguishable from legitimate infrastructure

❏ Harvest credentials or compromise redirected users to infiltrate target organization
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Learning New Tactics…
❏ Attack adapted from a previous 

attack targeting NYTimes.

❏ Attack targets the same 

registrar three months later.







The Goal

Construct a methodology to 
retroactively identify targeted DNS infrastructure hijacks

as a third-party. 



Challenges in Identifying Targeted Hijacks
Challenge #1: Delineating malicious updates from legitimate updates is hard



Malicious but looks Legitimate…

Nameservers
ns-533.awsdns-02.net
ns-482.awsdns-60.com

stlouisfed.org
Nameservers

ns1.stlouisfed.org
ns2.stlouisfed.org
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Challenges in Identifying Targeted Hijacks
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Challenge #2: Malicious updates to DNS are short-lived

—

Lesson #1: Cannot solely rely on DNS to determine hijacks

Lesson #2: Need multiple data sets to corroborate hijacks
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Focus on Operational Requirements of Hijack
Requirement #1: Update DNS resolutions to malicious IP for the duration of hijack

Requirement #2: Obtain new TLS certificate to prevent warnings



Focus on Operational Requirements of Hijack
Requirement #1: Update DNS resolutions to malicious IP for the duration of hijack

Requirement #2: Obtain new TLS certificate to prevent warnings

Requirement #3: Attacker Infrastructure set up to use maliciously obtained new TLS 

certificate at a malicious IP address which the target domain resolves to intermittently



Focus on Operational Requirements of Hijack
Requirement #1: Update DNS resolutions to malicious IP for the duration of hijack

Requirement #2: Obtain new TLS certificate to prevent warnings

Requirement #3: Attacker Infrastructure set up to use maliciously obtained new TLS 

certificate at a malicious IP address which the target domain resolves to intermittently

Key Insight 
Attacker infrastructure will appear in global IP scans looking for certificates.



Identifying Targeted DNS Infrastructure Hijacks: Intuition

Identify Attacker Infrastructure. IPA+ CertAGlobal IP Scans
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Identifying Targeted DNS Infrastructure Hijacks: Intuition

Identify Attacker Infrastructure. IPA+ CertAGlobal IP Scans

Passive DNS

CT Logs

Corroborate target domain was redirected to IPA

Corroborate CertA was issued during redirection

Hijack Evidence 
DNS Redirection + New Certificate + Use of New Certificate at Redirected IP



How to Identify Attacker Infrastructure?



Map Observable Infrastructure
“Observable Infrastructure for a domain”

IP addresses and certificates that secure and serve the domain



Observable Infrastructure

IP: 217.108.170.196
Port: 443
Certificate: <A>
SANs: [secure.snecma.fr]
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Scan #3

IP: 217.108.170.196
Port: 443
Certificate: <A>
SANs: [secure.snecma.fr]
Geolocation: France
AS: 3215
Browser Trusted: True
Issuing CA: Let's Encrypt
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Deployment #1

IP: 67.198.195.126
Port: 443
Certificate: <B>
SANs: [secure.snecma.fr]
Geolocation: US
AS: 35908
Browser Trusted: True
Issuing CA: Comodo
Sensitive: True

Deployment #2Legitimate or Malicious?



Scan #4

IP: 217.108.170.196
Port: 443
Certificate: <A>
SANs: [secure.snecma.fr]
Geolocation: France
AS: 3215
Browser Trusted: True
Issuing CA: Let's Encrypt
Sensitive: True

Deployment #1



Longitudinal View: Deployment Maps



Suspicious Deployments → Potential Attacker Infrastructure
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Suspicious Deployments → Potential Attacker Infrastructure

IP: 217.108.170.196
Port: 443
Certificate: <A>
SANs: [secure.snecma.fr]
Geolocation: France
AS: 3215
Browser Trusted: True
Issuing CA: Let's Encrypt
Sensitive: True

Deployment #1

IP: 67.198.195.126
Port: 443
Certificate: <B>
SANs: [secure.snecma.fr]
Geolocation: US
AS: 35908
Browser Trusted: True
Issuing CA: Comodo
Sensitive: True

Deployment #2
#1: Check Passive DNS if secure.snecma.fr was redirected to 67.198.195.126
#2: Check CT Log to see if Cert <B> was issued during redirection



Methodology Summary



Results
Identified 41 domains as hijacked

● 33 domains re-identified and verified from previous reports

● 8 domains not previously identified

High confidence hijacks! 

Many many more domains where there is circumstantial evidence 



Kyrgyzstan Hijacks

Hijacked Domains Attacker Infrastructure

Date Domain Target Organization Malicious IP Malicious ASN Geo

Dec'20 fiu.gov.kg mail Financial Intelligence Service 178.20.41.140 AS 48282 Russia

Dec'20 invest.gov.kg mail Investment Portal 94.103.90.182 AS 48282 Russia

Dec'20 mfa.gov.kg mail Ministry of Foreign Affairs 94.103.91.159 AS 48282 Russia

Jan'21 infocom.kg mail Internet Services Provider 195.2.84.10 AS 48282 Russia



https://securelist.com/darkhalo-after-solarwinds-the-tomiris-connection/104311/

To continue using the email service, you 
must install the security update: 

Download Update

https://securelist.com/darkhalo-after-solarwinds-the-tomiris-connection/104311/




Organizations Hijacked
Domain 

Organization Type
Hijacked 
Domains

Government Ministry 12

Government Organization 4

Government Services 7

Infrastructure Provider 6

Law Enforcement 3

Energy Company 3

Intelligence Services 3

Civil Aviation 2

Insurance 1
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Summary
● Possible to identify targeted DNS infrastructure hijacks as a third-party

○ Analyzing DNS delegations alone does not work

○ Focus on operational requirements of attacks

○ Need to use a combination of data sources to build confidence in results

● Traditional mechanisms not effective against DNS infrastructure hijacks
○ Attackers can bypass DNSSEC and TLS since they control DNS Infrastructure

● Need for more transparency and proactive measurements to understand how to 
mitigate hijacks



Parting Thoughts
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Thought #1
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DNS introduces dependency on external entities 
(registrar, registry) allowing for a “supply chain attack”.

Not a hypothetical risk. Operators are prime targets. 



Thought #2

63

Secure protocols do not always mean secure.

Malwarebytes Labs | HTTPS: why the green padlock is not enough

https://www.malwarebytes.com/blog/news/2018/05/https-why-the-green-padlock-is-not-enough
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Thought #3
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Monitoring and Transparency are important
or

“You cannot secure what you cannot measure!”



DNS Transparency
❏ Organizations cannot tell if their nameservers ever changed!

❏ Have nanog.org nameservers changed recently? [No, as per zone file data...]

❏ But hijacks last for as little as 15 minutes and zone files updated daily.

❏ Continuous monitoring?

❏ Certificate Transparency like transparency with DNS

❏ Append only changes to domain nameservers at TLDs?
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https://dns.coffee/domains/nanog.org


Thanks



Questions?

gakiwate -- at -- cs.stanford.edu


