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Agenda

AWS Global Infrastructure

Our journey to reinventing our network infrastructure

   our hardware, software and how we put systems together

Network architecture and software, tools and controllers

How we build and automate our network, and how it’s going
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AWS Global Infrastructure

R E G I O N A L
E X P A N S I O N

Available Today: 30 Regions

Coming soon or recently
launched: 6 Regions
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AWS Global Infrastructure

L O C A L  Z O N E S

21 available today 

30 coming soon or 
recently launched

4 recently launched 
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AWS Global Infrastructure

E D G E
L O C A T I O N S

450+ CloudFront PoPs

115+ Direct Connect Locations
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AWS Global Infrastructure

A W S  N E T W O R K
B A C K B O N E

Redundant 400 Gbps links

245+ Countries & Territories

Between all Regions, 
Local Zones, and Edge Locations
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Reinventing our network 
infrastructure



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

< >

• Simplicity Scales

• Focus on the benefits

• Freedom to examine trade-offs
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T E R A B I T S  P E R  S E C O N D

DEVICE:  1 x  Swi tch

HEIGHT:  1 x  Rack  Un i t  (RU)

PORTS:  32 x  400G
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DEVICE:  1 x  Swi tch

HEIGHT:  1 x  Rack  Un i t  (RU)

PORTS:  32 x  400G
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42 RU

 
T E R A B I T S  P E R  S E C O N D

DEVICE:  1  rack  (32 x  swi tches )

HEIGHT:  42 x  Rack  Un i t  (RU)

PORTS:  32 x  400G (12 .8  Tbps )
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T E R A B I T S  P E R  S E C O N D

DEVICE:  1  rack  (32 x  swi tches )

HEIGHT:  42 x  Rack  Un i t  (RU)

PORTS:  32 x  400G (12 .8  Tbps )
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T E R A B I T S  P E R  S E C O N D

DEVICE:  32 racks  (32 x  swi tches )

HEIGHT:  42 x  Rack  Un i t  (RU)

THROUGHPUT/RACK:  100 Tbps  
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How we do it – In rack

Direct-attach copper (DAC) cabling

100G 6.7mm OD at 2.5m

400G 11mm OD at 2.5m

Our Biggest enemy? Cable diameter.

Active DAC with retimers to reduce 
cable area
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How we do it – Short reach
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How we do it – SN connector
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Network Architecture and 
Software
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Create

Config generation

Deployment coordination

Active telemetry

Auto-remediation

NOC-less
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2 tier Clos
N O N  O V E R S U B S C R I B E D  A N Y  P O R T  T O  A N Y  P O R T
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Metal boxes and a lot of cables

Small number of rack variations

Rack and cable switches for burn-in

Collect inventory and compare with bill of materials

Reprogram with AWS controlled binaries
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How we do it

Data center interconnect (DCI)

OIF 400G ZR 

400G – ZR+ to 400km,
Bright ZR over 1000km

Integrated routing, DWDM, encryption

M E D I U M  H A U L
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Create

Linux-based

Multi-sourced manufacturing

Multi-ASIC

N E T W O R K  O P E R A T I N G  S Y S T E M

Network ASIC

SDK

Linux kernel

Routing 
protocols

TelemetryManagement
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Create

Linux-based

Multi-sourced manufacturing

Multi-ASIC

OSPF/BGP ++

N E T W O R K  O P E R A T I N G  S Y S T E M

Network ASIC

SDK

Linux kernel

Routing 
protocols

TelemetryManagement
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Traceroute from outside AWS

% traceroute www.amazon.com
...
 5  * * *
 6  * * *
 7  52.93.33.77 (52.93.33.77)  1.984 ms 1.789 ms 1.983 ms
 8  52.93.33.130 (52.93.33.130)  2.316 ms 2.362 ms  2.891 ms
 9  150.222.72.105 (150.222.72.105)  3.682 ms  3.044 ms  3.002 ms
10  * * *
11  * * *
12  * * *
13  * * *
14  * * *
15  server-65-8-32-17.mel50.r.cloudfront.net (65.8.32.17)  3.650 ms  4.866 ms  3.033 ms



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Traceroute from inside AWS
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Disaggregated control plane

On-device handles local things like LACP, 
ARP/ND and all aspects of physical 
connectivity

BGP speaker runs elsewhere

Faster convergence and higher scale 
than would otherwise be possible

Enables us to iterate/evolve each part 
separately

Peer doesn’t see anything different, TTL1 
or TTL255 BGP still works the same way

C O M B I N A T I O N  O F  O N - D E V I C E  A N D  O F F - D E V I C E
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The curious case of flaky IPv6 NS 
L I N U X  M C A S T _ R E S O L I C I T  ( N O N - D E F A U L T )  R E Q U I R E D  F O R  N O N - L I N K - L O C A L  I P V 6  N S

% ip -ts monitor neigh dev bond1
[2023-01-13T02:58:15.544747] 2620:107:4008:xxx::2 dev bond1 lladdr d4:6a:35:35:4c:92 router PROBE
[2023-01-13T02:58:15.649269] fe80::d66a:35ff:fe25:4c92 dev bond1 lladdr d4:6a:35:35:4c:92 router PROBE
[2023-01-13T02:58:15.650764] fe80::d66a:35ff:fe25:4c92 dev bond1 lladdr d4:6a:35:35:4c:92 router REACHABLE
[2023-01-13T02:58:45.852977] 99.83.1xx.xx dev bond1 lladdr d4:6a:35:35:4c:92 PROBE
[2023-01-13T02:58:45.854469] 99.83.1xx.xx dev bond1 lladdr d4:6a:35:35:4c:92 REACHABLE
[2023-01-13T02:58:46.112645] fe80::d66a:35ff:fe25:4c92 dev bond1 lladdr d4:6a:35:35:4c:92 router PROBE
[2023-01-13T02:58:46.114825] fe80::d66a:35ff:fe25:4c92 dev bond1 lladdr d4:6a:35:35:4c:92 router REACHABLE
[2023-01-13T02:58:52.413809] 2620:107:4008:xxx::2 dev bond1  router FAILED
[2023-01-13T02:59:07.779235] 2620:107:4008:xxx::2 dev bond1 lladdr d4:6a:35:35:4c:92 router REACHABLE
[2023-01-13T02:59:16.305279] 99.83.1xx.xx dev bond1 lladdr d4:6a:35:35:4c:92 PROBE
[2023-01-13T02:59:16.306371] 99.83.1xx.xx dev bond1 lladdr d4:6a:35:35:4c:92 REACHABLE
[2023-01-13T02:59:16.473164] 2620:107:4008:xxx::2 dev bond1 lladdr d4:6a:35:35:4c:92 router PROBE
[2023-01-13T02:59:16.570665] fe80::d66a:35ff:fe25:4c92 dev bond1 lladdr d4:6a:35:35:4c:92 router PROBE
[2023-01-13T02:59:16.574393] fe80::d66a:35ff:fe25:4c92 dev bond1 lladdr d4:6a:35:35:4c:92 router REACHABLE
[2023-01-13T02:59:46.767019] 99.83.1xx.xx dev bond1 lladdr d4:6a:35:35:4c:92 PROBE
[2023-01-13T02:59:46.770263] 99.83.1xx.xx dev bond1 lladdr d4:6a:35:35:4c:92 REACHABLE
[2023-01-13T02:59:47.025611] fe80::d66a:35ff:fe25:4c92 dev bond1 lladdr d4:6a:35:35:4c:92 router PROBE
[2023-01-13T02:59:47.026513] fe80::d66a:35ff:fe25:4c92 dev bond1 lladdr d4:6a:35:35:4c:92 router REACHABLE
[2023-01-13T02:59:53.341824] 2620:107:4008:xxx::2 dev bond1  router FAILED
[2023-01-13T03:00:07.779211] 2620:107:4008:xxx::2 dev bond1 lladdr d4:6a:35:35:4c:92 router REACHABLE

% tcpdump -i bond1 -n -p --direction=out 'icmp6'
04:15:57.597793 IP6 fe80::a2d0:dcff:fefc:8ed6 > 2620:107:4008:xxx::2: ICMP6, neigh solicitation, who has 2620:107:4008:xxx::2
04:16:02.717802 IP6 fe80::a2d0:dcff:fefc:8ed6 > 2620:107:4008:xxx::2: ICMP6, neigh solicitation, who has 2620:107:4008:xxx::2
04:16:07.837808 IP6 fe80::a2d0:dcff:fefc:8ed6 > 2620:107:4008:xxx::2: ICMP6, neigh solicitation, who has 2620:107:4008:xxx::2
04:16:10.407026 IP6 fe80::a2d0:dcff:fefc:8ed6 > fe80::d66a:35ff:fe35:4c92: ICMP6, neighbor advertisement, tgt is fe80::a2d0:d
04:16:12.957792 IP6 fe80::a2d0:dcff:fefc:8ed6 > ff02::1:ff00:2: ICMP6, neighbor solicitation, who has 2620:107:4008:xxx::2

36 IPv6 NS sent,
none answered

As soon as we age
out the entry..
..it then answers

..rinse/repeat..
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Source: https://xkcd.com/2105, Randall Munroe
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