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● Martians are private and reserved 
addresses defined by RFCs

● Traditional bogons include martians 
and prefixes that have not been 
allocated to a regional internet registry 
(RIR) by the Internet Assigned 
Numbers Authority (IANA)

Martians & Traditional Bogons
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● Fullbogons contain the traditional 
bogon prefixes, but also  include the 
IP space allocated to the RIRs, but not 
yet assigned by them to Local Internet 
Registries (LIRs), for both IPv4 and 
IPv6 [TEAMCYMRU]

Fullbogons - Definition

https://www.team-cymru.com/bogon-networks


5

● 0.0.0.0/8           # RFC 791 & RFC 1122 
● 10.0.0.0/8      # RFC 1918 Private-Use
● 100.64.0.0/10    # RFC 6598 Shared Ad. Space                         
● 127.0.0.0/8         # RFC 1122 Loopback
● 169.254.0.0/16 # RFC 3927 Link Local
● 172.16.0.0/12     # RFC 1918 Private-Use
● 192.0.2.0/24     # RFC 5737 (TEST-NET-1)

IPv4 Martians



6

● 192.88.99.0/24  # RFC 7526                               
● 192.168.0.0/16    # RFC 1918 Private-Use
● 198.18.0.0/15     # RFC 2544 Benchmarking
● 198.51.100.0/24  # RFC 5737 (TEST-NET-2)                    
● 203.0.113.0/24    # RFC 5737 (TEST-NET-3)                     
● 240.0.0.0/4       # RFC 1112 Reserved
    References: [NLNOG, IANA_v4]

IPv4 Martians

https://bgpfilterguide.nlnog.net/
https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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● ::/8        # RFC 3513 and RFC 4291
● 0100::/64   # RFC 6666 Discard-Only
● 2001:2::/48 # RFC 5180 BMWG
● 2001:10::/28 # RFC 4843 ORCHID
● 2001:db8::/32 # RFC 3849 documentation
● 2002::/16   # RFC 7526 6to4 anycast relay

IPv6 Martians
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● ffe::/16    # RFC 3701 old 6bone
● fc00::/7    # RFC 4193 unique local unicast
● fe80::/10   # RFC 4291 link local unicast
● fec0::/10   # RFC 3879 old site local unicast
● ff00::/8     # RFC 4291 multicast

IPv6 Martians

References: [NLNOG, IANA_v6]

https://bgpfilterguide.nlnog.net/
https://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xhtml


Bogon ASNs - Definition
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● Similarly to prefixes, an ASN should be 
termed as Bogon if any of the 
following conditions is true [MANRS]
○ It is reserved for special use by an RFC
○ It is not part of the block assigned to a 

RIR by IANA
○ It is not assigned to a LIR by any RIR

https://www.manrs.org/2021/01/routing-security-terms-bogons-vogons-and-martians/


Reserved & Unallocated ASNs 
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● 0                          # RFC 7607
● 23456                    # RFC 6793 AS_TRANS
● 64496 - 65551     # RFCs 6996, 7300 & 5398
● 65552 - 131071     # IANA reserved ASNs
● 213404 - 262143 # Unallocated
● 273821 - 327679 # Unallocated



Reserved & Unallocated ASNs 
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● 329728 - 393215  #Unallocated
● 151866 - 196607  #Unallocated
● 401309 - 4199999999  #Unallocated
● 4200000000 - 4294967294  # RFC 6996
● 4294967295  # RFC 7300 Last 32 bit ASN

Reference: [IANA_ASNs] 

https://www.iana.org/assignments/as-numbers/as-numbers.xhtml


Why we care about Bogons?

12

● They are usually the result of 
configuration mistakes    

● However, they are also found as the 
source for various types of misconduct



Misconduct related to Bogons
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● Source addresses of DDoS attacks
● BGP security events, such as hijacks and 

route leaks
● Other types of nefarious Internet activity



Bogon projects 
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● CIDR report

● Team Cymru

● Hurricane Electric 

https://www.cidr-report.org/as2.0/#Bogons
https://www.team-cymru.com/bogon-networks
https://bgp.he.net/report/bogons


Our bogons project 
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● provides real time data 
○ from multiple worldwide distributed 

locations
○ via multiple BGP feeds 
○ for all possible bogons 

■ fullbogon prefixes
■ bogon ASes anywhere in the AS Path



Code BGP Monitor
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BGP Monitoring Service developed by Code BGP
● Routing daemon: Bird 2
● Route Reflection (RFC 4456)
● BGP Add-Path (RFC 7911)
● 220 full feed peers  (IPv4 & IPv6)
● 72 cities, 44 countries, 23 upstreams

https://datatracker.ietf.org/doc/rfc4456/
https://datatracker.ietf.org/doc/rfc7911/
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Configured to monitor 
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● Fullbogon prefixes (IPv4 and IPv6)
● Bogon ASNs present in AS Paths

BGP full feeds from 220 monitors

+Fullbogon
prefixes

Bogon 
ASNs



Data 
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● RIPE NCC publishes daily a CSV file 
(~683k lines) which contains the 
prefixes and ASNs that have been 
assigned to LIRs, based on data 
gathered from all five RIRs (creds to 
Max Stucci for the info)



Methodology - Step 1 
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● A script checks every hour and 
downloads this file, identifies all the 
entries that are either “available” or 
“reserved”, and creates two lists
○ Bogon prefixes
○ Bogon ASNs 



Methodology - Step 2 
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● These two lists are used to update 
the Bird BGP filters of the Code 
BGP Monitor Route Collectors 



Methodology - Step 3 
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● The Bogon ASNs and prefixes are 

forwarded to the Code BGP 

Platform via BGP



Data 
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● CSV:  
https://ftp.ripe.net/pub/stats/ripencc/
nro-stats/latest/nro-delegated-stats  

● RIPE NCC documentation: 
https://github.com/RIPE-NCC/nro-del
egated-stats/blob/main/Reports.md

https://ftp.ripe.net/pub/stats/ripencc/nro-stats/latest/nro-delegated-stats
https://ftp.ripe.net/pub/stats/ripencc/nro-stats/latest/nro-delegated-stats
https://github.com/RIPE-NCC/nro-delegated-stats/blob/main/Reports.md
https://github.com/RIPE-NCC/nro-delegated-stats/blob/main/Reports.md


24Example of reserved & available ASNs



25Example of reserved & available prefixes



26Example of a Bird filter in a Route Collector



Data comparison between 
projects - April 18  
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Project # of active 
bogons (v4)

# of active 
bogons (v6)

CIDR report 690 -

Hurricane 
Electric 1220 101

Code BGP 2954 3137
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Project # of bogon 
prefixes (v4)

# of bogon 
prefixes (v6)

Team 

Cymru
981 137556

Code BGP 7927 275250

Data comparison between 
projects - April 18  



RPKI Invalids vs Valids - April 18 
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RCs Setup # of RPKI 
Invalid Routes

# of RPKI 
Valid Routes

Bogon ASNs 
& Prefixes 6072 9727

● RPKI valid routes are bogons due to the presence of 

bogon ASNs in the AS path



Do it yourself 
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● Open source repo which contains:
○ Shell script implementing the 

methodology 
○ Bird template configuration
○ Python script for MRT dumps
○ README with detailed steps

     https://github.com/codebgp/bogons 

https://github.com/codebgp/bogons


Moreover, you can use our 
service
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● Go to https://cloud.codebgp.com/ and in 
the Organisation ID type “bogons”

● Sign up

● Docs: https://docs.codebgp.com/ 

https://cloud.codebgp.com/
https://docs.codebgp.com/
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By using the bogons instance 
we can:
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● Make sure we don’t announce or propagate 
bogon prefixes

● Make sure we don’t use or propagate bogon 
ASNs

● Figure out who does it and let them know so 
they fix their announcements and/or filters



Overview



Routes



Why bogon?



Why bogon?



Find ASNs



Prefixes



Find Prefixes



Next steps - research 
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● Collab with John Kristoff and conduct 
a measurement study for the bogon 
phaenomenon that could result in a 
publication
○ Try to correlate bogon data with 

DDoS attacks, BGP hijacks and 
other security related events



Next steps - goal 
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● Seek funding to develop a 
methodology and automation that will 
periodically inform people about their 
misconfigured BGP filters

● Goal: Internet with less bogons 



Questions
lefteris@codebgp.com


