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PERSONAL DATA PROCESSING POLICY
1. GENERAL PROVISIONS
1.1. This policy regarding the processing of personal data (hereinafter referred to as the Policy) in a Limited Liability Neuro Design, location: Republic of Belarus, 173 Nezavisimosti Avenue, room 217, Minsk, 220114, UNP 193784020 (hereinafter referred to as the Operator) defines any action or set of actions, including collection, systematization, storage, modification, use, depersonalization, blocking distribution, provision, deletion of personal data, as well as information on the implemented requirements for the protection of personal data and is developed in accordance with the current legislation of the Republic of Belarus, namely:
· Decree of the President of the Republic of Belarus No. 422 of 28.10.2021 "On measures to improve the protection of personal data",
· Law of the Republic of Belarus No. 99-Z of 07.05.2021 "On Personal Data Protection",
· Law No. 455-Z of 10.11.2008 "On Information, Informatization and Information Protection" 
· other regulatory legal acts regulating relations related to the Operator's activities.
1.2. The Policy is aimed at ensuring the protection of the rights and freedoms of individuals when processing their personal data by the Operator.
1.3. The Operator's policy regarding the processing of personal data applies to all information that the Operator can receive about website visitors  neurodesign.by, customers, persons who have applied for participation in competitions, employment, internships, and personnel reserve management.
1.4. Personal data – any information related to an identified individual or an individual who can be identified.
1.5. Processing of personal data by the Operator – an action or set of actions, including those aimed at:
· collection;
· systematization.
· storage;
· change;
· usage;
· depersonalization.
· blocking;
· distribution.
· provision;
· deletion of personal data.
1.6. Personal data subject - a natural person in respect of whom personal data is processed.
1.7. User – any visitor to the website neurodesign.by.
1.8. Website – a set of graphic and informational materials, as well as computer programs and databases that ensure their availability on the Internet at the network address neurodesign.by.
1.9. The Operator processes personal data on a legal and fair basis.
1.10. The Operator does not process biometric personal data.
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2. PURPOSES OF PROCESSING, LIST OF PERSONAL DATA PROCESSED, LEGAL GROUNDS AND TERMS OF STORAGE OF PERSONAL DATA

2.1. All personal data processed by the Operator is confidential, strictly protected information in accordance with the current legislation of the Republic of Belarus.
2.2. The Operator ensures that the content and scope of the processed personal data correspond to the purposes of their processing stated in the Policy or determined in accordance with the legislation.
2.3. The composition of personal data to be processed, depending on the purposes, terms and necessity of processing, is indicated in the table in clause 2.4 of this Policy.
2.4. The Operator processes personal data in the following cases:


	Categories of personal data
	subjects List of personal data processed
	Purposes of personal data processing
	Legal grounds for personal data
	processing Duration of personal data storage

	Candidates (applicants) for vacant positions or participants in competitions
	Last name, first name, patronymic; gender; date, month, year of birth; place of birth; citizenship; information about basic and additional education, qualifications, specialty; information about the current and previous place of work (work experience, length of service, position, information about the employer, etc.); passport data or data of an identity document; information about registration at the place of residence and place of actual residence; contact information (phone, email); other personal data specified in the contract. candidate's resume (application form, autobiography, letters of recommendation, etc.)
	- Search and review of the candidate's application for a vacant position, organization and conduct of an interview with the candidate;
- interaction with the candidate based on the results of reviewing the resume (questionnaire);
- Formation and maintenance of the personnel reserve;
- Passing the procedures prior to hiring, in cases stipulated by the constituent documents of the Operator.
	Consent of the personal data subject (when sending a resume/application in electronic form via the website neurodesign.by);
without the consent of the personal data subject on the basis of paragraph16 of Article 6 of the Law (when providing personal data in writing or in the form of an electronic document)

	1 year from the date of receipt of consent (or 1 year from the date of receipt personal data when processing them without the consent of the subject)

	Users of the Internet site neurodesign.by (hereinafter referred to as the site) 
	Last name, first name, patronymic; e-mail address; contact phone number
	- providing the subject of personal data with news, information and (or) advertising newsletters, commercial offers, as well as other information via electronic, fax, SMS, E-mail, etc.mail and other means of communication, with the exception of mailings related to the contract with the subject of personal data;
- making calls and responses by e-mail at the request of feedback.
	Consent of the personal data subject
	5 years from the date of the lastvisit or interaction the subject of personal data associated with the site

	Customers
	Last name, first name, patronymic; passport data (optional), phone number, email address.
	- conclusion of civil contracts with personal data subjects and their subsequent execution;
- execution (creation) of an order, control of the order status, its accounting and tracking
	without the consent of the personal data subject on the basis of para. 15 Article 6 of the Law (when receiving personal data on the basis of a contract)
	3 years after the tax authorities have verified compliance with the tax legislation. If the tax authorities have not checked compliance with the tax legislation - 10 years after the expiration of the contract

	Persons authorized to sign civil contracts;
other persons whose personal data is specified in civil contracts

	Last name, first name, patronymic or initials of the person, position of the person who signed the contract, phone number, email address, other data in accordance with the terms of the agreement (if necessary)
	Conclusion and execution of civil contracts with business entities (counterparties), accounting and analysis of contracts, control over the performance of contractual obligations
	without the consent of the personal data subject on the basis of para. 15 of Article 6 of the Law, para. 20 Article 6 of the Law, Article 186 of the Civil Code of the Republic of Belarus
	3 years after the tax authorities check compliance with tax legislation. If the tax authorities have not checked compliance with the tax legislation - 10 years after the expiration of the contract

	Persons who sent the requests (claims);
Other persons whose personal data is specified in the request (claims)

	Last name, first name, patronymic, phone number (optional), e-mail address (optional), place of residence address, (optional), other personal data specified in the request
	- review and send a response to received requests (in retail stores, at the legal address, including comments and suggestions entered in the book,
- analysis of requests
	without the consent of the personal data subject on the basis абзof paragraph 16 of Article 6 of the Law, para.20 Article 6 of the Law
	5 years from the date of application
5 years after the end of maintaining the book of comments and suggestions





3. RIGHTS AND OBLIGATIONS OF THE PERSONAL DATA SUBJECT

3.1. The personal data subject has the right to:
	No
	. Right
	Content
	of Operator

	1
	Right to receive information concerning the processing of personal data
	You have the right to receive information concerning the processing of your personal data containing:
- name and location of the Company;
− confirmation of the fact of processing the Company's personal data;
− your personal data and the source of their receipt;
− legal basis and purpose of the processing of Your personal data;
− the period for which the consent to the processing of personal data;
− the name and location of the authorized person, which Company transmits your personal data to be processed 
	in 5 working days after receipt of Your request, You will provide the requested information will either notify You about the reasons of refusal

	2
	Right to receive information on the provision of personal information to third parties
	You have the right to obtain from the public information about their personal data to authorized persons once per calendar year free
	Company within 15 calendar days of receipt of the request will provide information about what personal data and to whom were granted during the year preceding the date of application, or will notify You of the reasons for refusal

	3
	Right to make changes to your personal data
	You have the right to require the company to amend Your personal data if they are incomplete, outdated or inaccurate
	Company within 15 calendar days of receipt of the request will amend Your personal data if they are incomplete, outdated, inaccurate, or 23

	4
	Right to request that we stop processing personal data and (or) remove them,
	You have the right to request from Company free of charge termination of the processing of personal data, including their removal, in the absence of grounds for the processing of personal data
	Сompany into a period of up to 15 calendar days from the date of receipt of the request will stop processing Your personal data except when the company is entitled to continue processing personal data if there are grounds established by the legislation of the Republic of Belarus

	5
	Right to revoke a previously granted consent to the processing of personal data
	If Your consent is the legal basis for the processing of Your personal data, You may at any time withdraw it. This will not affect the legality of the processing of personal data based on your consent until the withdrawal of your consent
	 Company will stop processing your personal data within 15 calendar days from the date of receipt of the request, delete them and notify you of this, except in cases where the Company has the right to continue processing personal data if there are grounds established by the Legislation of the Republic of Belarus.

	6
	Right to appeal against actions (omissions) and decisions of the operator related to the processing of personal data
	If you believe that our processing of personal data violates the applicable legislation in the field of personal data protection, you can file a complaint with the authorized body



3.2. The subject of personal data is obliged to provide updated personal data (including updated phone number and e-mail address) in case of their change by contacting the email address: info@neurodesign.by.
3.3. If you exercise the rights specified in clauses. 1-5 of Clause 3.1 of this Policy, you must submit an application to the Company. The application must be submitted in writing or in the form of an electronic document (i.e. a document signed with an electronic digital signature recognized in the Republic of Belarus). You can also submit an application by sending it to the Operator's email address info@neurodesign.by.
3.4. The application must be sent in writing to the following address: info@neurodesign.by. The application in the form of an electronic document must be signed with an electronic digital signature and sent to us using special technical, software and hardware tools.
3.5. Your application for exercising the above rights must contain:
− last name, first name, patronymic (if any);
− address of the place of residence (place of stay);
− date of birth.
- statement of the essence of the requirements;
- identification number, in the absence of such a number – the number of an identity document, in cases where this information was provided by you when giving consent or the processing of personal data is carried out without your consent;
− a personal signature (for a written application) or an electronic digital signature (for an application in the form of an electronic document).
3.6. If you exercise the rights specified in subclauses No. 1-No. 5 of clause 3.1 of this Policy by other means (telephone, fax, etc.) than indicated above (i.e., not by sending us an application in writing or in the form of an electronic document), we will be forced to refuse to consider such an application.
3.7. To exercise the right specified in clause No. 6, clause 3.1 of this Policy, you may apply to the authorized body for the protection of the rights of personal data subjects – the National Center for Personal Data Protection of the Republic of Belarus, in accordance with the procedure established by the legislation on appeals of citizens and legal entities. The decision taken by the authorized body for the protection of the rights of personal data subjects may be appealed to the court in accordance with the procedure established by law.
3.8. The legal consequence of your consent to the processing of personal data is that the Company has the right to process your personal data for the relevant purposes for which it was given consent.
3.9. In case of refusal to provide the Company with consent to the processing of personal data, the Company is not entitled to process your personal data for purposes for which consent was not obtained.

4. PROCEDURE FOR THE COLLECTION, STORAGE, TRANSFER AND OTHER TYPES OF PROCESSING OF PERSONAL DATA

4.1. The Operator ensures the security of personal data and takes all possible measures that exclude access to personal data of unauthorized persons.
The security of personal data in the organization is ensured by taking legal, organizational and technical measures to ensure the protection of personal data from unauthorized or accidental access to them, modification, blocking, copying, distribution, provision, deletion of personal data, as well as from other illegal actions in relation to personal data.
4.2. A person who has provided the Operator with incomplete, outdated, unreliable information about himself or herself, or information about another personal data subject without the latter's consent, is liable in accordance with the legislation of the Republic of Belarus.
4.3. The Operator may provide (transfer) personal data to third parties in compliance with legal requirements in order to achieve the goals stated by the Operator in the Policy or defined by law. 
4.4. The Operator may transfer your personal data to the following entities on the basis of a contract concluded with the Company:
· companies that are the owners of the servers hosting the Website, which are used by the Company to process personal data; 
· suppliers of software products used by the Operator to process personal data, when such software products are located on servers that do not belong to the Operator; 
· legal entities that provide information and advertising distribution services to the Company. 
4.5. The list of personal data, the processing of which is entrusted to an authorized person, corresponds to the list indicated next to the corresponding purpose in the section "processing purposes, list of personal data processed, legal grounds and terms of storage of personal data". The list of actions with personal data performed by these authorized persons is as follows: collection, systematization, storage, modification, use, depersonalization, blocking, provision, deletion. 
4.6. The Operator also has the right to transfer your personal data to relevant third parties, when it is required to do so by law. 
4.7. The Operator has the right to carry out cross-border transfer of personal data, having made sure before such transfer that the foreign state to whose territory it is intended to transfer personal data provides reliable protection of the rights of personal data subjects.
Cross-border transfer of personal data to the territory of foreign states that do not meet the above requirement can only be carried out in cases provided for by law.
4.8. The Company may also transfer data to the territory of other foreign countries where the servers of persons who are suppliers of software products are located, using which the Company processes your personal data.
Possible risks in the cross-border transfer of personal data include: the absence of a general law on personal data protection, the absence of an independent regulatory body for the protection of the rights of personal data subjects, a narrow understanding of personal data, and the attribution of a limited range of information about an individual to them;
- email services for exchanging electronic messages. Depending on the mail server that you use to receive information and advertising newsletters, your personal data may be transferred to servers of mail services located outside the Republic of Belarus, including to states where the rights of personal data subjects are not adequately protected.
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5.1. This Policy is subject to changes and / or additions in the event of corresponding changes and / or additions, as well as the appearance of new legislative acts in the field of personal data protection.
5.2. This Policy is a local legal act of the Operator and is subject to posting on the site neurodesign.by.
5.3. The Operator has the right, at its sole discretion, to unilaterally change and / or supplement the terms of this Policy without prior notice to the subjects of personal data by posting a new version of the Policy on the Website. If significant changes are made to the content of the Policy, including changes in the operator, processing purposes, retention periods, the procedure for exercising the rights of data subjects, and conditions for cross-border transfer, they must be communicated to the subjects of personal data in advance, before such changes take effect.
5.4. Compliance with the requirements of this Policy is monitored by the person responsible for internal control over the processing of the Operator's personal data.



