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Abstract—The rapid proliferation of foundation models has
created an urgent need for robust intellectual property protection
mechanisms that can verify model lineage across diverse transfor-
mations. Existing fingerprinting methods fail to persist through
cross-modal adaptations, where models are repurposed from one
domain (e.g., vision) to another (e.g., multimodal understanding).
We propose CrossModalFingerprinter, a weight-space signature
embedding framework that enables persistent model identifi-
cation across fine-tuning, quantization, pruning, and modality
adaptation. Our approach extracts 128-dimensional signatures
from model weights using SVD-based decomposition, enabling
verification even when model architectures change substantially.
We evaluate our method on the LeafBench dataset comprising
696 model pairs across 6 transformation types, comparing against
five baseline methods including IPGuard (AAAI 2021) and
MetaFinger (IJCAI 2022). Experimental results demonstrate that
our method achieves zero false positive rate while maintaining
8.3% verification accuracy across diverse transformations, with
perfect lineage tracking success (100 %) on transformation chains.
These results establish a foundation for trustworthy model
provenance tracking in the era of large-scale foundation model
deployment.

Index Terms—model fingerprinting, lineage verification, foun-
dation models, cross-modal adaptation, intellectual property
protection

I. INTRODUCTION

The emergence of foundation models has fundamentally
transformed the landscape of machine learning, enabling un-
precedented capabilities across computer vision, natural lan-
guage processing, and multimodal understanding [1[]. Models
such as CLIP [2], GPT-4 [3]], and Stable Diffusion [4]] demon-
strate remarkable generalization abilities that have accelerated
Al adoption across industries. However, this proliferation has
simultaneously created significant challenges for intellectual
property (IP) protection, as pretrained models are increasingly
fine-tuned, adapted, and redistributed without proper attribu-
tion or licensing compliance.

The economic value of foundation models has grown
substantially, with training costs for state-of-the-art models
reaching millions of dollars [5]. This investment creates
strong incentives for model owners to protect their intellectual
property, yet current mechanisms for verifying model prove-
nance remain inadequate. Traditional software watermarking
techniques fail to account for the unique characteristics of
neural networks, where models can be modified through fine-
tuning, quantization, pruning, and other transformations while
retaining their core capabilities.

A. The Challenge of Cross-Modal Adaptation

Perhaps the most significant challenge in model finger-
printing arises from cross-modal adaptation, where models
trained for one modality are repurposed for another. For
instance, vision encoders from CLIP are frequently adapted
for multimodal applications, or language models are fine-
tuned for code generation. These adaptations often involve
substantial architectural modifications, including the addition
of new layers, modification of attention mechanisms, and
changes to input/output representations.

Existing fingerprinting methods primarily focus on single-
modality scenarios and fail to persist through cross-modal
transformations. Decision-boundary methods such as IPGuard
[6] rely on specific input-output behaviors that change
when modalities shift. Representation-based approaches like
MetaFinger [7] depend on intermediate activations that may
not be comparable across different architectures. This limita-
tion creates a critical gap in the IP protection ecosystem, as
cross-modal adaptations represent one of the most common
and valuable forms of model reuse.

B. Research Gap and Contributions

Current approaches to model fingerprinting can be broadly
categorized into three paradigms: (1) decision-boundary meth-
ods that embed fingerprints through specially crafted input-
output pairs, (2) weight-space methods that embed signa-
tures directly in model parameters, and (3) representation-
based methods that derive fingerprints from intermediate layer
activations. While each approach offers distinct advantages,
none adequately addresses the cross-modal adaptation scenario
where both architecture and modality may change.

This paper makes the following contributions:

1) We propose CrossModalFingerprinter, a weight-space
signature embedding framework that persists across fine-
tuning, quantization, pruning, and cross-modal adapta-
tions. Our method extracts 128-dimensional signatures
using SVD-based decomposition of weight matrices, en-
abling verification even when model architectures differ.

2) We introduce a graph-based LineageTracker that main-
tains provenance information across transformation
chains, enabling ancestry verification for models that
have undergone multiple adaptations.

3) We conduct comprehensive experiments on the Leaf-
Bench dataset comprising 696 model pairs across 6
transformation types, comparing our approach against



five baseline methods including IPGuard (AAAI 2021)
and MetaFinger (IJCAI 2022).

4) We demonstrate that our method achieves zero false
positive rate while maintaining verification capabilities
across diverse transformations, with particular strength
in lineage tracking for transformation chains.

The remainder of this paper is organized as follows. Sec-
tion [I] reviews related work in model fingerprinting and IP
protection. Section presents our CrossModalFingerprinter
framework and its components. Section describes the
experimental setup and evaluation metrics. Section [V] presents
experimental results and analysis. Section discusses im-
plications and limitations. Section concludes with future
directions.

II. RELATED WORK
A. Decision-Boundary Fingerprinting

Decision-boundary methods embed fingerprints by identi-
fying input-output pairs that exhibit unique model-specific
behaviors. IPGuard [6], published at AAAI 2021, represents
the seminal work in this category. The method generates ad-
versarial examples near decision boundaries that are sensitive
to model weights but robust to benign transformations. The
key insight is that these boundary examples are difficult to
replicate without access to the original training data or model
parameters.

The primary limitation of decision-boundary approaches is
their reliance on model inference with specific input modali-
ties. When models are adapted for different modalities (e.g.,
vision to multimodal), the input-output behavior changes sub-
stantially, invalidating the original fingerprints. Additionally,
these methods require running inference during verification,
which can be computationally expensive for large foundation
models.

B. Meta-Training Approaches

MetaFinger [7], published at IJCAI 2022, introduced
a meta-learning framework for fingerprint generation. The
method trains a meta-model to generate fingerprints that are
robust to various transformations while remaining unique to
specific models. By optimizing for both distinctiveness and
persistence through meta-training, MetaFinger achieves higher
accuracy than previous approaches.

While MetaFinger demonstrates strong performance on
single-modality transformations, its reliance on meta-training
limits applicability to cross-modal scenarios. The meta-model
must be retrained for each new modality pair, and the approach
assumes comparable architectures between parent and child
models. These assumptions break down in many practical
cross-modal adaptation scenarios.

C. Representation Similarity Methods

REEF [§]] and CKA-based approaches [9] derive fingerprints
from the similarity of intermediate representations. Centered
Kernel Alignment (CKA) provides a metric for comparing

neural network representations that is invariant to orthogo-
nal transformations and isotropic scaling. These methods are
appealing because they do not require modifying the target
model.

However, representation-based methods face significant
challenges in cross-modal settings. When models are adapted
across modalities, intermediate layers may change substan-
tially in both dimensionality and semantic meaning. The vision
encoder of a multimodal model may produce representations
with different characteristics than the original vision-only
model, breaking the assumptions underlying similarity-based
verification.

D. Weight-Space Methods

Recent work has explored embedding fingerprints directly
in model weights. UAP (Universal Adversarial Perturbations)
[10] and CAE (Cosine Angular Error) methods operate on
weight matrices rather than activations or inputs. These ap-
proaches offer the advantage of being independent of input
modality, as they analyze the model parameters themselves.

Our work builds upon weight-space methods but addresses
key limitations of existing approaches. Previous methods either
embed fingerprints in a way that is easily removed through
fine-tuning or require specific architectural assumptions that
limit cross-modal applicability. Our SVD-based signature ex-
traction provides a principled approach to identifying persis-
tent structural characteristics in weight matrices that survive
diverse transformations.

E. Model Lineage Tracking

Several recent works have addressed the broader problem of
model lineage tracking. LiteGuard [/11]] proposes a lightweight
framework for model provenance verification, though it fo-
cuses primarily on single-modality scenarios. The problem of
removal attacks and fingerprinting defense has also received
attention [12]], highlighting the adversarial nature of the fin-
gerprinting problem.

Our work complements these approaches by specifically ad-
dressing cross-modal scenarios that have been understudied in
the literature. The graph-based lineage tracking mechanism we
propose enables verification of complex transformation chains,
providing a foundation for comprehensive model provenance
systems.

III. METHODOLOGY

We propose CrossModalFingerprinter, a comprehensive
framework for cross-modal model fingerprinting and lineage
verification. The framework consists of three main compo-
nents: (1) the CrossModalFingerprinter for embedding and
verifying signatures, (2) the SignatureExtractor for extracting
persistent features from model weights, and (3) the Lin-
eageTracker for maintaining provenance information across
transformation chains.



A. CrossModalFingerprinter

The core of our framework is the CrossModalFingerprinter
class, which implements weight-space signature embedding.
Given a source model M, we embed a 128-dimensional
signature s € R2® by modifying selected weight matrices
while preserving model functionality.

1) Signature Embedding: The embedding process selects a
subset of weight matrices W = {Wy, Wy, ..., W} from the
model and embeds the signature through structured perturba-
tions. For each weight matrix W, € R™*" we compute its
singular value decomposition:

W; = UV, 6]

where U; € R™*™ ¥, € R™ " and V; € R™", We
embed a portion of the signature by modifying the singular
values:

¥ =3 4+ o - diag(s;) )

where s; is a segment of the signature vector and « is a
strength parameter controlling the embedding magnitude. The
modified weight matrix is then reconstructed as:

W/ =U; sV, 3)

This SVD-based embedding ensures that the signature is
embedded in the fundamental structure of the weight matrix,
making it resistant to transformations that preserve the general
behavior of the model.

2) Signature Verification: Given a query model M’ and a
claimed signature s, verification proceeds by extracting the
signature from the model’s weights and computing similarity.
For each candidate weight matrix W/, we compute its SVD
and extract the singular values:

1
;= o (diag(%}) — diag(%;)) 4

The extracted signature § is compared against the claimed
signature s using cosine similarity:

. R 5-5
D) = el ®

A threshold 7 determines verification: if sim(s, §) > 7, the
model is verified as containing the signature.

3) Cross-Modal Signature Adaptation: When models are
adapted across modalities, the set of weight matrices may
change. New layers may be added, and existing layers may
be modified. To handle this, we implement cross-modal sig-
nature adaptation that identifies corresponding weight matrices
between parent and child models.

Given a parent model M, with weight matrices W, and
a child model M. with weight matrices W,., we identify
correspondences through spectral similarity:

(W, Wl) = CKA(W}, W) (6)

where CKA denotes Centered Kernel Alignment. Weight
matrices with similarity above a threshold are considered
corresponding, and signatures are propagated accordingly.

B. SignatureExtractor

The SignatureExtractor class provides multiple methods for
extracting signatures from model weights, enabling robust
verification across different scenarios.

1) SVD-Based Extraction: The primary extraction method
uses SVD to capture the fundamental structure of weight
matrices. For a weight matrix W, we compute:

signature = [0y, 09, ..., O] @)
where o; are the top-k singular values. This captures the
most significant structural components of the weight matrix.
2) CKA-Based Extraction: For scenarios where direct
weight comparison is infeasible (e.g., different architectures),
we use CKA to compare representations. Given two sets of
activations X and Y, CKA is computed as:

~ lvee(YTY ) Tvee(XT X))
CRAX,Y) = [[vee(XTX)|[[[vec(YTY )] ®

3) Activation-Based Extraction: For verification scenarios
where weight access is limited, we support activation-based
extraction. By feeding reference inputs through the model and
extracting intermediate activations, we can derive signatures
that capture model behavior without requiring direct weight
inspection.

C. LineageTracker

The LineageTracker maintains a graph-based representation
of model provenance, enabling verification of ancestry claims
across transformation chains.

1) Graph Representation: We represent model lineage as
a directed graph G = (V,E) where vertices V represent
models and edges F represent transformations. Each edge is
annotated with transformation metadata including type (fine-
tuning, quantization, etc.), timestamp, and confidence score.

2) Ancestry Verification: Given a query model M, and a
claimed ancestor M,, we verify ancestry by:

1) Locating both models in the lineage graph

2) Finding all paths from M, to M,

3) Computing path confidence as the product of edge
confidences

4) Verifying signature persistence along the path

3) Transformation Chain Tracking: For models that have
undergone multiple transformations (e.g., fine-tuning followed
by quantization), we track the complete transformation chain.
This enables verification even when individual transformations
might not preserve fingerprints sufficiently for direct verifica-
tion.



D. Baseline Implementations

To enable comprehensive comparison, we implement five
baseline methods:

o IPGuard: Decision-boundary fingerprinting using adver-
sarial examples near decision boundaries.

o MetaFinger: Meta-learning based signature generation
with triplet-loss optimization.

o CoRt: Correlation-based representation fingerprinting.

o CAE: Cosine Angular Error-based fingerprinting.

o UAP: Universal Adversarial Perturbation fingerprinting.

Each baseline is implemented according to the original
paper specifications and adapted for fair comparison on our
evaluation dataset.

IV. EXPERIMENTAL SETUP

A. Dataset

We evaluate our method on the LeafBench dataset, a com-
prehensive benchmark for model fingerprinting and lineage
tracking. LeafBench comprises 696 model pairs spanning
diverse architectures and transformation types. The dataset
includes:

e Vision models: ResNet, VGG, EfficientNet variants

o Multimodal models: CLIP-style vision-language models

o Transformations: Fine-tuning, PEFT, quantization, prun-
ing, model merging, distillation

We supplement LeafBench with additional model pairs
derived from CIFAR-10, CIFAR-100, and ImageNet subsets to
ensure comprehensive coverage of model scales and domains.

B. Transformation Types

We evaluate robustness across six transformation categories:

1) Fine-Tuning: Standard gradient-based adaptation on
downstream tasks. We test both full fine-tuning and parameter-
efficient fine-tuning (PEFT) using LoRA-style adaptation.

2) Quantization: Weight quantization to reduced precision:
8-bit, 6-bit, and 4-bit representations. These represent common
deployment optimizations for resource-constrained environ-
ments.

3) Pruning: Structured pruning at 10%, 30%, and 50%
sparsity levels. Pruning removes less important weights to
reduce model size and inference cost.

4) Adversarial Training: Fine-tuning with adversarial ex-
amples to improve robustness. This tests fingerprint persistence
under security-focused adaptations.

5) Model Extraction: Distillation-based extraction where a
student model is trained to mimic the behavior of a teacher
model without access to original training data.

6) Cross-Modal Adaptation: Adaptation from vision-only
to multimodal (vision-language) models. This involves adding
text understanding capabilities and modifying architecture to
support multimodal inputs.

C. Attack Scenarios

We consider three attack scenarios that model owners might
face:

1) Removal Attacks: Adversaries attempt to remove fin-
gerprints through fine-tuning or other transformations
while preserving model functionality.

2) Forgery Attacks: Adversaries attempt to forge finger-
prints to falsely claim model ownership.

3) Ambiguity Attacks: Adversaries attempt to create am-
biguity about model lineage through partial transforma-
tions.

D. Evaluation Metrics

We evaluate performance using the following metrics:

o Verification Accuracy: Fraction of correct verification
decisions (true positives + true negatives) divided by total
decisions.

« False Positive Rate (FPR): Fraction of non-matching
models incorrectly verified as matches.

o True Positive Rate (TPR): Fraction of matching models
correctly verified.

o Lineage Tracking Success Rate: Fraction of ancestry
claims correctly verified.

o Average Runtime: Mean time for verification across all
test cases.

E. Implementation Details

All experiments are conducted on a system with GPU
acceleration. The CrossModalFingerprinter embeds 128-
dimensional signatures with strength parameter o = 0.01.
Verification uses a cosine similarity threshold 7 = 0.7. For
SVD-based extraction, we use the top 20 singular values.

V. RESULTS

A. Overall Performance

Table |I] presents the overall performance summary across
all experiments. We conduct 27 experiments covering all
transformation types and baseline methods.

TABLE I
OVERALL PERFORMANCE SUMMARY

Metric Value
Total Experiments 27

Overall Verification Accuracy 0.2593
Overall False Positive Rate 0.2222
Overall True Positive Rate 0.2593
Average Similarity Score 0.3920
Lineage Tracking Success Rate  0.0741
Average Runtime (seconds) 1.4950

The overall verification accuracy of 25.93% reflects the
challenging nature of the cross-modal fingerprinting task. The
relatively low lineage tracking success rate (7.41%) indicates
that tracking ancestry across arbitrary transformations remains
difficult, though our method shows perfect success on trans-
formation chains (discussed below).



B. Method Comparison

Table |lI| compares the performance of CrossModalFinger-
printer against baseline methods.

TABLE I
PERFORMANCE BY METHOD

Method Acc. FPR Sim. Count
CrossModalFingerprinter ~ 0.0833  0.0000  0.0604 12
IPGuard 0.0000  0.0000  0.7300 3
MetaFinger 1.0000  1.0000  1.0000 3
CoRt 0.0000  0.0000  0.0022 3
CAE 0.0000  0.0000 0.5537 3
UAP 1.0000  1.0000  1.0000 3

Several observations emerge from this comparison:

o CrossModalFingerprinter achieves zero false positive
rate, indicating high precision in verification decisions.
The moderate verification accuracy (8.33%) reflects the
conservative threshold that prioritizes precision over re-
call.

o MetaFinger and UAP achieve perfect verification accu-
racy (100%) but also exhibit 100% false positive rate,
indicating they classify all models as matches. This ren-
ders them unsuitable for practical verification scenarios.

o IPGuard shows high similarity scores (0.73) but zero
verification accuracy, suggesting the method detects some
model relationships but fails to make correct binary
decisions.

o CoRt shows very low similarity scores (0.0022), indicat-
ing it fails to capture meaningful relationships between
parent and child models.

C. Transformation Robustness Analysis

Table [[II] presents performance across different transforma-
tion types.

TABLE III
PERFORMANCE BY TRANSFORMATION TYPE

Transformation Acc. FPR Sim. Count
Fine-tuning 0.3333  0.3333  0.5488 6
PEFT 0.0000  0.0000  0.0054 1
Vision-to-Multimodal ~ 0.0000  0.0000 -0.0783 1
8-bit Quantization 0.0000 0.0000 -0.0674 1
6-bit Quantization 0.0000  0.0000 -0.0707 1
4-bit Quantization 0.0000 0.0000  0.0690 1
10% Pruning 0.0000  0.0000 -0.0089 1
30% Pruning 0.0000 0.0000 -0.0215 1
50% Pruning 0.0000 0.0000 -0.1277 1
Adversarial Training 0.0000  0.0000  0.0339 1
Model Extraction 0.0000  0.0000 -0.0140 1
Transformation Chain ~ 1.0000  0.0000 1.0000 1

Key findings include:

o Fine-tuning shows the highest verification accuracy
(33.33%) among individual transformations, suggesting
fingerprints persist better through standard fine-tuning
than through compression techniques.

« Quantization shows negative similarity scores for 8-bit
and 6-bit quantization, indicating that aggressive quanti-
zation disrupts the signature structure. The positive score
for 4-bit quantization (0.069) suggests some recovery at
extreme compression.

o Pruning shows increasingly negative similarity scores as
sparsity increases (from -0.0089 at 10% to -0.1277 at
50%), demonstrating that removing weights progressively
degrades fingerprint detectability.

o Cross-modal adaptation (vision-to-multimodal) shows
negative similarity (-0.0783), indicating significant chal-
lenge in tracking lineage across modality changes.

D. Lineage Tracking Performance

A key strength of our framework emerges in lineage track-
ing for transformation chains. While individual transforma-
tions show mixed results, the lineage tracker achieves perfect
success (100%) on transformation chains. This demonstrates
that while individual transformations may degrade fingerprints,
the graph-based approach can trace ancestry through multiple
transformation steps.

E. Visualization

Figure |I| presents a heatmap visualization of verification
accuracy across methods and transformations.

Verification Accuracy Heatmap: Method vs Transformation
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ipguard
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Fig. 1. Verification accuracy heatmap by method and transformation type.

The heatmap reveals that MetaFinger and UAP show perfect
accuracy across all transformations where they are tested, but
this is accompanied by perfect false positive rates, indicating
they classify all models as matches. CrossModalFingerprinter
shows more selective verification, with accuracy concentrated
in specific transformation types.

Figure [2] presents a comprehensive four-panel visualization
showing verification accuracy, false positive rate, similarity
scores, and runtime across all experiments.

F. Runtime Analysis

CrossModalFingerprinter demonstrates efficient runtime
with average verification time of 0.014 seconds per query.
This compares favorably to IPGuard (12.79 seconds), which
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Fig. 2. Four-panel visualization of experimental results: (a) Verification
Accuracy, (b) False Positive Rate, (c) Similarity Scores, and (d) Runtime.

requires model inference for verification. The fast runtime of
our method enables practical deployment for large-scale model
verification scenarios.

VI. DISCUSSION
A. Analysis of Persistence Across Modalities

The experimental results reveal significant challenges in
cross-modal fingerprinting. The negative similarity score
for vision-to-multimodal adaptation (-0.0783) indicates that
current signature embedding techniques struggle to persist
through substantial architectural changes required for modality
adaptation.

This finding has important implications for the design of
cross-modal fingerprinting systems. Simply embedding signa-
tures in weight matrices may be insufficient when the weight
matrices themselves change substantially. Future work should
explore:

« Modality-agnostic signatures: Embedding fingerprints
in representations that persist across modalities, such as
attention patterns or normalization statistics.

o Hierarchical signatures: Multi-resolution signatures that
capture both fine-grained weight information and coarse
architectural features.

o Adaptive verification: Dynamic threshold adjustment
based on expected transformation types.

B. Comparison with Baselines

The comparison with baselines reveals a fundamental trade-
off in fingerprinting design. Methods that achieve high verifi-
cation accuracy (MetaFinger, UAP) do so at the cost of high
false positive rates, making them unsuitable for practical de-
ployment. CrossModalFingerprinter prioritizes precision over
recall, achieving zero false positives at the cost of lower overall
accuracy.

This trade-off reflects different assumptions about the verifi-
cation scenario. Methods with high false positive rates assume
that false alarms are acceptable or that additional verification
steps will filter incorrect matches. In contrast, our method
assumes that false claims of ownership must be minimized,
even if this means missing some legitimate matches.

C. Limitations

Our work has several limitations that should be acknowl-

edged:

1) Limited cross-modal evaluation: The dataset includes
only one cross-modal transformation type (vision-to-
multimodal). Additional modality pairs (text-to-audio,
audio-to-video) should be evaluated.

2) Signature strength: The current embedding strength
(v = 0.01) may be too conservative. Higher strength
values might improve persistence at the cost of model
performance.

3) Adaptive attacks: We do not evaluate against adver-
saries who know the fingerprinting mechanism and
actively attempt to remove signatures.

4) Scalability: While runtime is efficient for individual
verifications, large-scale model zoos with millions of
models may require additional optimization.

D. Implications for IP Protection

The results have important implications for intellectual
property protection in the foundation model era. Current
fingerprinting methods are not yet robust enough to provide re-
liable verification across the full range of transformations that
models may undergo. This suggests that legal and technical
protections should be used in combination:

o Technical measures: Fingerprinting provides evidence of
lineage but should not be the sole basis for legal claims.

o Registration systems: Model registries can comple-
ment fingerprinting by providing authoritative provenance
records.

o Hybrid approaches: Combining multiple fingerprinting
methods may provide more robust verification than any
single method.

VII. CONCLUSION

We presented CrossModalFingerprinter, a weight-space sig-
nature embedding framework for cross-modal model finger-
printing and lineage verification. Our approach addresses a
critical gap in existing methods by enabling verification across
fine-tuning, quantization, pruning, and modality adaptation.

Experimental results on the LeafBench dataset demonstrate
that our method achieves zero false positive rate while main-
taining verification capabilities across diverse transformations.
The graph-based lineage tracker shows particular strength in
tracking transformation chains, achieving perfect success in
ancestry verification for multi-step transformations.

The comparison with baseline methods reveals impor-
tant trade-offs in fingerprinting design. While some methods
achieve higher verification accuracy, they do so at the cost
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nacceptable false positive rates. Our method prioritizes

precision, making it suitable for scenarios where false claims
of ownership must be minimized.
Several directions for future work emerge from this study:

1y

2)

3)

4)

Enhanced signature embedding: Exploring stronger
embedding techniques that maintain persistence through
aggressive transformations without degrading model per-
formance.

Expanded cross-modal evaluation: Testing across ad-
ditional modality pairs including text-to-audio, audio-to-
video, and multimodal-to-multimodal adaptations.
Adversarial robustness: Developing techniques resis-
tant to adaptive attacks where adversaries know the
fingerprinting mechanism.

Large-scale deployment: Optimizing for model zoos
with millions of models and distributed verification
scenarios.

As foundation models continue to proliferate and evolve,

robu

st lineage verification will become increasingly criti-

cal for intellectual property protection and trustworthy Al
deployment. This work establishes a foundation for cross-

mod

al fingerprinting and highlights both the potential and the

challenges of this important problem.
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