
Introduction to Compliance 
Oversight Plans (COP)
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December 9, 2020



Objectives

12/9/2020 2

• Show where recent information regarding COPs may be found
• Describe the purpose, inputs, components and outputs of COPs
• Elaborate on the definitions and answers provided in the COP FAQs
• Describe the interactions between NPCC and Registered Entities to 

create and deliver the COP and ANL
• Demonstrate the above with a Process Flow Diagram showing the 

activities related to the creation and change management of 
entities’ COPs and its role in Compliance Monitoring and entity 
Continuous Improvement



Compliance Oversight Plan
Announced on Nov. 13, 2020 (email from Heather Miller/NERC)
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• Provides an oversight strategy with a target interval and frequency for 
oversight activities.

• Tailored to each entity’s entity specific risks based on inherent and operational 
risks (the IRA, Performance Considerations), and associated Risk Categories.

• Is dynamic and requires change management to capture changes that may 
impact Reliability and Risks (See Question 5)



COP FAQs
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Implementation and release of COPs 
varies across the ERO Enterprise



COP FAQs
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NPCC COP process flow diagram (upper)
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(Match Line)



NPCC COP process flow diagram (lower)
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Risk Elements, Risk Categories and Risk Factors (oh my!)
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Risk Elements are listed in the ERO 
Annual CMEP Implementation Plan (IP)

There are 6 Risk Elements for 2021



Risk Elements
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• Each of the 6 Risk 
Elements is described 
in greater detail and 
lists the NERC 
Reliability Standards 
that are Areas of 
Focus 

• Table 2 shown.

• See CMEP IP for 
Tables 3 thru 7 for 
Areas of Focus 
associated with the  
Risk Elements listed 
on previous page



Risk Categories
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• There are 13 Risk 
Categories to categorize the 
Standards/Requirements for 
monitoring listed in 
Appendix B of the COP



Risk Categories
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• This is an example of the Modeling Data Risk Category and the list of related NERC 
standards that would be candidates for monitoring. This could appear in COP 
Appendix B if the Modeling Data Risk Category is one of your higher Risk 
Categories.



Risk Factors
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• There are 18 ERO Risk Factors. 

• These may look familiar to you because 
they are listed in the NPCC IRA Update 
request template.

• Your answers to the Risk Factor questions 
help create Appendix A, Inherent Risk 
Assessment (IRA) to the COP. 



COP FAQs
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Demonstration of Positive Performance
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• There are 8 Performance 
Considerations listed. 

• Unlike Risk Factors, these are 
not quantitative.

• Performance Considerations are 
qualitative and require a 
thorough understanding and 
analysis of how they help the 
entity mitigate risks to Reliability. 



Positive Performance and Oversight Stategy
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• Entity demonstrating Positive 
Performance in vast majority of 
Performance Considerations may:

• be moved to an Oversight 
Category with longer interval 
between monitoring

• allow standards to use different 
monitoring tool (Spot Check or 
Self Certification instead of audit)

• change one or more Risk 
Categories shown in Appendix B



Risk Categories
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• There are 13 Risk Categories 
shown at the right.

• See the COP FAQ document, 
pages 3 – 10 for a detailed list 
of NERC standards within 
each Risk Category 

• Some (not all) of the Risk 
Categories would appear in 
Appendix B of the COP to 
provide focus to the entity to 
address entity specific risks to 
Reliability and Resilience.



NPCC ERA Website
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https://www.npcc.org/program-areas/compliance/entity-risk-assessment

https://www.npcc.org/program-areas/compliance/entity-risk-assessment


Recommended Next Steps
• Review the ERO information on COPs
• Review the NPCC Process Flow Diagram to understand the 

COP development and change management process.
• Look at your COP Attachment B when you receive it.
• Use it to plan for your next audit and other monitoring.
• Review Performance Considerations applicable to your 

organization.
• Assess your processes relative to the Performance 

Considerations as a self-assessment exercise. 
• Capture and assess your controls for high risk activities as a 

means of continuous self-improvement.
• Consider contacting NPCC to participate in a Risk Controls & 

Performance engagement well in advance of an audit.
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Thank you
My name is Ben Eng
• I can be reached at beng@npcc.org
• Or text me at 917-828-4980

• Thank you for your attention! 
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mailto:beng@npcc.org

	Introduction to Compliance Oversight Plans (COP)
	Objectives
	Compliance Oversight Plan
	Slide Number 4
	Slide Number 5
	COP FAQs
	COP FAQs
	NPCC COP process flow diagram (upper)
	NPCC COP process flow diagram (lower)
	Risk Elements, Risk Categories and Risk Factors (oh my!)
	Risk Elements
	Risk Categories
	Risk Categories
	Risk Factors
	COP FAQs
	Demonstration of Positive Performance
	Positive Performance and Oversight Stategy
	Risk Categories
	NPCC ERA Website
	Recommended Next Steps
	Thank you

