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Executive Summary

The Northeast Power Coordinating Council, Inc. (NPCC) is responsible for promoting and enhancing the
reliability of the international, interconnected Bulk Power System in Northeastern North America.

As Distributed Energy Resources (DER), installed on the distribution system, continue to replace
traditional industry generation resources, this transformation will change the resource mix and require
changes to how the system is planned and operated. Opportunity exists to leverage the operational
characteristics of DER to enhance reliability and resilience of the Bulk Power System (BPS). Historically,
the North American Electric Reliability Corporation (NERC) Reliability Standards have not been
applicable to equipment on distribution systems unless such equipment has a direct impact on the
Reliable Operation? of the BPS such as UFLS. However, as penetration of DER increases, planning and
operating assessments used to assure Reliable Operation of the BPS will need to accurately represent
how DER interacts with the BPS.

Development of this document was initiated by the NPCC Board of Directors to develop Regional
guidance for voluntary use by NPCC Members and stakeholders. The guidance provided herein identifies
reliability risks? to the BPS and suggests high level regional approaches NPCC Members could consider to
reliably implement DER. Specifically, integration, capability, and operations issues which should be
considered during process modification and development in their Area to maintain and continue to
achieve reliable operation of the BPS within NPCC.

The previous version of this guidance document did not consider specific rooftop solar or individual
installations of wind turbines or other localized behind the revenue meter DER, although a-process
described in this document was established which allows entities to identify concerns regarding impacts
to NPCC so they can be acknowledged and addressed. This document will continue to identify all
emerging issues related to DER’s deployment, interconnection, planning and operations. NPCC Staff has
developed this guidance in conjunction with NPCC Member input, NERC, and other groups through the
NPCC open comment process to highlight the importance of interconnection requirements at the
distribution level. This document identifies opportunities for DER related process improvement and
ensuring no emerging potential reliability risks due to gaps may exist, in order to promote good utility
interconnection practices necessary for the reliability of the NPCC Region as a whole. In addition, during
the development of this document, a review of existing DER related documents was performed and

1 Reliable Operation is defined in 16 U.S. Code § 8240 and means “operating the elements of the bulk-power
system within equipment and electric system thermal, voltage, and stability limits so that instability, uncontrolled
separation, or cascading failures of such system will not occur as a result of a sudden disturbance, including a
cybersecurity incident, or unanticipated failure of system elements.”

2 An example of a reliability risk not addressed is remote dispatch of DER. A significant challenge that has been
found by some NPCC members is that DER Operators can be anywhere in the world and that as a result,
communications can be significantly delayed, leading to reliability risks. This includes time zone challenges and
language challenges,


Guy V. Zito
The amount of behind-the-meter DER may be significant in jurisdictions where net metering is encouraged. The document should strongly advise users to follow its guidelines for behind-the-meter DER where penetration is or may become significant. This should not be interpreted to imply this suggestion only applies to where a specific feeder or distribution system has significant penetration.  For the system performance matters relevant to NPCC, it is the penetration over a much wider area (e.g., over the whole NPCC footprint) that matters and localized penetration levels are substantially irrelevant. Therefore, it is recommended that the document should advise users to follow the guidelines for all DER, including BTM, regardless of local penetration levels.

The term behind revenue metering needs to be clearly defined. All interconnection facilities, including wholesale generators, will have revenue metering at the Point of Interconnection, so this definitely needs better definition.  It seems that perhaps DER embedded in load facilities is what was intended. But even this distinction needs to be carefully defined because even a wholesale PV generator will have a small amount of auxiliary load.

NERC- Guess I’m not understanding what this is saying. This essentially says that you are ignoring all behind the meter (BTM) DER? Is that correct? The aggregate effect of BTM DER can have a significant impact to the BPS, as we see in California. May want to include that here.



NPCC is working with the NY Interconnection Technical Working Group as well as the Joint Utilities
group of NY to align processes where possible.

DER for the purpose of this guidance means any non-BPS real or reactive resource (generating unit,
multiple generating units at a single location, distributed generation, battery storage, etc.) located

within the boundary of any distribution utility but not behind revenue metering, unless specifically
indicated.

Detailed guidance provided by some NPCC Members is included in this guidance document for the
benefit of Areas where DER interconnections have not yet progressed to high enough levels to warrant
action in their Area. Since DER is a growing technology trend, all NPCC Members will benefit from seeing
details on reliable DER integration which have been applied elsewhere. Their presence in this document
does not indicate application within NPCC as a whole. Also it is important to note that specific NPCC
Area or Utility requirements at the local level will supersede any suggested approaches in this
document.

NPCC, is not creating new Criteria or Standards through this guidance document. The intent is purely
informational and the document will need continual revisions as NERC System Planning Impacts of DER
(SPIDER), and other groups develop their respective guidance documents to achieve continued
alignment.

In conjunction with the development of NPCC guidance on DER, NPCC has been conducting DER Forums,
the purpose of which is to promulgate DER related information, educate and inform. NPCC provides this
as a service to entities within the Northeast to allow the sharing of information and provide a platform
where best practices may be discussed. NPCC’s Regional Standards Committee (RSC) and Reliablity
Coordinating Committee (RCC) has also developed a joint process and a form to report DER related
impacts. These may be found on the NPCC website.

[atroduction and Objective

As DERs continue to penetrate the electric system at the “grid edge” or distribution system, and replace
conventional transmission grid connected resources, there is an increasing reliability related need to
understand and influence the effect of these DER resources on the BPS. It is important to understand
how DERs are interconnected, planned, operated and how they interact with the transmission system.

Reliably and securely integrating DER into the electric system requires a comprehensive approach
utilizing perspectives from different areas. DER design, modeling, planning, and relay coordination
require consideration of jurisdictional issues. The importance of Members working with their respective
national, state, and provincial regulatory authorities to help them understand the consequences of and
formulation of effective DER interconnection requirements is critical. While there may be some broad
universal guidelines, the details of effective DER interconnection requirements should be reconciled
with the nature of the system within which the interconnection is taking place. Appendix B of this


Guy V. Zito
Where this guidance applied to DER “behind revenue metering” needs to be better defined. For example, frequency ride-through that coordinated with UFLS should apply to DER “behind revenue metering” Also much of the guidance that references 1547-2018 should also apply.  For frequency performance, the area level penetration is largely irrelevant (exception is HQ, because of its asynchronous interconnection and low levels of DER), and thus action regarding frequency ride-through should apply across the whole NPCC footprint.  For voltage performance, care should be taken to not define “Area” on a too-limited basis as transmission voltage disturbances may propagate considerable distances.

NERC- Again, this is a critical element of DER that is being left out. Not saying change it, but really needs to be stressed that you’re focusing here ONLY on utility-scale DER that is metered (e.g. relatively large solar PV facilities).



Guy V. Zito
Local requirements that conflict with the suggestions should be carefully assessed for their necessity and rationality.  For example, unduly conservative distribution protection practices addressing nearly impossible-to-occur situations should not adversely impact bulk system security.

Guy V. Zito
NERC- I think something up front stating that IEEE Std 1547-2018 brings significant potential benefits to DER providing essential reliability services to the BPS to ensure stability, reliability, and security. And that appropriate adoption of this standard is strongly recommended.  



document provides a comparison of NPCC’s Area requirements, at the time of this Version 1 writing, to
help identify opportunities for guidance.

Many, if not most, of the contemporary DERs are theoretically capable of bringing a number of
enhancements to reliability, provided that there are sufficient design specifications and interconnection
requirements to implement the enhancements. As-an example, inverters, which convert direct current
to alternating current, have microprocessor based control systems. These microprocessors operate with
a very high internal clock speeds (on the order of MHz) and are capable of fine resolution frequency
measurement. They are capable of electronically controlling the upward ramping of DER output and
downwards ramping of DER output. Additionally settings in the DER inverters are capable of ceasing the
injection of current into the electric system at very high speeds depending on control decisions.
Inverters are capable of remaining physically connected (breaker closed) and not|injecting current well
in excess of normal 3-5 cycle breaker clearing times. This type of response can provide significant
reliability benefits if control systems are properly configured to reliably implement it. Additionally, for
upward ramping, the distribution level connected resource should be available and operate with
“headroom.” In order to realize the benefits which DER are capable of to enhance reliability, itis
important to understand the hosting capacity of the distribution system feeders where they are being
located and the DER’s expected capabilities, capacity, and operation. In addition to improving system
response, DER in certain circumstances may enhance Resilience® by decentralizing generation and
affording flexibility during restoration beyond that of normal system restoration plans but initially will
also complicate system restoration plans®. Many utilities across North America are not including any
DER in their system restoration to their variability and leaving them disconnected until such time as the
system has been restored to a stable state. As DER penetration continues to increase and fossil fuel
units retire it will create a need to revisit system restoration and Blackstart.

While DER present opportunities to enhance reliability, they also introduce challenges at the
transmission/distribution interface. Interoperability with the transmission system is not solely
determined at the point of interconnection. System needs such as visibility of generation state is
essential for transmission operators to maintain situational awareness for operations purposes, for
forecasting and integrated system planning to ensure reliability is maintained. Presently there are no
study tools in general use to perform fully integrated studies of transmission and distribution which
would allow both systems to be modeled and studied (in steady state and dynamically) together,
although work is underway in this regard.

In recognition of both benefits and challenges, the approach taken with this first Version of the NPCC
DER guidance document was to collect interconnection requirements within the NPCC Region as well as
in other areas of the NERC Electric Reliability Organization (ERO) Enterprise. There are some specific
issues where opportunity exists to ensure better coordination across the NPCC Region. The intent of

3 Resilience as used in the guideline is referring to the 2018 NERC RISC Resilience Report

4 Another example of a reliability risk not addressed is use of DER in system restoration. Specific issue as once
voltage presence and frequency are returned, DERs will resync to the Grid without contact to the Control Center.
Trying to maintain that balance of Generation and load during restoration path execution without integrating DER
into the restoration Plan is challenging.


Guy V. Zito
While the processors controlling inverters may operate at MHz speeds, the context of this sentence implies that voltage/current sampling is performed at such a rate. Inverter controls may not sample these analog quantities at such a rate; sampling at a few kHz is typical.  Also, the necessity of providing noise immunity (filtering) is essential to the frequency transducing process and so frequency measurement response is more limited by such filtering than by sampling rate or processor speed. Inverter manufacturers were very unwilling to accept frequency measurement accuracy requirements less than 10 mHz during the development of IEEE 1547-2018.

NERC- What does this mean? Frequency must be measured over a time window. So “fast” frequency measurement has actually proved to be an issue rather than benefit (i.e., Blue Cut Fire).

Guy V. Zito
NERC- Why is this a benefit? Again, this is an identified reliability issue on the BPS level (Blue Cut Fire, Canyon 2 Fire, etc.). 


Guy V. Zito
This doesn’t read as probably intended.  This seems to imply that electronic cessation of output takes longer than 3—5 cycles when in fact the cessation response is on the order of a few milliseconds.


Guy V. Zito
NERC- This is the wrong message. Delete delete delete it all…..

Guy V. Zito
DER is not required to provide headroom in 1547-2018. Even transmission-connected variable generation resources (e.g., wind and solar) are rarely required to operate with headroom, and then only in exceptional circumstances.  This suggestion would be met with very strong objections by developers and DER owners, and considerable political backlash can be expected. At a minimum this requirement will likely require updates to tariffs.  


Guy V. Zito
It is not clear why the distribution hosting capacity is relevant to BES considerations.  While hosting capacity could be a factor in predicting future possible DER penetration, other factors like land usage, resource availability, zoning, public policy, etc. have a much stronger influence on future DER interconnection.

Guy V. Zito
NERC- This seems contributory, but also unrelated to the topic at hand.


Guy V. Zito
This may not be true for behind-the–meter DER which will return to service automatically. This also may not be true for “utility-scale” DER that is not behind the meter, as well. Many utilities do not have or require SCADA control of even larger DER facilities. And even those that do have such SCADA control, this tends to be controlled by the distribution systems operators who may not have instructions to cut off DER facilities during restoration, or who do not have direct channels of communications to Transmission System Operations.

NERC- Without bringing in the settings and adjustability of IEEE Std 1547-2018, I don’t get what this is saying. There are default and adjustable settings for Enter Service in 1547… Restoration plans at the BPS level are not looking at individual load-end resources or loads. So this seems misleading a bit.




Guy V. Zito
This is a big jump from where we are to “co-simulation” techniques. There are other impacts here related to DER visibility and variability impacting state estimator quality, and other things that are mid-term issues/solutions that should be discussed.



this document is to identify risks and establish guidance, where possible, for interconnection of DER and
raise awareness of opportunities. NPCC hopes to leverage any existing Area or distribution owner
requirements in the Region. This is a first step to developing a NPCC Region-wide approach to
interconnecting DER to distribution systems and reliably operating DER in conjunction with the BPS. It is
recognized that DERs may not be placed optimally and in areas where deliverability to load may not be
ideal. In this respect any specific recommendations in this document will be subject to the requirements
of the interconnecting distribution utility.

Presently there are no study tools in general use that allow utilities to perform fully integrated and
simultaneous system studies of both the transmission and distribution systems, although work is
underway in this regard. This is a current reliablity risk that is not adressed in this guidance document®.

NPCC Reliability Principles

Using its membership structure and governance authority to create and apply Regional Criteria®, NPCC
Member adherence to Regional criteria contributes to a more robust level of reliability beyond NERC
ERO reliability “results-based” standards / requirements. For example, NPCC Criteria mandate specific
design requirements for NPCC Member facilities. NPCC’s approach to reliability and Resilience can be
summarized in Principles that guide NPCC Members in their effort to meet or exceed NERC
requirements. NPCC’s core Reliability Principles’ and activities support the NERC Bulk Electric System
and NPCC’s Bulk Power System reliability.

The NPCC Reliability Principles include:

1. Focus on the most important system components: In order to focus resources to those portions
of the power delivery system most important (critical) to overall reliability, NPCC Members
employ mechanism(s) for identifying those facilities that are most critical to the reliable

> NERC appears to currently suggest that studies modeling a few details at the T-D interface is sufficient. NPCC is
considering proposing that more detailed and coordinated studies between transmission and distribution are
needed.

6 See NERC Rule of Procedure #313 on page 15 of the NERC Rules of Procedure 3-9-2018.

7 The Reliability Principles were summarized in the NPCC 2018 Strategic Review Report.



https://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/NERC_ROP_Effective_20180309_without_appendices.pdf
Guy V. Zito
This language is redundant with nearly identical text two paragraphs prior.

NERC- Nor is this even a recommended practice…
I would definitely NOT state that this is a reliability risk.
The footnote is also a mischaracterization of SPIDERWG activities.



planning and operation of the power delivery assets in the NPCC region®. These critical facilities

collectively are identified as the NPCC Bulk Power System®1°,

2. Application of Criteria beyond NERC requirements to identified critical facilities: Where, in the
opinion of NPCC’s Membership, the NERC standards do not adequately specify a necessary
performance or design outcome in a given technical, operation or planning area, NPCC Criteria
govern the design of their respective portions of the NPCC Bulk Power System planning and
operation?! activities.

3. NPCC Members support the Criteria: NPCC’s Full Members in accordance with the NPCC Bylaws
are committed to designing and operating their systems to meet the NPCC Criteria under peer
review of the NPCC Full Members.

4. No conflict with NERC Requirements: The NPCC Criteria supplement, improve upon where
necessary, benefit, and do not conflict with or duplicate the results-based performance
requirements of NERC standards where they apply to the NPCC Bulk Power System. NPCC
adjusts its regional Criteria to retire or adapt to any new NERC requirements as they come into
effect as necessary.

5. Include design specifications where needed: The NPCC Criteria and related guidelines and
procedures provide design criteria and practices to assure implementation. NPCC Directories go
into greater detail regarding how to accomplish a given reliability result, where NERC standards
may simply require a “reliability result.”

6. Resilience has always been an element of NPCC Criteria: Based on experience, resilience!? 13 is
a necessary constituent component of reliability and it is important both to electricity
consumers and regulatory authorities in NPCC’s Region. NPCC Criteria provide substantial
resilience benefits to the NPCC Bulk Power System by providing:

8 The method of identifying critical facilities is currently embodied in the NPCC A-10 Classification of bulk power
system Elements document, currently under review by the CP-11 Working Group with a due date of October 31,
2018.

9 The NPCC bulk power system is identified by a specific list of facilities in the NPCC region deemed critical by the
NPCC A-10 classification process. This list is not determined based on the definition of the ERO bulk power system,
which is defined in the US 2005 EPACT as:

““(A) facilities and control systems necessary for operating an interconnected electric energy transmission network
(or any portion thereof); and

““(B) electric energy from generation facilities needed to maintain transmission system reliability.

The term does not include facilities used in the local distribution of electric energy.

10 There are other documents which supplement the Directories, for instance the NPCC Compliance Guidance
Statements. These documents usually refer to NERC standards applicability and can be found here: NPCC CGS

11 NERC Rule of Procedure #313 (page 15) permits the following: “Regional Entities may develop Regional Criteria
that are necessary to implement, to augment, or to comply with NERC Reliability Standards, but which are not
Reliability Standards. Regional Criteria may also address issues not within the scope of Reliability Standards, such
as resource adequacy. “

12 Reference NERC’s recent filing with FERC regarding Resilience for a more complete discussion of the relationship
between resilience, the NERC standards and the NAICS Resilience Framework. FERC is expected to define resilience
in the course of its current examination of electric system resilience concepts.

13In the US, Presidential Policy Directive — 21 defines resilience as “The ability to prepare for and adapt to changing
conditions and withstand and recover rapidly from disruptions. Resilience includes the ability to withstand and
recover from deliberate attacks, accidents, or naturally occurring threats or incidents”.



https://www.npcc.org/Standards/Criteria/A-10-Revised%20Full%20Member%20Approved%20December%2001,%202009%20GJD.pdf
https://www.npcc.org/Standards/Criteria/A-10-Revised%20Full%20Member%20Approved%20December%2001,%202009%20GJD.pdf
https://www.npcc.org/Compliance/Compliance%20Guidance%20Statements/Forms/Public%20List.aspx
https://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/NERC_ROP_Effective_20180309_without_appendices.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Resilience%20Proceeding%20Comments%20%28AD18-7%29.pdf
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil

a. Robustness — The ability to withstand disturbances by supporting operations in a more

secure state.

b. Resourcefulness —The ability to detect and manage a crisis as it unfolds.

c. Rapid recovery — The ability to get services back as quickly as possible in a coordinated

and controlled manner.

d. Adaptability — The ability to absorb new lessons from events.

NERC RISC Model of Resilience
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Also recognize the critical role that DER will have with respect to reliability and Resilience of the Bulk
Electric System. Specifically, DER can contribute to the overall robustness of the system and provide
increased resource support within islands during system separations. As DER continues to penetrate the

system, changes to NPCC’s Underfrequency Load Shedding program may be required.

NPCC DER Impact Reporting

In order to ensure the reliability and Resilience of the interconnected BPS in Northeastern North
America as DER continues to proliferate throughout the distribution systems within the NPCC Region, it
is important to have a centralized DER impact reporting mechanism. The NPCC Regional Standard
Committee (RSC) created an impact reporting form and process that allows entities to report DER



Guy V. Zito
NPCC should consider determining the extent that FIDVR (fault-induced delayed voltage recovery) occurs in its system as this will be a factor in choosing low voltage trip settings.  For BTM DER, it is the FIDVR relevant at the consumer service entrance, or even at utilization and DER device terminals, that matters.  Often FIDVR is only monitored and quantified at the distribution primary voltage level; this is not the voltage that DER devices see!



impacts and to seek guidance regarding emerging issues and reliability risks that affect or could affect
the reliable performance of the BPS see Appendix A. The Word version of the below form resides on the
NPCC website at:

BES Impact Reporting Form

Impact reporting and its associated process provide an orderly mechanism for NPCC to review reliability
impacts submitted and will initiate a collaborative review by the Reliability Coordinating Committee and
Regional Standards Committee. The process is shown below.

Impacts from Distribution Level* Distributed Energy Resources on the BES

Submitter provides'
input using NPCC
Web Based Form to
NPCC Staff

Discuss issue with
RSC, RCC, TF, 10/ RSC forwards issue
BA, State, Federal, to NERC for
orProvincial resolution/
authorities as awareness
necessary

Continent
wide
Continent wide

or NPCC only? Need Standard?

NPCC and Submitter NERC Accept

work to develop acceptsthe SAR STOP and RSC
orrejects the Documents
SAR?

RSC Documents

Issue, Reviews,

Categorizes, and or SAR*™* and send to
Monitors NERC

NPCC Staff works
Isanaction with Submitter to
required? determine potential

alternate avenues

Need Guide or
NPCC Criteria?

Forward to RCC for
Development

*Distribution Level, Not behind the Meter, utility scale DER
** Standards Authorization Request (SAR)

Regional Standards Committee, Approved 8/22/18 (GVZ)

DER BPS Impact Considerations

NPCC’s Regional Standards Committee (RSC) and Task Forces (i.e. Task Force on System Studies and
impacts on UFLS) reviews of DER as it pertains to the NPCC Region’s BPS performance have identified a
number of areas which, going forward, may warrant further and continual monitoring and analysis.


https://www.npcc.org/Standards/commRegStand/Lists/Announcements/DispForm.aspx?ID=37

NPCC has identified the following items that should be carefully considered as DER levels (total MWs)
increase.

e DER performance with respect to voltage and frequency ride through

e DER ability to provide regulation and reserves

e DER availability and quality of forecasting.

e Observability and situational awareness of DER

e DER impacts on Underfrequency Load Shed programs.

e |mpacts of DER on System Restoration and Black Start Plans.

e DER Markets: Encouraging identification of Points of Common Coupling transmission nodes
affected and injection to where DER is best utilized and the appropriate DER output levels. Some
Areas currently allow aggregation across a broad area while others require aggregation to
specify at which transmission node the aggregated injection will occur.

NPCC Interconnection Guidance

(Add in a section here on Authorities Governing Interconnection Requests (AGIR)

This document and any detailed specifications which follow, are intended to be examples of
interconnection guidance and do not constitute a Regional Criteria which can only be implemented (if at
at) through NPCC Directories. There are numerous efforts underway in many forums and regulatory
bodies that are expected to create new, more specific guidance!*. The level of detail and specificity
provided is intended to be used as guidance for any NPCC Member Area which may not have yet seen
the need to establish detailed operating parameters. Some Members of NPCC have already established
detailed DER requirements, even in advance of upcoming applicable industry standards due to the rate
of penetration of DER in their Area. NPCC Members considering improving or adding to their respective
DER guidance are encouraged to reach out directly to other members which may have already
addressed DER related reliability risk issues.

As general considerations, the DER owner should be encouraged to provide appropriate protection and
control equipment, including a protective device and communications system that utilizes an automatic
disconnecting device which will disconnect the generation under various conditions (for example, in the
event that the portion-of the utility system that serves the generator is de-energized for any reason, or
for a fault in the generator-owner’s system). There is also the possibility of over generation as has been
demonstrated in CA, when the system operator runs out of load to absorb the available generation.
Operating procedures for selecting which generation to curtail should be in place therefore System
Operator visibility is necessary. In lieu of visibility and operating procedures, some areas of the country

14 At the time of this guidance document development, these include but are not limited to: NERC (e.g. SPIDER
WG, IRPTF, Events Analysis, Modelling and Standards process), |IEEE (IEEE Std 1547-2018, P2800), and various state
initiatives such as the New York ITWG, Other Regional initiatives.

10


Guy V. Zito
This is not likely to be a BES concern.  The amount of harmonics produced by DER is miniscule compared to the much larger amount of distortion caused by load devices, including discharge lighting, electronic power supplies, computers, variable speed drives, etc.  Even the much larger distortion caused by loads is of no consequence to BES security.  Inclusion of this bullet may be an unnecessary and unhelpful distraction


Guy V. Zito
Missing from this document is a strong recommendation that distribution utilities do not implement, or require DER owners to implement, protection functions that effectively nullify DER ride through.  A statement made by a representative of one NPCC utility at a NY ITWG meeting was “We don’t like ride-through.  We put on a sensitive undervoltage trip setting on the recloser in series with the DER interconnection to take the DER off for any disturbance”.  Obviously, this was a distribution person, but this illustrates the tension between distribution operations and protection entities with BES security needs.  Often the distribution issues driving these interfering protections are greatly exaggerated, and the BES impacts are ignored.  Also, there are protection functions that might not be recognized to defeat ride-through, but actually do.  For example, sensitively-set negative sequence current or voltage protection applied to DER facility reclosers will remove the facilities for even remote transmission single-phase or double-phase faults.


Guy V. Zito
NERC- I am VERY surprised to see here no description, explanation, and applicability of AGIRs (Authorities Governing Interconnection Requirements) for the New England region. 

I think out of ALL advice that NPCC (and NERC at the interconnection-wide level) can give is to help entities understand how the AGIR in IEEE Std 1547-2018 should be applied in each specific jurisdiction. And to help ensure that the “ERO Registered Entities” are put in touch appropriately with the applicable governing body. AGIRs will be implementing IEEE Std 1547-2018, which involves a great deal of coordination across multiple entities.

Please consider this as a forefront topic for this white paper.


Guy V. Zito
Disconnection for islands is not a BES concern, but rather exclusively a distribution system concern.  Often, measures to avoid DER islands at the distribution level tend to conflict with BES security needs, and so careful balancing of distribution and BES priorities is critical.

Guy V. Zito
This is not something that can be sensed independently by the DER, so this does not relate to application of protection devices, but does relate to communications.  Suggest splitting protection (locally-sensed) and communication-based measures in this discussion



are planning to use market mechanisms to address this issue. The DER owner’s protection and control
equipment also should be capable of automatically disconnecting the generation from the system to
which it is connected upon detection of a utility system fault.

The DER owner’s protection and control scheme should be designed to ensure that the generation
remains in operation when the frequency and voltage of the utility system is within the limits specified
by the interconnecting utility and its required operating ranges. Upon request from the interconnecting
utility, the DER owner should be prepared to provide documentation detailing conformance with the
guidance set forth in the connecting utility requirements.

The specified size of the generation facility or energy storage system should be based on electrical
generator or inverter AC nameplate ratings. The specific design of the protection, control, and
grounding schemes will depend on the size and characteristics of the DER owner’s generation, as well
the DER owner’s expected load level. Dynamic protection systems may be needed based the
characteristics of the particular portion of the utility’s system where the DER owner is interconnecting.

The DER owner should have, as a minimum, an automatic disconnect device(s) sized to meet all
applicable local, state, and federal codes and operated by over and under voltage and over and under
frequency protection. For three-phase installations, the over and under voltage function should be
included for each phase and the over and under-frequency protection on at least one phase. All phases
of a generator or inverter interface should disconnect for appropriate voltage or frequency trip
conditions sensed by the protective devices. Voltage protection should be wired phase to ground for
single phase installations and for applications using wye grounded-wye grounded service transformers.

The settings referenced herein are generally intended for single-phase and three-phase applications
using wye grounded- wye grounded service transformers or wye grounded-wye grounded isolation
transformers. For applications using other transformer connections, a site-specific review should be
performed by the utility and the revised settings identified in the DER Application Process®>.

The guidance set forth in this document are intended to be consistent with those specifications
contained in the most current version of IEEE Std. 1547-2018, Standard for Interconnecting Distributed
Resources with Electric Power Systems. It is recommended that the requirements in IEEE 1547-2018
above and beyond those contained in this document or the interconnecting utility requirements, are to
be followed including any other Standards referenced to in IEEE Std. 1547.

Voltage Response

Operating range for the generators is generally intended to be from 0.88 to 1.10 per unit of nominal
voltage magnitude. In addition, the generator should not cause the system voltage, at the Point of
Common Coupling (PCC), to deviate from a range of 0.95 to 1.05 per unit of the utility system voltage.
Historically for excursions outside these limits the protective device generally automatically initiates a

15 At this time there has not been an assessment of potential change in sensitivity (increase or decrease) to the
effects of GMD from the presence of high DER penetration. This is a potential reliability risk to be evaluated in the
future.
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Guy V. Zito
This phrase would be clearer if the phrase was “which it is directly connected.  This disconnection should only be for the case where the fault is on the specific feeder to which the DER is connected.  Because inverter-based DER provide fault current that is not significantly greater than load current, detection of faults must necessarily be limited to undervoltage protections.  However, undervoltage protections are inherently non-selective, and an undervoltage condition can as well be created by a transmission fault for which the disconnection of the DER should not occur.  This document should not concentrate on what a DER should trip for, but rather what it should NOT trip for.  The distribution community will be sure to demand tripping for feeder faults, and the role of this document should be to keep overly conservative distribution protection practices from impeding BES security.


Guy V. Zito
This concept could be expanded to address real power and reactive power ratings, and to address situations where control settings limit output.

Guy V. Zito
This is not a BES concern. This disconnecting device is required by other standards (IEEE 1547, UL 1741, utility interconnection requirements, etc.).  This document should focus on when NOT to trip instead of when it must trip, which is not a BES issue.


Guy V. Zito
The trip settings of this protective device should not negatively impact the ride-through capability of the DER it protects


Guy V. Zito
IEEE 1547-2018 has specific requirements that are more extensive and detailed than this.  Recommend just referencing IEEE 1547.



Guy V. Zito
It is not clear what GMD (as discussed in this footnote) has to do with this sentence?  DER transformer connections are irrelevant to GMD as this is a long-distance effect on transmission systems and distances between grounding points on distribution systems are too short to have any meaningful effect.  The concern for the effect of GMD on DER should focus on low voltages for prolonged periods and unusually high harmonic distortion can accompany GMD events. 



disconnect sequence from the utility system as detailed in the most current version of IEEE Std. 1547-
2018. Clearing time is defined as the time the range is initially exceeded until the DER owner’s
equipment ceases to energize the PCC and includes detection and intentional time delay. Other static or
dynamic voltage functionalities may be permitted as agreed upon by the utility and DER owner. The
industry is now in the process of changing this approach to promote ride-through via a number of
different standards initiatives which NPCC is tracking through its DER Forum.

Example of Alternative Approach to promote ride-through

Ensuring that DERs are able to respond appropriately for various voltage conditions is critical for system

reliability, as well as avoiding equipment damage and protecting personnel safety. Continuous operation
over a wide band of voltage levels will ensure that DERs do not prematurely trip and further deteriorate

system conditions. Appropriate tripping for voltages related to temporary fault conditions will also help

maintain system reliability.

Quebec Interconnection

Ride through is of primary importance for resources connected to the grid, with the objective of
maintaining system reliability. IEEE-1547-2018 addresses the topic, however, for voltage and frequency,
what is required in the IEEE standard does not match the requirements in Quebec. For example, in
under frequency, HQ's requirement goes as low as 55.5 Hz (for a short time period) while IEEE-1547-
2018 does not require mandatory operation below 57 Hz.

DER should have voltage related operational capability and protection settings set as prescribed by the
area Electric Power System (EPS) operator and in accordance with IEEE Std. 1547-2018.

This subject area is a matter of facility installation and personnel policy of the asset owner, balancing
both reliability and safety.

In‘the Quebec interconnection voltage ranges and regulation requirements vary from the Eastern
Interconnection. The requirements of the local authority having jurisdiction should be followed (typically
Hydro Quebec).

Frequency Support

Frequency support is provided through the combined interactions of synchronous inertia and frequency
response. Working in a coordinated way, these characteristics and services arrest the decline in
frequency after a disturbance and eventually return the frequency to the desired level. As increased
levels of DER are introduced to the system, synchronous inertia will be displaced, which may have an
impact on the frequency response performance of the system. With increased penetration of DER it is
becoming desirable for DER to remain connected even outside the prescribed frequency range if there is
no risk to the DER equipment. The ride-through curves are “shall not trip above the curve,” not “must
trip below the curve. Regarding frequency operating characteristics of Inverters:

The operating range for the DER distribution connected resources should be similar to that of BPS
connected resources. The operating band for frequency of a DER resource’s operating range should be
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Guy V. Zito
This sentence implies that the tripping characteristics are at the discretion of the (DER) asset owner. Voltage tripping is for utility distribution protection coordination and is not particularly relevant to the needs of the DER facility and its “personnel policy”.



at least from 59.3 Hz to 60.5 Hz as required by the latest versions of NPCC’s PRC-006 and NERC PRC-024
UFLS standards. If deemed necessary, the utility may request that the generator operate at frequency
ranges below 59.3 Hz in coordination with the current under frequency load shedding schemes of NPCC
and the local utility system. For excursions outside these limits the protective device should
automatically initiate a disconnect sequence from the utility system as detailed in the most current
version of IEEE 1547-2018. Clearing time is defined as the time the range is initially exceeded until the
DER owner’s equipment ceases to energize the PCC and includes detection and intentional time delay.
Other static or dynamic frequency functionalities may be permitted as agreed upon by the utility and
DER owner. There may be a need to establish a mechanism to formally have TO/DP’s provide
information as to which DER facilities are connected to feeders that have UFLS protection systems.

In addition, the 59.3 Hz from the UFLS system performance curve within which system frequency should
remain (e.g. PRC-006-3). This curve may not be the best source for setting frequency characteristics for
generators. There are other standards that have frequency trip curves for generators (e.g. IEEE 1547-
2018, PRC-024-2, NPCC-006-NPCC-1 and NPCC D12). Note that the generator frequency trip curves may
have a continuous operating range that is lower than 59.3Hz (e.g. 59 Hz in NPCC Directory 12 and PRC-
006-NPCC-1).

Quebec Interconnection

Note that in the Quebec Interconnection the frequency operating range is wider than in the Eastern
Interconnection. In Quebec, the acceptable frequency range is from 59.4 Hz to 60.6 Hz therefore in
Quebec, UFLS systems must operate outside this operating rang in accordance with the Quebec variance
to the PRC-006-NPCC UFLS-1 regional standard table 4.

Reconnection to the Utility System

If the generation facility is disconnected as a result of the operation of a protective device, the DER
owner’s equipment should remain disconnected until the utility’s service voltage and frequency have
recovered to acceptable voltage and frequency limits for an acceptable amount of time as specified in
the most current version of IEEE Std. 1547-2018. Under IEEE Std. 1547-2018 output is to be restored in
0.4 seconds.

Systems greater than 25 kW that do not utilize inverter based interface equipment should not have
automatic recloser capability unless otherwise approved by the utility. If the interconnecting utility
determines that a facility must receive permission to reconnect, then any automatic reclosing functions
must be disabled and verified to be disabled during verification testing.

Utilities in other parts of the Eastern Interconnection who have experienced increased levels of DER
have determined that during system restoration, DER should not be allowed to return to service until
the system has been reestablished and is in a stable operating state. As traditional resources on the BPS
are retired and the grid becomes increasingly reliant on grid edge DER on the distribution, Black Start
and System Restoration plans will have to be adjusted accordingly.
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Guy V. Zito
IEEE 1547-2018 addresses this in Clause 4.10.3. The allowable range of settings is 0-600 seconds with a default setting of 300 seconds. IEEE 1547-2003 in clause 4.2.6 allows an adjustable delay or a fixed delay of 5 minutes.

Guy V. Zito
Unless there is a SCADA interconnection to the DER, and a system to generate a restart-inhibit signal based on the restoration status of the BES, the DER will automatically return to service without these measures.


Inverters

Direct current generation can only be installed in parallel with the utility’s system using a-synchronous
inverter. The design should be capable of disconnecting the synchronous inverter upon a utility system
event. Inverters intended to provide local grid support during system events that result in voltage
and/or frequency excursions as described in this document and should be provided with the required
onboard functionality to allow for the equipment to remain online for the duration of the event.

It is recommended that all applicable inverter-based applications should:

e Dbe certified per the requirements of UL 1741 SA as a grid support utility interactive inverter
e have the voltage and frequency trip settings as specified by the interconnecting utility

e have the abnormal performance capabilities (ride-through)

e provide interactive inverter functions status

In New York State it is recommended that equipment be selected from the Department of Public Service
“Certified Interconnection Equipment list” maintained on the NY Public Service Commission’s website.
Interconnected DG systems utilizing equipment not found in such list should meet all functional
requirements of the current version of IEEE Std. 1547-2018 and be protected by utility grade relays (as
defined in these requirements) using settings approved by the utility and verified in the field. The field
verification test in New York State must demonstrate that the equipment meets the voltage and
frequency requirements detailed in this section.

Synchronization or re-synchronization of an inverter to the utility system should not result in a voltage
deviation that exceeds the local utility or authority having jurisdiction power quality requirements. Only
inverters designed to operate in parallel with the utility system should be utilized for parallel operation.

Certification per UL 1741 SA as grid support utility interactive inverters

Because Inverters certified for IEEE 1547-2003 do not currently provide adequate grid support
functionality, in the interim period while IEEE P1547.1-2018 is not yet revised and published,
certification of all inverter-based applications is needed. For example, in one NPCC Area the following
approach was taken to assure having inverters installed with a standardized set of grid support
functionalities to ensure the reliability of the BPS (e.g. maintaining acceptable system frequency and
voltage).:

e Should be compliant with only those parts of Clause 6 (Response to Area EPS abnormal
conditions) of IEEE Std. 1547-2018 (2nd ed.)1 that can be certified per the type test
requirements of UL 1741 SA (September 2016).

e May be sufficiently achieved by certifying inverters as grid support utility interactive inverters
per the requirements of UL 1741 SA (September 2016) with either CA Rule 21 or Hawaiian Rule
14H as the Source Requirement Document (SRD). Such inverters are deemed capable of meeting
the requirements of this document.

e Applications should have the voltage and frequency trip points and abnormal performance
capabilities consistent with IEEE 1547-2018, PRC-024-2 and PRC-006-NPCC.
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Guy V. Zito
What is a “synchronous” inverter?  Aren’t all inverters intended for grid operation inherently “synchronous”? This is not a term that is recognized in the industry, and its inclusion here is likely to cause confusion.

NERC- I’ve never heard this term before. I recommend avoiding its use. It’s confusing and not well-suited.


Guy V. Zito
Again, this document should focus on when not to trip, rather than requirements to trip, which are not particularly pertinent to BES security.


Guy V. Zito
What? At the BPS level, we want grid-supportive features, not inadvertent tripping “upon a utility system event”. Need more details and clarification to this statement.

Guy V. Zito
These are not BES concerns and need not be in this document



e Abnormal performance capability (ride-through) requirements for inverter based applications
should have the ride-through capability per abnormal performance category Il of IEEE Std. 1547-
2018 (2nd ed.) as quoted in Tables Il and IV.

The following additional performance requirements are applied in one NPCC Area and are provided as
an example:

e Inthe Permissive Operation region above 0.5 p.u., inverters shall ride-through in Mandatory
Operation mode, and

e Inthe Permissive Operation region below 0.5 p.u., inverters shall ride-through in Momentary
Cessation mode.

Table I: Inverters’ Voltage Trip Settings

Shall Trip — IEEE Std 1547-2018 (2"d ed.) Category Il
Comparison to IEEE Std 1547-2018 (2" ed.)
shall Tri Required Settings default settings and ranges of allowable settings for
Functio: Category Il
Within
Voltage Clearing Voltage Clearing ranges of
(p.u. of nominal voltage) Time(s) & Time(s) allowable
settings?
ov2 1.20 0.16 Identical Identical Yes
ovi 1.10 2.0 Identical Identical Yes
Higher Much shorter
uvi 0.88 2.0 (defaultis 0.70 p.u.) (defaultis 10's) ves
Slightly higher Much longer
uv2 0.50 11 (default is 0.45 p.u.) (defaultis 0.16 s) ves
Table II: Inverters’ Frequency Trip Settings
Comparison to IEEE Std 1547-2018 (2™ ed.)
Shall Trip Required Settings default settings and ranges of allowable settings for
Function Category |, Category Il, and Category Il
Frequency Clearing Clearing Reithinlanses
(H2) Time(s) Frequency Time(s) of allowable
settings?
OF2 62.0 0.16 Identical Identical Yes
OF1 61.2 300.0 Identical Identical Yes
UF1 58.5 300.0 Identical Identical Yes
UF2 56.5 0.16 Identical Identical Yes
Table III: Inverters’ Voltage Ride-through Capability and
Operational Requirements
. Comparison to IEEE
. - . . Maximum
Voltage Range Operating Mode/ Minimum Ride-through Time(s) . Std 1547-2018
. . Response Time(s) nd
(p-u.) Response (design criteria) . B (2" ed.)
(design criteria)
for Category Il
V>1.20 Cease to Energize N/A 0.16 Identical
1.175<V<1.20 Permissive Operation 0.2 N/A Identical
1.15<V<1.175 Permissive Operation 0.5 N/A Identical
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Guy V. Zito
An effort is underway to amend 1547-2018 to expand the range of under-voltage trip settings in Category III. If the amendment is approved, NPCC should recommend that Category III inverters be used



1.10<V<1.15 Permissive Operation 1 N/A Identical
0.88<VvV<1.10 Continuous Operation infinite N/A Identical
Linear slope of 8.7 s/1 p.u. voltage
tarti t3 0.65 p.u.:
0.65<V<0.88 Mandatory Operation star |r§7as s@ p-u N/A Identical
T=3s+ (V—-0.65p.u.)
VRT 1 p. u.
0.45<V<0.65 Permissive Operation ab 0.32 N/A See footnotesa & b
0.30<V<045 Permissive Operation b 0.16 N/A See footnote b
V<0.30 Cease to Energize N/A 0.16 Identical

The following additional operational requirements can be used. Provided as an example:

a. In the Permissive Operation region above 0.5 p.u., inverters shall ride-through in Mandatory
Operation mode, and

b. In the Permissive Operation region below 0.5 p.u., inverters shall ride-through in Momentary
Cessation mode with a maximum response time of 0.083 seconds.

Table IV: Inverters’ Frequency Ride-through Capability

Comparison to IEEE

Frequency Range . Minimum Time(s Std 1547-2018
: (Hz‘; y RESELnEIMCse (design criteria()) (2™ed.)

for Category Il
f>62.0 No ride-through requirements apply to this range Identical
61.2<f<61.8 Mandatory Operation 299 Identical
58.8<f<61.2 Continuous Operation Infinite Identical
57.0<f<58.8 Mandatory Operation 299 Identical
f<57.0 No ride-through requirements apply to this range Identical

Table V: Grid Support Utility Interactive Inverter Functions Status

Q(V), Volt-Var Function with Watt or Var Priority

Function Default Activation State
SPF, Specified Power Factor OFF?
OFF

Default value: 2% of maximum current output per second

SS, Soft-Start Ramp Rate

ON

FW, Freg-Watt Function OFF

OFF

Minimum Protective Functions
Protective system requirements for distributed generation facilities result from an assessment of many

factors, including but not limited to:

¢ Type and size of the distributed generation facility

¢ Voltage level of the interconnection

¢ Location of the distributed generation facility on the circuit
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¢ Distribution transformer

e Distribution system configuration

¢ Available fault current

¢ Load that can remain connected to the distributed generation facility under isolated conditions
e Amount of existing distributed generation on the local distribution system.

It is not possible to standardize protection requirements according to any single criteria. At-a minimum,
the protective function guidance in Table VI below should be considered. Function numbers, as detailed
in the latest version of ANSI C37.2, are listed with each function. All voltage, frequency, and clearing
time set points are should be field adjustable.

Table VI: Grid Support Minimum Protective Functions

Synchronous Generators Induction Generators Inverters

Over/Under Voltage (Function Over/Under Voltage (Function Over/Under Voltage (Function
27/59) 27/59) 27/59)

Over/Under Frequency Over/Under Frequency Over/Under Frequency
(Function 810/81U) (Function 810/81U) (Function 810/81U)
Anti-Islanding Protection Anti-Islanding Protection Anti-Islanding Protection
Overcurrent (Function Overcurrent (Function Overcurrent (Function
50P/50G/51P/51G) 50P/50G/51P/51G) 50P/50G/51P/51G)

For energy storage systems or distributed generation where net export is limited, Reverse Power
(Function 32) should be considered.

The need for additional protective functions will be determined by the utility on a case- by-case basis. If
the utility determines a need for additional functions, it will notify the DER owner of the requirements.
The notice should include a description of the specific aspects of the utility system that necessitate the
addition, and ideally, explicit justification for the necessity of the enhanced capability. The connecting
utility will specify and provide settings for those functions that the utility designates as being required to
satisfy their individual protection practices. Any protective equipment or setting specified by the utility
is not to be changed or modified at any time by the DER owner without consent from the utility.

The DER owner is responsible for ongoing compliance with all applicable local, state, and federal codes
and standardized interconnection requirements as they pertain to the interconnection of the generating
equipment. Protective devices should utilize their own current transformers and potential transformers
and not share electrical equipment associated with utility revenue metering.
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Guy V. Zito
It was previously stated that inverter DER should be certified according to UL-1741SA as grid supportive.  All of these functions are inherently internally provided by DER equipment so certified.  Statement of these functions in this table, with function numbers, seems to imply that separate, redundant relays are required.  If certification is already recommended, and certification ensures this functionality, this table may not be necessary?


Guy V. Zito
Reverse power protection may not be relevant to all energy storage systems? Many ESS are applied with the intention of export into the grid. Also this does not appear to be a BES concern and could be deleted.


Guy V. Zito
The need for additional protective functions will be determined by the utility on a case- by-case basis. If the utility determines a need for additional functions, it will notify the DER owner of the requirements. The notice should include a description of the specific aspects of the utility system that necessitate the addition, and ideally, explicit justification for the necessity of the enhanced capability. The connecting utility will specify and provide settings for those functions that the utility designates as being required to satisfy their individual protection practices. Any protective equipment or setting specified by the utility is not to be changed or modified at any time by the DER owner without consent from the utility.


Afailure of the DER owner’s protective devices, including loss of control power, should open the
automatic disconnect device, thus disconnecting the generation from the utility system. For example, if
the DER protection is powered off the system AC, and there’s a disturbance that drives voltage to go too
low and the control/protection loses power which then trips the DER, then the DER wouldn’t be meeting
the necessary ride-through requirements. A DER owner’s protection equipment should utilize a non-
volatile memory design such that a loss of internal or external control power, including batteries, will
not cause a loss of interconnection protection functions or loss of protection set points.

All interface protection and control equipment should operate as specified, independent of the calendar
date.

For monitoring and control of new DG projects, the most current version of the Monitoring and Control
Criteria should be employed by the utilities to evaluate the need for such equipment in New York and
considered in the NPCC region if no other local criteria are available. The New York Monitoring and
Control Criteria document was developed and agreed to through a collaborative process as part of the
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Interconnection Technical Working Group (ITWG)*°. The communications hardware, protocols, and data

models must comply with local interconnection utility standards.

Also and fundamentally, existing over-current protections in distribution system are typically designed
to clear line and ground faults occurring downstream from their location, as the source feeding the fault
is only the transformer station. Connecting a DER provides another source supplying the fault, and the
fault contribution from the facility might cause protection to operate non-selectively for reverse faults,
out of the protected zone. If the maximum reverse fault current through a non-directional fault-
interrupting device exceeds the setting of the device, the fault-interrupting device should be considered
with a directional feature to prevent tripping for reverse fault current flow. For instance, phase
protection could be replaced with an impedance relay (function 21) if required.

Metering

Add something to this section on Advanced Meter Infrastructure (AMI) pertaining to increasing visibility
of DER

Metering requirements for SCADA purposes are determined by the local connecting utility and based on
the configuration of the DER system prior to energization. Whether SCADA metering can be integrated
with revenue metering is a matter for the local connecting utility and connecting DER facility to decide.
New metering or modifications to existing metering should be reviewed on a case-by-case basis and be
consistent with metering requirements specified by the local connecting utility and any overarching
requirements adopted by the local regulatory authority that has jurisdiction (e.g. state commission for
example for revenue metering). Net Energy Metering is permitted should be installed when a DER has
the capability or potential to provide generation back into the utility distribution system, however, the

16 This document can be found on the Department of Public Service website (www.dps.ny.gov) at the Distributed
Generation/Interconnections tab under Interconnection Technical Working Group Information.
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Guy V. Zito
IEEE 1547-2018 compliant DER should not trip from loss of control power due to a voltage disturbance within the ride-through requirements.


Guy V. Zito
Type testing of DER, according to IEEE 1547.1, shall ensure that this does not happen.  Compliant DER must be designed not to trip from voltage disturbance within the ride-through requirements, including from loss of control power.

Guy V. Zito
Also and fundamentally, existing over-current protections in distribution system are typically designed to clear line and ground faults occurring downstream from their location, as the source feeding the fault is only the transformer station. Connecting a DER provides another source supplying the fault, and the fault contribution from the facility might cause protection to operate non-selectively for reverse faults, out of the protected zone. If the maximum reverse fault current through a non-directional fault-interrupting device exceeds the setting of the device, the fault-interrupting device should be considered with a directional feature to prevent tripping for reverse fault current flow. For instance, phase protection could be replaced with an impedance relay (function 21) if required. 


Guy V. Zito
Revenue metering has no relevance to BES security and should not be addressed by NPCC.  Monitoring of power flow, voltage, etc. may be relevant but need not require metering-grade measurements.  IEEE 1547-2018 interoperability requirements specify that the DER shall measure these quantities and have this information available at the communications interface.  Most utilities, however, do not have nor are they requiring DER owners to provide, the communications needed to connect all DER to a grid SCADA system.  Such requirements tend to be placed only on large DER.  Most utilities do not have the information infrastructure necessary to interoperate with large numbers of small DER.


eligibility of a DER provider to receive net metering will be subject to the rules of the interconnecting
utility and the local regulatory authority that has jurisdiction .

A-DER should be capable of providing monitoring of connection status, real power output, reactive
power output, and voltage either at the point of connection or some agreed upon point if multiple DER
facilities are involved. This information should be available to the system operator as required by the
connecting utility. The monitoring equipment should be installed at the time of interconnection and
meet the technical requirements of the connecting utility. The DER metering and monitoring
communications will allow interoperability and the capability to provide system operators with
situational awareness necessary for reliably operation of the interconnecting utility facilities. As more
DER is employed and base load generation is replaced with DER resources, it will be important for the
Distribution Provider (DP) or interconnecting utility to be able to monitor the availability and production
of electricity (power output and energy delivered) from the DER resources.

Pewer Quality

The requirements for acceptable flicker levels should be in accordance with the latest version of IEEE
Std. 1453 Recommended Practice for the Analysis of Fluctuating Installations on Power Systems. Short
and long-term perception of flicker should be within the planning and compatibility levels delineated in
any applicable requirements or standards.

Power Factor

If the output power factor, as measured at terminals of the generator, is less than 0.9 (leading or
lagging), the method of power factor correction necessitated by the installation of the generator can be
negotiated with the utility as a commercial item. If the average power factor of the DER over time is
proven to be outside the 0.9 (leading or lagging) by the customer and accepted by the utility, that power
factor range may be used for any further utility facility design calculations and requirements.

Induction power generators may be provided with a VAR capacity from the utility system. The
installation of VAR correction equipment by the generator- owner on the DER owner’s side of the PCC is
to be reviewed and approved by the interconnecting utility prior to installation.

Islanding

Systems should be designed and operated so that islanding is not sustained on utility distribution circuits
or onsubstation bus and transmission systems. The guidance provided in this document is designed and
intended to avoid islanding and is subject to be superseded by local requirements. Special protection
schemes and system modifications may be necessary based on the capacity of the proposed system and
the configuration and existing loading on the subject circuit.

The need for zero sequence voltage and direct transfer trip protection schemes should be evaluated
based on minimum loads on the associated feeder and substation bus, including the impact of fault
conditions resulting from DER installation to protect facilities for an islanded condition.

Transfer trip is needed in some instances (e.g. on DER connections to non-radial transmission or sub-
transmission circuits) in order to protect the utility systems and DER facility from damage during faults
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Guy V. Zito
This is already specified by IEEE 1547-2018.  Is there a need to state these requirements here?  More important would be for NPCC to recommend that member utilities build the IT infrastructure needed to aggregate and report critical DER status to the BES operators, such as aggregate DER output in a given area.

Guy V. Zito
This discussion does not appear to address BES concerns and should be deleted.

Guy V. Zito
How small should a transmission island be for DER to be required to trip off?  In other words, if there is a system separation and DER is connected to an islanded, but stable sub-system, should the DER trip off?  Doing so is likely to destabilize that island and cause that area to black out.



and/or reclosing operations into faults. The decision as to the applicability of direct transfer trip and
specific technology to be used form direct transfer trip communications rests with the connecting utility.

Underfrequency Load Shedding Programs

Underfrequency Load Shedding (UFLS) is implemented to restore power system frequency stability if
system frequency drops below the UFLS operational set point. Significant deviations in system frequency
typically occur during major disturbances such as a loss of generation or events in excess of design
contingencies used for planning purposes. UFLS is considered the “safety net” for the BPS and a last
resort automatic control operation designed to stabilize BPS islands for a generation deficiency. Various
fractions of load are shed through this process, typically 25%. UFLS is primarily installed on distribution
feeders, where DER is increasingly being deployed.

NERC has a set of requirements in the PRC-006 standard and NPCC has more stringent requirements in
NPCC’s Regional Standard, PRC-006-NPCC which outline expected UFLS performance. Approved and
effective versions of these standards may both be found on the NERC website.

SS-38 is the NPCC working group responsible for inter-Area dynamic analysis. The SS-38 Working Group
regularly studies the UFLS performance within the Region and has recently determined, through
sensitivity analysis, that increased levels of DER penetration anticipated in the short term will not result
in any significant degradation in UFLS performance.

Adopting a more flexible approach to UFLS may be necessary as DER penetrations reach higher levels.
There are utilities that are reviewing the feasibility of “Adaptive UFLS” which uses real time monitoring
of distribution feeder loads and their DER to determine how much additional load may need to be
tripped when DER has increased output.

Effective Grounding for DER

With the onset of high penetrations DER, such as photovoltaic (PV) generation, utilities should consider
interconnection of PV plants similarly to how they would interconnect synchronous generators.
Conventional generators are considered to be voltage sources as they provide constant AC voltages
controlled by excitation systems. In contrast, an inverter-based DER plants are considered as current
sources, and the DER terminal voltage is dependent on the feeder to which it is connected.

Solidly grounding a transformer neutral for a DER plant eliminates a possible phase overvoltage
stemming from a single-line-to-ground fault. A potential problem with the solid grounding in the
distribution line is that large fault currents can flow through the transformer neutral, which can
desensitize the overcurrent protection coordination. In order to mitigate this issue, impedance
grounding can limit the fault current and potential equipment damage, while allowing overvoltage to
some limited magnitude. Some utilities protect their distribution from overvoltage by using overvoltage
protection so Effective Grounding isn’t a concern. Further investigation on the how specific installations
are grounded is warranted and being pursued by the Interconnection Technical Working Group (ITWG)
in New York.
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Energy Storage Systems for DER

Battery storage technology is undergoing a rapid evolution from Lead Acetate to Absorbent Glass Mat to
Li-lon due to the expanding application of batteries to transportation and other sectors. Li-lon batteries
have been and continue to be deployed in a wide range of electric energy-storage applications, ranging
from energy-type batteries of a few kilowatt-hours in residential systems with rooftop photovoltaic
arrays to multi-megawatt containerized batteries for the provision of grid ancillary services. The Energy
Storage Association (ESA) anticipates at least 35 GW of new energy storage will be deployed in the
United States by 2025 and that the amount of energy storage will double from 2018 levels during 2019.

The ESA in conjunction with over 25 vendors and utilities have formed a task force and made a
commitment to optimize safety standards. Care should be used in placement of batteries. Suggested
placements should avoid proximity to other facilities that may be critical to the reliability of the BPS.

System control and Data Acquisition (SCADA) and Communications

As DER penetration increases and all DERs above a certain MW level, as determined by the
interconnecting utility or System Operators, should be required to provide SCADA telemetry data to the
control center to monitor their output. IEEE-1547-2018 has a communication port requirement. This
ensures that the output remains visible to the system operator. It allows the system operator to observe
DER status when working on a feeder in emergent or planned situations. Some NPCC Members have
encountered difficulty with getting compliance on this need from the DERs. DER owners should be
encouraged to keep their end of any SCADA equipment functional and reconnect their telemetry devices
when they have been disabled and this can be done through interconnection requirements. The
operator should be alerted by the DER when telemetry is interrupted. Scan rates equivalent to the scan
rates used by the system operator are preferred (typically 6 second).

DER BPS Recommendations

As DER continues to penetrate the NPCC Region we suggest the following initial activities:

Process and Risk Management Recommendations

1) Continue with sensitivity analysis at the Transmission level for various levels of penetration of
DER on distribution facilities to determine effects of increased penetration levels of DER on UFLS
performance.

2) Pursue further opportunities to coordinate distribution and transmission requirements for DER
generating resources and promote NPCC Regional consistency where possible.

3) Continue to review NPCC Area authorities having jurisdiction and utility interconnection relative
to DER requirements documents to identify dissimilarities between Areas which may negatively
impact reliability.

4) ldentify opportunities to share information regarding DER related reliability risk problems and
problem solving.

5) Continue to solicit and address observable reliability issues of DER initiated BPS impact through
the use of NPCC’s DER Impact Reporting Forms and its associated process.
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To which control center; distribution or transmission?  If transmission (e.g., ISO) can input from thousands of DER be handled?  Will it not be first necessary for distribution system operators to implement DER management systems to aggregate the DER data and provide more concise summaries to the ISO level?

Also, IEEE 1547-2018 only defines the “communications port”.  The availability of communications media is something that is not specified as to who will provide.  If the public internet is used, is this a serious cyber security vulnerability?


Guy V. Zito
Preferable to not use this term because, in general, this term tends to mean the local city/township building department to the DER owners/developers.  This is why IEEE 1547 avoided the use of AHJ in this context, and invented the Authority Governing Interconnection Requirements (AGIR) term as a non-ambiguous substitute.


6) Continue to discuss any changes required for System Restoration and Blackstart Plans, as a
result of increased DER.

7) Continue to follow DER related ESA ESS safety issues and associated recommendations and
share the results with NPCC stakeholders.

Planning Related Recommendations Due to Changing Resource Mix

8) Obtain DER modeling and performance data to enable Long-Term Resource, Long-Term
Transmission and Operational Planning of the BPSY’

9) Clearly identify DER in the NPCC Region’s Area DER and particularly PV project queues or
forecasts where DER is being proposed for installation and the magnitudes relative to the
existing resource base and load projections.

10) Address masking of load by DER at the distribution level to ascertain its impact on the
assumptions that underpin UFLS programs

Analytics and simulation recommendations to deal with increase system complexity

11) Support interconnection wide inertia loss study efforts, to determine potential reliability
impacts, as DER increasingly replaces conventional synchronous generation resources.

12) Obtain DER modelling data to be able to model, predict and examine system behavior and
assess the interactions between the new resources and the existing reliability preserving
systems and programs. Examples include:

a. Under Frequency Load Shedding,

b. Under Voltage Load Shedding,

c. Frequency response sharing mechanisms (BAL standards).

d. Analysis of system protection systems (both T and D) so that the parameters to set
protection systems and other control systems are known so as to permit the most
reliability benefits to be garnered from the new resources.

17 What entities should be responsible for providing DER data to the Planning Coordinator for the purposes of
model building?
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Appendix A NPCC DER Impact Reporting Form

Please Complete and email this form to; npccstandard@npcc.org

Distributed Energy Resource (DER), BES Impact Reporting Form

Name Date

Email Company

Impact on Bulk Area (NY, NE,

Electric System State or Province
etc.)

Equipment Impacted

Location Impact (Positive reliability impact? Negative
(substation reliability impact-Protection System failure,

name, etc.) Misoperation, load affected or lost?, power

Duration of Impact,
(start and stop times,
length of impact,

quality issue?, etc)

Description of Impact on BES- What Happened or was observed?
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ongoing? etc.)



Please describe below the details of all the impacts of the DER as it pertains to this report, such as load

loss, loss of life, equipment failure or potential reliability improvement. A sequence of events showing
the impact is helpful. Attach supporting information to this form if necessary.

Root Cause or additional Analysis

Please describe below the details of any investigation your company may have already done to identify

causes or contributing factors to the incident. This will help NPCC route the issue properly to address it.

NPCC Review of Issue and Recommendations (i.e. refer to NERC, develop a Criteria, Guideline,
Already Addressed or Identified, etc.)

NPCC Date of Resolution of Issue
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Appendix B, NPCC Areas-
Comparisons

Key Inverter based specification extracts

ISO-NE Inverter NGESB 756 NYSIR!® |ESO F2 Technical
Requirements B,C,D Requirements
Inverter Certification yes yes yes yes
Voltage and frequency trip settings yes yes yes yes
for inverter based applications
Voltage Response yes®® yes yes yes
Frequency Response yes? yes yes
Abnormal performance capability yes yes
(ride-through) requirements for
inverter based applications
Other grid support utility interactive yes
inverter functions statuses
Minimum protection functions yes yes
Monitoring and Control yes yes yes
Reconnection to the System yes yes
Distribution Protection yes yes
Coordination
Inverter Certification yes yes

8 NY SIR is the New York Standardized Interconnection Requirement.

19 The functionality is required to be present, but the default state is to have this functionality disabled unless
otherwise directed by the area EPS operator

20 The functionality is required to be present, but the default state is to have this functionality disabled unless
otherwise directed by the area EPS operator
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Power Quality yes
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e Let’'s Talk the Same Language

RELIABILITY CORPORATION
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Let's Talk the Same Language
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M Bulk Electric System
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IEEE P2800

> * |nverter-based resources
e Covers all BPS and BES

* Transmission-level
* Subtransmission-level

\
IEEE 1547-2018
* All power-producing
resources
* Distribution-level
J
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NERC Inverter-Based Resource Performance Task
Force (IRPTF)

BPS-Connected Inverter-Based Resources

5 RELIABILITY | RESILIENCE | SECURITY



NERC

NERC Disturbance Reports and Alerts

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

1,200 MW Fault Induced- 900 MW Fault Induced . April and May 2018 Fault.
Solar Photovoltaic Solar Photovoltaic Induced Solar Photovoltalc

Resource Interruption Resource Interruption Resource Interruption
Disturbance Report Disturbance Report Disturbances Report
Southern California Event: October 9, 2017 Southern California Events: April 20, 2018 and

eemcatnal e Joint NERC and WECC Staff Report May 11, 2018

Joint NERC and WECC Staff Report
S e February 2018

January 2019

Industry Recommendation

Im:lustry Recommendatlnn
luring Transmission Disturbances due -

Loss of Selar Resources during Transmission Disturbances due

RELIABILITY | ACCOUNTABILITY

3353 Peachtree Road NE

Suite 600, North Tower

Atlanta, GA 30326
404-446-2560 | www.nerc.com

Status: th‘shmlﬂnu-n“ﬂvlﬁhﬂtfﬂn-ml-ﬂ 2017
Reporting Required by Midnight Eastern on Auqust 31, 201
| TR T Qe — F F
Mo et

Instructions:

RELIABILITY | ACCOUNTABILITY

RELIABILITY | ACCOUNTABILITY
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NERC NERC IRPTF Reliability Guidelines
e LR and IEEE P2800

Reliability Guideline -

Improvements to Interconnection Requirements
for BPS-Connected Inverter-Based Resources

Reliability GUideIine September 2019

BPS-Connected Inverter-Based Resource
Performance

September 2018

RELTABILITY | ACCOUNTABILITY RELTABILITY | RESILIENCE | SECURITY
o — e 2 ; s — ¢ | %

' 353 Peachtree Road NE
Suite 600, North Tower
Projact Acthe Atlanta, GA 30326
. . -2560 | www.nerc.com
P2800 - Standard for Interconnection and Interoperability of Inverter-

Based Resources Interconnecting with Associated Transmission
Electric Power Systems
IEEE STANDARDS ASSOCIATION
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What Else is IRPTF Up To?

* IBR Modeling and Studies Report (Technical Report)

e Fast Frequency Response Fundamentals (White Paper)
e NERC Reliability Standards Review for IBR (White Paper)
e EMT Modeling and Studies (Reliability Guideline)

e Modeling and Studying BPS-Connected Energy Storage and
Hybrid Plants (Reliability Guideline)

e Energy Transition to Increasing Penetrations of BPS-connected
Inverter-Based Resources (Technical Report)
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NORTH AMERICAN ELECTRIC
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NERC System Planning Impacts of Distributed
Energy Resources Working Group (SPIDERWG)

Aggregate Impacts of Distribution-Connected Energy Resources

5\ SUEET 3 [ Pl
Y ' - / / i ~
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NEIRC NERC Recommendations to NARUC

RECIAB LTy S RB SRATION and States regarding IEEE 1547-2018

e Aggregate amounts of DER can and will impact the BPS

= NERC Goal: provide support where needed in this area; ensure BPS reliability
e Adoption of IEEE 1547-2018

= Encouraged, from BPS perspective

= Coordination led by AGIRs (e.g., States), engagement from RCs
e Educational materials abound

= NERC SPIDERWG, NERC Reliability Guideline, EPRI reports, etc.

e Coordination necessary for successful IEEE 1547-2018
implementation (BPS perspectives needed in some areas)

DER Category Selection * Phase Angle Change Ride-Through
Voltage Tripping « Enter and Return to Service
Voltage Ride-Through * Unintentional Islanding

Frequency Tripping * Intentional Islanding

Frequency Ride-Through * Interoperability

Restore Output

* Frequency-Droop
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NERC SPIDERWG Guideline

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

IEEE STANDARDS ASSOCIATION < IEEE

IEEE Standard for Interconnection
and Interoperability of Distributed
Energy Resources with Associated

Electric Power Systems Interfaces Re I ia bi I ity G u i d el i ne -

Bulk Power System Reliability Perspectives on
the Adoption of IEEE 1547-2018

December 2019

IEEE Standards Coordinating Committee 21

DRAFT
Sponsored by the
IEEE Standards Coordinating Committee 21 on Fuel Cells, Photovoltaics, Dispersed
Generation, and Energy Storage RELIABILITY | RESILIENCE | SECURITY
Tl o 2 | L
= S e T "’ i

3353 Peachtree Road NE
lEEE k A IEEE Std 1547™-2018 Suitezaorl‘) I"\-li?'tho‘faower
3 Park Avenue (Revision of IEEE Std 1547-2003) Atlanta, GA 30326
Hg: York, NY 10016-5997 404-446-2560 | WW\:u.nerc.cm'n

Source: IEEE SA
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What Else is SPIDERWG Up To?

DER Modeling Survey
DER_A Parameterization ¥
Guideline

DER Data Collection
Guideline

MOD-032-1 Review/SAR &
Modeling Notification @

\

Guideline on BPS Planning
Practices with DER

White Paper: TPL-001
Standard Review
Recommended Simulation
Improvements

Guidance on UFLS and UVLS
White Paper: Beyond
Positive Sequence

12

Modeling

Verification

Studies Coordination

DER Verification Guideline
DER Forecasting Practices
Guideline

IEEE Std. 1547-2018 Review
and BPS Recommendations
Guideline on Communicating
across T-D Interface

Education Materials
Coordination of Terminology
NERC Standards Review
Tracking DER Growth
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NORTH AMERICAN ELECTRIC Coordination With Regions

RELIABILITY CORPORATION

* Question: How best can we coordinate between NERC, the
Regions, and our stakeholders?

ERO Enterprise
I”

e My Answer: “Make It Persona

NERC & Regions
= NERC Guidelines providing clear

recommendations for areas where industry will
need to dig in moving forward State BPS

= Providing unified guidance for industry-wide PUCs Stakeholders
modeling, simulation, planning, data collection,

and other practices Distribution Entities
= HOWEVER ... you all know your system best!

o What is the highest priority issues in your footprint? ]
o : Third
o What emerging risks could be coming? )
_ _ Parties
o Have those been articulated to the Region and to

NERC?

— Why? Because we want to help address them together!
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NERC Summary of Activities:

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION ey a eaways

NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

e Distribution System

= State regulator and local utility adoption of
|EEE 1547-2018

= Coordinated stakeholder engagement
The electric power grid in North America is undergoing a significant transformation in technology, dE!igq,
itrol, planning, and tion, and th hi i idly th before:
T e e e e e e s e v e e | @ Bulk Power SySte m

generation, transmission, and distribution systems. This document provides a landscape overview of this
transformation with its specific changes. This document also provides some recommendations that

industry, regulators, and other stakehelders may collaborate upon to ensure the continued reliability of the | IVI aj O r i ty Of n e W I y i n te rc O n n e Ct i n g I B R

North American power grid.

Executive Summary = Improvements to Transmission Owner

The North American Electric Reliability Corporation (NERC), as the Electric Reliability Organization (ERQ), is
actively supporting the reliable integration of inverter-based resources across North America by working M M M 1
collaboratively with key industry stakeholders. Some key takeaways from these activities include, but are I n te rco n n e Ct I O n re q u I re I I I e n tS FAC- -
nat limited to, the following:
+ At the distribution level, the Institute of Electronic and Electrical Engineering (IEEE) Standard (Std.) ] I E E E P 2 800 t d d d I t
1547-2018 is a significant advancement in ensuring improved capabilities from distributed energy S a n a r eve O p l I l e n

resources (DERs). This standard specifies performance capabilities and addresses interconnection

Summary of Activities
BPS-Connected Inverter-Based Resources and Distributed
Energy Resources

September 2019

d int bility. Stat lat: hould llaboration bet tilities, regional M M M M
Feabity oordinators, industry stakshlders, and sate commisions, and should suppart the = Coordination with FERC staff to facilitate
+ For Bulk Electric System (BES) generation, the NERC Planning and Operating Committees and their

technical working groups are actively developing consistent and clear performance requirements IVI it i ga t i O n Of e m e rgi n g re | i a b i I ity iSS u e S

(nonsynchronous) resources, the terminology and language around these requirements need to .

clearly state, when applicable, the differing requirements for each technology. . B u I k E | e Ct rl C Syst e m

(BPS) but are not BES resources. In these cases, NERC is supporting Transmission Operators to ™ N E RC I R PTF d eve | O pi n g g u id el i n es a n d
.—. . ) . . . . .
e e reviewing NERC Reliability Standards

adoption and implementation of IEEE Std. 1547-2018 to ensure consistent performance from DERs
T changes to pro-forma LGIA and SGIA
for all connected resources, including inverter-based resources and synchronous generation. While
the intent and requirements of the standards are applicable to synchronous and inverter-based
+  Many newly interconnecting inverter-based resources are not subject to NERC Reliability Standards
nor relate to |EEE 5td. 1547-2018 because these resources are connected to the Bulk Power System
also inverter-based. Similarly, HVOC circuits also interface with the ac network though converters. Inverter-based resources are being
interconnected at the 8PS level as well as at the distribution level, and they are differantiated accordingly throughout this paper. . . .
= E | d tent ment
Nnsuring clear and consistent requirements

RELIABILITY | RESILIENCE | SECURITY

https://www.nerc.com/comm/PC/Documents/Summary of Activities BPS-Connected IBR and DER.pdf
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NERC
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NERC References

e https://www.nerc.com/comm/PC/Documents/Summary of Activities BPS-
Connected IBR and DER.pdf

e https://www.nerc.com/comm/Pages/Reliability-and-Security-
Guidelines.aspx

e https://www.nerc.com/comm/PC/Pages/Inverter-Based-Resource-
Performance-Task-Force.aspx

e https://www.nerc.com/comm/PC/Pages/System-Planning-Impacts-from-
Distributed-Energy-Resources-Subcommittee-(SPIDERWG).aspx

e https://www.nerc.com/comm/QOC Reliability Guidelines DL/Inverter-
Based Resource Performance Guideline.pdf

e https://www.nerc.com/comm/OC Reliability Guidelines DL/Reliability Guid
eline IBR Interconnection Requirements Improvements.pdf

e https://www.nerc.com/comm/PC/Pages/System-Planning-Impacts-from-
Distributed-Energy-Resources-Subcommittee-(SPIDERWG).aspx

e https://www.nerc.com/comm/PC Reliability Guidelines DL/Reliability Guid
eline DER A Parameterization.pdf

Want to get involved with IRPTF or SPIDERWG?
Email: ryan.quint@nerc.net
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Senior Manager

Advanced System Analytics and Modeling
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Office (202) 400-3015
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Overview of Ul’s
Advanced
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https://www.uinet.com/wps/portal/uinet/home/!ut/p/a1/04_Sj9CPykssy0xPLMnMz0vMAfGjzOJ9_D3dfZ3NPR09wwJNDTxNPI0C_YOcDQ0MDIAKIoEKDHAARwNC-sP1o9CUBJuZAJW4OpqHePoZuBsaQRXgsaIgN8Ig01FREQBdElJH/dl5/d5/L2dBISEvZ0FBIS9nQSEh/

DER Level & Uses

Current State of Ul’s Distribution Grid Evolution

UI’'s foundational technologies & applications are customer focused, grid enabling and
can be leveraged with enhancements to move the distribution grid to stages 2 and 3
« AMI, OMS, GIS, SAP, SCADA, PI Historian, etc.

Stage 3:
Customer Distributed Energy Markets Examples of Ul Stage 1 AMI Accomplishments:
Adoption
« ~345,000 total meters
Stage 2: + AMR fixed network installed in 1999-2002
DER Integration * AMI upgrade performed 2009
& Operational Markets «  AMI deployment started 2010
""""" = ~267,000 AMI meters deployed to date*
5 ] = Meter exchanges based on
tage 1:
Reliability & *  Frequent cus’Fomer changes or
Operational Efficiency uncollected bills
; = Meters >30 years old

= 2 meters per transformer to

Distribution enhance outage management
System = Build out the mesh network

= As meters fail or are visited

Source: U.S. Department of Time
Energy DSPx

*Remaining AMR meters planned for exchange by 2024

dd 4 uinet.com Level of confidentiality: : . . 2
“ Ul PUBLIC United llluminating Advanced Metering Infrastructure
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Long Recognized the Value of Advanced Metering for our Customers

Buy & Get Use & Pay

14. Move Out of

8. View/manage 10. Contact utility 12. Switch rates or Territory / Switch
programs :
Provider

consumption

4. Manage 6. Account balance &

2, Start or move
service

Li)

Communication
Preferences

i

payments

AT

Q

9. Report & Track

11. Track issues
and messages

20 O

13. Sign-up for additional
products & services

L [llos::::r::nd 3. Self-serve Portal 5. View and 7. Submit
products/programs sign-up understand bill meter reading Emergency
(1] ]
- HHH [ S
—_— 5]
- _—N =] e

Better Billing & Access to
Information
* My usage & My Account

Home Energy Report

Proactive alerts
* Payment & Billing

Energy Efficiency &
Demand Response

3

United llluminating Advanced Metering Infrastructure

Level of confidentiality:
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Ul's Technology Platform is Critical to Enable the Authority’s Objectives

1.  Remove barriers to the growth of the burgeoning Connecticut green economy.

2. Enable an economy-wide transition to a renewable future by decarbonization of
power generation, transportation and building heating and cooling sectors.

3. Address reliability and resilience standards system-wide, and deploy or enhance
the utilization of Advanced Metering Infrastructure (AMI) to provide customers with
a more resilient, reliable, and secure commodity.

4. Address energy affordability for all Connecticut ratepayers- - residential,
commercial, and industrial customers.

o
— ISR AR EETE | BT DER Developer Portal (IOAP, hosting capacity maps)
| portals)
Distribution Market Services OMS Dashboard & Portal
Load & DER Forecasting Hosting Capacity Enterprise Analytics EVSE
Analysis Platform

Volt-Var Optimization Feeder Optimization FLISR

Operational Data Management (M&YV, validation, governance)

= v

]
20
x 2
m%
= g

Technology Platform

Enabling
Capabilities

Sensing & Measurement (automation, AMI, DER MM&C, weather stations)

Operational Communications (WAN/FAN/NAN)

©
=
o
]
©
e
=
=}
o

For illustrative purposes; Adapted from DOE/OE DSPx Volume lIl, Figure 8.

Physical Grid Infrastructure
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Advanced Metering Infrastructure is Foundational

1999 - 2002 2009-2019 2019 - 2024
Automated Meter Reading AMI Communications Advanced Meter
Upgrade Deployment
[ COMPONENTS Network Meter Reading Two-way wireless mesh Phased deployment of new ‘
Project communications network advanced meters replace
Fixed network, AMR meters MDMS for interval meter legacy technology

data and advanced pricing
CIS enhancements for
advanced pricing

BENEFITS Meter reading cost reduction Improved outage Greater outage alerts
Better theft detection notifications Enhanced DER integration
Less estimated billing Reduced staffing O&M cost savings
Off-cycle reads for moves Greater theft detection Better customer information
Some outage notifications Interval meter data and TOU Full Distribution Automation
rates

« Ul will leverage Advanced Metering Infrastructure “to provide customers with a more
resilient, reliable, and secure commodity.”

« Our AMI network is foundational to the modern grid, and is a critical part of the
Company’s technology platform.
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AMI technology translates into Shorter Duration Customer Outages

Outage Detection and Response

 The Ul Meter Data Management System uses multiple filters to remove false
outages

« Ul installed 2 AMI meters per secondary transformer to identify outages,
geographically spaced

«  Often restore small outages before customers call since October 2016

 Mass Ping application to discover nested outages

«  Shorter Outages

Outage Detection

Enhanced Outage
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AMI Benefits Translate to Ul Operational Efficiency

Effic,s'ewr_'affﬁ

/

Theft Detection Capabilities:

» Interval data and tools helps Ul identify theft of
service

« Multiple data from smart meters (tamper
detection, reverse rotation, meter temperature,
high consumption, voltage, magnetic detection)
can be used to spot signs of theft

O&M Cost Savings:

 Faster service turns-on within 24 hours, even on
weekends

« Move-ins and move-outs can be scheduled

« Automated bill pay allows turn-ons after hours, not
on OT staff pay

 Lower meter reading costs

* Fewer truck rolls (127,594 truck rolls saved
through September)

W u

uinet.com
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AMI Data Provide Customer Convenience

« Customers can view usage and tools
via web

« Daily and TOU usage available for all
AMI meters

«  Supports advanced and dynamic
rates

« Time-of-Day, with or without
demand

 Residential customers can
switch between R & RT without
delay or meter exchange

« Can do rate comparisons

« Usage breakdown shows areas
for reduced consumption

* Identify abnormal usage
patterns

VWHEN DOES MY HOME USE ENERGY?

ACCOUNT SUMMARY
L J

Account status as of 10/21/2019 MMEWM

Last Paymen 1 514758 :*‘

Last Payment Received 1041172019 2

Account balance $0.00 5

Bill Summary ending 10/8/2019 ': i I I ‘
Bal Forwar 30.00 o ST o Yo it Th T A
Todal current charges 514758

Amount Due 1152019 $147.58 D JHINISY,

& Your elechric usage decreased for this bill

Electricity Costs 9/7/2019 to 10/7/2019

& Your energy charges were $66.01 lower for this bl | Other 552

[ Hot Water $23

& The weather may have decreased your bill by 549 - 582 B Cacling 523

& Odher "non-energy” charges were 51.57 higher in this bill

Your Caribon Footpant for this bill was about 565 pounds. This
I3 @ 47.1% decrease.

Electricity Costs 9/7/2019 to 10/7/201%

$182
Ay, Home
Uses ¥ — s
i,
3150
My Home:
Ebeciricity
Movernber, 2018 October, 2019 _

@#iectric () Carbon
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Existing Telecommunications Backbone Enhances Cybersecurity

Dual Head End System (HES)
 AMR network devices were upgraded to include AMI
 Supports legacy AMR system and AMI network
« Ul has enabled Advanced Security on AMI meters and network devices
« All AMI data super encrypted from meter to HES
Signals perform frequency hopping over a spread spectrum
Ensures secure communications and data privacy

WAN Utility Datacenter

Private backhaul

(6515)

Or

Integration Suite

=
o
@
=
=
7]
o
=
LG

Cellular
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Leveraging AMI

« Big Data analytics
« Voltage monitoring of customer premises

« Transformer loading to proactively replace secondary transformer before
failure

* Ul network upgrade in 2020
 New Gateway IPv6 (and Wi-Sun capable) network
« Higher bandwidth for messaging and outage notification capture
« Better locating of nested outages

«  Evaluating next gen meters with Edge sensing

« Enable customers to have more data about what devices are using power at
any time

* Provide waveform analysis of customer energy

« Better DER analysis

More integration between customer meter and web portal to provide increased
information to customers

v 4 uinet.com Level of confidentiality: : . . 10
~ Ul PUBLIC United llluminating Advanced Metering Infrastructure



https://www.uinet.com/wps/portal/uinet/home/!ut/p/a1/04_Sj9CPykssy0xPLMnMz0vMAfGjzOJ9_D3dfZ3NPR09wwJNDTxNPI0C_YOcDQ0MDIAKIoEKDHAARwNC-sP1o9CUBJuZAJW4OpqHePoZuBsaQRXgsaIgN8Ig01FREQBdElJH/dl5/d5/L2dBISEvZ0FBIS9nQSEh/

AMI provides access to invaluable Data Analytics that can unlock benefits

2l
a

Principal filters: time period, type of voltage events

and customer type.

KPls showing the total number of events and
affected customers in the dashboard.

Trend KPls showing the daily evolution of the
number of events and affected customers..

B
e

Heat maps with the devices in the network
hierarchy which can be navigated.

Map interface with the geolocation of smart meters
and events.

Voltage curves showing maximums and minimum
voltages registered by smart meters in the period.

Charts with the volume
events per voltage
severity, time severity
and per phase.

P B AIErie & | Overvoitage | UnderVoitage | NA | Commerciat | | = Public
To: 11/8/2018 'E
Total Afected Customer Total Events Daily Affected Customars Daily Affected Customars of NA Dady Bvents of Over Voltage Dty Everts of Under Vohage
892 8187 778 [ 1245 ] 3 [__oox ] 3,299 e 210 =
g ’ Previcus Event Date: 346 Previcus Event Date- 3 Previous Event Date: 1959 Previous Event Date: 161
- - - - - - -
Mesh Heatma Map Substation Hea
I3 & O P Search... [=} = STYLES -

MNo data returned for this view. This
might be because the applied filter
excludes all data.

Event per Phase
8,000

Feeders Heatn

-
6,000
4,000 -
2,000
e
tong Islond <y
Phase A Sowrnd Esri, HERE, Garmin, NGA, USGS, NPS | Esri, HER... Ewvent Start Date Hour
Events per Voltage Severity Events per Overall Severity Events per Time Severity
5,000 5,000
4,000 | 4,000 4,000 i
| [
3,000 3,000 3,000 | 4
2,000 i 2,000 2,000
1,000 1,000 1,000 |

= 5% =10% NA

High Very High
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AMI provides access to invaluable Data Analytics that can unlock benefits

Use Case #2 Distribution Transformer Monitoring

& = Manuf
Monitor the distribution transformers’ A“alyt'c Module 1 A“alytlc Module 2 i anu?
SAP GIS %

performance to predict and anticipate
failure

Compare voltage of the meters Compare transformer loadings -

Detect potential conductor issues ofthe customers connected fo Wit et of e ek
P ; ; the same transformer specs (taking into account the D
Determine potential transformer life ; MDM SCADA
s : ambient temperature)
deterioration due to overloading exposure -

Detect overloaded or underutilized

transformers Analytic Module 3 ' Analytic Module 4

Detect performance anomalies
Short term voltage profile Long term voltage profile
analysis (Voltage fluctuations) analysis (Voltage Step changes) Y‘
ul

06 006
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Distribution Automation pilots testing AMI technology deployment

« Ul has completed 2 Distribution Automation (DA) pilots to test communications ahead
of broader deployment

«  First pilot in Woodbridge to support microgrid and test two different
communications methods (GE Orbit radio and L+G AMI mesh).

«  Very hilly and forested terrain
«  Connected 3 reclosers to SCADA
« Second pilot in East Haven
«  Flatter terrain with suburban neighborhoods

«  Connected 3 reclosers, 3 voltage regulators, and 3 line sensors to
SCADA

*  Athird pilot is underway now
« Distant from substation in hilly and forested terrain
«  Connect 12 reclosers, 3 controllable switches
* Increase reliability to challenged circuits

« Ul will continue to explore the ability of the AMI network to support DA devices and
provide assured communications for switching.
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AMI Technology Required for Grid Modernization in Connecticut

Increased rates of DER Deployment and/or other electrification technologies
(including electric vehicles, energy storage, electric heating loads. etc) will have
a large impact on the distribution system and customer load profiles

The AMI communications network is foundational for UI’'s modern grid

* Voltage and VAR optimization, enabled by an Advanced Distribution
Management System (ADMS), will improve integration of DERs and
ZEVs

« Enable deployment of smart charging and integration of ZEVs.

System-wide implementation will measure customers usage by interval, allowing
new billing options (peak time, variable peak, alternate supplier rates) via Meter
Data Management System (MDMS) data aggregation. Web portal integration
will provide increased information to customers (e.g. interval data instead of daily
consumption).

Faster and more detailed analysis for DER Online Hosting Capacity maps for
distribution primary lines assists customers and third party developers to find
optimal DER locations.
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AMI Technology Enables Customer Expectations & Energy Objectives

- Efficient and secure information exchange between Customers and EDCs is
crucial

« AMI supports measurement of energy use by customers and grid
information for EDCs

« Cybersecurity must be maintained to ensure customer privacy and
distribution network security

« Full AMI deployment will enhance outage/restoration reporting, service
voltage monitoring, behind-the-meter communications, and support volt-var
optimization.

* Implementation of interval billing tools allowing for faster implementation of
tariffs as well as supplier tariffs different from Ul’s.

 DER customers will be able to better understand their generation in detail,
using customer electricity usage and voltage measurements from advanced
meters and obtain consumption patterns, allowing them to maximize their
DER benefits.

v 4 uinet.com Level of confidentiality: : . . 15
~ Ul PUBLIC United llluminating Advanced Metering Infrastructure



https://www.uinet.com/wps/portal/uinet/home/!ut/p/a1/04_Sj9CPykssy0xPLMnMz0vMAfGjzOJ9_D3dfZ3NPR09wwJNDTxNPI0C_YOcDQ0MDIAKIoEKDHAARwNC-sP1o9CUBJuZAJW4OpqHePoZuBsaQRXgsaIgN8Ig01FREQBdElJH/dl5/d5/L2dBISEvZ0FBIS9nQSEh/

Questions and Discussion
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AMI Billing Improvements

 The current network has a very high billing rate

Walk-up or drive-by billing is often in 80%-85% actual billing
 Reads obtained on day of move, not estimated
« Very low estimated consecutive read rates [~0.6%)]

12 Month Median Billing% - AMI

100.00

99.30
99.60
99.40
99.20
99.00
08.80
908.60

Yrl Median | 98.40

Yrl Average| 99.89 98.20
98.00
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Regional Standards Committee (RSC) and
Distributed Energy Resources (DER) Forum

AMI and Smart Meters

February 13, 2020
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TODAY'’S DISCUSSIONS

I. IESO AND THE SME

II. METER DATA MANAGEMENT REPOSITORY
(MDM/R)

III. ENHANCING THE VALUE OF THE DATA
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http://www.energy.gov.on.ca/en/ldc-panel/ldc_bigmap/

I. IESO AND THE SME
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The IESO is a Big Data Machine!

= B Operate the
,' Power
< | Systemin_ g
{ Real Time /  Plan for
: Smart - Ontario’s
\1 eteri N = Future
~ Metering
h ~ s’ Energy

- - .

ot

Needs .

ZUOT’kalg at the heart Of Overgee Promote
Ontario’s power system to ?ntaﬂo's ‘‘‘‘ Energy
. Electricity Y.

ensure that there is enou gh Market Engage Efficiency
power to keep the lights on, Stakeholders,

. Communities
today and into the future... nd

Customers
A
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Independent Electricity System Operator %‘
N

Privatization. Demerger of Ontario Hydro. Split into Hydro One,
Ontario Power Generation (OPG), Independent Market Operator

(IMO), Electrical Safety Authority (ESA) and Ontario Electricity
Financial Corporation

April 1999

April 1999 IMO licensed as the Grid Operator

May 2002  Electricity Market opens. IMO licensed as the Market Operator

July 2007  IESO is designated as the Smart Metering Entity

IESO merged with the Ontario Power Authority. Responsible for
Conservation initiatives and long term generation contracts.

Jan 2015
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Ontario’s Smart Metering Initiative

Date __|Milestore

2008 - 2012

Jan 2016

Nov 2016

Mar 2018

July 2019

MDM]/R is operational to support LDC customer billing by 2009,
and by end of 2012 over 4.7 million smart meters are installed

OEB Orders that the SME collect more information associated with
each meter, and prepare an implementation plan for third party
access to this enhanced data.

OEB renews the SME’s licence for a five-year period(2017 — 2021)
and endorses the accompanying high level implementation plan
filed by the SME

The OEB approves the SME’s new 5 years budget and fee (2018-
2022), of $170.6MM and $0.57/meter/month respectively (25% lower
than previous fee)

SME reaches a milestone of over 5,000,000 smart meters installed.
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SME’s Ecosystem

IESO

Board of Directors

SSC + TP
Governance

SME initiatives,

Ministry of
Energy engagement &
Policy technical support

Smart Metering Entity

TECHNICAL - Design, technical specifications, procurement, standards
development, progress reporting, request for changes, 15t level support

and training for LDCs; Roll out to LDCs including integration with LDC’s EDA
Ontario Energy AMI and CISs; Audits and Reporting. VIR Frftfeives
Board awareness, and
Regulatory LDC

Communication
STRATEGIC - Committee leadership and engagement with various support
stakeholders to communicate, and collect input on key initiatives (MDM/R
Steering Committee (SSC), MDM/R technical Panel, DSAC, EDA, SAC,
internal and external working groups, etc

Third Parties LDCs
SME initiatives
Requests for 1 awareness,

access to MDM/R

engagement &
data

technical support
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Smart Meters early deployment...

* 500K+ Smart Meters registered and on Time-Of-Use (TOU) billing in March 2010.
*9 LDCs were active in the MDM/R by May 2010.

*Remaining 68 LDCs were in various stages of registration and enrolment with the
MDM/R.

-

<

Ontario

Tay Hydro

| Newmarket Hydro |

./ Powerstream

| Milﬁon Hydro ?.

Lake Ontario

Toronto Hydro

Designated LDC — with
‘ active smart meters
registered in the MDM/R

LEGEND.

Horizon
Utilities
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What it took

* Getting from smart meter installation to TOU billing was a significant
undertaking that required extensive LDC preparation and activities.

* Preparation
— Smart meter installation, AMI infrastructure and CIS management
— Business system and process changes involving the entire company
— Preparing LDC internal capabilities and pulling together resources
— Training

e MDMY/R Registration and Enrolment

— Testing and evaluating internal systems and business processes with
the MDM/R

— Cut over into the production system, reviewing reports
* Customer Education and Notification

e TOU Implementation
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TOU Structure in Ontario

* Off-peak, when demand * On-peak, when demand is
for electricity is lowest - highest - The busiest times
Ontario households use of day. Generally when
the majority of their people are cooking, firing up
electricity — nearly two their computers and running
thirds of it — during off- heaters or air conditioners.
peak hours.

MIDNIGHT h‘lIIDNIGHT MIDNIGHIT
1 1

7 E / 5 7 5
5 7 A : 5 7
"Noon 11 ' NOON "‘NooN 11
Summer Weekends and Winter
(May 1 - October 31) Statutory Holidays (November 1 - April 30)
weekdays weekdays
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TOU Pricing in Ontario

TOU Price Periods May 1, 2.019 108
prices

Off-Peak
(Weekdays 7 p.m. -7 a.m., all day
weekends and holidays) 65 ¢/kWh
(Weekdays 11 a.m. - 5 p.m.) 9.4 ¢/kWh
On-Peak
(Weekdays 7 am. — 11 a.m. and 13.4 ¢/kWh
S5pm.-7pm.)

November 1, 2019

TOU prices

10.1 ¢/kWh

14.4 ¢/kWh

20.8 ¢/kWh
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Tiered Pricing in Ontario

Price : : May 1, 2019 November 1,
Tiered RPP prices tiered prices | 2019 tiered prices

Residential — first 1,000 kWh/month

Werr L Non-residential — first 750 kWh/month 7.7 ¢/kWh 11.9 ¢/kWh

Residential — for electricity used above
1,000 kWh/month

lier2 Non-residential — for electricity used 89 ¢/kWh 13.9 ¢/kWh

above 750 kWh/month
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Lowest Rates in North America

Residential Customers
Monthly bills for a consumption of 1,000 kWh/month in CA$

$306 $334
5116 5132 ; 5139 |
s $T3 | . T % A
Al 2 B '
2 i
Montréal Winnipeg Vancouver Miami Toronto New York Boston

Rates in effect April 1, 2019
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Smart Meters - a Mature Technology Worldwide

* The total number of smart meters around the world is expected to almost
double over 2017 levels by 2024, opening up new opportunities for
customer-side control and analytics.

* The global smart meter total will rise from 665.1 million in 2017 to more
than 1.2 billion by the end of 2024
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SOURCE: Wood Mackenzie Power & Renewables
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II. METER DATA MANAGEMENT REPOSITORY
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Ontario’s Smart Metering System

The MDM/R works in conjunction with LDCs metering and billing systems to
provide detailed, accurate and timely electricity usage information, and support
TOU billing with an exclusive authority mandate for VEE of meter data, in
accordance to Measurement Canada requirements

I - G e e e e e e e e e e e e i e e —————————————

Time-of-Use

1 ]
1 1
: Billing :
1 | Quantity Data 1
! Sent Back to 1
- LDCs -
1 ~ i == 1
i [25c ] i) ;
1 = w‘/ \ 1
1 \ \ 1
1 \ / 1
1 15 \ ‘ \ 1
] . k 3 - = T 1
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MIDNIGHT MONGHT  MIDNGHT

Smart Metering Entity Overview e O %y

e Initsrole as Smart Metering Entity, the IESO is responsible for the design,
operation, and maintenance of the MDM/R. The MDM]/R has been operational
since March 2008.

e The MDM]/R is a central platform for processing, storing and managing all smart
meter data in the province, primarily for the operational role of providing
consistent and reliable TOU billing services to all LDCs, with an exclusive
authority mandate for VEE services of meter data.

e The MDM/R ensures that all Ontario’s Residential and Small Business
consumers (General Service <50kW), around 5 million smart meters, have
access to high and consistent standards for effective and accurate smart meter
billing information regardless of where they live.

e The MDM/R has a disaster recovery facility at a separate location that will
resume all MDM/R functions should a business interruption occur.

\ W
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The MDM/R in Numbers

Service Delivery Points

Residential: 4.6m, Small General Service: .4m

AMI Supported

Sensus, Elster, Trilliant, Tantalus, SmartSynch
(5, 15, 30, 60 minute intervals; most are 60 minute)

Services

26 Validation, Estimation and Editing Services
28 Framing Structures

Interval Reads

100m — 120m per day (processing 24 to 28 million per
hour)

Billing Requests 200K to 300K per day
Data Retrieval Requests | 15K to 60K per hour
Reports Delivered 2,300 per day

Data Size 200+ billion rows of data

Meters Installed

Over 5 million Smart Meters

\ W
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MDM/R Architecture

Distributors MDM/R - Meter Data Management System
|
CIS / AMI SYNC
Systems M
DC & VEE
Meter Data Billine R
5 Rec o ‘ Change
- e — Bill
4 1. 1ng Data
Capture
= e,
i . Meter Reads
Retrieval
. ) Web Services
A magy
Consumers
* Residential . Meter Reads
¢ Small General i Retrieval
Servic.e . Web Services Transformation |
Potentially in . (Alternate) & Loading
the Future: \ )
* Embedded
Generation Ad-hoc Queries, —
(Net- £ Extractions &
Metering) R Analytics

« Commercial
¢ Industrial

MDM/R Data Mart
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MDM/R Privacy & Security

The core functions of the MDM/R have been originally designed following the
best in class principles of Privacy-by-Design (“PbD”), as set by the Information
and Privacy Commissioner of Ontario.

Data transferred to and from the MDM/R complies with the stringent industry
protocols that describe how to transmit encrypted data over the internet
securely.

Currently, only LDCs and their authorized agents have the ability to transmit
or request information from the MDM/R.

The MDM/R has a disaster recovery facility at a geographically separate
location that will resume all MDM]/R functions, should a business interruption
occur.

All MDM/R information and protocols established in support of the 2016 OEB
Order implementation (and the related third party access), have been
designed in close collaboration with key stakeholders, privacy experts and the
IPC to ensure full privacy compliance.

=i
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Access Data Explore Share

III. ENHANCING THE VALUE OF THE DATA
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SME’s Data Project

* Following the 2016 OEB orders, the IESO embarked on an effort to unlock the
value from the data it collects through the MDM/R to create efficiencies, build
new value streams and to reduce costs for electricity consumers.

* This included the collection of certain additional information* from the LDCs,
and the development and implementation of a plan for third party access to this
enhanced data, in a privacy compliant manner.

* OEB Regulatory Process
* Phased-in implementation
(public reports via IESO website,

* Project Roadma
) - ready for standard/custom

* Expanding the sphere of

requests)
. OEB Orders engagement (DSAC) . _ _
» Extensive privacy analysis Researching, consulting, Ongoing model refinement
and industry engagement modell!ng,_pllotlng
(LDC working group) - OEB _Appllcatlc_:an fpr TPA
+ Start of additional data with monetization
collection 2019
+
. 2017-2018 Unlocking the Value of Data
2016 Building the Framework
Setting the Foundation

v, .
* Effective January 1, 2017 the SME started collection of the additional data, sufficiently as rendered non-personal “‘ |eSO
information: 6 digit postal code (unique dwelling postal codes masked under W8W8W8), distributor rate class (DRC), Connecting Today. 22
commodity rate class (CRC), occupant change date (yearly level) . Additionally, any potential previous identifiers, Powering Tomorrow.

such as address information was removed from the MDM/R to ensure max privacy compliance.



Potential Third Party Clients

« Access to the smart meter big data can enable advancements in government
policy initiatives, research, energy efficiency programs, and industry innovation

Academia, Retailers, Banks,

OEB, MoE, Universities & LDCs, MPAC, Telecom,

IESO, StatsCan Research Municipalities, Software

Institutions Gas Utilities Vendors

« The IESO’s de-identification strategy prevents third parties from identifying
individual dwellings or individuals, while still enabling access to useful
information to drive public and private good outcomes

\ W
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Establishing the Value Proposition

The SME has conducted extensive theoretical, and practical, research and
explorations into how other organizations, sectors, jurisdictions are approaching
their Big Data questions, with some of the key learnings below:

* Privacy and security of data remain primary concerns.

« Data science is not a discipline that is broadly spread across the energy sector,
nor are players seeing the “data as an asset” within their own organizations.

* Current uses are fairly limited to customers’ ability to see their own data, and
limited operational uses, with LDCs polarized in recognizing and extracting the
value of the data.

« Public organizations follow at least a cost recovery model to cover costs
associated with specific product offerings; some organizations have planned
surplus targets which are directed back into the organization as a re-spending
budget or as an adjustment to their operating budgets.

« Tests / Pilots are a key step in building the understanding of “real-life” aspects
of Big Data

\ W
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Thank You

Web: www.ieso.ca | Twitter: [IESO Tweets | LinkedIn: [ESO | Smart Metering Entity:
http://www.ieso.ca/sector-participants/smart-metering-entity/
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AMI and Smart Meters in Ontario

Marianne Blasman, Vice President of Information Technology and Chief Information Officer
Burlington Hydro Inc.
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Advanced Meter Infrastructure (AMI)

» Strategy for Transition to AMI Infrastructure

» Goals for Transition to AMI and IESO’s
Central MDM/R

» Internal Meter Data Management System
o MDM-ODS
o Whatis it?
o What are the Benefits?
o What are the Challenges

» Smart Meter Deployment Process
» Smart Meter Deployment Challenges

AMI & Cyber Security




o Burlngtonhydro_ AMI and Smart Meters in Ontario

Its not just about Customer Information Systems
and Billing Anymore




@ sowoman.  Transition to AMI & IESO Central MDMR

Strategy for Transition to Smart Meters (and IESQ’s Central MDM/R)

» Alignment of key information systems
o Advanced Metering Infrastructure (AMI)
o Meter Data Management & Operational Data Store Repository (MDM-ODS)
o Customer Information and Billing Systems (CIS)
o Geographical Information System (GIS)
o Outage Management System (OMS)
» Recognize Distinct Roles and Responsibilities of These Systems
» Achieve Streamlined Systems Integration
o Internally (Integrated CIS-MDM-ODS / GIS / OMS)
o CIS-MDM-0DS with Ontario IESO’s Central MDMR (Very Important!)
» Make sure we have all our AMI & Meter Data
o Smart Meters / Operational Alarms & Alerts / Suite Metering / Demand / Walk Reads

"r’ "r’ _




O SRS Alignment of Key Information Systems

M1 Meter Sync:
AP Meter Data
y
MI Head End
IESEY
Meter Data Synes/f
183
-
IE30

0 Responses
1ESO MDM /R
Other Meter Data
Other Meter

AMI e

Smart Meters



O D Transition Goals

Goals for Transition to Smart Meters (and IESQ’s Central MDM/R)
» Understand our Meter Data
» Know What’s Happening within our AMI

» Develop Proactive not Reactive Business Processes

» Streamlined and Timely delivery of Missing intervals and Register Reads back to
IESO’s MDM/R

» Automatic reconciliation of IESO MDM/R exceptions (Very Important!)
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MDM-0ODS

What is an MDM-ODS?
> BIG DATA
» Valuable BIG DATA

» Central Repository for large volumes of valuable data
that belongs in an integrated CIS-MDM-0DS System

o Electrical Consumption Data (kWh, KW, KVA, KVAR, Walk
Reads)

o Operational Alarms & Events

o Outage / Restoration / Tamper etc)
o Voltage Information (Min, Max, Avg)




O Suingionhydro, Benefits of MDM-0ODS

What are the Benefits of an Integrated MDM-0ODS?

> Meter & Network Health

o Provides for Monitoring of AMI Meter/Network Health

o Ability to Verify Network Integrity for Daily Compliance (SLA levels)

o Combination of Meter Data + Operational Data: Tells the Whole Story
o Effective Resolution of Intermittent Meter Events

o Positions You to be Proactive

» Seamless Integration with Centralized IESO’s MDM/R
o Automated reconciliation processes with MDM/R (Meter Syncing, Meter Data Corrections)
o Streamlined Billing Inquiries by Cycle with MDM/R Meter Data Exceptions

» Allows for Integrated Outage Management System

o Timely Resolution of Operational Alarms & Events
o Assists with Infrastructure Planning via Load Analysis & Trending
o Automated ‘Watch Lists’
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) Buingonhydro, Challenges of MDM-ODS

e

What are the challenges with an MDM-ODS?
» Understanding the True Potential and Role of an integrated MDM-ODS

» Establishing New Proactive Business Processes that are Smart, Efficient and Automated Across Systems
Automated Estimation of Missing Intervals

Meter Replacement: Automated Interval Estimation for Unavailable ‘Off Reads’

Dashboard: Combined Billing Schedule / Meter Data / AMI Exceptions / Service Orders

GIS Transformer/Service Delivery Point Relationships Resident in MDM-ODS for Transformer Load Analysis

GIS Selection of an Area = Dashboard with Transformer/Meter Relationships & Individual Meter Status/Voltage/S.0.’s

0 O O O O O

AMI Operational Alarms delivered to OMS: Know where the outage is before the Customer calls

» Processing Large Volumes of Information in a Timely and Effective Manner to Make Data Useable

» Data Organization / Dashboard Presentation

o User Configurable Business Rules for Automatic Generation of Exception Events

o Manage by Exception / Prepare for Estimation
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AMI and Smart Meters in Ontario

Billing
Cycle
15
28
34
Etc...

Billing
Cycle Date
Feb 20
Feb 21
Feb 21
Etc...

48 Hr

Stale State

25

15

5
Etc...

Integrated CIS-MDM-0ODS / AMI Information

Meter Meter AMI Service SN Voltage Service
Number Status Alarm Address Ratio Min/Max/Avg Order

12345 Active  NoCom 123 First 3:1 120/140/150 CO 1143
67890 Active . NoCom 453 Second 4:1 120/140/160 CO 2431
77777 InAct Comm 321 Third 3:1 120/140/150 -------

11111 Active Tamper 231 Fifth 3:1 125/135/120 CO 3241
Etc.....




o Burlingtonhydro,

AMI and Smart Meters in Ontario

Xformer

Number
12345
67890
77777
11111
Etc...

SDP
2351356
1122334
7676767
3826754

Etc....

Integrated Transformer / Meter / AMI / CIS Information

Meter AMI Service
Status Status Address
Active NoCom 123 First
Active NoCom 453 Second
InActive Comm 321 Third
Active Tamper 231 Fifth
Etc... Etc.... Etc....

3:1
4:1
3:1
3:1

Etc...

Voltage Service
Min/Max/Avg Order
120/140/150 CO 1143
120/140/160 CO 2431
120/140/150 -
125/135/120 CO 3241

Etc..... Etc...




(0 susonnyaro, Smart Meter Deployment

Smart Meter Deployment Process

» Cross-Departmental Smart Metering Project Team
o Billing / Metering / Customer Service / Information Technology ' l_.,

o Weekly Status Reviews

» Routine Updates with Executive Team

» Business Process Redefinition (Top Down Approach) D‘-' I
o Metering’s Internal AMI Monitoring of SLA’s

* 24 hrStale /48 hr Stale / 72 hr Stale / Intermittent Stale State
* Proactive Monitoring of Operational Alerts (Know when a meter is starting to fail)
» Different Smart Meter Technologies (Noise to Signal Ratio, Repeaters, AMI to Meter Path)
* Eventually: Achieve 98% ‘Read Interval Success’ Rates
o Meter Change Outs / Disconnects / Checks
* No longer beginning / ending reads
* New Meter typically talks immediately with intervals flowing
* Mobile Field Based Processing




(0 susonnyaro, Smart Meter Deployment

"r’

Smart Meter Deployment Process (Cont’d)

» Achieve ‘Enrollment’ with IESO’s MDM/R Quickly
» Allow Meter Data to Flow Well Before Billing Starts
» Build Historical Production Meter Data to Provision Meaningful Estimation

» ‘Real Life’ Experience with New Business Processes (Including IESO’s MDM/R)
» Test / Test / Test: Heavy Use of MDM/R ‘Sandbox’

» Training: Informal Hands-On & Formal with IESO’s MDM/R Staff
» Start Up Smart Meter Billing: Two Pilot Cycles

» Shakedown of Business Processes with Two Pilot Cycles

"r’ _




O Buringtonhydro,. Deployment Challenges

Smart Meter Deployment Challenges

» Resource Requirement Across All Departments
(Despite ‘Day Jobs’)

» Constant Close Coordination Between
Departments and Executive

» Establishing New Business Processes

o Automate Exceptions
o Accept Estimation as a Fact of Life
o Monitor Meter Stale States

» First Generation MDM-ODS Products
» Test / Test / Test




O Buringtonhydro,. CYBER Security Risks

Four Areas of Dramatic Evolution ) u

Cyber Capitalization

Types of Cyber Attacks
Countermeasures Employed
Regulatory Climate

W N
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Increasing Distribution System Resiliency using = c
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Flexible DER and Microgrid Assets Enabled by (&’ oz

OeenFMB SHigh-LeveI Project Summary)

The primary goal of this project is to
increase distribution resiliency through
flexible operating strategies. This will be
accomplished by actively engaging utility
and non-utility assets as flexible resources.

Value Proposition
» DER deployments at moderate- to high-

penetration levels prevent a “business-
as-usual” approach

» Duke Energy has halted some self-
healing systems deployments due to
moderate/high-penetration PV concerns

» What is needed is a way to coordinate
the operation of distributed PV, to make
it a resource, and not an obstacle

» This is extensible to other centralized
and decentralized system combinations

Devices and Integrated Systems

U.S. Department of Energy

Project Objectives

>

Develop flexible operating strategies that
integrate centralized and decentralized
control systems (e.g., self-healing/PV)
Engage utility and non-utility assets to
increase the resiliency of critical end-use
loads to all hazards events

Develop, and deploy, a layered control
architecture using commercial-off-the-shelf
(COTS) equipment and open source code

Devices and
Integrated Systems
Testing

Develop
precise
models of
emerging
systems

Conduct Multi-Scale
device System
testing and Integration
validation and Testing



Increasing Distribution System Resiliency using //g:w C
Flexible DER and Microgrid Assets Enabled by & wemamoumne

OEenFMB (Project Team)

> PNNL - Kevin Schneider and Wei Du . > Project Industry Advisory Board (IAB)
» Development of architecture, controls, and operations Members
» Co-Simulation of distribution and communications > Entergy — Cat Wong
» Avista — Curt Kirkeby
» ORNL - Josh Hambrick and Mark Buckner » APS - Jason Delany
» Implementation of the OpenFMB Harness » North America Energy Standards Board (NAESB)
» Application of OpenFMB cybersecurity framework and microgrids protection — Jonathan Booe & Elizabeth Mallet
» NREL - Kumaraguru Prabakar
> Sub-system testing of centralized controls, e.g., GE DMS / \
» Cost/Benefit analysis and technical performance analysis L g e ;on—\\ o
> Duke Energy — Stuart Laval and Phil Shaw | |
» Host utility which owns and operates all utility assets | |
» Execute final field evaluation and cyber red team activities I I
I
» GE Grid Solutions — Avnaesh Jayantilal | |
» Technical support for production DMS and FLISR b, o | <= %o,mmm:' of~DUKE
Northwest Iwcoﬁamnh e e ENERGY.
» UNC-Charlotte — Madhav Manjrekar and Somasundaram Essakiappan I g | s
» Primary HIL performers, using Typhoon, support of controls validation I R | e
ntegration |
> University of Tennessee — Leon Tolbert and Yilu Liu | |
» Integrate VOLTTRON nodes into OpenFMB Harness | )

» Smart Electric Power Alliance (SEPA) — Robert Tucker K /
» Outreach agency to ensure that lessons learned are transferred

Devices and Integrated Systems 3
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OeenFMB sAeeroachz |

> Approach:
» R&D: foundational research in architecture, controls, simulation & emulation, and multi-scale testing
» Market Stimulation: active Industry Advisory Board (IAB), including material developed and
distributed by SEPA
» Standards: using OpenFMB, and an open-source, standards-based approach

> Key Issues:
» Increasing flexibility as a resiliency resource, to address uncertainty in planning and operations
» Coordinating centralized and decentralized systems, utility and non-utility owned/operated
» Transforming the perspective of DER from being an obstacle to being a resource

> Distinctive Characteristics:
» Industry driven: the project is motivated by utility needs, and supported by IAB members with similar
classes of operational challenges
» Standards based: all work is being conducted with open platforms to facilitate broad adoption
» Deployable: the final field validation will use COTS equipment running containerized open-source
software, further facilitating broad adoption

U.S. DEPARTMENT OF

EN ERGY Devices and Integrated Systems 4
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Firewall
. . _—— _—— _—— L | L | L | _—
End Points Lower Tiers Nodes Middle Tier Nodes Higher Tier Node I
Devices (e.g. grid) (e.g. substation) I Central Office
Smart Breaker Battery
Rel Inverter
Meter ‘— elay MDM Gls owms | | oms I
i Llegacy Protocol I
Adapter | -+ |
Line \ \ \ /
Sensor Common Data I
| Model Profile(s) l
I OpenFMB Head |
protocol Ends SCADA
I o~ Legacy Protocol I
" Adapter I
I OpenFMB
I protocol I
Capacitor J— I I
£ I ' Legacy Protocol I
Adapter
Common Data
Solar PV ' S Model Profile(s)
Inverter 3 @ Common Semantic Model

OpenFMB T I
protocol S () Open FMB loT Protocol

I <+— Client/Server Polling
<« =---» Pub/Sub Messaging

Virtual Firewall

Insert Technical Team Area 10/21/2020 5
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\\\= U.S. Department of Energy
OpenFMB (Architecture and Controls)

Increasing Distribution System Resiliency using =y G R

A layered control structure with elements of
a laminar control architecture developed to
coordinate self-healing, microgrids, and

DERSs. I bl Ld
: 1] O
Concept of Operations (CONOPS) has been L 2 .
completed, including 12 use-cases [, Py E{J =
> Protection operates autonomously at the device o .2 Cimm L '
level, using local set point groups S
» OpenFMB maintains protection coordination after @‘}— i
system changes (publish & subscribe) T II
» Central DMS determines “optimal” topology post &= W i
event, issues commands : R RCL:
11 11 CB: Circut Breaker
» DMS can engage transactive to incentivize non- ALl e e :g:_RSECFt‘Dc?eg —
utility assets to generate additional switching II 111 i Red: Normally Closed
Options ; D o Green: Normally Open

» Operations across layers are coordinated,
enabling effective centralized and distributed
system operations

U.S. DEPARTMENT OF

EN ERGY Devices and Integrated Systems 6



Increasing Distribution System Resiliency using = Gl:
Flexible DER and Microgrid Assets Enabled by ///\\\—

OEenFMB (Simulation/HIL/Emulation)

Before equipment can be operationally deployed, the
architecture, controls, and set points must be developed,
simulated, and validated. A multi-stage validation
approach has been taken.

Co-Simulation

HELICS

»  Co-Simulation: HELICS, GridLAB-D, and NS-3 % _ 5 JIINS-3

» Initial electric and communications models complete NETWORK SIMULATOR

» Results supporting HIL simulations
» HIL Simulation: Typhoon HIL & ADMS Testbed ) ) )

» Typhoon running at UNCC and Duke Energy HIL Simulation & Emulation

» NREL is working on setting up GE DMS =
> Emulation: ORNL SI-Grid

» ORNL and UTK are working with Duke RTUs

» SI-Grid connected to NREL, working on UNCC
» Field Deployment: Anderson, SC

» Schedule has been pushed back due to siting issues
» Equipment selection Q1 CY20
» Field validation Q2 CY21
> All software and HIL models have been coordinated, so
team members are using consistent information

U.S. DEPARTMENT OF

EN ERGY Devices and Integrated Systems 7
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OEenFMB (OpenFMB Harness)

The OpenFMB “Harness” is the physical
realization of the reference architecture

> Built using the standards-based OpenFMB
reference implementation: leveraging past work OpenFMB Harness § ais

the data structure and models are almost i (publish and subscribe) Management Sysiom
defined

» The harness is scalable for large numbers of
DERs, and does not use proprietary adaptors

|llll'ITIIlIII Node

» Utility assets connected via COTS Remote
Terminal Units (RTUs) with containerized
applications: RTUs are being tested with initial
harness

Inverter Microgrid l:nmrnller Inverter

» Non-Utility asset connections will use
VOLLTTRON on commodity platforms: work is
continuing on VOLTTRON integration

U.S. DEPARTMENT OF

EN ERGY Devices and Integrated Systems 8
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OeenFMB (Hardware Transitions)

For a resilient control system to be viable, there
must be a path to deployment with COTS
equipment.

Raspberry Pi"

» Early OpenFMB work used commodity Raspberry
Pi™ prototype controllers

» The utility assets for this project will use COTS
RTUs and/or 4G LTE gateways, with OpenFMB

in a containerized environment e N

» Using open-software containerized applications = ""I‘mmm" =
on COTS equipment enables hardening for i N Ml
industrial applications, while ensuring Substation/Microgrid RTU: SEL 3555

interoperability and portability
» COTS devices integrates TPM2.0 crypto-chips

and X.509 certificates with whitelisted, 5 o .
containerized, OpenFMB applications

» COTS devices are being tested on the initial Recloser RTU | 4G LTE Gateway
harness implementation SEL 3505  Sierra Wireless MP70+

U.S. DEPARTMENT OF

EN ERGY Devices and Integrated Systems | 9




Increasing Distribution System Resiliency
using Flexible DER and Microgrid Assets
Enabled by OpenFMB (Plug Fest)
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- - > ABB
> Event hOSted by UNC CharIOtte 9/24 9/26 > REF615 protection relay (61850 GOOSE native)
> Day 1: P|enary Session / Vendor )\ C‘> S Et-mesh RTU540 / HMI (61850 GOOSE native)
H J g ISCO systems
presentatlons at PORTAL bUlldlng > 1C3000 compute gateway (with OpenFMB Docker container)
. ; ili ; > IE 4010 substati itch
> Day 2: Tutorials / Lab / Utility presentations at T R0t ruagodied mbiar (Bosker capable)
U NCC ECE bU||d|ng > Cybervision and Stealthwatch network diagnostics and analytic tools
. . . . > Eaton Corporation
> Day 3 mornlng . _Open FM B Interoperab“ty > CL-7 single-phase Voltage regulator (DNP3 native)
plugfest demos in UNCC ECE Lab e tntons, 0165 e
. . otovoltaic simulator unctions, native
» Day 3 afternoon: Microgrid Tour at Mount > Itron
Ho||y > Single-phase Riva Meter (with OpenFMB MQTT adapter)

> Oak Ridge National Laboratory

55 attendees from 25 different companies

Participants: ABB, Cisco, Eaton, Itron, OES,
RTI(,:EEL, Sierra Wireless, SGS, ORNL, EPRI,
UN

Distributed Intelligence Use-cases: Distribution
Automation, FLISR, DER Optimization, AMI
telemetry, Microgrid State Estimation,
Distributed Historian, and Digital Twin.

4 utilities in Attendance: Duke, Avista, Entergy,
ConEd

U.S. DEPARTMENT OF

ENERGY

Devices and Integrated Systems

> OpenFMB NATS adapter for TyphoonHIL Simulator
> Digital-twin OpenFMB protobuf profiles for Battery, PV, Switch modules
Open Energy Solutions
> Containerized OpenFMB adapter (DNP3/Modbus/GOOSE to NATS/MQTT/ DDS)
> OpenFMB protobuf message viewers (subscribers on NATS and MQTT message

buses)
> Grafana visualization and displays (via OpenFMB time-series database adapter)
Real Time Innovations (RTI)
> DDS publish-subscribe licenses

> Battery simulator (OpenFMB DDS native)
> DDS Viewer and HMI
Schweitzer Engineering Laboratories (SEL)
> 651R recloser controller (DNP3 native)
> 735 Revenue Grade meter (MMS native)
> 700G generator protective relay (MMS native)
> 3355 industrial computer (with multi-tenant container orchestration and Docker)
> 3555 RTAC (with OpenFMB NATS adapter and FLISR demo)
Sierra Wireless
> MP70+ 4G LTE cellular gateway (with multi-tenant container orchestration and
Docker)
Smarter Grid Solutions
> DERMS with HMI application (OpenFMB NATS native)
UNC Charlotte
> OpenFMB users group plugfest venue host
> Typhoon HIL 604 real-time grid simulator

10
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