
 Olympus V2 Protocol Audit 

 Enclosed is the V2 Audit from Omniscia. A URL for an HTML version is also listed below. 

 Source Code: 

 https://github.com/OlympusDAO/olympus-contracts/tree/182cfdb29f781c418819fc699c71760ec1d 
 ca7e3 

 URL for Audit Content: 

 https://omniscia.io/olympus-dao-protocol-v2/ 

 Important Notes: 

 All findings in this Audit have been alleviated either via code changes or commentary within this 
 audit. There are two Major findings that are listed as not addressed; however, in both cases the 
 Olympus Engineering team deployed alleviations in the final, live contracts. 









 

 





hardhat

compile npx

hardhat

hardhat 0.8.9 0.7.5 0.5.16

hardhat.config.ts pragma

pragma 0.7.5

hardhat

npx hardhat compile

BASH Copy



bool



policy

address public policy;

/* ========== CONSTRUCTOR ========== */

constructor(

    address _depository,

    address _staking,

    address _treasury,

    address _OHM,

    address _sOHM,

    address _gOHM

) {

    require(_depository != address(0));
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setFEReward

policy

    depository = _depository;

    require(_staking != address(0));

    staking = IStaking(_staking);

    require(_treasury != address(0));

    treasury = ITreasury(_treasury);

    require(_OHM != address(0));

    OHM = IERC20(_OHM);

    require(_sOHM != address(0));

    sOHM = IERC20(_sOHM);

    require(_gOHM != address(0));

    gOHM = IgOHM(_gOHM);

    IERC20(_OHM).approve(_staking, 1e27); // saves gas

}
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BondTeller ITeller

ITeller

contract BondTeller {
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Distributor IDistributor

contract Distributor is Governable, Guardable {
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IDistributor



1000000

_ 1000000

1_000_000 constant

immutable

return OHM.totalSupply().mul(_rate).div(1000000);
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false

transfer bool

SafeERC20 bool

IERC20(_token).transfer(msg.sender, _amount);
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transfer safe

SafeERC20



bool bool

bool !

bool

bool require

bool

require(permissions[STATUS.RESERVESPENDER][msg.sender] == true, "Not approved
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address

function setVault( address vault_ ) external onlyOwner() returns ( bool ) {

  _vault = vault_;

  return true;

}
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event

event

function setVault( address vault_ ) external onlyOwner() returns ( bool ) {

  _vault = vault_;

  return true;

}
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_

10000 10_000

_

uint256 private constant INITIAL_FRAGMENTS_SUPPLY = 5000000 * 10**9;
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sOlympus IsOHM

IsOHM

contract sOlympus is ERC20Permit {
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decode112with18



_bondPrice 0

debtRatio

debtRatio OHM.totalSupply

/**

 * @notice calculate current bond price and remove floor if above

 * @param _BID uint

 * @return price_ uint

 */

function _bondPrice(uint256 _BID) internal returns (uint256 price_) {

  Bond memory info = bonds[_BID];

  price_ = info.terms.controlVariable.mul(debtRatio(_BID)).add(1000000000).di
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  if (price_ < info.terms.minimumPrice) {

    price_ = info.terms.minimumPrice;

  } else if (info.terms.minimumPrice != 0) {

    bonds[_BID].terms.minimumPrice = 0;

  }

}

/**

 * @notice converts bond price to DAI value

 * @param _BID uint

 * @return price_ uint

 */

function bondPriceInUSD(uint256 _BID) public view returns (uint256 price_) {

  Bond memory bond = bonds[_BID];

  if (address(bond.calculator) != address(0)) {

    price_ = bondPrice(_BID).mul(bond.calculator.markdown(address(bond.princi

  } else {

    price_ = bondPrice(_BID).mul(10**IERC20Metadata(address(bond.principal)).

  }

}

// DEBT

/**

 * @notice calculate current ratio of debt to OHM supply

 * @param _BID uint

 * @return debtRatio_ uint

 */

function debtRatio(uint256 _BID) public view returns (uint256 debtRatio_) {

  debtRatio_ = FixedPoint.fraction(currentDebt(_BID).mul(1e9), OHM.totalSuppl

}

336

337

338

339

340

341

342

343

344

345

346

347

348

349

350

351

352

353

354

355

356

357

358

359

360

361

362

363

364

365

366



setTerms

conclusion

expiration

/**

 * @notice set minimum price for new bond

 * @param _id uint

 * @param _controlVariable uint

 * @param _fixedTerm bool

 * @param _vestingTerm uint

 * @param _expiration uint

 * @param _conclusion uint

 * @param _minimumPrice uint

 * @param _maxPayout uint

 * @param _maxDebt uint

 * @param _initialDebt uint

 */

function setTerms(

  uint256 _id,

  uint256 _controlVariable,

  bool _fixedTerm,

  uint256 _vestingTerm,

  uint256 _expiration,

  uint256 _conclusion,

  uint256 _minimumPrice,

  uint256 _maxPayout,

uint256 maxDebt

SOL

97

98

99

100

101

102

103

104

105

106

107

108

109

110

111

112

113

114

115

116

117

118

119

Copy



  uint256 _maxDebt,

  uint256 _initialDebt

) external onlyGuardian {

  require(!bonds[_id].termsSet, "Already set");

  Terms memory terms = Terms({controlVariable: _controlVariable, fixedTerm: _

  bonds[_id].terms = terms;

  bonds[_id].totalDebt = _initialDebt;

  bonds[_id].termsSet = true;

}
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debtDecay vestingTerm Term

/**

 * @notice amount to decay total debt by

 * @param _BID uint

 * @return decay_ uint

 */

function debtDecay(uint256 _BID) public view returns (uint256 decay_) {

  Bond memory bond = bonds[_BID];

  uint256 blocksSinceLast = block.number.sub(bond.lastDecay);

  decay_ = bond.totalDebt.mul(blocksSinceLast).div(bond.terms.vestingTerm);

  if (decay_ > bond.totalDebt) {

    decay_ = bond.totalDebt;

  }

}
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percentVestedFor bond.vested

/**

 * @notice calculate how far into vesting a depositor is

 * @param _bonder address

 * @param _index uint

 * @return percentVested_ uint

 */

function percentVestedFor(address _bonder, uint256 _index) public view return

    Bond memory bond = bonderInfo[_bonder][_index];

i i i i
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    uint256 timeSince = block.timestamp.sub(bond.created);

    uint256 term = bond.vested.sub(bond.created);

    percentVested_ = timeSince.mul(1e9).div(term);

}
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newBond feReward

feReward

_feo

/**

 * @notice add new bond payout to user data

 * @param _bonder address

 * @param _principal address

 * @param _principalPaid uint

 * @param _payout uint

 * @param _expires uint

 * @param _feo address

 * @return index_ uint

 */

function newBond(

    address _bonder,

    address _principal,

    uint256 _principalPaid,

    uint256 _payout,

    uint256 _expires,

    address _feo

) external onlyDepository returns (uint256 index_) {

    treasury.mint(address(this), _payout.add(feReward));
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feReward

    OHM.approve(address(staking), _payout); // approve staking payout

    staking.stake(_payout, address(this), true, true);

    FERs[_feo] = FERs[_feo].add(feReward); // FE operator takes fee

    index_ = bonderInfo[_bonder].length;

    // store bond & stake payout

    bonderInfo[_bonder].push(Bond({principal: _principal, principalPaid: _pri

}
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/**

 * @notice add new bond payout to user data

 * @param _bonder address

 * @param _principal address

 * @param _principalPaid uint

 * @param _payout uint

 * @param _expires uint

 * @param _feo address

 * @return index_ uint

 */

function newBond(

    address _bonder,

    address _principal,

    uint256 _principalPaid,

    uint256 _payout,

    uint256 _expires,

    address _feo

) external onlyDepository returns (uint256 index_) {

    treasury.mint(address(this), _payout.add(feReward));

    OHM.approve(address(staking), _payout); // approve staking payout

    staking.stake(_payout, address(this), true, true);
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getReward

    FERs[_feo] = FERs[_feo].add(feReward); // FE operator takes fee

    index_ = bonderInfo[_bonder].length;

    // store bond & stake payout

    bonderInfo[_bonder].push(Bond({principal: _principal, principalPaid: _pri

}

110

111

112

113

114

115

116



redeem

/**

 *  @notice redeem bond for user

 *  @param _bonder address

 *  @param _indexes calldata uint[]

 *  @return uint

 */

function redeem(address _bonder, uint256[] memory _indexes) public returns (u

    uint256 dues;

    for (uint256 i = 0; i < _indexes.length; i++) {

        Bond memory info = bonderInfo[_bonder][_indexes[i]];

        if (pendingFor(_bonder, _indexes[i]) != 0) {

            bonderInfo[_bonder][_indexes[i]].redeemed = block.timestamp; // m

            dues = dues.add(info.payout);

        }

    }

    dues = gOHM.balanceFrom(dues);

    emit Redeemed(_bonder, dues);

    pay(_bonder, dues);

    return dues;

}
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dues



_mint ERC20 _beforeTokenTransfer

Transfer from address(this)

address(0)

function _mint(address account_, uint256 ammount_) internal virtual {
    require(account_ != address(0), "ERC20: mint to the zero address");
    _beforeTokenTransfer(address( this ), account_, ammount_);
    _totalSupply = _totalSupply.add(ammount_);
    _balances[account_] = _balances[account_].add(ammount_);
    emit Transfer(address( this ), account_, ammount_);
}
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ecrecover

s v

x r y s

/**

 * @dev See {IERC2612Permit-permit}.

 *

 */

function permit(

    address owner,

    address spender,

    uint256 amount,

    uint256 deadline,

uint8 v
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v 27 28 v ∈ {27, 28}

s

0 < s < secp256k1n ÷ 2 + 1

0x7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF5D576E7357A4501DDFE92F46681B20A1

ECDSA

v s ecrecover

    uint8 v,

    bytes32 r,

    bytes32 s

) public virtual override {

    require(block.timestamp <= deadline, "Permit: expired deadline");

    bytes32 hashStruct =

        keccak256(abi.encode(PERMIT_TYPEHASH, owner, spender, amount, _nonces

    bytes32 _hash = keccak256(abi.encodePacked(uint16(0x1901), DOMAIN_SEPARAT

    address signer = ecrecover(_hash, v, r, s);

    require(signer != address(0) && signer == owner, "ZeroSwapPermit: Invalid

    _nonces[owner].increment();

    _approve(owner, spender, amount);

}
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DOMAIN_SEPARATOR

constructor

chainid chainid

DOMAIN_SEPARATOR

immutable chainid

constructor() {

    uint256 chainID;

    assembly {

        chainID := chainid()

    }

    DOMAIN_SEPARATOR = keccak256(abi.encode(

        keccak256("EIP712Domain(string name,string version,uint256 chainId,ad

        keccak256(bytes(name())),

        keccak256(bytes("1")), // Version

        chainID,

        address(this)

    ));

}
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immutable chainid

draft-EIP712.sol

draft-EIP712.sol

chainID



decode112with18

function decode112with18(uq112x112 memory self) internal pure returns (uint) 

    return uint(self._x) / 5192296858534827;
}
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renounceGovernor _governor

_newGovernor pullGovernor

function renounceGovernor() public virtual override onlyGovernor() {

    emit GovernorPushed( _governor, address(0) );

    _governor = address(0);

}

SOL

32

33

34

35

Copy



_newGovernor renounceGovernor



renounceGovernor GovernorPushed

emit GovernorPulled

constructor () {

    _governor = msg.sender;

    emit GovernorPulled( address(0), _governor );

}

/* ========== GOVERNOR ========== */

function governor() public view override returns (address) {

    return _governor;

}

modifier onlyGovernor() {

    require( _governor == msg.sender, "Governable: caller is not the governor

    _;

}

function renounceGovernor() public virtual override onlyGovernor() {

    emit GovernorPushed( _governor, address(0) );

    _governor = address(0);

}

function pushGovernor( address newGovernor_ ) public virtual override onlyGov

    require( newGovernor_ != address(0), "Governable: new governor is the zer

    emit GovernorPushed( governor, newGovernor  );
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event pullGovernor

constructor

GovernorPulled renounceGovernor

( _g , _ );

    _newGovernor = newGovernor_;

}

function pullGovernor() public virtual override {

    require( msg.sender == _newGovernor, "Governable: must be new governor to

    emit GovernorPulled( _governor, _newGovernor );

    _governor = _newGovernor;

}
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pushGovernor newGovernor_

_newGovernor

_newGovernor

require

function pushGovernor( address newGovernor_ ) public virtual override onlyGov

    require( newGovernor_ != address(0), "Governable: new governor is the zer

    emit GovernorPushed( _governor, newGovernor_ );

    _newGovernor = newGovernor_;

}
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proposalThresholdPercent

getVotesFromPercentOfsOHMSupply

/// @notice The maximum setable proposal threshold percent

/// @notice change from original contract

function proposalThresholdPercent() public pure returns (uint) { return 10000
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renounceGuardian _guardian

_newGuardian pullGuardian

function renounceGuardian() public virtual override onlyGuardian() {
    emit GuardianPushed( _guardian, address(0) );
    _guardian = address(0);
}
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_newGuardian renounceGuardian



renounceGuardian GuardianPushed

emit GuardianPulled

constructor () {
        _guardian = msg.sender;
        emit GuardianPulled( address(0), _guardian );
    }

    function guardian() public view override returns (address) {
        return _guardian;
    }

    modifier onlyGuardian() {
        require( _guardian == msg.sender, "Guardable: caller is not the guard
        _;
    }

    function renounceGuardian() public virtual override onlyGuardian() {
        emit GuardianPushed( _guardian, address(0) );
        _guardian = address(0);
    }

    function pushGuardian( address newGuardian_ ) public virtual override onl
        require( newGuardian_ != address(0), "Guardable: new guardian is the 
        emit GuardianPushed( _guardian, newGuardian_ );
        newGuardian = newGuardian ;
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event pullGuardian

constructor

GuardianPulled renounceGuardian

_ _;

    }
    
    function pullGuardian() public virtual override {
        require( msg.sender == _newGuardian, "Guardable: must be new guardian
        emit GuardianPulled( _guardian, _newGuardian );
        _guardian = _newGuardian;
    }
}
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pushGuardian newGuardian_

_newGuardian

_newGuardian

require

function pushGuardian( address newGuardian_ ) public virtual override onlyGua
    require( newGuardian_ != address(0), "Guardable: new guardian is the zero
    emit GuardianPushed( _guardian, newGuardian_ );
    _newGuardian = newGuardian_;
}
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Timelock

/**

 *   @notice Migrate LP and pair with new OHM

 */

function migrateLP(

    address pair,

    bool sushi,
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0

    address token

) external onlyGovernor {

    uint256 oldLPAmount = IERC20(pair).balanceOf(address(oldTreasury));

    oldTreasury.manage(pair, oldLPAmount);

    IUniswapV2Router router = sushiRouter;

    if (!sushi) {

        router = uniRouter;

    }

    IERC20(pair).approve(address(router), oldLPAmount);

    (uint256 amountA, uint256 amountB) = router.removeLiquidity(

        token, 

        address(oldOHM), 

        oldLPAmount,

        0, 

        0, 

        address(this), 

        1000000000000

    );

    newTreasury.mint(address(this), amountB);

    IERC20(token).approve(address(router), amountA);

    newOHM.approve(address(router), amountB);

    router.addLiquidity(

        token, 

        address(newOHM), 

        amountA, 

        amountB, 

        amountA, 

        amountB, 

        address(newTreasury), 

        100000000000

    );

}
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Timelock GovernorAlpha

newOHM

block.timestamp

1000000000000

migrateLP

block.timestamp



_migrateToken tokenValue newTreasury

excessReserves oldTreasury

/**

 *   @notice Migrate token from old treasury to new treasury

 */

function _migrateToken(address token, bool deposit) internal {

    uint256 balance = IERC20(token).balanceOf(address(oldTreasury));

    uint256 excessReserves = oldTreasury.excessReserves();

    uint256 tokenValue = newTreasury.tokenValue(token, balance);

    if (tokenValue > excessReserves) {

        tokenValue = excessReserves;

        balance = excessReserves * 10**9;

    }

    oldTreasury.manage(token, balance);

    if (deposit) {

        IERC20(token).safeApprove(address(newTreasury), balance);

        newTreasury.deposit(balance, token, tokenValue);

    } else {

        IERC20(token).transfer(address(newTreasury), balance);

    }

}
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valueOf

oldTreasury

valueOf



oldOHM

defund

// withdraw backing of migrated OHM

function defund(address reserve) external onlyGovernor {

    require(ohmMigrated && timelockEnd < block.number && timelockEnd != 0);

    oldwsOHM.unwrap(oldwsOHM.balanceOf(address(this)));

    uint256 amountToUnstake = oldsOHM.balanceOf(address(this));

    oldsOHM.approve(address(oldStaking), amountToUnstake);

    oldStaking.unstake(amountToUnstake, false);

    uint256 balance = oldOHM.balanceOf(address(this));

    oldSupply = oldSupply.sub(balance);

    uint256 amountToWithdraw = balance.mul(1e9);

    oldOHM.approve(address(oldTreasury), amountToWithdraw);

    oldTreasury.withdraw(amountToWithdraw, reserve);

    IERC20(reserve).safeTransfer(address(newTreasury), IERC20(reserve).balanc

    emit Defunded(balance);

}
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if

oldSupply balance

balance oldSupply



startTimelock

require

timelockEnd 0

require

// start timelock to send backing to new treasury

function startTimelock() external onlyGovernor {

    timelockEnd = block.number.add(timelockLength);

    emit TimelockStarted(block.number, timelockEnd);

}
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renounceManagement _owner

_newOwner pullManagement

function renounceManagement() public virtual override onlyOwner() {

    emit OwnershipPushed( _owner, address(0) );

    _owner = address(0);

}
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_newOwner renounceManagement



constructor renounceManagement Ownable

OwnershipPushed OwnershipPulled

event OwnershipPushed(address indexed previousOwner, address indexed newOwner

event OwnershipPulled(address indexed previousOwner, address indexed newOwner

constructor () {

    _owner = msg.sender;

    emit OwnershipPushed( address(0), _owner );

}

function owner() public view override returns (address) {

    return _owner;

}

modifier onlyOwner() {

    require( _owner == msg.sender, "Ownable: caller is not the owner" );

    _;

}

function renounceManagement() public virtual override onlyOwner() {

    emit OwnershipPushed( _owner, address(0) );

    _owner = address(0);

}

function pushManagement( address newOwner_ ) public virtual override onlyOwne

    require( newOwner  != address(0), "Ownable: new owner is the zero address
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_owner

pullManagement

OwnershipPulled renounceOwnership

q ( _ ( ),

    emit OwnershipPushed( _owner, newOwner_ );

    _newOwner = newOwner_;

}

function pullManagement() public virtual override {

    require( msg.sender == _newOwner, "Ownable: must be new owner to pull");

    emit OwnershipPulled( _owner, _newOwner );

    _owner = _newOwner;

}
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pushManagement newOwner_

_newOwner

_newOwner

require

function pushManagement( address newOwner_ ) public virtual override onlyOwne

    require( newOwner_ != address(0), "Ownable: new owner is the zero address

    emit OwnershipPushed( _owner, newOwner_ );

    _newOwner = newOwner_;

}
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nextRewardFor

/**
    @notice view function for next reward for specified address
    @param _recipient address
    @return uint
 */
function nextRewardFor(address _recipient) public view returns (uint256) {
    uint256 reward;

for (uint256 i = 0; i < info length; i++) {
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nextRewardAt

reward

    for (uint256 i = 0; i < info.length; i++) {

        if (info[i].recipient == _recipient) {
            reward = nextRewardAt(info[i].rate);
        }
    }
    return reward;
}
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adjustment.rate

info[_index].rate

adjust

distribute

} else {
    // if rate should decrease
    info[_index].rate = info[_index].rate.sub(adjustment.rate); // lower rate
    if (info[_index].rate <= adjustment.target) {
        // if target met
        adjustments[_index].rate = 0; // turn off adjustment
    }
}
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removeRecipient setAdjustment

_index

/**
    @notice removes recipient for distributions
    @param _index uint
    @param _recipient address
 */
function removeRecipient(uint256 _index, address _recipient) external {
    require(msg.sender == governor() || msg.sender == guardian(), "Caller is 
    require(_recipient == info[_index].recipient);
    info[_index].recipient = address(0);
    info[_index].rate = 0;
}

/**
    @notice set adjustment info for a collector's reward rate
    @param _index uint
    @param _add bool
    @param _rate uint
    @param _target uint
 */
function setAdjustment(
    uint256 _index,
    bool _add,

uint256 rate
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info

recipient

info[_index].recipient

    uint256 _rate,

    uint256 _target
) external {
    require(msg.sender == governor() || msg.sender == guardian(), "Caller is 

    if (msg.sender == guardian()) {
        require(_rate <= info[_index].rate.mul(25).div(1000), "Limiter: canno
    }

    adjustments[_index] = Adjust({add: _add, rate: _rate, target: _target});
}
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addRecipient _rewardRate

1000000

_rewardRate

rateDenominator

/**
    @notice adds recipient for distributions
    @param _recipient address
    @param _rewardRate uint
 */
function addRecipient(address _recipient, uint256 _rewardRate) external onlyG
    require(_recipient != address(0));
    info.push(Info({recipient: _recipient, rate: _rewardRate}));
}
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markdown token0 OHM

token1

function markdown( address _pair ) external view override returns ( uint ) {

    ( uint reserve0, uint reserve1, ) = IUniswapV2Pair( _pair ).getReserves()

    uint reserve;

    if ( IUniswapV2Pair( _pair ).token0() == address( OHM ) ) {

        reserve = reserve1;

    } else {

        reserve = reserve0;

    }

    return reserve.mul( 2 * ( 10 ** IERC20Metadata(address(OHM)).decimals() )
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require else if

token1 OHM

require else token1

OHM

}60



using SafeMath for uint112 SafeMath

uint112 uint256

uint256 uint112

SafeMath uint112

using

uint256 uint112

using * for

SafeMath

using SafeMath for uint112;
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registry

totalReserves auditReserves

/**

 * @notice enable permission from queue

 * @param _status STATUS
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true

registry

 * @param _address address

 * @param _calculator address

 */

function enable(

    STATUS _status,

    address _address,

    address _calculator

) external onlyOwner {

    require(onChainGoverned, "OCG Not Enabled: Use queueTimelock");

    if (_status == STATUS.SOHM) {

        // 9

        sOHM = IERC20(_address);

    } else {

        registry[_status].push(_address);

        permissions[_status][_address] = true;

        if (_status == STATUS.LIQUIDITYTOKEN) {

            // 5

            bondCalculator[_address] = _calculator;

        }

    }

    emit Permissioned(_address, _status, true);

}
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incurDebt sOHM

sOHM

/**

    @notice allow approved address to borrow reserves

    @param _amount uint

    @param _token address

 */

function incurDebt(uint256 _amount, address _token) external override {

    require(permissions[STATUS.DEBTOR][msg.sender], "Not approved");

    require(permissions[STATUS.RESERVETOKEN][_token], "Not accepted");

    uint256 value = tokenValue(_token, _amount);

    require(value != 0);

    uint256 availableDebt = sOHM.balanceOf(msg.sender).sub(debtorBalance[msg.

    require(value <= availableDebt, "Exceeds debt limit");

    debtorBalance[msg.sender] = debtorBalance[msg.sender].add(value);

    totalDebt = totalDebt.add(value);

    totalReserves = totalReserves.sub(value);

    IERC20(_token).transfer(msg.sender, _amount);

emit CreateDebt(msg sender token amount value);
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sOHM

sOHM

    emit CreateDebt(msg.sender, _token, _amount, value);

}
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tokenValue 0

LIQUIDITYTOKEN

require tokenValue

/**

    @notice returns OHM valuation of asset

    @param _token address

    @param _amount uint

    @return value_ uint

 */

function tokenValue(address _token, uint256 _amount) public view override ret

    value_ = _amount.mul(10**IERC20Metadata(address(OHM)).decimals()).div(10*

    if (permissions[STATUS.LIQUIDITYTOKEN][_token]) {

        value_ = IBondingCalculator(bondCalculator[_token]).valuation(_token,

    }

}
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manage _token

totalReserves

/**

    @notice allow approved address to withdraw assets

    @param _token address

    @param _amount uint

 */

function manage(address _token, uint256 _amount) external override {

    if (permissions[STATUS.LIQUIDITYTOKEN][_token]) {

        require(permissions[STATUS.LIQUIDITYMANAGER][msg.sender], "Not approv

    } else {

        require(permissions[STATUS.RESERVEMANAGER][msg.sender], "Not approved

    }

    uint256 value = tokenValue(_token, _amount);

    require(value <= excessReserves(), "Insufficient reserves");

    totalReserves = totalReserves.sub(value);

    IERC20(_token).safeTransfer(msg.sender, _amount);

    emit ReservesManaged(_token, _amount);

}
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else manage require

_token RESERVETOKEN

totalReserves _token



LIQUIDITYTOKEN

decimals

/**

    @notice returns OHM valuation of asset

    @param _token address

    @param _amount uint

    @return value_ uint

 */

function tokenValue(address _token, uint256 _amount) public view override ret

    value_ = _amount.mul(10**IERC20Metadata(address(OHM)).decimals()).div(10*

    if (permissions[STATUS.LIQUIDITYTOKEN][_token]) {

        value_ = IBondingCalculator(bondCalculator[_token]).valuation(_token,

    }

}
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setVault _vault onlyVault

_vault

override

_vault

function setVault( address vault_ ) external onlyOwner() returns ( bool ) {

  _vault = vault_;

  return true;

}
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bool true



migrate

/**

 * @notice transfer mint rights from migrator to staking

 * @notice can only be done once, at the time of contract migration

 * @param _staking address

 * @param _sOHM address

 */

function migrate(address _staking, address _sOHM) external override onlyAppro

    require(_staking != approved);

    require(_staking != address(0));

    approved = _staking;
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sOHM

migrated

migrate

    require(_sOHM != address(0));

    sOHM = IsOHM(_sOHM);

}
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rebase rebaseAmount

circulatingSupply

_totalSupply circulatingSupply_

profit_

/**

    @notice increases rOHM supply to increase staking balances relative to pr

    @param profit_ uint256

    @return uint256

 */

function rebase( uint256 profit_, uint epoch_ ) public onlyStakingContract() 

    uint256 rebaseAmount;

    uint256 circulatingSupply_ = circulatingSupply();

    if ( profit_ == 0 ) {

        emit LogSupply( epoch , block.timestamp, totalSupply );
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g pp y( p _, p, _ pp y );

        emit LogRebase( epoch_, 0, index() );

        return _totalSupply;

    } else if ( circulatingSupply_ > 0 ){

        rebaseAmount = profit_.mul( _totalSupply ).div( circulatingSupply_ );

    } else {

        rebaseAmount = profit_;

    }

    _totalSupply = _totalSupply.add( rebaseAmount );

    if ( _totalSupply > MAX_SUPPLY ) {

        _totalSupply = MAX_SUPPLY;

    }

    _gonsPerFragment = TOTAL_GONS.div( _totalSupply );

    _storeRebase( circulatingSupply_, profit_, epoch_ );

    return _totalSupply;

}
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capacity 0 payout

_amount

// ensure there is remaining capacity for bond

if (info.capacityIsPayout) {

  // capacity in payout terms

  require(info.capacity >= payout, "Bond concluded");

  info.capacity = info.capacity.sub(payout);

} else {

  // capacity in principal terms

  require(info.capacity >= _amount, "Bond concluded");
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  info.capacity = info.capacity.sub(_amount);

}
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require

require

constructor(address _OHM, address _treasury) {

  require(_OHM != address(0));

  OHM = IERC20(_OHM);

  require(_treasury != address(0));

  treasury = ITreasury(_treasury);

}
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/**

 * @notice converts bond price to DAI value

 * @param _BID uint

 * @return price_ uint

 */

function bondPriceInUSD(uint256 _BID) public view returns (uint256 price_) {

  Bond memory bond = bonds[_BID];

  if (address(bond.calculator) != address(0)) {

    price_ = bondPrice(_BID).mul(bond.calculator.markdown(address(bond.princi

  } else {

    price_ = bondPrice(_BID).mul(10**IERC20Metadata(address(bond.principal)).

  }

}
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addBond Terms memory terms

Terms

/**

 * @notice creates a new bond type

 * @param _principal address

 * @param _calculator address

 * @param _capacity uint

 * @param _capacityIsPayout bool

 */

function addBond(

  address _principal,

  address _calculator,

  uint256 _capacity,

  bool _capacityIsPayout

) external onlyGuardian returns (uint256 id_) {

  Terms memory terms = Terms({controlVariable: 0, fixedTerm: false, vestingTe

  bonds[IDs.length] = Bond({principal: IERC20(_principal), calculator: IBondi

  id_ = IDs.length;

  IDs.push(_principal);

}
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Terms



address depository; // contract where users deposit bonds

IStaking immutable staking; // contract to stake payout

ITreasury immutable treasury;

IERC20 immutable OHM;

IERC20 immutable sOHM; // payment token

IgOHM immutable gOHM;
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internal



ERC20 _decimals

constructor

immutable

uint8 internal _decimals;

constructor (string memory name_, string memory symbol_, uint8 decimals_) {
    _name = name_;
    _symbol = symbol_;
    _decimals = decimals_;
}
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_decimals immutable



require(signer != address(0) && signer == owner, "ZeroSwapPermit: Invalid sig
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constant

private internal

// keccak256("Permit(address owner,address spender,uint256 value,uint256 nonc

bytes32 public constant PERMIT_TYPEHASH = 0x6e71edae12b1b97f4d1f60370fef10105

bytes32 public DOMAIN_SEPARATOR;
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PERMIT_TYPEHASH keccak256

keccak256

keccak256

constant keccak256

keccak256

immutable

// keccak256("Permit(address owner,address spender,uint256 value,uint256 nonc

bytes32 public constant PERMIT_TYPEHASH = 0x6e71edae12b1b97f4d1f60370fef10105
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FullMath

mulDiv h == 0

function mulDiv(
    uint256 x,
    uint256 y,
    uint256 d
) internal pure returns (uint256) {
    (uint256 l, uint256 h) = fullMul(x, y);
    uint256 mm = mulmod(x, y, d);
    if (mm > l) h -= 1;
    l -= mm;
    require(h < d, 'FullMath::mulDiv: overflow');
    return fullDiv(l, h, d);
}
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_newGovernor pullGovernor

function pullGovernor() public virtual override {
    require( msg.sender == _newGovernor, "Governable: must be new governor to
    emit GovernorPulled( _governor, _newGovernor );
    _governor = _newGovernor;
}
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pullGovernor



_newGuardian pullGuardian

function pullGuardian() public virtual override {
    require( msg.sender == _newGuardian, "Guardable: must be new guardian to 
    emit GuardianPulled( _guardian, _newGuardian );
    _guardian = _newGuardian;
}
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pullGuardian



ManagerOwnable modifier

onlyManager onlyOwner

import "./Ownable.sol";

contract ManagerOwnable is Ownable {

    modifier onlyManager() {

        require( _owner == msg.sender, "Ownable: caller is not the owner" );

        _;

    }

}
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_burnFrom public

function burnFrom(address account_, uint256 amount_) public virtual {
    _burnFrom(account_, amount_);
}

function _burnFrom(address account_, uint256 amount_) public virtual {
    uint256 decreasedAllowance_ =
        allowance(account_, msg.sender).sub(
            amount_,
            "ERC20: burn amount exceeds allowance"
        );

    _approve(account_, msg.sender, decreasedAllowance_);
    _burn(account_, amount_);
}
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internal

burnFrom

_burnFrom



require

// withdraw backing of migrated OHM

function defund(address reserve) external onlyGovernor {

    require(ohmMigrated && timelockEnd < block.number && timelockEnd != 0);

    oldwsOHM.unwrap(oldwsOHM.balanceOf(address(this)));

    uint256 amountToUnstake = oldsOHM.balanceOf(address(this));

    oldsOHM.approve(address(oldStaking), amountToUnstake);

    oldStaking.unstake(amountToUnstake, false);

i t256 b l ldOHM b l Of( dd (thi ))
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require

    uint256 balance = oldOHM.balanceOf(address(this));

    oldSupply = oldSupply.sub(balance);

    uint256 amountToWithdraw = balance.mul(1e9);

    oldOHM.approve(address(oldTreasury), amountToWithdraw);

    oldTreasury.withdraw(amountToWithdraw, reserve);

    IERC20(reserve).safeTransfer(address(newTreasury), IERC20(reserve).balanc

    emit Defunded(balance);

}
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interface

interface IUniswapV2Router {

    function addLiquidity(

        address tokenA,

        address tokenB,

        uint256 amountADesired,

        uint256 amountBDesired,

        uint256 amountAMin,

        uint256 amountBMin,

        address to,

        uint256 deadline

    )

        external

        returns (

            uint256 amountA,

            uint256 amountB,

            uint256 liquidity

        );

    function removeLiquidity(

        address tokenA,

        address tokenB,

        uint256 liquidity,

        uint256 amountAMin,

        uint256 amountBMin,
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interfaces external

,

        address to,

        uint256 deadline

    ) external returns (uint256 amountA, uint256 amountB);

}

interface IStakingV1 {

    function unstake(uint256 _amount, bool _trigger) external;

    function index() external view returns (uint256);

}

contract OlympusTokenMigrator is OlympusAccessControlled {
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if-else migrate _send enum

TYPE uint8

enum TYPE {

    UNSTAKED,

    STAKED,

    WRAPPED

}

// migrate OHMv1, sOHMv1, or wsOHM for OHMv2, sOHMv2, or gOHM

function migrate(

    uint256 _amount,

    TYPE _from,

    TYPE _to

) external {

    uint256 sAmount = _amount;

    uint256 wAmount = oldwsOHM.sOHMTowOHM(_amount);

    if (_from == TYPE.UNSTAKED) {

        oldOHM.safeTransferFrom(msg.sender, address(this), _amount);

    } else if (_from == TYPE.STAKED) {

        oldsOHM.safeTransferFrom(msg.sender, address(this), _amount);

    } else if (_from == TYPE.WRAPPED) {

        oldwsOHM.safeTransferFrom(msg.sender, address(this), _amount);

        wAmount = _amount;

sAmount = oldwsOHM wOHMTosOHM( amount);
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else if else

if-else

        sAmount = oldwsOHM.wOHMTosOHM(_amount);

    }

    if (ohmMigrated) {

        require(oldSupply >= oldOHM.totalSupply(), "OHMv1 minted");

        _send(wAmount, _to);

    } else {

        gOHM.mint(msg.sender, wAmount);

    }

}
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_newOwner pullManagement

pullManagement

function pullManagement() public virtual override {

    require( msg.sender == _newOwner, "Ownable: must be new owner to pull");

    emit OwnershipPulled( _owner, _newOwner );

    _owner = _newOwner;

}
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sqqrt

// Only used in the  BondingCalculator.sol

function sqrrt(uint256 a) internal pure returns (uint c) {

    if (a > 3) {

        c = a;

        uint b = add( div( a, 2), 1 );

        while (b < c) {

            c = b;

            b = div( add( div( a, b ), b), 2 );

        }

    } else if (a != 0) {

        c = 1;

    }

}
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require

constructor(

    address _treasury,

    address _ohm,

    address _staking

) {

    require(_treasury != address(0));

    treasury = ITreasury(_treasury);

    require(_ohm != address(0));

    OHM = IERC20(_ohm);

    require(_staking != address(0));

    staking = _staking;

}
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require

require



IERC20 immutable OHM;

ITreasury immutable treasury;

address immutable staking;
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require

require

require

require( _OHM != address(0) );
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internal

IERC20 immutable OHM;
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sqrrt SafeMath

SafeMath

function sqrrt(uint256 a) internal pure returns (uint c) {
    if (a > 3) {
        c = a;
        uint b = add( div( a, 2), 1 );
        while (b < c) {
            c = b;
            b = div( add( div( a, b ), b), 2 );
        }
    } else if (a != 0) {
        c = 1;
    }
}
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Timelock

sqrrt



require 1 == 0

revert

require revert

require(1 == 0, "neither reserve nor liquidity token"); // guarantee revert
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require revert



enableOnChainGovernance onChainGoverned

require

onChainGoverned

/**

 * @notice disables timelocked functions

 */

function enableOnChainGovernance() external onlyOwner {

    if (onChainGovernanceTimelock != 0 && onChainGovernanceTimelock <= block.

        onChainGoverned = true;

    } else {

        onChainGovernanceTimelock = block.number.add(blocksNeededForQueue.mul

    }

}
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require

require

require

constructor(address _OHM, uint256 _timelock) {

    require(_OHM != address(0));

    OHM = IOHMERC20(_OHM);

    blocksNeededForQueue = _timelock;

}
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public

IOHMERC20 immutable OHM;
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require

require

require

constructor(address _migrator) {
    require(_migrator != address(0));
    approved = _migrator;
}
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uint256 ~uint256(0)

type

type(uint256).max

uint256 private constant MAX_UINT256 = ~uint256(0);
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approve _approve

function approve( address spender, uint256 value ) public override returns (b

     _allowedValue[ msg.sender ][ spender ] = value;

     emit Approval( msg.sender, spender, value );

     return true;

}

function increaseAllowance( address spender, uint256 addedValue ) public over

    _allowedValue[ msg.sender ][ spender ] = _allowedValue[ msg.sender ][ spe

    emit Approval( msg.sender, spender, _allowedValue[ msg.sender ][ spender 

    return true;

}

function decreaseAllowance( address spender, uint256 subtractedValue ) public

    uint256 oldValue = _allowedValue[ msg.sender ][ spender ];

    if (subtractedValue >= oldValue) {

        _allowedValue[ msg.sender ][ spender ] = 0;

    } else {

        _allowedValue[ msg.sender ][ spender ] = oldValue.sub( subtractedValu

    }

    emit Approval( msg.sender, spender, _allowedValue[ msg.sender ][ spender 

    return true;

}

/* ========== INTERNAL FUNCTIONS ========== */
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_approve

// called in a permit

function _approve( address owner, address spender, uint256 value ) internal o

    _allowedValue[owner][spender] = value;

    emit Approval( owner, spender, value );

}
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require

function setIndex( uint _INDEX ) external {

    require( msg.sender == initializer );

    require( INDEX == 0 );

    INDEX = gonsForBalance( _INDEX );

}

function setgOHM( address _gOHM ) external {

    require( msg.sender == initializer );

    require( address( gOHM ) == address(0) );

    require( _gOHM != address(0) );

    gOHM = IgOHM( _gOHM );

}

// do this last

function initialize( address stakingContract_ ) external {

    require( msg.sender == initializer );

    require( stakingContract_ != address(0) );

    stakingContract = stakingContract_;

    _gonBalances[ stakingContract ] = TOTAL_GONS;

    emit Transfer( address(0x0), stakingContract, _totalSupply );

    emit LogStakingContractUpdated( stakingContract_ );

    

    initializer = address(0);
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require

require
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address initializer;

uint INDEX; // Index Gons - tracks rebase growth
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timestamp LogSupply

timestamp

event LogSupply(uint256 indexed epoch, uint256 timestamp, uint256 totalSupply

SOL

20

Copy









require





if



uint8

uint256












