Online safety — what’s the issue for those who are not online?

This paper has been prepared as part of some partnership work between Carnegie
UK, the Centre for Ageing Better, Good Things Foundation and the One Digital
Community of Practice (CoP) who have identified this area as one that is being
raised by partners working in digital inclusion projects. It has the following sections

1. Online safety in practice contexts: identifying a practice need

2. Online safety and security as a barrier for people getting online (current
research)

3. Current resources available to support good practice

Definition: It is important to define what we mean by online safety: for the purposes
of this paper and work with partners we are including the need to develop skills to
keep your computer and yourself safe online. This would include being able to
recognise and manage risks and the knowledge of how to keep your data secure.
The Essential Digital Skills Framework includes a category for ‘being safe and legal
online’ with a focus on the skills required to stay safe, legal and confident online. Our
focus will not include wider areas of online harms such as cyber bullying.

Section 1: Online safety in practice contexts: identifying a practice
need

Digital Champions and projects often raise the issue of online safety and how it is a
concern for the often disadvantaged learners that they work with. Recent work
within the Community of Practice confirms that online safety is seen as being a major
barrier for most groups with some form of disadvantage. Good practice work with
the Centre for Ageing Better with projects supporting older people highlighted this as
a barrier which was perceived as being not easily overcome. A CoP event Making
digital accessible for everyone which involved 21 partner contributors discussing
their project work with a wide variety of groups including people with disabilities or
where the learners have English is a second language also identified online safety
as a significant barrier. Projects were also focused on the resources they could use
to support their learners most effectively.

For many this area was identified as critical for developing skills. The need for
appropriate resources, for instance for those with learning disabilities, or older
people who have much lower levels of digital skills generally was an area of
development for some partners. Also of concern in the projects is how new internet
users become more limited internet users because of fears around being safe online.

The question for partners is, given the reasonably wide availability of resources from
different partners to support people to be safe online, why this is still a barrier for
projects? The concerns seem to relate to the following:

e How to provide guidance and reassurance to people who are currently not
online to reduce this as a barrier. What are the key messages that we need
to share and how can we keep them simple enough to make them fully
accessible and have impact?


https://www.gov.uk/government/publications/essential-digital-skills-framework/essential-digital-skills-framework
https://onedigitaluk.com/making-digital-accessible-for-everyone/
https://onedigitaluk.com/making-digital-accessible-for-everyone/

e How to deal with specific issues for Digital Champions on online safety and
privacy including:

o How to maintain privacy in public places such as libraries or community
hubs which are often used as spaces for community learning.

o Providing guidance to Digital Champions on working with vulnerable
learners who often cannot remember their passwords.

o How organisations/projects provide clear guidance on online safety and
role boundaries for volunteer Digital Champions? This is especially
relevant when for instance supporting someone to shop online, or to
complete a benefit application online.

Campaigns such as ‘Safer internet day’ and learning materials/tech guides provide
key information. Information on resources available are highlighted below.

Government Strategy/Policy context

The UK government has indicated through a Green Paper that they intend to
legislate to improve online safety. Their response to the consultation on the Green
Paper has been published and a White Paper is now expected, followed by
legislation, Internet Safety Strateqy Some work has already commenced including
though the 2017 Digital Economy Act, the publication of a Digital Charter and a
Social Media code of practice. In Scotland there is a National Action plan for internet
safety for children and young people. A lot of work on cyber security is also being
carried out both within the UK and Europe and the introduction of the GDPR
regulations has increased focus particularly on the use of personal data.

Section 2: Online safety and security as a barrier for people getting
online

The current research into what factors act as barriers for those who are not online is
not conclusive as there are apparent differences between work carried out by Lloyds
and published in the 2019 Consumer Digital Index and research published by
Helsper and Reisdorf in 2013 Quantitative analysis of explanations for reasons for
non-internet use and in 2019 by Good Things Foundation Digital Motivations which
identified four reasons people give (1) it's not for me (2) the support | need is not
available to me (3) it's too complicated and (4) the cost of going online is too much
for me. Ofcom research states ‘In order to understand the barriers to takeup, we ask
those who do not use the internet their reasons for not going online; more than half
say they do not see the need or “it’s not for people like me” or they are not
interested. Just over one in five mention a reason for non-use relating to it “being too
complicated” while 15% mention a cost-related reason.” Looking in more detail into
the report and the ‘it's not for me’ group, the reasons for people not going online are
complex and

‘Non-users who state the internet is not for them or people like me do not see
the personal benefit in being online. They have had no real need or purpose
to go online meaning they do not see how the internet can add value to their


https://www.gov.uk/government/consultations/internet-safety-strategy-green-paper
https://www.gov.uk/government/publications/digital-charter
https://www.gov.scot/publications/national-action-plan-internet-safety-children-young-people/
https://www.gov.scot/publications/national-action-plan-internet-safety-children-young-people/
http://eprints.lse.ac.uk/49171/1/Helsper_Quantitative_examination_reasons_2012.pdf
http://eprints.lse.ac.uk/49171/1/Helsper_Quantitative_examination_reasons_2012.pdf
https://www.goodthingsfoundation.org/sites/default/files/digital_motivations_final.pdf

current situation. In order for this group to feel motivated towards going online,
the personal relevance needs to be made explicit at an individual level. |
don’t have that kind of a lifestyle where | need to use technology, I'm very out
in the community, | engage one to one, | do other voluntary work in the
community garden - obviously you don’t need a computer in the garden”
Interviewee

Some people within this group also have an underlying fear of using the
internet. The Ofcom data enforces previous research that individuals feel wary
due to misconceptions or lack of knowledge such as understanding how their
content can be shared along with an awareness of who uses their data and
shares their details online. By staying offline, they may also feel they avoid the
risk of a negative experience like being exposed to hateful content or falling
victim to fraud online.’

A recent study by the Technology in Later Life (TILL) project which had a focus on
older adults in the UK and Canada who were users of the internet highlighted that
concerns about privacy continue amongst those who are active. Older adults

perceptions of ICT: Main Findings from the Technology in Later Life (TILL) project

‘Despite identifying the facilitators of technology use, the factors that limited or
discouraged them from using technology were also identified. In many cases,
participants explained a simple lack of interest in technology use. In general,
participants reported feeling apprehensive about the rate of technological
change and some felt they had difficulty keeping up. Concerns about sharing
too much information and the potential to be an invasion of privacy also lent
itself to feelings of apprehension; especially if one did not realise that privacy
settings were needed to ensure all information shared was kept between
friends.’

The 2018 and 2019 Ofcom Adults media use and attitudes reports agree that the
reasons for non-engagement are complex with cost being a significant factor. In
2019 the report stated:

‘In order to understand the barriers to take-up, we ask those who do not use
the internet their reasons for not going online; more than half say they do not
see the need or “it's not for people like me” or they are not interested. Just
over one in five mention a reason for non-use relating to it “being too
complicated” while 15% mention a cost-related reason.’

The table below (from the 2018 report) shows 19% of those researched gave ‘lack of
trust/being online is not safe/secure’ as their reason for not wanting to be online.


https://eu-west-1.protection.sophos.com/?d=open.ac.uk&u=aHR0cHM6Ly9oZWFsdGh3ZWxsYmVpbmcua21pLm9wZW4uYWMudWsvcmVsYXRlZC1wcm9qZWN0cy90ZWNobm9sb2d5LWluLWxhdGVyLWxpZmUtdGlsbC1wcm9qZWN0Lw==&e=a2F0ZS5nYWxsYW50QHNjdm8ub3JnLnVr&t=TlNRZVN1QUlKVHFsMWU5Qy8rZ0t0TlcxM2N4dU8yTzlLbmZkQlFhaEl1TT0=
https://www.mdpi.com/2227-9032/7/3/86
https://www.mdpi.com/2227-9032/7/3/86
https://www.ofcom.org.uk/research-and-data/media-literacy-research/adults/adults-media-use-and-attitudes

Figure 154: Reasons for not going online, by age of non-user

Al non- internet users aged 16+ Aged 16-64 “

It's just not for people for ike me/ | don't see the need 52% I 42% 7% 4
I don't trust the internet/ being online Is not safe/fsecure 19% I 23% 17%
| don"t have the right eguipment 1% 17% 16%
Using the internet, finding your way around on the internet is too complicated 16% 123% 20%
| don't have the right help to know how to start 14% % 16%
The equipment needed to go online ks too expensive, not worth the money 11% 19% # 5%
Getting online/ getting connected to the internet is too complicated 11% b2 1%
Being connected to the internet i too expensive not worth the money Fi 12% + 3%
UNPROMPTED - I'm not interested 4% I i %

UNPROMPTED - I'm too ald for ity not for people my age 3% o 4%
UNPROMPTED - Don't need to as someone else in the household (husband fwife) goes online % % 1%
Other i o %
Dion't know 3% 5% 1%
ANY REASON RELATING TO 'BEING TOO COMPLICATED 22% 19% 26%
ANY REASOMS RELATING TO "COST” 15% 255 4 T

Source: Ofcom Adults’ Media Literacy Tracker 2017

IN&A. Which of these reasons describe why you don't go online? (prompted responses, single coded)
Base: Adult internet users aged 16+ who do not go online (305 aged 16+, 114 aged 16-64, 191 aged 65+)
Arrows show significant differences (95% level) between non-users aged 16-64 and those aged 65+

More recent work by Ofcom (published in 2019) Internet users’ experience of harm
online 2019 gives clear evidence of the types of concern that current adult internet
users have. In response to a question ‘Do you have any concerns about the
internet?’, the top three unprompted concerns are: scams/fraud 44%, personal
information being stolen or hacked 38% and personal information being processed
without knowledge 33%.

The views of current internet users will be likely to impact on current non-users,
especially given that 84% of current users confirm they have a concern in general
and when 6!% report having had potentially harmful online experiences in the last 12
months.

Carnegie UK have also published research into ‘how once people are digitally
engaged they navigate the online world safely and confidently’ and published a
report Digitally savvy citizens in 2017 which examined attitudes (in the UK and
Ireland) to use of data — for instance publishing photos online; use of public Wi-Fi;
sources of information and verification of information, considering how trusting
people are of the information they access online.

The research published in the LIoyds Consumer Digital Index 2019 shows a
potential change in barriers to getting online. It found that 58% of people who have
not used the internet in the last three months said concerns about online safety and
security were a barrier (this was an increase of 123% on the previous year’s
responses). A new gquestion (in 2019) confirmed that 60% of respondents were
concerned specifically about identify theft. These two concerns are now listed as the
second and third most important reasons for not being online (after not having an
interest).


https://www.ofcom.org.uk/research-and-data/internet-and-on-demand-research/internet-use-and-attitudes/internet-users-experience-of-harm-online-2019
https://www.ofcom.org.uk/research-and-data/internet-and-on-demand-research/internet-use-and-attitudes/internet-users-experience-of-harm-online-2019
https://d1ssu070pg2v9i.cloudfront.net/pex/carnegie_uk_trust/2017/09/Digitally-Savvy-Citizens.pdf

The table below explains in more detail the barriers for those who are offline due to
no interest and highlights how concerns about security are a significant factors.

Figure 17. 0f those who are offline due to ‘no interest’ in being online, LE=_00)

these are the top five other barriers they also stated, 2019

I'mwaorned about having my identity taken 61%

75%

. Frmvwnarried about rmy privacy and security 61%

I'mworried about the way arganisations use my data Bﬂ%
I'd rather spend ry maney on ather things CLOG
Mainterest I think the Intemet is too complicated touse 51%

Cybersecurity concerns underpin
motivational barriers to being online

The data has illustrated that the main barner
preventing people from going online is motivation
(figurelf: ‘nointerest’). Of the 75% of the Offline
who gave this answer, 89% stated more than just
‘nointerest’, Figure 17 shows the top five other
barriers given by this group. The top three are
cybersecurity related; identity theft, privacy, and
concern over the way their data may be used.

This suggests that while a lack of interest may
be the perceived barrier, underpinning thisis
a strong set of concerns revolving primarily
around cybersecurity.

After cybersecurity related barriers, 35% say there
are other things they would rather spend monay
on and 51% say they are also offline because

thay lack the knowledge and capahbility to use

the Internet, were they online.



Lloyds also considered how many people have Essential Digital Skills and published
analysis relating specifically to ‘being safe and legal online’.

Being Safe and Legal Online

l

| arm careful with what | share online a5 | know that online activity
produces a permanent record that can be accessed by others

| can respand to reguests for authentication (22 reactivate
an accaurtt when I've forgotten my passward)

| miake sure not to share or wse other people’s data
or intellectual property without thair consant

| can keep the intarmation | use to access my anline accounts secure,
by usirg ditferant and secure passwords torwebsites and accounts

| can recogrirse and avoed suspiciows [inks in emails, websaites, sotal media
messages and pop ups, and know that cicking on these links s arisk

| can assess the risks and threats invabved incarrying out
actiaties online and act accordinghy (&g use secunty sofbware)

| can =t privaly settings an my sofial media and
pther accourts

| canidentify secure websites by looking for the padlock
and ‘hittps' in the address bar

| carnupdatea my computer sedunty systems wihen
nefessary to prevent viruses ard other nsks

Whilst nearly 80% overall have the skills needed for online safety (in the skills for life
category), this drops to 48% for over 65s. As this group’s use of the internet is
growing fast this would be a priority for targeting training and resource information.

Data on skills for work shows 66% having competency in ‘being safe and legal
online’. Further analysis shows this drops to 46% for the C2DE socio-economic
category.

Lloyds Bank Consumer Digital Index

Conclusion - It will be interesting to see whether this trend of online safety being a
barrier and concern for those who are not online is evidenced in other studies and
through some project based research that the partners are planning.


https://www.lloydsbank.com/assets/media/pdfs/banking_with_us/whats-happening/LB-Consumer-Digital-Index-2019-Report.pdf

Section 3: Current resources available to support good practice
The key websites are:

Information Commissioners Office Your Data Matters

Get Safe Online

ThinkUKnow, Internet matters and UK Safer Internet Centre - aimed at children and
families/carers or organisations working with young people

Age UK internet security — aimed at older people

Digital Unite Technology quides — see details below

Online security — resources available on the Digital Champions Network and
via the Digital Unite website

121 and group based session plans and Digital Champions training courses are
available only to registered Digital Champions Network (DCN) users.

All learner tech guides are publicly available on the Digital Unite website

The training courses for Digital Champions (accessible for registered users) which
include online safety as part of the content are:

e Online security, banking and money

e Using your role to help customers get online

e Essential for engaging with older people

e How to use the Internet to develop your professional profile
e Findingajob1&?2

e How to develop your professional profile

e Making and saving money

e Digital Champion Essentials

Online safety basics and identify theft
121 and group based session plans are available via the DCN.

Guides for learners — there are 13 guides available in this section covering topics
such as choosing a password and identity theft.

External resource: Internet computer security quide

Anti-virus, malware and firewalls
121 and group based session plans via the DCN.

Guides for learners — there are 6 guides available covering topics such as anti-virus
protection.

Data protection & GDPR

121 and group based session plans via the DCN.


https://ico.org.uk/your-data-matters
https://www.getsafeonline.org/
https://www.thinkuknow.co.uk/
https://www.internetmatters.org/
https://www.saferinternet.org.uk/advice-centre
https://www.ageuk.org.uk/information-advice/work-learning/technology-internet/internet-security/
https://www.digitalunite.com/technology-guides
https://www.comparitech.com/blog/information-security/internet-computer-security-guide/

Guides for learners — there are 4 guides available covering topics such as GDPR
and data encryption.

Internet safety for children

Guides for learners — there are two guides available including one covering
cyberbullying.

Other relevant technology guides available for DCs and learners

e How to shop safely online
e How to stay safe on Facebook

Other partners
The importance of this to wider partners is illustrated by the work done by -

Good Things Foundation on Helping vulnerable people stay safe online and specific
guidance from the same project with TalkTalk on supporting older people Older
people's handbook

The Learn My Way platform has learning resources available for Digital Champions
on Online safety

Carnegie UK have published work specifically on the role of libraries in encouraging
best practice in data privacy Public libraries can lead the way on privacy

Haddington CAB who have prepared their own session plan to help people to teach
key messages around online safety Haddington CAB Stay Safe Online workshop

Barclays Digital Wings programme includes a section on_Online safety, security and
fraud which is aimed at learners.



https://www.goodthingsfoundation.org/sites/default/files/research-publications/talktalk_evaluation_final_0.pdf
https://www.goodthingsfoundation.org/sites/default/files/research-publications/older_people_handbook_0.pdf
https://www.goodthingsfoundation.org/sites/default/files/research-publications/older_people_handbook_0.pdf
https://www.learnmyway.com/subjects/online-safety/
https://www.carnegieuktrust.org.uk/news/public-libraries-can-lead-the-way-on-privacy/
https://1drv.ms/p/s!Akrr4MhyRxLcaYxT8hr-7B_Vt3s?e=U2P0In
https://digital.wings.uk.barclays/for-everyone/skill/online-safety-security-fraud/
https://digital.wings.uk.barclays/for-everyone/skill/online-safety-security-fraud/

