PING ID - YUBIKEY TRAINING MATERIALS (for standard users)

In this document you will find information about:

What is Yubikey?

How to register with Yubikey?

How to authenticate using a Yubikey?

How to register a secondary device?

How to unpair the device in PingID Settings?

How to unpair the device in CIDM (self-service)?

How to unpair the device in CIDM on behalf (Service Desk action required)?
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Do you need support?

1. What is Yubikey?

Yubikey is a hardware token - a small device that enables you to verify identity by simply
plugging it into a computer. It is one of a few methods that can be used as a second authentication
factor paired with PingID.

Note: for users accessing standard, Single Sign On applications (not highly critical apps
accessed by administrators) there are other possible methods:

- PingID mobile app (both corporate and personal phones are allowed)

- Microsoft or Google Authenticator app (both corporate and personal phones are
allowed)

- PingID desktop app if you login in with an individual Windows account (not
applicable for shared computers "kiosks”).

Roche can deliver Yubikeys for specific groups only:
- highly privileged users (please refer to Highly Privileged Users guidance) or

- users not having any Roche issued device (accessing SSO applications from
shared computers - “kiosks”), Please contact your manager if you belong to this
group and none of the other methods suits you.

Personal Yubikeys can also be registered in PingID.


https://docs.google.com/document/u/0/d/1Cp-mG77ZX3mwZsWpzp0Zh6QhbiUbfNrwbee-85acrnc/edit

2. How to register with Yubikey?

Before starting the registration with Yubikey:

You need to have a Yubikey hardware token
- Your computer must have a USB port type Aor C

1. Insertyour Yubikey into a computer USB port, the light is on when the device is ready.

2. Click on the registration link: mfaregistration.roche.com

3. Enter your Roche username and your password.

X Quick Access Login
Sign On

Username

|

Password  Forgot your password?

T

4. Now, if you use a Roche device or are in RCN, go to point 5.

If you do not use a Roche managed computer and you are outside Roche Corporate
Network (RCN), your identity needs to be verified using one of the following methods:

A. One Time Passcode sent into your non Roche corporate mail. Please check
your email, find the code and enter itin the field.


http://mfaregistration.roche.com

Email Authentication

Enter the pass ou received to complete

authenticatior

Email sent to:

da****@e com

Cancel

If you see "in***@xyz.abc" address email, please press the Cancel button at the
bottom of the screen.

B. If none of the options above apply to you, you will need to contact the
Roche Service Desk so that they can verify your identity and provide you
with a numerical code.

*temporal options

Welcome. Click “Start”.

Roche)

Welcome to Roche MFA

We are making your account more secure! Now you are
registering on a multi-factor authentication (MFA)
application that makes it easy to verify as your access

company resources.
START

The PinglD methods are presented: Yubikey is available in “other authentication methods”.
Select “Yubikey” on the screen.



Add a New Device

[ PinglD Mobile Application

E For the best experlence, Install PingID and scan the
QR code to palr your mobile device. You can also

L2 ] enterthe palring code manually when required

Pairing Code: 1549 07359 3194

l‘fﬁh’o’nempadH B it I

‘Other Authentication Methods.
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Yublkey ~ SecurlyKey  Desktop  Authenticator

7. The below window will occur.

Yubikey

Insert your Yubikey and press the button, ortap It, to
begin pairng.

8. Press the Yubikey button for a while to begin pairing.

9. Aone-time passcode (OTP) automatically will generate and enter into the YubiKey window.



10. Click “Verify”.

YubiKey Authentication

Authenticating with YubiKey 1

Insert your Yubliey and press the bution, or tap It, to
authenticate.

11. Afirst authentication will be requested. Please press your Yubikey button once again.
12. The green mark is presented to confirm the registration and then you are informed about
the successful registration.

PinglD Registration sucessful

q Congratulations. you have been successfully registered.
Authenticated Now you are ready to use PinglD for vour second-factor

authentication. Please close your web browser.

e At the end of the registration process you will see a button which redirects you to a
feedback survey. We kindly ask you to give us your opinion by filling out this form. It is
important for us to be aware of your experience in order to improve the process as much
as we can. Thanks in advance!

Now close the window. Yubikey is ready to be used in the authentication process. Go to the
application you want to use and authenticate with PingID as 2FA if required.



13. After the device’s registration you will get an email confirming this event:

Ling

New authentication device added

The following device was successfully added and can be used to authenticate with PingID at Roche
Docu DEV.

Yubikey

Report fraud
i |
7th Street, Suite 100, Denver, CO 80202 | 1.877.898 2905

Ping Identity, 1001 17
©2003-2022 Ping Idenity Corporation | Privacy

If you get this email, but you don’t recognize the registration as done by you, please report
afraud by clicking on the link “Report fraud” and contact Roche IT Helpdesk to make sure
your credentials are secure.

Remember - it is highly recommended to register more than one device for your
convenience.

3. Authenticating using a Yubikey

If you have already set up your Yubikey, you will be able to start performing the following steps
when authenticating:

1. Signon to your account or access an application that requires authentication.




2. The following Authentication window will be opened, prompting you to use Yubikey.

PingOne

Authenticating with YubiKey 1
Insert your Yublkey and press the button, or tap it, to
authenticate.

Change Device

3. Put your Yubikey into the USB port. The light is on when the device is ready. Then press
the button on Yubikey or tap.

4. A one-time passcode (OTP) automatically will generate and enter into the YubiKey Setup
window. Click on “Verify”.

Yubikey

Insert your Yubikey and press the button, ortap it, to
begin painng.

5. The green mark appears that indicates your authentication is successful, and your
access is approved.



Authenticated

4. How to register a secondary device in PingID Settings?

Follow these steps if you want to register a secondary device. Having more than one device
registered is highly recommended - it helps to manage PinglD devices. The primary PingID device
will be necessary to register the next one.

1. Go to mymfa.roche.com (Incognito window recommended in case of issues)

2. The authentication screen is presented. Click “Settings” at the bottom.

Authenticating on
samsung SM-A715F

Use Code ‘

Settings
Ping[f1
22 Ping Identity Corporation. Al rights reserved.



http://mymfa.roche.com/

3. Click the “Add” button to add the next device.

My Devices

( +Add )

samsung SM-A715F
samsung SM-A715F

Mobile

4. Authenticationis required with the PingID registered device. At least one PingID device is
required to pair the next device.

Authentication Required

This action requires you to authenticate with
PinglD.

5. Please authenticate with the chosen device. In this example authentication has been done
with the PingID mobile app.

Authenticating on

samsung SM-A715F

‘ Use Code ‘

6. After the authentication is done you can see the devices’ choice screen.Choose the
secondary device that you want to register and follow the process as in the primary
registration.



Add a New Device

[ PinglD Mobile Application

l For the best experience, Install PinglD and scan the
'QR code to palr your moblle device. You can also

C2J  enter the palring code manually when required.

Pairing Code: 1278 48982 1717

‘ - o
iPhone & iPad roid
Other Authentication Methods

foB EoE Y

Yublkey  SecurityKey  Desktop  Authenticator

7. After the secondary registration is successful, you will see the added device in the
Settings list.

My Devices

Drag to arrange your devices by priority of how you want to authenticate. The first device will always be primary.

( +Add )

samsung SM-A715F

Mobile
samsung SM-ATI5F

Desktop Windows Desktop

8. After the device’s registration you will get an email confirming this event:

New authentication device added

The following device was successfully added and can be used to authenticate with PingID at Roche
QA

=]

Deskiop App

Report fraud

Pingm,
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If you get this email, but you don’t recognize the registration as done by you, please report
afraud by clicking on the link “Report fraud” and contact Roche IT Helpdesk to make sure
your credentials are secure.

5. Unpairing a device in PingID Settings
Follow these steps if you want to unpair any of the registered devices. At least one PingID device
will be necessary to succeed.
If for any reason you don’t have the PingID device available, you can unpair the device in CIDM

(self service if Roche laptop available) or call the Service Desk.

1. Goto mymfa.roche.com (Incognito window recommended in case of issues)

Authenticating on
samsung SM-A715F

| Use Code ‘

Settings

Ping ™1

2. Expandtheicon (aline and an arrow) at the right side for the device you plan to unpair.

My Devices

+Add )

samsung SM-A715F Mobile
samsung SM-A7ISF

<f

3. Authentication is required with the PingID registered device (the one that you want to
unpair or any other device registered by you). If you have more than one device, you can
choose which you want to use this time. At least one PingID device is required to do the
unpairing in Settings.
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http://mymfa.roche.com/

Authentication Required

This action requires you to authenticate with
PinglD.

Cancel Continue

4. Please authenticate with the chosen device. In this example authentication goes with the
PingID mobile app.

Authenticating on
samsung SM-A715F

‘ Use Code ‘

5. After the authentication is done you can see the devices panel.
Click on the binicon at the right.

My Devices

( +Add )

samsung SM-A715F Mobile

Bl

1

6. Click on the “Remove” to confirm the action.

Remove Device?

This will remove the device "samsung SM-A715F"
from your available PinglD authentication devices.

12



7. The device is unpaired and can’t serve the Roche authentication from this moment.

My Devices

+ Add

You will see the updated list of paired devices (without the unpaired one). If you unpaired

all of them, then no device is on the list.

6. How to unpair a PingID device in CIDM [self-service]?

If you need to unpair the PingID device, but you don’t have the possibility to use this device or any
other paired with PingID, you can do it in Roche CIDM (you need the access to CIDM e.g. on Roche

computer).

If you are not able to access CIDM, you can contact your Service Desk to do that on your behalf.

1.

Open the CIDM app. Go to “Manage access” and “Request access”.

Corporate Identity Management

x Home My Work ~

= My Tasks

i Manage Access
o Approve Access Requests 3

nmum%nm_gs cess on behalf 5 O O

Request access on behalf

Manage Accounts

Request access for non-productive environment

2. Click on “Modify | Remove Access” - wait on loading data.
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3. Search (e.g. with the search engine) “PINGMFA” app. Click the magnifying glass icon.

Corporate Identity Management

= Home  MyWork -

Manage My Access

Manage My Access

Select access you would iie to add of remove

Add Access Modity/ Remove Access

Search Current Access n Y Filters &
Showing 1-13
PINGMFA

pingpiay
Status Role Type Entitlement Attribute

Filter Current Access

4. CIDM will display the list of all registered devices for your account.

If you are not getting any devices on the list - that means you don’t have any device
registered or CIDM has not been updated yet with the newest devices -
NOTE: the synchronization is done every 24 hours.

Showing 1-4 of 4

% PINGMFA-PROD - PingID : IPHONE : PRIMARY : iPhone 12

Account: garciafd ~ Application: PINGMFA-PROD  Technical name: PINGMFA-PROD - PingID : IPHONE : PRIMARY : iPhone 12

%  PINGMFA-QA - PingID : ANDROID : SECONDARY : xiaomi Redmi Note 7

Account: garciafd ~ Application: PINGMFA-QA  Technical name: PINGMFA-QA - PingID : ANDROID : SECONDARY : xiaomi Redmi Note 7

%  PINGMFA-QA - PingID : DESKTOP : SECONDARY : Desktop Windows

Account: garciafd Application: PINGMFA-QA  Technical name: PINGMFA-QA - PingID : DESKTOP : SECONDARY : Desktop Windows

5. Select the “x” button for the specific device you want to remove and click “Next”. If you
have more than one device, you can unpair more than one in the same request.
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Corporate Identity Management

Home My Work ~

Review and Submit
LOOK OVer your selections and confirm,

Add Access

Modify / Remove Access ()

Search Current Access n

Showing 1-1 of 1

° IPHONE : PRIMARY : iPhone 12

id: 0a88cbb7802c19a68180317014:

29 Account: garciaad  Application: PINGMFA  Technical name: IPHONE : PRIMARY : iPhone 12

Click “Submit”.

Corporate Identity Management

= Home My Work ~

Manage My Access

Manage My Access Review and Submit
Select access you would Wke o add or remove Look over your selections and confirm.

Modify / Remove Access €
%X |IPHONE : PRIMARY : iPhone 12

id: 0a88cbb7802¢19a681803170145c2020  Account: garciaad  Application: PINGMFA  Type: Entitement  Technical name: [PHONE : PRIMARY : IPhone 12

Previous Cancel m

You will see the message “Request submitted successfully. The ID for this requestis...” . It
means that now your request is pending for CIDM Administrator approval and has a

“Waiting” status. You will get the email from CIDM confirming that your request is being
processed.

Corporate Identity Management

Home My Work -

Request submitted successfully. The ID for this request is 26451.
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8. The process will be finished approximately 5 minutes later, when you will see a “Finished”
status in your CIDM request. You will get an email from CIDM informing you about the

approval of your request.

7. Unpairing the PingID device on behalf [Service desk call]

If you need to unpair the PinglD device urgently, but you don’t have the possibility to use this
device, you need to call the Roche service desk.

8. Do you need support?

In case you encounter any problems, try to unpair your device(s) if possible and pair it once again.
If this is not available for you or PingID is still not working, contact Roche Service Desk.

You can also take a look at our Q&A document, it may be helpful!

© 2023 F. Hoffmann-La Roche Ltd.
This document is proprietary and is intended as a reference for Roche users only.

It may contain confidential and/or privileged information, do not share it with external audiences.
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https://storage.googleapis.com/partneraccess_page/docs/Hotline%20Details%20-%20All%20sites%20together.pdf
https://mfahelp.roche.com/assets/pdf/qa-user-self-help-section.pdf

