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RECOGNIZED FOR PIONEERING
AND REFERENCE WORK IN THE
VANGUARD OF DIGITAL LAW
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HIBUSINESSHNAVV DIGITAL VISION

PRODUCTION | INNOVATION |
OPERATION

Innovation Protection

Software, Patent and Design Protection
Database Protection

Risk Analysis in New Technologies

Innovation Viability Legal Analysis

Legal Protection of E-Commerce

Digital Risk Management Advisory

Big Data and Artificial Intelligence Technologies
Legal Analysis

Biometric and Electronic Signatures in Digital Contracts
E-Health Solutions

Biotechnology, Droning, Cognitive Computing,
Internet of Things

HUMAN RESOURCES

Legal Analysis of the Technology Impact in the
Workplace

Code of Conduct Update

Code of Conduct for Social Media

Corporate Writing Guide for Executives

Digital Best Practices Guide for Leaders

Mobile Work Policy

Mitigation of Overtime Risks

Incidents Response related to the Misuse of
Resources

Labor litigation related to e-discovery

Legal Support in case of Corporate Exposure in
Social Media

Campaign Against Workplace Bullying

““When society changes, the law must change too, evolve. With new technologies changing daily life and relationships, requlation and
protection demands for the new social space consequently arise. Matters such as Information Security, Intellectual Property and Legal
Protection for the use of new technologies in the workplace became part of the companies * strategic, managerial and operational plans, and
consulting a Digital Law Specialist, with deep knowledge and experience in corporate law, in addition to mastering new technical aspects
brought by a more Digital Society, has become critical.,,

Ms. Patricia Peck Pinheiro, PPP Founding Partner



A DIGITAL VISION
OF THE LAW:

for companies requiring legal solutions in
the paperless management era

Digital Law represents an evolution from the Computer Law
developments of the 80 "s and the Cyber Law achievements of
the 90’s. It is an upgrade of the law itself in the new millennium,
bringing a fusion between the role of the legal department with
companies " necessities for technological innovation, corporate
governance, risk management, audit, compliance, internal
controls and overall legal protection. Digital Law is the highest
achieving level of strategic alignment in order to protect
reputation and corporate assets and to ensure sustainability in
face of the rapid changes new technologies have brought to
businesses.

Patricia Peck Pinheiro Advogados has been innovating in the
legal business services since 2004, recognized as leading
law firm in Intellectual Property, Technology Contracts and
Information Security for several times.

In a transforming, creative and disruptive economy scenario,
the support of a legal strategist with expertise aligned with
the digital business new context of is key for quick decision-
making, both to take advantage of opportunities and to avoid
damages and liabilities.

In a society much more exposed by the real-time social
media phenomenon, where an information leakage may
cause a fast decrease of the companies’ stocks value, a result-
focused management requires constant and immediate
advice, especially in some types of critical markets such as
Financial Market, Health, Pharmaceutical, Energy, Education,
Retail, Insurance, Social Security, Government, including
Entrepreneurship and New Digital Business.

““You need to provide
the game rules within
the game.

WHAT DO ALL
ASPECTS OF
OUR LIVES HAVE
IN COMMON?

PATRICIA PECK PINHEIRO
Digital Law Experts




DIGITAL RISK MANAGEMENT
AND COMPLIANCE WITH NEW REGULATIONS n
IS YOUR COMPANY PREPARED?

Adapting tothe newreality, especially inthe corporate environment,

requires operational updates and demands a change of culture. Paperless Management I PR

and 4.0 Industry

Digital solutions require the involvement of people willing to
change their behavior, to promote change in habits and customs Cybersecurity Best Practices
within the corporation. For example, has your organization
adopted the cloud operating model, but still prints electronic

Technology Innovation
Viability Analysis

invoices on paper? Does it still use hand stamps to validate the Personal Data Protection Legal Protection of Digital Channels
flow of departmental commitments on said electronic invoices,

and then scan the stamped documents to store them back in the Prevention and Response to
server? RUCER S S Digital Unfair Competition

PPP Advogados supports clients in paradigm shifts of digital
transformation, procedure changes from paper to digital, enabling
fully electronic operations, enabling both cost reduction and
business results, mitigating risks, increasing productivity and Due Diligence for Businesses

improving internal controls. Acceleration, Investment Rounds and
Digital Fraud M&A Transactions with Technology

Businesses (Fintechs, Healthtechs and
“The law has a maturity process which differs from Others)
technology’s. The importance of developing a

digital view to further mitigate all the new digital
risks is increasingly growing. . Cloud Computing Compliance with New Regulations

Electronic Contracts Digital Business Internationalization

Mr. Leandro Bissoli, PPP Partner and Executive Director

PPP INNOVATIONS

Patricia Peck Pinheiro Advogados has been responsible for legally
enabling major paradigm-breaking innovations in the Brazilian market:
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CONSTANT
UPDATING

The updated Digital Law knowledge by managers provides a
true legal protection for business, both to avoid risks and to
prevent liabilities and damages.

In the 12 years of activities, Patricia Peck Pinheiro Advogados,
or PPP as called by teams and clients, has been developing and
working with the new power of the Digital Society in optimizing
resources, corporate governance, implementing procedures for
transparency increase, reviewing and adjusting policies and

internal rules to meet more a technological reality of the labor force and
executive mobility, updating contracts to be in compliance with new
laws and regulations, and providing continuous team and leadership
improvements to allow greater legal protection for businesses.

€70 be a Digital Law reference and to act in an environment
which breathes technology and innovation, these are
differentials to meet the information society required skills. 5y

Mr. Marcio M. Chaves, PPP Partner and Executive Director

PPP INNOVATIONS

2014 2015
Legal feasibility study on data
sharing via cloud computing
outside Brazil for a client in

First fully paperless

education e

agreement in Brazil
for an education

=
sector client ol

D)

——
2013 :

Legal feasibility study (uis =

on mobile check 2_015 S

deposit for a client in First emoji use on an

the financial sector advertising campaign for a

client in the financial sector

Legal feasibility study for the
Brazilian Financial Market on the
use of biometric authentication in
2012 the healthisactor banking electronic agreements

2016

Mobile app full
video versions of
the Terms of Use
and Privacy Policy
for a client in the
third sector

2015

First Instagram-only @
and registration-free 2015

marketing promotion First WhatsApp-only and

for an advertising registration-free marketing

agency with a client in promotion for a client in the

the fashion sector communication, media and
entertainment sector




DEVELOPMENTS IN LEGISLATION +
DIGITAL LAW COMPLIANCE

o o o o

Decree 3.505 Law 12.551 (Remote Work Act) Laws 12.735 and 12.737 (Electronic Crimes Act) Law 13.260 (Anti-Terrorism Act)

(Information Segunty Ppl!cy n Law 12.527 (Information Access Act) Decree 7.845 (Classified Information Decree 8.771 (Co-Regulates the Internet

the Federal Public Administration) STJ Precedent 471 Treatment in the Federal Executive Branch) Civil Rights Framework and Requiring
(Fortuitous Internal Risk) Ministry of Defense Normative Ordinance Log Management Policy)

Q 3.389 (Cybernetics Defense Policy) Decree_ 8.777 _
Supplementary Law 105 (Bank Secrecy) (0] TST Precedent 428 (Stand by and Overtime l(EiLabIEsr(}es tlhée Opetr) Daéa Polﬁcy
Provisional Measure 2200 : in Teleworking or Remote Working) in the Federal Executive Branch)

(ICP Brasil Digital Certificates) ' Decree8.638 .
fo) o) (Establishes the Digital Governance Policy for
the Direct, Independent and Foundational
Law 12.850 (Criminal Organization Act) Federal Public Administration)
Superintendence of Private Insurance - Law 12.846 (Anti-Corruption Act) Central Bank Resolution 4.480
SUSEP Circular Letter 249 Decree 7.962 (Electronic Commerce Act) (Electronic Deposits Accounts)
(Information Security and Internal Controls) ‘ Law 12.865 (Payment Arrangements Act) Central Bank Resolution 4.474

(Digitalization and Digitalized

3 Mini_stry of Laborand Emp]oymgnt - MTE Decree 8:135 (Admini;tration Document Management with
Ordinance1.510 (Electronic Registration Communication Security and Secrecy Act) Printed Copy Disposal)
Time Recorder) Central Bank Resolutions
3.694, 2.817 and 4.283 fo)
(o) (Risk Prevention in Public Procurement)
Law 11,829 Private Insurance National Law13.105 .
(alters.the Statute of the Child and Adolescent - Counsel - CNSP Resolution 294 (ew Clvi rocedure Codle, especilly
National System for Electronic ECA, establishing the child pornography (Remote Employment Insurance) Electronic Evidence provisions)
Economic and Tax Information - crime on the Internet) National Telecomm Agency - ANATEL Law13.129
SINIEF 07 (Electronic Invoice) CVM Letter 257 (Online Shareholder Meeting) | Resolution 614 (Regulates the Multimedia (New Arbitration Act)
SUSEP Circular Letter 285 Communication Service) Law 13.185
(Information Security Policy) o ISO/IEC 27001 and 27002 (Obligatory Programs tq Combat
(Information Technology - Security Bullying and Cyberbullying)
O Techniques - Information Security CVM Instruction 561
Management Systems and Code of (Alters CVM Instruction 481 and
Practice for Information Security allows Shareholder distance voting)
Management)
g o

Central Bank - BACEN Resolution 3.380 Federal Medicine Counsel - CFM Resolution Law 12.965 (Interet Civil Rights Act)
and Following (Electronic Operational Risk) 1821 (Electronic Patient Records) SUSEP Circular Letter 492 (Operational Risk)

AWARDS AND TECHNICAL CERTIFICATES

In its 12 year-trajectory, the Patricia Peck Pinheiro Advogados law firm and professionals
have had their scope of practice recognized by important awards and certificates
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Legal Analysis 500
(2010-2016)

Most Admired Specialized = @ Information

Law Firm in the State of Security
Sao Paulo Management GIAC

Most Admired Specialized Law Advanced based Global Information ISACA

Firm for the Banking Sector g%g%’g% Assurance WWW.isaca.org/ PECB

Most Admired Specialized Law 5027002 Certification Pages/default.aspx vaw.pecb.com/
Firm for the Insurance Sector Security Leaders Foundation www.giac.org Cobit5.0 |so-?7001-lead-
Most Admired Law Firm in “Professional Services” ITIL® Foundation @ Cutting Edge @ Information auditor-exam

Intellectual Property Category i Certificate Hacking N Technology 1SO/IEC 27001
Most Admired Intellectual “Awareness Campaign” Ti Brasil inIT Service P Techniques Infrastructure Lead Auditor

Property Attorney Category - iStart Institute Intelligence Management (GHTQ) Library (ITIL)




EQUITY
PARTNERS

Attorneys with multidisciplinary training who understand technology,
intellectual property, risk management, corporate governance,
compliance with new regulations, e-commerce, communication and
marketing campaigns, business and economy, ethics and education.

Founding partner with over 20 years of legal
experience in Brazil and technical experience
in the USA and Korea, Bachelor of Laws and
Doctor of Laws in International Law candidate
at Universidade de Sao Paulo. Arbiter at the
CAESP and Legal Vice President at ASEGI.
Founder of the iStart Institute. Author and co-
author of 17 Digital Law-related books. Most
Admired Attorney in Intellectual Property by
the Andlise Advocacia 500 from 2010 to 2016,
Security Leaders Awards in 2012 and 2015,
Top of Information Security Professionals
in 2006 and 2008, Academic Excellence Fit
Impacta in 2009 and 2010. Awarded with
the Peacemaker (Airforce) medal in 2009,
the Order of Military Merit (Army) medal in
and 2012 and the Tamandaré (Navy) medal
in 2011. Invited professor for Post-Graduation
courses at FIA, FGV, ESPM, Damasio and LFG.

v PATRICIA
> PECK PINHEIRO

Curriculum Lattes: http://lattes.cnpq.br/0172053105577577
LinkedIn: https://br.linkedin.com/in/patriciapeckpinheiro

Executive Director with over 16 years of
professional experience primarily in the
technical area and after in the legal area.
Bachelor of Laws at Faculdade de Sao
Bernardo do Campo. Post-graduate in
International Economic Negotiations at
San Tiago Dantas Program, International
Trade Policy at Fundacdo Getulio Vargas
and International Development Cooperation
at Universidade de Sdo Paulo. Technical
certifications by Sun Microsystems in the
SL-110, SL-275, 00-226, SL-285 and SL-314
Courses; ICS Certified Specialist by Impacta; Cutting Edge Hacking Techniques
(GHTQ) and Global Information Assurance Certification (GIAC). Architecture and
Management of Databases such as MSSQL, MYSQL and ORACLE.

Curriculum Lattes: http://lattes.cnpa.br/2474658806979652
LinkedlIn: https://br.linkedin.com/in/leandro-bissoli-4538949

v, LEANDRO
" BISSOLI

Executive Director with over 15 years of legal
experience in Sao Paulo, Rio de Janeiro and
Belo Horizonte, Bachelor of Laws at Faculdade
de Direito Milton Campos. Master of Laws
in Intellectual Property at Universita Degli
Studi di Torino in Italy and World Intellectual
Property Organization (WIPO Academy).
Extension Courses in Intellectual Property
and Copyright, Information Technology
Media and Entertainment at WIPO Academy,
Fundacdo Getulio Vargas-Rio and Pontificia
Universidade Catdlica de Minas Gerais.
Professor at the Post-Graduate Courses at Centro Universitario UNA and FIA.

v, MARCIO
* CHAVES

Curriculum Lattes: http://lattes.cnpq.br/0553083517733293
LinkedIn: https://br.linkedin.com/in/marciomellochaves

Attorney with over 10 years of legal
experience, Bachelor of Laws by the
Faculty of Law of Joinville (FDJ). Post-
Graduate in Contract Law at Pontificia
Universidade Catolica de Sao Paulo
(PUC-SP). Post-Graduate in Civil law and
Corporate Law at PUC Parana. Extension
courses in Information Technology Law
and in Consumer Contracts and Economic
Activity at Fundacdo Getulio Vargas (FGV).
Computer technical certificate at Escola
Técnica Tupy.

Curriculum Lattes: http://lattes.cnpa.br/1601203522999450
LinkedIn: https://br.linkedin.com/in/sandra-paula-tomazi-weber-17418792

ve SANDRA
> T. WEBER

Attorney with over seven vyears of
professional experience, initially in the
technical area of a financial institution and
afterwards in the legal area. Bachelor of
Laws at Centro Universitario FIEO. Post-
Graduate in Business Law at Fundacdo
Getulio Vargas. I1SO 27002, ISO 27001 and
Lead Auditor PECB Technical Certificates.

v CAROLINE
> TEOFILO

Curriculum Lattes: http://lattes.cnpq.br/4487508837710718
Linkedln: https://br.linkedin.com/in/caroline-teofilo-da-silva-60238229

Attorney with over eight years of legal
professional experience. Bachelor of Laws
at Universidade Presbiteriana Mackenzie.
Master of Sciences in Cyber Security by
University of Maryland. Master of Laws in
Civil Law by Universidade de Sao Paulo -
USP.

.. VICTOR
* HAIKAL

Curriculum Lattes: http://lattes.cnpg.br/3873890089976773
LinkedlIn: https://br.linkedin.com/in/victor-auilo-haikal-a4556226

Attorney with over five years of legal
experience in both public and private sectors.
Bachelor of Laws at Pontificia Universidade
Catolica de Sao Paulo. Post-graduate in
Election Law at Instituto Brasiliense de
Direito Publico and Civil Procedural Law
at FADISP. Post-graduate in Intellectual
Property by Fundacdo Getulio Vargas de
Sdo Paulo. Extension course in Internet and
Society: Technologies and Policy Control at
Harvard Extension School.

o

ve MILENA
- GRADO

Curriculum Lattes: http://lattes.cnpa.br/1556307696692580
Linkedln: https://br.linkedin.com/in/milenagrado
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