Data Privacy: A Delicate Balance

T he recent advent of new, portable
digital health technologies and the
increasing involvement of tech gi-
ants such as Google and Facebook in mining
healthcare data have brought the issue of data
privacy front and center. Constant interaction
with digital devices that monitor, measure,
and analyze various aspects of health and
give third-party companies access to this in-
formation — as well as the changes in data
collection and transmission forced by the

COVID-19 pandemic — are transforming "
the entire concept of data privacy and raising
questions as to how best to protect this (data,

going forward.

Scott Taylor, chief privacy officer inMer-
ck’s Ethics & Compliance Office, agtees the
data privacy field has been going through un-
precedented changes. “Globalization, coupled
with greater computing poweryadvanced ana-
lytics and algorithms, observational data, and
more ubiquitous data sharing due to digital
ecosystems, has not only strained traditional
tenets of privacy laws and regulations, but has
resulted 4dn an overall erosion of trust among
many data subjects,” Mr. Taylor says.

“Althoughthese trends are less common in
our industry, the impacts spill over,” he adds.
“Data subjects can see the results of observa-
tional data, and the worries they have are lead-
ing legislators and regulators to react through
more restrictive laws and regulations.”

According to Mr. Taylor, one difficulty
with today’s privacy laws and regulations
is that they were designed for a pre-digital
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énvironment, with tenets founded on notice
and consent, as well as a focus on individual
autonomy and empowering each person to
control the collection and processing of their
data. “Consent will always play an important
role, but it is much less effective in the obser-
vational data collection and advanced analytics
world we find ourselves in today,” he says.

“From targeted digital recruiting to wear-
able biometric devices, the spectrum of tech-
nology-led solutions and vendors is vast,”
says Jen Davis, deputy general counsel and
privacy officer at Science 37. “A single patient
in a single study might have multiple digital
touchpoints — each for a different purpose and
each from a different platform — so there’s an
urgent need to ensure patient privacy through-
out the drug development process.”

Data Privacy and COVID-19

As is the case in most areas of healthcare
and the life sciences, COVID-19 has left its

mark on data privacy. Michelle Hoiseth, chief
data officer at Parexel, notes that in its efforts
to respond quickly to COVID-19, the global
life-sciences industry has been required to
push past its historical concerns and accept
some risk to data privacy introduced by new
technologies and the expanded sharing of
healthcare data.

“People became very vocal about how
they wanted healthcare data to be used,” Ms.
Hoiseth says. “The adoption of technologies
such as privacy preserving proximity trac-
ing apps, which would have previously been
viewed with risky ‘big brother’ concerns, have
been incredibly robust, which tells us that, for
the right reason, people want us to find safe
ways to use their data for the greater good.”

“The pandemic has led to the generation of
huge quantities of data for a brand-new disease
in record time — be it through real-world
data collection, clinical trials for therapeu-
tics, or clinical trials for vaccines,” says Anne
Heatherington, Ph.D., senior VP and head of
Data Sciences Institute (DSI) with research and
development at Takeda Pharmaceuticals. “In
my view, data privacy in these scenarios has
neither been compromised nor advanced with
this data generation.”

Hayes Williams, Ph.D., head of data
governance for Daiichi Sankyo, believes that
COVID-19 accelerated trends that were al-
ready in progress in terms of increasing efforts
to manage data remotely and securely.

“A good place to look at how this is
taking shape is to examine how the phar-



maceutical industry interacts
with third-party organizations
such as contract research organi-
zations (CROs),” Dr. Williams
says. “Before the pandemic, it
was conceptually easier for the
sponsoring pharma company to
petform in-person check-in ac-
tivities to ensure the CRO was
adhering to privacy and other
data requirements. But in-person
check-ins are sometimes not pos-
sible or at least harder in these
times, which forces companies
to accelerate their remote moni-
toring and check-in capabilities.
This includes a focus on ensuring
that data follows privacy restric-
tions end-to-end even when it is
not possible to see the process ‘with your own
eyes.’

“In the future, there will obviously need to
be increased focus on technological tools and
capabilities to help manage critical personal
data in both the sponsor and CRO environ-
ment to ensure data privacy rules are managed
remotely in both partner environments,” he
continues. “Data will need to be managed in
a consistent and responsible way, including
approaches that include data-masking and
anonymization as minimum-use principles.
Bottom line, if a company has a clear process
and approach that is trusted to help confirm
third-party adherence to data privacy and data
management standards, the whole process will
be more efficient, resulting in lower costs to
both the company and CRO.”

Ms. Davis says one positive byproduct of
this devastating pandemic has been the in-
creased willingness of biopharma companies,
academic medical centers, CROs, and regus
lators to share internal data and resources to
address urgent public health need.

“Although this need related to the COVID
pandemic will subside eventually, we do ex-
pect to see continued growth in.the number of
assessments, standards, and pelicies-to ensure
robust data privacy protection while allowing
for appropriate, population-based research to
support other and future public health issues,”
she says.

“There have been some instances of relax-
ation of privacy protections in connection with
COVID-19 data,sharing where there are pub-
lic health concerns, so long as the data sharing
is reasonable for the circumstances,” says Kim
Gray, chief privacy officer at IQVIA. “This
flexibility will be temporary, however.

“Balancing the need to support public
health and also protect individual privacy has
been challenging, with tremendous variances
in attitudes and requirements by global data

Merck
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data, and more ubiquitous
data sharing due to digital
ecosystems, has not

only strained traditional
tenets of privacy laws and
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trust among many data subjects.
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protection authorities and other regulators on
how best to find equilibrium,” Ms. Gray says.
“This tension will not go away when COVID-
19 is managed; lawmakers and regulators
around the world will not reach consensus/on
the appropriate approach.”

According to Ms. Davis, recent data pro-
tection legislation shows continued support
of patients having more and{easier control
over their personal health information. “At
the same time, the pandemic has helped to
highlight the positives;of sharing one’s health
information to benefit others,” she says. “In
addition, the pandemic has shown the clear
benefit of participating in a clinical trial, not
only for thesindividual participant, but for
the broader. community that benefits from the
information learned from the study as well.”

Keeping Employee Data Private

Alpesh Patel, chief technology officer at
Orbita, notes a major element of the COVID-
19 pandemic has involved the rapid transition
in work settings from physical offices to re-
mote, work-from-home environments. “The
percentage of employees working from home
has increased from 33% to 61% throughout
the pandemic,” Mr. Patel says. “This has re-
quired significant changes to accommodate the
new normal and highlights the need for many
organizations to reevaluate how their data is
protected and close any existing security gaps.

“For example, telemedicine and virtual
healthcare options have introduced new el-
ements to consider around data privacy and
security, such as enabling all available privacy
and encryption modes for these virtual visits,”
he continues. “As some privacy and security
regulations loosened to enable virtual care
options, other regulations needed to rise to
reduce these potential gaps in protection.”

“In terms of routine clinical care, we
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did see shifts that required clarifications to
data privacy around areas such as telehealth,
safety of first responders, and walk-in clinics,”
Dr. Heatherington says. “The opportunity
afforded to us with COVID-19 is around the
rapid integration and understanding of the
data, as well as the need to evaluate appro-
priate data sharing mechanisms across the
ecosystem, particularly by more novel means.”

Mr. Patel says the heightened attention
around security in telehealth and in remote
work environments will extend beyond the
pandemic. “While certain objectives may
change, increased innovation and digital ex-
pansions will augment the need for existing
security solutions,” he says. “Throughout the
COVID-19 pandemic, the concept of contact
tracing has sparked conversations around data
security and privacy and sheds light on the
need for improved methods of health-related
information-sharing and tighter security.”

At Merck, Mr. Taylor says the scope and
scale of the pandemic required all nonessential
workers to shift to remote working almost
overnight, creating immediate issues for net-
work access loads, cybersecurity, and privacy.

“With so many people working remotely,
the need to monitor expanded and had to be
deployed in different ways,” he says. “The
technical issues can and have been solved, but
ensuring we protect our environment and data
to new vectors while respecting the privacy
of our workforce and visitors has taken some
focused work and partnerships internally. We
have developed comprehensive privacy guid-
ance related to impacts from the pandemic,
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Balancing the need to support public
health and also protect individual
privacy has been challenging, with
tremendous variances in attitudes
and requirements by global data
protection authorities and other
regulators on how best to find
equilibrium.This tension will not go
away when COVID-19 is managed;
lawmakers and regulators around the
world will not reach consensus on the
appropriate approach.

KIM GRAY
IQVIA

ranging from health and wellness ‘monitoring
for employees, contractors, and wisitors who
need to be on site, to contact tracingrand mon-
itoring, to back-to-the-office protocols.”

Ms. Gray says the balancing of public
health and privacy duting the pandemic has
been highlighted mest acutely in the employ-
ment context.

“Employers have needed to strike a balance
between sprotecting’the health and safety of
their wotkforce while also protecting individ-
ual privacyy”-she says. “For example, when an
employee tests positive for COVID-19, care
must be taken to disinfect the area visited by
the employee, which requires knowing where
the employee passed through, and to protect
co-workers who may have been exposed to the
infected employee, which requires knowing
the employee’s contacts.

“At the same time, the employee’s personal
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health information has always been considered
private information, not to be shared with
anyone except with the employee’s permis-
sion,” Ms. Gray adds. “Tensions between em-
ployment law and privacy law have required
creative solutions.”

“In privacy law, concepts have always ex-
isted to allow for a balancing of the fundamen-
tal right to privacy against other fundamental
rights,” Mr. Taylor says. He cites Recital 4 of
the EU’s General Data Protection Regulation
(GDPR), which conveys that data protection is
not an absolute right, but that any decisions in
the use of data must serve the people.

“In the past, we have seen events like ter-
rorism put these concepts to the test in the
balancing of individual privacy rights against
the rights to safety and security,” he says. “The
pandemic is having similar impacts, and gov-
ernments are trying to appropriately balance
the privacy rights of individuals against the
fundamental rights to public healthy safety
and security, employment, and education. We
have seen different approaches and inconsis-
tencies by governments(to date, but we be-
lieve this will get better with time and global
cooperation.”

“Employers now have an increased interest
in their employees*health information to fulfill
business needslike predicting resource chal-
lenges and maintaining business continuity,
and to ensure a safe workplace environment,”
Ms., Grayssays. “Yet an employer may need to
treat its employees differently depending upon
the'employees’ home country. Asking an em-
ployee if he or she is symptomatic or has tested
positive for COVID-19 is forbidden in some
countries. Taking an employee’s temperature,
even in a contactless manner, is prohibited in
some countries and required in others. In all
cases, employers will need to properly safe-
guard any employee information collected.”

Mr. Taylor says in the short term, many of
the data privacy challenges have been accom-
modated under broad requests by governments
to comply with public health requirements.
“But the pandemic will have long-term im-
pacts, such as a shift to more remote working
than we saw before the pandemic,” he says.
“Once the public health issues start to resolve,
governments and companies will need to en-
sure their approach and methodologies strike
the right balance between monitoring and
privacy protections for individuals.

“Even once the disease is brought under
control, its impact will likely transform how
we live and work in the future, such as greater
work from home accommodations; greater
use of telemedicine, which has expanded sig-
nificantly during the crisis; and public health

measures on industries like travel,” he con-
tinues.

A Need for A New HIPAA?

The Health Insurance Pottability and Ac-
countability Act (HIPAA) wasé€nacted in the
1990s, a time when most healthcare data was
kept on paper. And while.its privacy and secu-
rity provisionsswere updated in the early 2000s
to extend fo electronic health records, it has
not kept pace with the seismic changes that
have occutred in the ubiquity and availability
of healthcare data.

Mr. Taylor observes that all privacy and
data/ protection laws, including HIPAA, will
needyto be modernized to accommodate the
increasing availability and collection of data
as the digital ecosystem continues to evolve.
According to Mr. Taylor, the HIPAA Security
Rules currently:

1) Establish national minimum standards
for protecting personal health information
(PHI) held in electronic form

2) Mandate technical and non-technical safe-
guards that must be in place to secure elec-
tronic PHI

3) Provide flexibility so that covered entities
can implement varying policies and proce-
dures based on the entity’s particular size,
structure, and risks while being technolo-
gy-neutral

“While encryption of PHI data is the
standard today for transmission security, en-
cryption at rest of such data should also be
considered for inclusion in HIPAA in light of
both the increase in data breaches and to align
with the supplemental measures to protect
sensitive personal information as called for
by the European Data Protection Board,” Mr.
Taylor says. “The limiting factor in any such
change is the viability of homomorphic com-
puting of encrypted data.”

Mr. Patel notes the scope around why and
how HIPAA is evolving is narrow at present.
“To truly maximize and unlock the possibili-
ties and opportunities around digital health-
care innovation, HIPAA-related regulations
need to support a wider range of objectives,”
he says. “This involves strategic planning and
alignment between covered entities, the gov-
ernment, and technology providers.”

Ms. Gray says HIPAA was “designed to
be flexible and agnostic” in terms of technol-
ogy, so she doesn’t believe changes to HIPAA
related to digitization of healthcare data are
the answer.

“The difficulty is that the scope of HIPAA
doesn’t capture much of the digitized con-
sumer health data now readily available,” she



The pandemic has led to the
generation of huge quantities of
data for a brand-new disease in
record time — be it through real-
world data collection, clinical trials
for therapeutics, or clinical trials for
vaccines.In my view, data privacy

in these scenarios has neither been
compromised nor advanced with this
data generation.
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says. “Expanding HIPAA'’s scope beyond data
generated by plans, providers, and clearing-
houses isn’t really the answer either, given
HIPAA’s strong emphasis on the ‘traditional’
healthcare milieu. U.S. federal omnibus pri-
vacy legislation, harmonized with HIPAA,
would allow for a more consistent approach
to protecting healthcare information — and
other kinds of personal information — regards
less of the organization holding the informa-
tion.”

Dr. Williams says while new privacy laws
should influence updates to HIPAA, he thinks
the major additions to these laws will come
from the explosion in new_typesvof patient
health data and the associated implications.

“New data types like various forms of ge-
netic and related data-emics, such as genomic
and proteomic dataj are becoming more prev-
alent,” he says. “Guidelines on how to manage
this type of data need to be revised in a way
that protects patients, and to an extent their
families, especially since there could be po-
tentially biasing information like ‘tendencies
towards’ certain disease conditions. This type
of information should be explicitly managed
by that person.

“Wearable technology also provides an-
other new data type that could have profound
questions,” Dr. Williams adds. “New smart

watches are able to record blood oxygen levels.
These data are then sent straight to a provider
cloud and stored there. The licensing agree-
ment signed by the user probably says this
explicitly, but the terms in these agreements
may not be easy to understand by the average
user. Once the data from the wearable is on the
platform of the company, they can potentially
start looking for trends in the data.”

For example, he says, decreasing trends
in blood oxygen levels might be indicative of
COVID-19 infection. To help with detection
of this clear public health hazard, does the
platform company have the right to look for
changes in trends without your consent? Do
they have the right to do it in aggregate or
anonymized to spot trends in communities
since they also have location data? When do I

lose control and ownership of my data even if 4

I agreed it should be stored separately? “These
are key new data types that revised HIPAA
legislation should address,” Dr. Williams says.

Mr. Patel says temporary .adjusements
made to HIPAA amid the COVID-19 pan-
demic have highlighted key areas in need of
reevaluation and update. “For’ example, the
ability to seamlessly, yet safely, share patient
information for treatment and care coordina-
tion is critical for continued digitization of
healthcare data,” he says.) “Patients’ ability to
access their protected'health information and
the timelinesof that process — typically 30
days — needs' to be improved. Modifications
within HIPAA"will enable organizations and
patientsito reap the benefits of automation and
cortinued innovation while safely sharing and
storing data.”

Dr. Heatherington says it is clear tele-
health is here to stay even once the pandemic is
over, so it is important to ensuring appropriate
patient safeguards are in place — be it in rou-
tine clinical care or clinical trials.

“Under HIPAA, data may be de-identified
in a myriad of ways, though not necessarily
with the same rigor,” she notes. “More ro-
bust/standardized de-identification standards
should be in place for data collected during
routine clinical care or for research purposes,
which would allow for choice-based interop-
erability, such as the enhancement of clinical
trial data with routinely collected real-world
healthcare data from a participant’s own de-
vice.”

“The area of patient consent, including
HIPAA but also beyond HIPAA, has to be
re-evaluated to reflect the shared needs be-
tween healthcare and life science to use health-
care data to address a broader array of clinical
research needs to provide more impactful care
for patients,” Ms. Hoiseth says. “There are

still some fundamental legal issues such as
who actually owns what data. There are also
fundamental process requirements such as how
to execute rights and requests to.be forgotten.
Putting the control of their healchcare data
directly in the hands of patients holds real
potential to advance these¢ fundamental issues.

“Societally, we are all becoming more data
literate simply through our daily lives,” she
adds. “We need _tosleverage that in our use of
healthcare data.”

Protecting Remote Data

Thevirtual aspect of clinical trials appears
in two contexts today: remote monitoring of
studies and remote/virtual study visits be-
tween a study subject and the study investi-
gator/staff. Mr. Taylor notes that Merck has
adopted the guidance issued in 2020 by the
FDA and the European Medicines Agency
(EMA) covering each of these issues.

“Monitoring of clinical studies is a legal
obligation imposed on us as study sponsor
to ensure the quality of the study site and its
record keeping practices,” he says. “No special
consent of the patient is required, as moni-
toring has always been mentioned as a legal
obligation within the informed consent and
it does not directly affect the study subject —
rather, only the sponsor’s interaction with the
investigator and site staff. The only new aspect
under the current COVID-19 pandemic is that
the monitoring occurs remotely/virtually.”

Mr. Taylor says FDA and EMA guidance
requires several considerations when conduct-
ing remote monitoring. “First, we must take
a risk-based approach to the most urgent and
important sites/protocols to be monitored,” he
says. “Second, the means by which the remote
monitoring takes place must be secure from
an IT and privacy perspective. Third, we must
document the decision-making process to re-
flect the first two points mentioned.”

Since visits impact the subject directly and
as such are more intrusive, the FDA and EMA
require clear notice of the remote/virtual visits
be included in the informed consent and also
require express consent be given by the pa-
tient. “Moreover, the technological standards
employed by the investigator and site must
meet specific standards to ensure the confiden-
tiality of the patient’s health information, with
prior approval of the exact technology used
required by the relevant ethics review board,”
Mr. Taylor says. “If the site does not have an
approved system for the visits, the company
has offered use of its approved systems to facil-
itate the approval of the study protocol and the
enrollment of the first patient.”
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“The benefits of virtual clinical trials in-
clude reduced costs, travel, and time require-
ments — but this also means that companies
now require enhanced data protection,” Mr.
Patel says. “To support this, service providers
must perform more risk assessments against
processes that involve the tools and communi-
cation methods used to interact with patients.

“Based on risks identified in this context,
controls should be implemented that focus on
the patient’s ease of use while maintaining a
level of security that does not compromise the
importance of data protection,” he adds. “This
is the ideal time for organizations to expand
and explore commercially available solutions
that offer reliable data protection in compli-
ance with industry regulations.”

“From an ethical standpoint, biopharma
companies should continue to treat clinical
trial participants’ data as they do in any set-
ting — with the highest degree of care,” Ms.
Davis says. “Respecting privacy will always
be the right thing for biopharma companies
to do, and although the methods or setting of
a clinical trial may change some of its opera-
tional and technical aspects, it does not change
the fundamental understanding that clinical
trial data is highly sensitive and participants
should have their privacy rights respected and
protected.”

“Smart, complete permissions manage-
ment is the keystone to successfully enabling
secondary use of healthcare data while man-
aging privacy,” Ms. Hoiseth says. “From this
base, decisions are made on the use of technol-
ogy, how datasets are prepared for use, where
they are stored, and who performs the analysis,
We need to take a holistic approach as opposed
to reacting to individual technologies or/data
sources.”

“In many respects, privacy protectionin re-
mote/virtual clinical trials is not very different
from many of the current activitiesioccurring
in today’s society,” Dr. Williams says, adding
a more remote approach_is alteady being ap-
plied in work and finance activities.

“It is importantsto make sure the basics
are intact, including secure systems, training
for correct processes and procedures, and how
to identify potential phishing and similar
attacks,” he says. “For the tools and technol-
ogy specifie:to’clinical trials, special attention
needs to be paid to data integrity. For exam-
ple, is the data recorded in a verifiable and
time-stamped manner? Are changes or data
movements tracked and relatable back to the
source? Is there an inherent structure consis-
tent from start to finish?”

Ms. Gray says in much the same way as
they dealt with the need to support a remote
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workforce by considering security threats and
maintaining the network, companies need to
consider what the risks are for virtual trials and
how to manage those risks. “A strong seeurity
posture and good cyber-hygiene form the basis
for protecting privacy in a remote/virtual set-
ting,” she says.

“Companies can also learn lessons from
the traditional trial setting,” Ms. Gray notes.
“Privacy and data protection policies, proce-
dures, and processes have long been in place
at traditional sites; borrowing from these can
be a starting pointsin creating a resilient data
governance model for virtual trials.”

Dr. Williams notes companies also need
to ensuresthat any patient data is recorded in
a way, that minimizes risk. “This means to
make sureto compartmentalize the data by
taking patient information in one place and
data in’another and relating them only with
an ID that does not carry any meaning and
anonymize when possible — though this re-
quires some thought depending on the data to
be truly de-identified,” he says.

“A major advantage of virtual data collec-
tion is that, in theory, there is a direct link
between the patient and the clinical trial data
repository,” Dr. Heatherington says. “From a
data integrity viewpoint, this is an excellent
progression with many fewer opportunities
for errors in data entry, for instance. From a
privacy viewpoint, however, the direct link
may be HIPAA-compliant, but depending on
the method of de-identification applied and
the underlying security of the data conduit,
unintended data disclosures may occur.”

Ms. Davis says at minimum, from a legal
and compliance standpoint, biopharma com-
panies and their associated vendors must al-
ways comply with applicable international,
federal, and state privacy laws such as HIPAA
and the GDPR. “Forward-looking organiza-
tions, however, should go far beyond these
regulations and operationalize privacy princi-

A single patient in a single study
might have multiple digital
touchpoints — each for a different
purpose and each from adiffefent
platform — so there’s an Urgent
need to ensure patiént privacy
throughout the drugidevelopment
process.

JEN DAVIS
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ples such as Privacy by Default and Privacy
by Design to ensure data privacy is protected
throughout the life cycle of the participants’
data,” she says. “Companies should also assess
their data inventory, systems security, and data
breach plans regularly, and update as needed.
At Science 37, we respect participants’ fun-
damental right to privacy and are continually
evaluating our technology and standardizing
our procedures with protecting that right in
mind.”

“As organizations that are transacting
around healthcare and clinical research data,
we need more forward-looking data policies,”
Ms. Hoiseth says. “Today, the policies that
we have around data privacy, data classifica-
tion, security, and controls were all developed
in response to a specific need, so they all got
put into place in a silo to address a specific
requirement and handling of data. We really
need to step back and say, this is the data
environment that we now operate in, so here
are the requirements for us. What will I and
what will I not do with data that is associated
with PII — personally identifiable informa-
tion? What will I and what will I not do
when I link data to another dataset that could
potentially reveal the identity of a patient?
With that then, you can align everything else
in your business.”

Also, Dr. Williams says, companies should
not forget about training the people handling
the data. “Make sure adequate training and
processes are built to drive consistency and ad-
herence for those running the study, and make
sure consent is clear and a lens towards privacy
is built into the patient activities as well as
making the patient informed within the scope
of what is possible,” he says.

The Future of Data Privacy

Given the increasing focus on data pri-
vacy, our experts foresee the next 12 months



bringing new laws and regulations designed to
protect patient privacy rights globally.

“While technically old news, the GDPR,
HIPAA, and the California Consumer Privacy
Act or CCPA have been the leading examples
of a move in this direction,” Dr. Williams says.
“More recently, the Virginia Consumer Data
Protection Act — VCDPA — has expanded
their respective citizen’s rights to control their
personal information. Other countries such
as Japan and Brazil have passed data privacy
legislation as well.”

“I believe the future will require laws to
better address the nature of an Internet-en-
abled world,” Mr. Taylor says. “And com-
panies will need to continue to strengthen
their privacy programs to address more than a
liability-based approach — and embrace ethics
and social responsibility as part of their deci-
sion-making in the collection and use of data.
The healthcare industry is in a good position
to assist public policymakers as they find ways
to integrate new mechanisms and methodolo-
gies that will allow for the robust use of data
but ensure responsibility and accountability
in its use.”

Ms. Davis says given the overall uptick
in decentralized clinical trial (DCT) tools
and methodologies, she expects to see an
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increased focus on navigating the nuances of
various privacy regulations through an ongo-
ing, multi-stakeholder collaborative effort to
develop and operationalize new standards of
privacy for clinical trial participants.

“As part of this focus, companies will
continue adjusting to the Court of Justice of
the European Union decision to invalidate the
EU-US Privacy Shield [Schrems II},” she ob-
serves. “Companies that were not already using
other approved mechanisms to transfer data
from the EU to the United States will need to
develop a privacy program that incorporates
valid data transfer mechanisms.”

Dr. Williams observes companies have
already taken action to respond to privacy-re-
lated legislation by instituting a specific data
privacy office or team to handle these matters.
“Companies will need to create new or expand
current cross-functional teams in order to
continue expansion of processes, technology,
and education so that there are many eyes
throughout the organization to review and see
data through a privacy lens,” he says.

According to Dr. Williams, the data pri-
vacy group within a company/will also need
to work in conjunction’with a comprehensive
data governance program. “A corporate infor-
mation security officesshould be involved in

Data Privacy

integrated privacy frameworks combined with
consistent data governance frameworks,” he
says. “Solidifying the relationship and reach
of this triumvirate needs to be the continued
goal of all companies to respond to, expansion
in data privacy concerns in the coming year.”

Ms. Gray predicts a greater focus on ensur-
ing vendors and other third-pafty data proces-
sors have robust privacy and security practices
and processes, driven primarily by two factors:
the pandemic /response of outsourcing more
functions to\be able to keep up with rapidly
changing demands, often without thorough
vetting“of third-party data processors; and the
Schrems,II decision, which will require more
rigorous' due diligence related to data recipi-
ents; especially third parties.

“Schrems II also reinforces the recent trend
towards data localization, with pressure being
put on multinational companies to maintain
servers in Europe and to avoid data transfers to
countries not having attained adequacy deter-
minations,” she says.

“Further, with respect to adequacy de-
terminations for cross-border data transfers,
the United States will continue to propose
federal omnibus privacy legislation that could
improve the odds of gaining an adequacy de-
termination and supplant the need for Privacy
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Shield II or other legalizing measures to allow
free flow of data from Europe to the United
States,” Ms. Gray says. “Whether any of the
proposed bills will be passed, however, will be
dependent upon Congress’ ability to work in a
bipartisan manner.”

Ms. Gray also believes there is likely to
be increasing legislation being proposed by
the states, especially if a federal privacy bill
seems unlikely to pass. “States will continue to
propose general purpose privacy laws as well as
laws that are specific to particular types of data
or particular situations,” she says. “Whether
these state laws will continue to grandfather
exemptions for those companies covered by
existing laws is uncertain.”

“In the United States, we will continue to
see the introduction of privacy legislation at
the state level, and we expect to see compa-
nies working diligently to assess if and how
such new legislation applies to them,” Ms.
Davis says. “Some state privacy laws allow for
exemptions for data already regulated by the
government — such as HIPAA and clinical
research — but this isn’t the case universally.
And companies must carefully consider how
each new law might apply to their business
and to various elements of clinical trial con-
duct.”

Mr. Taylor agrees that in the short term
a patchwork of state laws and statutes will
continue to emerge in the United States,
highlighting the need for omnibus U.S. fed-
eral privacy legislation. “Globally, we will see
countries aligning their national laws closer to
the EU GDPR,” he adds.

Ms. Hoiseth sees some opposing trends
evolving. “In one direction, we will see in an
increase in activity intended to better protect
data privacy,” she says. “In the U.S., we'expect
more states to follow Californid in creating
their own legislation in this area. Outside of
the U.S., we see trends toward creating limita-
tions around where data can'be analyzed, and
increased requirements to,access and process
data. Privacy concerns.about,who has lawful
access to our data and how they use it are
amplifying across.the world, as evidenced by
recent issues associated with TikTok and the
GAFA four.

“In the othér direction, we see the interest
and the ‘means to promote the ethical and
impactful use of private healthcare data,” Ms.
Hoiseth continues. “More sophisticated tech-
nologies to anonymize or pseudo-anonymize
data — while still allowing for data to be
interoperable — are gaining traction.”

Regulation and legislation are also evolv-
ing to support advances in the way that we use
patient data, Ms. Hoiseth says.
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Throughout the COVID-19

pandemic, the concept of contact
tracing has sparked conversations
around data security and privacy
and sheds light on the need for

improved methods of health-

related information-sharing and

tighter security.
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“Regulatory bodies are focused on creating
appropriate mechanisms and frameworks to
support the secondary use of healthcare data,”
she adds. “We now see significant penalties de-
fined for instances of ‘data blocking’ under the
21st Century Cures Act. The EMA’sworkshop
on GDPR and secondary data ase, this® past
September really helped the industryrexplore
the considerations. Takifig a few steps back,
we are seeing a maturation/of our position on
data privacy acrossithe world from, “We can’t
take the risk of using these types of data,” to
‘How do we proteet. theirights and privacy of
the individual, while facilitating the use of
data for the greatet’good?””

Mzr. Patel notes the COVID-19 pandemic
has jaccelefated the digitization of healthcare
data and placed a spotlight on data privacy
across industries. “With fewer data privacy
regulations from the U.S. government, certifi-
cations such as ISO 27701 will become of high
interest to the United States and other world
markets,” he says.

“In the next year, there will likely be
heightened scrutiny of data privacy violations
and events connected to trusted companies,”
he adds. “The rapid digital transformations of
the past year have left some companies vulner-
able to the possibility of breaches, requiring
expanded security infrastructures to keep pace
with innovation.”

This may cause concern from subjects
regarding how their data is being used, Mr.
Patel says. “Consumer opinions about the se-
curity of their data will fuel the strengthening
of some existing regulations and perhaps even
the introduction of new standards,” he says.
“Even further, liabilities may shift between
B2B vendors that hold private information
regarding data subjects such as customers, em-
ployees, users, and members. Generally speak-
ing, we will see reinvigorated attention to data
privacy and security in the next year as digital
options and innovations grow and expand.”
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Dr. Williams believes the industry may
see an increased number of cases where fines
are levied against companies not following en-
acted legislation. “Additionally, as more cus-
tomers and patients make inquires to compa-
nies to learn more about how their information
has been or will be used, and even request that
their information be removed from future use,
there is an increasing likelihood of complaints
for improper uses of data or failure to respond
in a timely manner,” he cautions. “Companies
may need to be ready to respond to these types
of requirements.”

Dr. Heatherington sees three trends on
the horizon. “The first is the globalization of
privacy protecting practices, or at least, our
ability to better work within the differing
global frameworks that exist to ensure ap-
propriate safeguards are in place to protect
patients and trial participants wherever they
may be located in our global community,” she
says. “The second is a better understanding of
the consent process around healthcare data and
the sponsor’s role in ensuring the appropriate
use of those data. The third is understanding
how we can better link research datasets, while
protecting privacy appropriately. We have
some excellent examples of this, such as from
Sweden, where data from multiple sources can
be linked via a unique patient identifier. But
for other datasets, we are just beginning to
understand how to do this appropriately, via
tokenization, for instance.”

Dr. Williams says it’s also important to
realize that focus on privacy is just good busi-
ness.

“If it is clear that a company is actively
managing patient or customer data, trust
and goodwill follow,” he says. “The tools and
processes needed to manage data privacy also
help the organization manage their data as-
sets in a more consistent and transparent way,
which actually tends to create more business
value.”
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