mamdl] QI CE

THE FORUM FOR THE INDUSTRY EXECUTIVE

Volume 21 ¢ Number 4
PUBLISHER Lisa Banket
EDITOR Taren Grom
CREATIVE DIRECTOR Marah Walsh
SENIOR EDITORS
Robin Robinson
Kim Ribbink
FEATURES EDITOR
Carolyn Gretton
DESIGN ASSOCIATE
Ariel Medel
NATIONAL ACCOUNT MANAGER
Suzanne Besse
NATIONAL ACCOUNT REPRESENTATIVE
Amy Bishop
WEBCAST NETWORK PRODUCER
Daniel Limbach

CIRCULATION ASSISTANT
Kathy Deiuliis

Copyright 2021
by Pharmalinx LLC, Titusville, NJ
Printed in the U.S.A.
Volume Twenty One, Number Four

PharmaVOICE (ISSN: 1932961X) is published monthly ex-
ceptjointissuesin July/Aug. and Nov./Dec., by PharmalLinx
LLC, P.0. Box 327, Titusville, NJ 08560. Periodicals postage
paid at Titusville, NJ 08560 and additional mailing offices.

Postmaster: Send address changes to PharmaVO0ICE, P.0.
B0x292345, Kettering, OH 45429-0345.

PharmaVoice Coverage and Distribution:

Domestic subscriptions are available at $190 for one year
(1Qdssues). Foreign subscriptions: 10 issues US$360. Con-
tact-PharmaVoice at P.0. Box 327, Titusville, NJ 08560. Call
us-at 609.730.0196 or FAX your order to 609.730.0197.

Confributions: PharmaVOICE is not responsible for unso-
licited contributions of any type. Unless otherwise agreed
imriting, PharmaVoice retains all rights on material pub-
lished in PharmaVoice for a period of six months after pub-
lication and reprint rights after that period expires. E-mail:
tgrem@pharmavoice.com.

Change of address: Please allow six weeks for a change
of @ddress. Send your new address along with your sub-
scription label to PharmaVoice, P.0. Box 292345, Kettering,
0H-45429-0345. Call us at 800.607.4410 or FAX your change
t0 937.890.0221. E-mail: mwalsh@pharmavoice.com.

IMPORTANT NOTICE: The post office will not forward cop=
ies-of this magazine. PharmaVoice is not responsible. for
replacing undelivered copies due to lack of or late notifi-
cation of address change.

Advertising in PharmaVOICE: To /advertise in Pharma-
VOICE please contact ourwAdvertising/Department at
P.0-Box 327, Titusville, NJ 08560, or telephone us at
609.730.0196. E-mail: Ibanket@pharmavoice.com.

Letter:

Send your letters to feedback@pharmavoice.com.
Please include your name, title, company, and busi-
ness phone number. Letters chosen for publication

may be edited for length and clarity. All submissions
become the property of PharmalLinx LLC.

@ BPA gyior Ferieen
WORLDWIDE ‘ ] InK "recy(zle‘j paper
qeyee This

YA

=t

—
Password protected?

How secure is your healthcare and other online data? Well, across the
globe it’s clear that healthcare information continues to be fertile ground
for cybercriminals. According to HIPAA Journal, there was a 40.63%
increase in reported data breaches of 500 or more healthcare records
in February 2021. Additionally, 45 data breaches were reported to the
Department of Health and Human Services’ Office
for Civil Rights by healthcare providers, health
plans, and their business associates in February, the
majority of which were hacking incidents.

In broader context, according to ForgeRoek,
data breaches and malicious attacks continge to
grow as organizations recover from the effects of
the COVID-19 pandemic, and the impagt of these
breaches extends beyond the bottom dine.

In this month’s cover story, our community
of experts weigh in on the consequences of data
privacy and protecting patients and their data, as well/as employee data.

Scott Taylor, chief privacy officer in Merck’siEthies & Compliance
Office, agrees that the data privacy field has been going through unprec-
edented challenges. “Globalization, coupled with greater computing
power, advanced analytics and algorithmsyobservational data, and more
ubiquitous data sharing due to digital ecosystems, has not only strained
traditional tenets of privacy laws and regulations, but has resulted in an
overall erosion of trust among many data subjects,” he says.

Unfortunately, this loss of trust couldn’t come at a worse time, given
the complications of COVID-19: Patients and organizations alike need
to trust that their information is secure.

According to ForgeRock, the healthcare industry was the most tar-
geted, accounting for,43% of breaches. Medical details were the most
targeted data typeé in first quarter 2020, accounting for 25% of breaches.
Healthcare also presents unique challenges due to the extent of sensitive
data beingshared in the complex and multi-partner clinical process. For
example, FofgeRock reports last year the U.K.'s NHS blocked nearly
12,000 phishing attacks a day.

ForgeRock analysts say part of the increase in data breaches is because
consumers are leveraging their digital identity more than ever for online
activities to maintain their daily lives, for everything from remote access
te work applications to ordering groceries or takeout delivery. Forg-
eRock estimates that U.S. breaches cost more than $1.8 trillion with
more than 7.8 billion consumer records exposed over the last two years.

Alpesh Patel, chief technology officer at Orbita, notes a major el-
ement of the COVID-19 pandemic has involved the rapid transition
in work settings from physical offices to remote, work-from-home
environments. “The percentage of employees working from home has
increased from 33% to 61% throughout the pandemic,” he says. “This
has required significant changes to accommodate the new normal and
highlights the need for many organizations to reevaluate how their data
is protected and close any existing security gaps.”

I, for one, am changing my security protocols, and will scrap the
sticky note on my computer with all my passwords. How about you?

Taren Grom
Editor
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During the

pandemic, drug

makers forged

abead and faced the

challenges and gained
the benefits of virtual launches.
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Women are leading
the way in the
pharmaceutical
industry and we are
delighted to showcase
some incredible leaders in their
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CAROLYN GRETTON

As we give digital
devices more of our
bealth information,
and third-party
companies gain more
access to that data, there needs
to be an evolution in existing
data privacy regulations to better
protect that information.
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