
C-Suite executives must embrace a digital mindset and leverage 
life-sciences technology to achieve sustainable success.

straZeneca made a bold move last year 
and took back control of its servers and 
networks that pertained to core drug 

development from outsourcing vendors, which 
led to a 90% reduction in the number of crit-
ical outages, and decreased incident response 
down to a few hours instead of several days. For 
other segments of its business, AstraZeneca is 
using several software-as-service (SaaS) appli-
cations. For example, the company recently 
moved its entire internal communications to 
the cloud, using Box’s cloud content sharing 
and collaboration platform. The platform al-
lows secure collaboration companywide of 
its 51,000 employees across more than 100 
countries and with external parties, as well 
as mobile access to all information. AZ is the 
largest account in the pharma industry using 
this particular file-sharing tool.

AstraZeneca CIO David Smoley expects 
this agile business model to allow the company 
to do what it does best: create treatments faster 
and more cost effectively. 

“At AstraZeneca this collaboration is crit-
ical as we work to accelerate the process from 
development to commercialization, to get new 
medicines to patients faster,” Mr. Smoley says. 
“IT has to be an enabler for the business, giv-
ing our people the right tools and capabilities 
so they can focus on what they are here to 
do — bring lifesaving medicines to patients.”

AstraZeneca has implemented a number 
of new tools over the past year to help people 
collaborate in whichever way best suits their 
needs, Mr. Smoley says. 

“I spend time with leaders and teams across 
the business to understand their needs from 
the IT organization,” he says. “We work hard 
to make sure we have competent IT talent 
partnering with each team, focused on sup-
porting their work and on achieving positive 
business outcomes.”

On a smaller scale, but similar move to 
use technology to create efficiencies, Sanofi 
US has streamlined its content management 
system using DITA Exchange for structured 
authoring and automated publishing for clin-
ical and CMC documentation processes. The 
DITA (Darwin Information Typing Architec-
ture) model provides an open XML content 
standard defining a common structure that 
promotes the consistent creation, sharing, 
and re-use of information. By using the struc-
tured management content system, Sanofi has 
gained operational efficiencies throughout the 
development process, including major cost and 
time savings, as well as maintaining the in-
tegrity and quality of data consistently across 
functions. 

While Sanofi is focusing on handling clin-
ical trial data through this advanced technol-
ogy, it can be applied to all business forms.

“But the clinical development process is 
not the limit to using SCM in the industry 
— it can certainly be applied to early develop-
ment and to research itself,” says Joan Affleck, 
associate VP/operational leader, Sanofi.  

Ms. Affleck credits advances in technology 
with spurring the renewed interest by the 
industry for SCM. The major players in the 

By Robin Robinson

A Report Reveals Major Gaps 
in Perspectives between 
CMOs and CIOs

CMOs and CIOs in the pharmaceutical 

industry have different views for 

integration and overall investment in 

the marketing function. According to a 

recent Accenture report, pharmaceutical 

CIOs view analytics as the top driver of 

integration, cited by 52% of respondents, 

but pharmaceutical CMOs rank analytics 

near the bottom at just 13%. Priorities for 

technology spend were similarly divided.

 A majority of pharmaceutical CMOs — 

54% — want to focus on customer 

experience, while just 14% of CIOs cited 

customer experience as a priority.

 Equipping a mobile-enabled salesforce 

was cited as a priority by only 17% of 

pharmaceutical CMOs, compared with 

43% of pharmaceutical CIOs.

 Just 13% of pharmaceutical CMOs said 

they want to invest in multichannel 

analytics, compared with 43% of 

pharmaceutical CIOs.

A 21st CENTURY 
CEO CHALLENGE:
TECHNOLOGY
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obsolete in months, if not weeks,” he says. 
“It’s also a big challenge to sort through all the 
information and identify what is relevant and 
important, versus what is noise. Increasingly, 
IT underpins every activity within a company. 
No matter what sector you are in, it is likely 
that competitors who are at the leading edge 
with IT will have an advantage over their 
peers. In an innovative company, in a heavily 
regulated industry, this takes some work to 
get the right balance.”

One of the major challenges Ms. Affleck 
has observed is the slow turning of the legacy 
mindset. In document management, in partic-
ular, this means moving away from the idea 
of being document-centric and thinking of a 
document as a standalone, large compendium 
of content and embracing the idea of breaking 
up that document into pieces of content that 
can be reused across the life cycle of a docu-
ment road map. With this thinking comes the 
No. 1 concern of whether doing something 
new will take more time.  

“Timelines are very important in clinical 
development and for pharma at large, so busy 
people don’t want to start using a new tool if 
they are going to have a steep learning curve 
or if it will make their job more difficult,” Ms. 
Affleck says. “That’s a fear people have.”

Even though there are challenges, organi-
zations are going to be forced to move forward 
to survive the competitive marketplace. 

“Rather than just focusing on the chal-
lenges, it may be useful to look at what organi-

industry have dabbled in SCM in the past, 
but perhaps abandoned the idea due to lack of 
infrastructure, time, and technology evolution. 

“In the past several years, major players 
have come back to this idea and Sanofi is in 
the forefront of work being done in the clinical 
space,” she says. “Based on interactions with 
other executives in the industry and reps from 
regulatory agencies, I would say within the 
next five years we will see a major increase of 
use in this kind of content management.”

SCM is just one small segment of how tech-
nology and companywide applications  can be 
mastered with the appropriate approach. 

“Key documentation is a major deliverable 
for the pharma industry and there are increas-
ing requirements related to transparency of 
the documents around clinical protocols and 
study results and we want to ensure our data 
and messages are communicated in a clear and 
consistent way to all stakeholders,” Ms. Affleck 
says. “If we were to apply these principles and 
standards in healthcare reporting so that data 
information about patient status, healthcare 
needs, and challenges can be harmonized, we 
have the ability to share information across 
industry, research, academia, and patient-care 
delivery in ways that protect patient privacy 
but also accelerate finding the right treatment 
for each patient, enhance compliance, and help 
provide better healthcare for everyone.”

These are just two examples of the types of 
transformations that are being driven by the 
availability of faster and more efficient models 
based on revolutionary technology. 

“The healthcare industry is facing un-
precedented technology-driven change,” says 
Olivier Leclerc, director, McKinsey. 

According to Mr. Leclerc, there are three 
fundamental technology discontinuities driv-
ing the IT transformation: mobile, cloud, and 
advanced analytics. 

“The market is changing and so are the 
needs, and technology is enabling extremely 
rich and rapidly improving insights into con-
sumers, markets, and products,” he says.

These challenges also present opportuni-
ties, mostly within four categories, Mr. Leclerc 
says. First, is advanced analytics and real-world 
evidence. Tapping into data analytics around 
clinical trials allows drug manufacturers to 
lower the risk of drugs and to demonstrate the 
efficacy of their product. 

“Analytics also let companies create micro 
segments for marketing,” Mr. Leclerc says.  

Another opportunity lies in developing 
technology around products, such as patient 
compliance solutions for pharma products 
or tech enabling medical devices. Life-sci-
ences companies should also look for digital 
opportunities to enhance consumer relation-
ships. Since both physicians and patients are 

increasing their use of digital sources, this is 
the perfect opportunity for pharma to engage 
with both sets of customers. For example, Mr. 
Leclerc says, more patients are going and en-
gaging online to learn about their disease, for 
instance on patient exchange platforms. 

Challenges with Technology

Pharma is under extreme pressure to 
change and with that comes many challenges, 
says Sastry Chilukuri, partner, McKinsey. 

“There is a market shift and some trends 
that are accelerating will put more pressure on 
pharma to change,” he says. “If we think about 
the pharma industry today versus 25 years ago, 
there is more data on products outside the 
four walls of a pharma company than within; 
it used to be that very few entities outside a 
pharma company had more data than it did. 
Pharma companies had full control of their 
data and today this is reversed. There has been 
an explosion of data at all levels — consumer, 
payer, patient — everyone has access to data in 
some way, shape, or form.”  

This creates a lot more pressure to engage 
at the digital level, Mr. Chilukuri says. 

Adapting to the pace of change and under-
standing that success in this dynamic environ-
ment requires an open mind and agility, and 
these are some of the biggest challenges facing 
the C-suite, Mr. Smoley of AZ says.  

“When it comes to IT, we cannot operate 
in a world of annual plans because they are 

Because technology can 
fundamentally transform 
a business, it’s important 
for CIOs to build in-house 
capabilities and leverage 
key strategic partners.

BHASKAR SAMBASIVAN 

Cognizant 

Senior management needs 
to work in partnership, as 
one CEO cannot possibly 
master the vast landscape 
of rapid technological 
advances. 

JOAN AFFLECK

Sanofi

I would suggest that pharma 
companies first focus on 
bringing in-house capabilities 
that are critically important 
to differentiate their business 
from the competition.

PATRICK SIM

West Pharmaceutical
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zations have to do to enable this transition and 
overcome the challenges that are inherent,” 
says Bhaskar Sambasivan, VP, head of life sci-
ences, NA & UK, Cognizant. 

He recommends four steps: a clear under-
standing and belief across the organization that 
technology can fundamentally transform busi-
nesses and generate significant value, which 
may have to start with a communication from 
the CEO; CIOs proactively engaging with 
business leaders to understand their priorities 
and demonstrate agility in their organizations 
to deliver on these priorities; CIOs to focus on 
building teams and capabilities in-house and 
through strategic partners to deliver on the 
dual set of priorities for their organizations, 
i.e. driving efficiencies as well as generating 
business value; and finding the right set of 
strategic partners that can not only help them 
deliver on this dual mandate, i.e. run better, 
but also enable differentiated capabilities to 
gain a competitive business advantage. 

IT — In-house or Outsource?

Our thought leaders say it largely depends 
on each organization to identify where effi-
ciencies can be made, who should be in charge 
of the transition, and will it be tackled by an 
in-house organization or outsourced. Not all 
IT work can or should be in-sourced. Many 
commoditized and transformational services 
are best executed with the help of the right 
strategic partners, given the scale, maturity, 
and agility that many large service providers 
can offer. This ensures the right balance be-

tween what should be in-house versus part-
nered. This balance will help organizations 
keep abreast with the latest technology shifts 
and ensure that they are always leveraging 
innovative capabilities that will give them a 
competitive advantage.

While creating in-sourced capabilities, 
companies have to carefully consider the kind 
of capabilities that will give them a lasting 
advantage. Companies will not want to invest 
in building capabilities that will be obsolete in 
three to five years. 

“The lifespan of many technologies has 
been steadily shrinking over time while the 
advancement of digital technologies — social, 
mobile, analytics, cloud, automation  — have 
been rapid,” Mr. Sambasivan says. “This means 
incubating necessary and sufficient capabilities 
that can help companies understand the impli-
cation of technologies on their businesses and 
how to leverage these to build a competitive 
advantage.”

According to Mr. Smoley, AstraZeneca has 
chosen to in-source because the company be-
lieves it gives them a competitive advantage. 

“Both the pharma industry and the tech-
nology industry are moving so quickly that 
we believe having our own people on the front 
line is a good strategic move, to keep ahead of 
the game and stay innovative,” he says. “We 
can also take advantage of an improved cost 
of delivery, enabling us to plow more resource 
into our pipeline and delivering life-changing 
medicines.”

AstraZeneca started by identifying the 
service lines and capabilities where opportu-

Today there is more data on 
products outside the four walls of 
a pharma company than within.

SASTRY CHILUKURI 

McKinsey 

The healthcare industry 
is facing unprecedented 
technology-driven 
changes.

OLIVIER LECLERC 

McKinsey

Companies are looking for ways 
to create more strategic value 
and that is a key driver as to why 
they are moving to the cloud.

BRIAN IRWIN 

Trinity Pharma Solutions

nity for positive business impact was 
greatest. 

“For example, we have launched 
an IT technology center in Chennai 
specifically to strengthen our internal 
resources, taking advantage of the 
huge supply of IT talent in the city,” 
he says.  “We hired 350 AZ IT em-
ployees there in 2014 and this will 
increase to 1,000 this year.”

According to Patrick Sim, chief 
information officer, West Pharma-
ceutical Services, a company needs 
to make the decision on outsourcing 
based upon what value IT brings to 
the company. It becomes very difficult 
to rebuild capabilities once everything 
has been outsourced. Also, the talent 
market for software and hardware 
skills remains very competitive, so a 
company will likely have to pay top 
salaries, which then offsets the cost 
savings that may have been realized 
during the outsourcing period. All 
of this will take significant time and 
effort to achieve.  

“I would suggest that pharma first focus 
on bringing in-house capabilities that are crit-
ically important to differentiate its business 
from the competition,” Mr. Sims says. 

Mr. Smoley says AstraZeneca has made its 
decisions based on that theory. 

“Our in-sourcing strategy is very much 
based on the benefit to the business,” he says. 
“For example, we started by in-sourcing our 
application support and maintenance. To best 
support the company, we needed to truly 
understand what the organization needs to do 
and how our systems can support and enable 
success. We can’t do that if we don’t under-
stand our IT landscape. What systems and 
applications do we have? Which applications 
give us a more competitive advantage?  Which 
are barriers to success? Can we enhance and 
simplify some, and should we divest and con-
verge on others? There are so many questions 
to answer, and if we aren’t able to answer 
them, then we are too far removed to deal 
with challenges effectively. These are the areas 
where we want to in-source first.”

There are times when the need for speed 
warrants an outsourcing platform, such as 
automated platform applications that can en-
hance collaborative decision-making. With 
the many layers of data sets accruing by the 
minute in the digital age, life-sciences compa-
nies frequently struggle to fuse these data sets 
— sales and payer plan data, primary market 
research, etc. — into deeper insights into the 
market, says Brian Irwin, VP, business strat-
egy, Trinity Pharma Solutions. In particular, 
companies face the business and technical chal-
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ELISA CASCADE

President, DrugDev Data 

Solutions

One challenge to using more 

data is the lack of a single, 

unique identifier that can be 

used to integrate user pro-

file and facility information. To address this issue, 

DrugDev has developed a process called canon-

icalization that matches persons and facilities to 

a unique identifier through a combination of 

automated algorithms and manual curation.  In 

addition to our own network, the DrugDev Golden 

Number is being used to integrate information 

from pharma and CRO CTMS, online profiles, third-

party providers, and public sources. This number 

also enables data sharing with investigator con-

sent for collaborations such as the Investigator Da-

tabank and the TransCelerate Investigator Registry.

ZAHER EL-ASSI

President, 

Merge eClinical

My take on technology adop-

tion is pretty simple: we thrive 

or perish based on leadership. 

The mechanics of it all will 

work out. It always does. Big data, the cloud, com-

plex systems integrations — they all have huge 

dependencies and intricacies, but the right team 

aiming in the right direction can always manage it. 

The key questions really are, “What are we aiming 

at? Why? What can we gain? Why should I buy in 

to this vision?” That’s where good leaders shine. 

They can articulate what’s ahead in a way that sets 

— and keeps — everything moving forward faster 

and with more confidence.

Inside the C-Suite
Life-sciences C-suite executives are coping with critical technology issues such as the cloud, data security and storage, asset 
management, and using more data to accelerate development, clinical trials, improve sales, as well as CRM programs, to name  
just a few challenges. Thought leaders provide best practices and solutions that can be used to smooth the transformational  
shift across functions and organizations. 

SUJAY JADHAV

CEO, goBalto

Workflow-driven tools based 

upon SOPs help manage and 

automate the entire lifecycle, 

by normalizing and tracking 

decision points and global pro-

cesses. These tools ensure that “tribal knowledge” is 

retained during staff turnovers by helping to reduce 

staffing and training costs. Additionally, these sys-

tems can be used to track cycle times and other met-

rics to enable predictive analytics and drive process 

improvements. Today, some companies still manage 

processes with spreadsheets or opt to spend signifi-

cant budget on customizing tools. Forward-thinking 

companies use workflow-driven solutions and enjoy 

reported savings of up to 35%.

MIKE JAGIELSKI

CEO, KCR

After the competition between 

CROs and pharma companies 

for the same patients across 

similar programs, technology is 

the No. 2 challenge for the CRO 

industry. Making intelligent technology choices is 

critical particularly for a mid-sized CRO, as imple-

menting many systems does not always mean more 

efficiency. At KCR we have chosen a path leading 

to the multipurpose usage of the same technol-

ogy across different processes. We use our EDC 

technology as a data management tool but also 

for our CTMS, start-up project management, and 

recruitment, and we still see the potential for other 

applications. We have to keep overhead costs down 

and minimize training time — it is critical for every 

CRO, and especially for the very competitive mid-

sized CRO market. The eTMF solution will take 

a bigger market share, and global and complex 

projects will require easy adaptation of platforms. 

It is interesting to see how standards will evolve 

in the future, as we see more unique complex-

ities that require a different approach. Patient 

engagement technologies will be the next big 

trend. I believe that at this moment in time, we 

have no notion about how this will reshape our 

fundamental understanding of clinical trial con-

duct. In five to 10 years we will witness new CRO 

business models developing around technology 

platforms, combined with medical, clinical, and 

process knowledge. In a longer perspective of 10 

to 15 years we will also probably see the patient 

being in the center of the value creation chain, 

with less importance of the investigative site. All 

signs of today point in this direction.

JEFF LEE

Managing Partner, 

Cumberland Consulting 

Group

With mergers and acquisi-

tions on the rise in the phar-

maceutical industry, C-Suite 

executives are confronted with the challenge of 

fully integrating two companies in short time-

frames. Technology plays an important role in 

this process. To provide better access to data and 

absorb future acquisitions in a more efficient 

manner, organizations must consider consolidat-

ing systems, using industry-standard technology, 

implementing commercial off-the-shelf (COTS) 

systems, and moving to the cloud. SaaS and cloud 

solutions allow for the flexibility, accessibility, and 

lenge of creating bridge files and integrating 
multiple datasets coming from various sources 
and delivered at different frequencies.

“In the past three to four years there has 
been a dramatic shift in the marketplace 
around leveraging data to drive more pa-
tient-centric and economic strategies,” Mr. 
Irwin says. “For example, platform data inte-

gration can bring together hundreds of pieces 
of data across commercial enterprise and mobi-
lize them for use, as well as provide a 360-de-
gree view of the patient, provider, and payer.” 

Outsourcing to these platforms can unlock 
pretty substantial value that resides in data 
sources today. 

Mr. Irwin says there are 50 different ways 

to look at data; a significant driver of value 
is to centralize it in a single guided analytic 
framework.

Cross-Team Collaboration 
As technology gets a stronger foothold in 

all business processes, the digitalization of the 
organization spurs more robust cross-team 

continued
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scalability needed to effectively manage the chal-

lenges of evolving IT infrastructure and rapid com-

pany growth to meet business objectives.

RONALD MAHEU

President and CEO, 

PharmaCommunications 

Systems Inc.

As organizations start apply-

ing critical technology solu-

tions, the opportunity for syn-

ergy becomes immense. Leveraging that synergy 

is a key best practice element to smooth a compa-

ny’s trip through the transformational shift. Recog-

nizing this, SaaS vendors have built high-security, 

high-availability, and scalable platforms that en-

able companies to connect a group of multi-dis-

ciplinary vendors into one cloud, and have them 

all contribute toward achieving the organization’s 

business objectives. This can be as simple as CRM 

and promotional management systems working 

together, or as complex as a cloud that joins 

together the entire end-to-end product-develop-

ment to end-user-marketing continuum.

COURTNEY MCBEAN

VP of Clinical 

Innovation, BioClinica

Thanks to technology, our 

industry stands to welcome 

across-the-board change and 

improvements in how it oper-

ates. Technology advances in clinical trials enable 

risk-based monitoring implementation. Unprec-

edented improvements await in areas, including 

informed decision-making, quality and perfor-

mance, operational efficiencies, and innovation 

in therapy development. Change management, 

however poses barriers to technology adoption 

and progress. Leadership can overcome these by: 

setting and supporting a transition goal and mile-

stones; fostering a climate of change; and heeding 

the power of individuals to influence and drive 

Inside the C-Suite continued 

change processes. So why wait? Engage champions 

of change at functional levels and allow them to 

lead the way.  

PATRICK SIM

Chief Information Officer, 

West Pharmaceutical 

Services 

Understanding the benefits and 

risks associated with the cloud is 

the Holy Grail for everyone, and 

it is not a simple answer. Key considerations in select-

ing a cloud partner to work with include whether 

the partner understands the priority of security, has 

the right focus on it and has the financial backing to 

fund the investments necessary to protect your infor-

mation. The ability to invest in their security and ours 

is a major advantage of the larger cloud providers. 

It is the responsibility of corporate leadership to de-

termine to whom and how we grant access to these 

services.  I look at it like a banking relationship: banks 

keep money safe and protected, but the consumer 

needs to be responsible for understanding how his/

her information is accessed.  Using technologies like 

two factor authentication, which many financial insti-

tutions offer, coupled with good password discipline, 

is an example of how you can protect access to your 

information. The other thing to consider is: Who do 

you give access to your information? Third parties 

expose you to an extra level of risk. In the end, cloud 

services are the future, and we need to keep making 

it safer and safer, but the bad guys will always be out 

there trying to extract something of value.  We are 

currently working toward a hybrid cloud environ-

ment for many reasons, not just security.

MIKE WILKINSON, PH.D.

Executive VP, Chief  

Information Officer, Head 

of Technology, Innovation 

and Performance, PPD

While it may be true that phar-

maceutical companies are 

moving away from outsourcing their corporate 

IT function, we see an opposite trend occur-

ring specifically in the clinical development area. 

While R&D spend remains relatively flat across 

the industry, outsourcing clinical development 

services to CROs is increasing. The primary busi-

ness driver behind this trend is the potential for 

faster trials at lower costs. Leaders in pharmaceu-

tical companies are faced with essentially two dif-

ferent models for clinical technology from CROs. 

The first is a product-based model in which the 

CRO sells its technology products — either built 

in-house, purchased, or as a commercial soft-

ware-as-a service — along with its services in an 

effort to increase customer loyalty or stickiness. 

This model has four fundamental disadvantages: 

CROs are not technology companies and can’t 

possibly compete with modernizing, upgrading, 

supporting, and maintaining software; clinical 

technology is becoming commoditized, so that 

differentiation, if it exists at all, is fleeting; this 

model doesn’t account for the importance of 

the data and analytics; and CROs betting on cus-

tomer loyalty being created through technology 

products is causing them to stray from what 

should be the core focus of a service company. 

In contrast, I believe the industry will move to the 

second of the two models. In this approach, the 

CRO closely partners with high-tech companies 

to allow pharmaceutical customers to leverage 

best-in-class technology that is CRO agnostic.  In 

other words, the selection and retention of the 

CRO is not dependent on the technology. In this 

model, pharmaceutical companies can reduce 

their overall technology spend, variabilize what 

costs they do have, access the most modern, 

cutting-edge software, get world-class support 

and maintenance, and expect better integration 

and “plug and play” capabilities. All this results in 

better access to data and, most importantly, the 

opportunity to realize and retain the best CRO 

based not on its technology but on its people, 

process, data, service, and quality.

collaboration. The disparity in perceptions 
between functions is greatest between CIOs 
and CMOs. According to Shawn Roman, man-
aging director-life sciences, digital customer, 
at Accenture, CMOs and CIOs in the pharma 

missing many opportunities to optimize the 
positive impact of digital technologies,” he 
says. “In fact, life sciences as an industry has 
the greatest gap between the two roles out of 
nine other industries studied.”

industry are rarely on the same page — or even 
the same planet — in their vision for what 
should be happening in terms of investment in 
technology to streamline processes. 

“Due to this misalignment, the industry is 

1919 May 2015  PharmaVOICE

Technology

(c
) P

ha
rm

aL
in

x 
LL

C
. R

ig
ht

s 
do

 n
ot

 in
cl

ud
e 

pr
om

ot
io

na
l u

se
.  

Fo
r d

is
tri

bu
tio

n 
or

 p
rin

tin
g 

rig
ht

s,
 c

on
ta

ct
 m

w
al

sh
@

ph
ar

m
av

oi
ce

.c
om

Com
pli

men
ts 

of 
Pha

rm
aV

OIC
E



Expand Your 
Business, 
Not Your 
Complexity

Bring it all together at veeva.com/commercial

Bring together customer data, compliant content,  

and multichannel interactions in the cloud to deliver the  

flexibility and speed you need...and the experience  

your customers demand.

Eliminate the barriers to 
evolving your commercial model

Veeva_CommCloudAd_FINAL.indd   1 4/13/15   1:11 PM
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functional silos in commercial, R&D, supply 
chain, and IT and the industry needs to fully 
embrace digital to drive the types of expe-
riences that consumers and patients in this 
world are expecting,” Mr. Roman says. “Start-
ing top down, collaboration between CIOs 
and CMOs is absolutely a challenge for today’s 
CEO. Most CMOs are not viewing CIOs as a 
partner, as organizational constraints and cul-
tural aspects of pharma have created walls be-
tween marketing and sales that really haven’t 
come down. The industry’s legacy business 
models need to adapt to a newer landscape that 
is experiencing significant and generational 
change. The challenge is that pharma has to 
operate in the existing world while looking 
toward the future and that is a sideways shift.”

To foster greater collaboration between 

Accenture reports that nine out of 10 large 
pharmaceutical company CIOs (91%) in ma-
ture markets believe that their company is in 
need of greater marketing/IT alignment. By 
contrast, fewer than two out of three pharma-
ceutical CMOs (58%) agreed with that state-
ment. This discrepancy of 33% is far greater 
than the average 14% discrepancy across other 
industries. 

These numbers point to one of the great-
est challenges faced by CEOs: getting the 
two groups to work together. The survey 
also pointed to a lack of a common vision for 
technology and understanding between CIOs 
and CMOs in the pharma industry. For exam-
ple, two-thirds (67%) of the pharmaceutical 
company CMO respondents do not view IT 
as a strategic partner, compared with 50% of 
CMOs surveyed in all industries, who share 
that view. Additionally, while 80% of phar-
maceutical CIOs see the need for greater align-
ment with CMOs, just 44% of pharmaceutical 
CMOs feel that way. CIOs and CMOs in the 
pharmaceutical industry also have differing 
attitudes on how to make alignment work 
between the two functions: almost four out of 
10 pharmaceutical CIOs (38%) would favor 
co-locating IT and marketing staff, an option 
favored by only 13% of pharmaceutical CMOs. 
At the same time, nearly four out of 10 pharma 
CMOs (38%) said they would support creating 
an IT lead within the marketing function, and 
a marketing lead within IT, a solution that 
only 19% of pharma CIOs favored.

“Digital is breaking down the walls of old 

business functions and IT, CIOs have to ar-
ticulate a clear vision of how technology can 
help transform businesses and drive growth 
and generate value. In certain companies, 
CIOs request the support of CEOs to help 
communicate this message top down. It is 
then important to demonstrate a proof of value 
through a number of small projects and pilots 
to generate quick wins, which can then give 
the confidence to the business leaders and fos-
ter greater collaboration, Mr. Sambasivan says. 

In addition, whatever the scope of the 
project, senior business and IT management 
should be advising the CEO as to where to 
begin, where to head, what the end result is 
expected to be and clearly articulate the com-
pelling business case, the associated risks, and 
mitigation options.  

Cloud Security: The Fault in Our Stars?

DO understand that even the most stringent 

security and privacy requirements that apply 

to sensitive life-sciences data can be met 

in cloud environments. Cloud technologies 

have been vetted and broadly adopted, not 

only within the industry but also in the public 

sector by agencies like the Department of 

Defense and the IRS. Further, a recent study 

compared the security of on-premise and 

cloud environments and found that the cloud 

had lower occurrence rates for every class 

measured.

DON’T assume that all cloud offerings, 

however, are inherently secure. Look for 

fundamental best practices, including 

encryption of data in flight and at rest, and 

validate compliance with all applicable security 

and privacy standards. When geographical 

location of data is needed, ensure that the 

vendor can guarantee where data will be 

stored. Remember, security extends to all users 

and devices accessing cloud applications, too, 

so leverage processes and technology that 

ensure security across the system.

DO ensure that the team tasked with  

validating security is well versed in  

industry-specific cloud architectures and  

technologies. Often a supplier risk  

management function, it’s important to verify 

that the organization has the expertise  

necessary to effectively audit cloud providers.

DON’T let security be an obstacle to moving 

to the cloud. Security has been carefully  

addressed at the highest levels, by the largest 

companies. Plus, there’s value in offloading  

security management to experts, and even 

more advantages to be gained from the 

cloud’s rapid deployment, scaling flexibility, 

and ongoing innovation cycles. 

Kythera Biopharmaceuticals moved its 

entire IT organization to the cloud, including 

Veeva Commercial Cloud and Vault content 

management, and has never looked back.

“We focus on internal security policies and 

rigorous audits of our cloud providers, which 

eliminates the need for an onsite security 

team and saves costs,” says Michael Hughes, 

Head of IT at Kythera. “The vendors we’ve 

chosen can implement security and disaster 

recovery measures that far exceed what 

most companies can provide with their own 

resources.”

Some companies still harbor concerns when it comes to the security of cloud 

technologies, but is security really the Fault in our Cloud? Skip Bacon, Chief Technology 

Officer, Veeva Systems, gives reason to rethink reservations on cloud security.

The pharma and tech industries are 
moving so quickly that having our 
own people on the front line is a good 
strategic move.

DAVID SMOLEY 

AstraZeneca

Technology
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EVERY BRAND
HAS A SOUL

There’s more to a brand than meets  
the PI. Peeking out from behind your  
product’s features is a powerful force,  
waiting to be tapped. It’s your brand’s  
personality, its inner soul. And, unlike  
claims or messaging (which can be  
restricted by regulation), this essence,  
this force—this energy that reaches  
beyond the intellect and grabs the  
heart—provides an unobstructed path  
to differentiation.

To find out more, visit natrelusa.com  
or contact Nicole Hyland.
Phone: 973-292-8400, ext. 114
E-mail: nhyland@natrelusa.com
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