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A guiding principle 
in thinking about 

e l e ct ronic data inte g ri ty
is to challenge the 
s ys tem or the dat a

against these po i nt s :
manual sys tems cannot be

s e c u re d ; if it is not 
d oc u m e nte d, it was 

not done; a d m i n i s t rat i ve
co nt rols and re d u n d a nt

c h e c king are re q u i re d ; and a
t rained analyst using an

a p p roved proce d u re must
g e n e rate the dat a .

IN AN EXC LUSIVE TO PHARMAVO I C E,

PETER M. S M I T H , P H . D. ,

P ROJECT MANAGER AT 

TA RATEC DEV E LOPMENT CO R P. ,

DISCUSSES THE IMPORTANCE 

OF ELECTRONIC DATA 

I N T E G R I TY IN THE 

D RU G - D EV E LOPMENT PRO C E S S .

D RU G - D EV E LOPMENT PRO C E S S
El e ct ronic Data Inte g ri ty 



4 7P h a r m a V O I C E S e p t e m b e r  2 0 0 4
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h e re are huge costs and time pre s s u re s
involved in preparing data to support
submission to the Food and Dru g
Administration for approval of a dru g
candidate before marketing. To avoid any

temptation to cut corners or make misguided
claims, the FDA reviews and challenges the
submitted data for truth and accuracy.

“This is the part of the checks and balances
built into any open system,” says Peter M.
Smith, Ph.D., project manager at Ta r a t e c
Development Corp. “These checks may appear
b u rdensome and time delaying — submission
under re g u l a t o ry compliance takes at least
twice as long as a nonregulated one — but in
practice they are necessary to ensure the safety
and efficacy of potential drugs and are gener-
ally effective in preventing pro b l e m s . ”

Using a series of regulations and the tools
of the auditor, the FDA challenges submis-
sions to confirm whether the systems do, and
can be proven to do, what they are supposed
to, and whether the data are secure from falsi-
fication and can be proven to be secure. 

“The first point here re q u i res system vali-
dation, using standards established under the
20-year old GxP standards,” he says. “The sec-
ond point is the thrust of the recent Part 11
re g u l a t i o n . ”

PA RT 11 SUMMARIZED

The 21 CFR Part 11 regulation is a re l a t i v e-
ly short document that was intended to allow
the use of computer-managed data in support of
new drug submissions to the FDA. Pre v i o u s
regulations re q u i red paper documentation. To
respond to the rise of electronic data, the FDA
crafted Part 11 after discussion with the phar-
maceutical industry, and it became law in 1997. 

“It may have been a short regulation, but it
had major consequences, and a large industry
developed to provide guidance, assessments,
and implementation services to ensure that sys-
tems and instruments complied with the
re q u i rements of the regulation,” Dr. Smith says.
“The costs of such compliance to the pharm a-
ceutical industry soared into the billions of dol-
lars, and in August 2003 the agency restated its
guidelines on Part 11 and a more narrow inter-
p retation of Part 11 was given.”

In response, a more pragmatic appro a c h
based on risk assessments was proposed; the
regulation is most enforced in those areas of
the greatest risk to safety and health, accord-
ing to Dr. Smith.

“Many re g u l a t o ry departments in pharm a
took this to mean the demise of Part 11 and
indeed, there are ongoing discussions between

the FDA and industry re p resentatives as to the
l o n g - t e rm form of the regulation,” he says.

He adds, however, that the basic principles
behind Part 11 remain sound, have been re c-
ognized for many years, and indeed are implic-
it in many previous regulations. 

“ P a rt 11 was never a stand-alone re q u i re-
ment but rather was meant to be an extension
of the existing predicate rules to include elec-
t ronic data; it was an enhancement to the vali-
dation re q u i rements for systems,” he says. “So
even if the explicit Part 11 rules are in question
at this time, the need to ensure the data
integrity of electronic data has not gone away,
whether under Part 11 guidelines or earlier
rules for data integrity under GCP, GLP, and
GMP standard s .

“Simply put, Part 11 is designed to ensure
that modern electronic re c o rds have the same
validity as paper re c o rds,” Dr. Smith says.
“Alterations to paper re c o rds are re a d i l y
o b s e rved and the physical re c o rds themselves
can be challenged if necessary by a range of
f o rensic tests. Explicit changes are signed and
dated. But today there are more electronic data
than paper data, and changes in computer data
a re not susceptible to forensic tests.”

To ensure data integrity, the Part 11 re g u-
lation asks for audit trails and electronic sig-
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n a t u res. The audit trail tracks any change to
the data and re c o rds who, what, when, and
w h y. The electronic signature ensures that the
people who are making changes are who they
say they are. Dr. Smith notes that re c o rd i n g
the reason for making a change is not actually
re q u i red by the Part 11 regulation but it is a
good laboratory practice (GLP) re q u i re m e n t ,
per 21 CFR 58.130(e) and as such is usually
included in Part 11 compliance assessments. 

“ With these controls in place, the agency
will accept electronic data as readily as paper
data, with great efficiencies realized by all,”
D r. Smith says.

IN PRAC T I C E

To provide an audit trail in electro n i c
database systems that complies with Part 11, a
best practice is to develop a general utility that
is globally available, flexible to various system
designs, and applicable to existing databases as
needed. Furt h e r, this tool should be certified by
a company’s Part 11 project-management off i c e
responsible for ensuring re g u l a t o ry compliance.

The general approach is to create an audit
table in the database, which is a shadow of the
main (source) database table. In that audit
table the original re c o rd and a re c o rd with any
changes made to the source are stored. Tr i g-
gers are used to initiate a new re c o rd. 

“ T h e re are two ways to do this,” Dr. Smith
explains. “The first is the column-based
model, which re c o rds each change to a
database field. For example, if three fields
changed in a re c o rd then there are thre e
re c o rds in the audit table. The second method
is a row-based model, whereby each re c o rd is
re c o rded when it is changed and only one
re c o rd gets added to the audit table, even if
t h ree fields get changed in the source re c o rd .
Since both models save the initial re c o rd as
well, the number of audit re c o rds created is
e ffectively doubled.”

The column-based model allows easy track-
ing of value changes, and the original re c o rd s
can be programmatically re c o n s t ructed. 

The row-based model gives a much easier
h i s t o ry of the re c o rd but it is not so easy to
track separate value changes. It is more suited
to voluminous re s e a rch data. Depending on
the initial database design and the re q u i re-
ments of the audit, either model is acceptable,
or both can be used at the same time.

R E M OTE USERS

D r. Smith says companies that work in a
straight database environment can easily track

who makes changes and when
through the database security
mechanism that defines access ro l e s
and identities of users. Although,
in this type of system local times
have to be converted to GMT to
p rovide an unambiguous standard
time stamp. The shadow audit
table re c o rds the old and the new
data, he explains. Reasons can be
requested and written to a field in
the audit table. 

“But modern computing envi-
ronments are not usually homoge-
neous, and if companies want to
take advantage of a three-tier com-
puting hierarchy — user- i n t e rf a c e ,
middle-tier of logic and access, and
the database re p o s i t o ry — then
t h e re is a need to manage the user
identity across these hetero g e n e o u s
layers,” he says. “This can be done,
but it is not easy, especially if there
is a re q u i rement, at the same time, to exploit
the database roles already built into the system,
and on which database administrators re l y. The
final result is a complex but transparent mech-
anism that populates the shadow audit table.”

W RAPPER SOLU T I O N S

“One final issue should be discussed, and
that is the problem of dealing with popular
desktop tools that manage data and how to
e n s u re the integrity of data in this enviro n-
ment,” Dr. Smith says. “In particular,
M i c rosoft Excel has wide currency but there
a re no obvious ways to secure these data fro m
c h a n g e . ”

The industry has responded to this pro b-
lem with systems that do, in fact, secure such
data by “wrapping” Excel in software that
re c o rds changes and does not allow unautho-
rized data manipulation. This software typi-
cally implements a secure central service that
tracks the files and data changes and which
users — in a regulated environment — have
logged in to access Excel. 

“ To the users, Excel behaves norm a l l y, but
any changes are re c o rded when the spre a d s h e e t
is saved, and an audit trail for that file is devel-
oped,” he says. “Such systems often are extend-
ed to incorporate data capture from scientific
i n s t ruments by taking the data stream, filter-
ing it, and securing it before it is analyzed by
Excel or another tool. When properly config-
u red, such wrapper solutions provide full Part
11 compliance from instrument to database.”

“ T h e re are several vendors of such software ;

i t ’s not so much what they do that is impor-
tant when evaluating them, but how they do
it, for example, how nonobtrusive the software
appears to the user,” Dr. Smith adds.!

Ph a rm a Vo i ce we l comes co m m e nts about this

a rt i c l e.E-mail us at fe e d b a c k @ p h a rm avo i ce. co m .

To provide an audit trail 
in elect ronic database 
s ys tems to comply with 
Pa rt 11, a best pra ct i ce is to
d evelop a general utility
t h at is globally ava i l a b l e,
f l exible to va rious sys te m
d e s i g n s, and applicable to
existing databases as 
n e e d e d. Fu rt h e r, this too l
should be ce rtified by a 
co m p a ny’s Pa rt 11 pro j e ct- 
m a n a g e m e nt office re s po n s i b l e
for ensuring re g u l ato ry 
co m p l i a n ce.


