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Although most clinical re s e a rchers are not cov-
e red entities under the ru l e,t h ey need to understand
the provisions of the ru l e, to the exte nt that they re l y
on cove red entities as sources of
m e d i cal dat a . Re s e a rch re g i s t ri e s
also are affe cte d, s i n ce they are
used to co l l e ct data on spe c i f i c
g roups of pat i e nt s, d i s e a s e s, o r
p h a rm a ce u t i cal prod u ct s. So m e
re g i s t ries fill a mandato ry public
health function (ca n cer re g i s t ri e s
or immunization re g i s t ri e s ) ,w h i l e
others are cre ated at the re q u e s t
of pri vate entities to track pat i e nt
o u tcomes or tre at m e nt effica cy.
Re g i s t ries may be used in the
co n d u ct of re t ro s pe ct i ve - o b s e rvational re s e a rch or
for the pro s pe ct i ve monito ring of prod u ct use and
p at i e nt outco m e s.

The effe ct of the pri va cy rule on clinical re s e a rc h
and registries is a topic of much concern to
researchers today. How do the rule’s specific
re s e a rc h - re l ated provisions apply to ongoing and
n ew clinical trials? How should they be applied to
use of existing re g i s t ri e s, c re ation of new re g i s t ri e s,
a c cess to and analysis of existing medical re co rd s,
and co m p i l ation of new databases? 

THE RU L E

The pri va cy rule is a fe d e ral re g u l ation that wa s
issued by the De p a rt m e nt of Health and Human Se r-
v i ces (HHS) in De ce m ber 2000 and amended on
August 14,2 0 0 2 ,establishing fe d e ral standards for safe-
g u a rding the pri va cy of PHI.The rule was issued under
a mandate established by the Health Insura n ce Po rt a-

b i l i ty and Ac co u nt a b i l i ty Act (HIPAA) of 1996 to pro-
te ct the pri va cy of PHI that identifies individuals who
a re living or deceased by re g u l ating the way in which

cove red entities handle PHI. Cov-
e red entities are defined as health
p l a n s, h e a l t h ca re cleari n g h o u s e s,
and healthca re providers who
e l e ct ro n i cally transmit any health
i n fo rm ation in co n n e ction with
t ra n s a ctions for which the HHS has
a d o p ted standard s.

Re s e a rch is defined as a sys-
te m atic inve s t i g at i o n , i n c l u d i n g
re s e a rch deve l o p m e nt, te s t i n g,
and evaluation, designed to
d evelop or co nt ri b u te to genera l-

izable kn ow l e d g e. Most clinical re s e a rch re q u i re s
that the researcher obtain access to medical
re co rd s,p at i e nt chart s, tissue and
d ata re po s i to ri e s, and other PHI.
So, while not dire ctly affe cted by
the ru l e, t h e re is a substant i a l
i n d i re ct effe ct on re s e a rchers in
te rms of gaining access to PHI
needed to co n d u ct re s e a rch and
to ensure the inte g ri ty of dat a
being co l l e cte d.

The basic premise of the pri-
va cy rule is that cove red entities may not use or dis-
close PHI,except as pe rm i t ted or re q u i red under the
p rovisions of the ru l e. St ate laws that provide more
s t ri n g e nt standards for the pro te ction of PHI and/or
m a n d ato ry re po rting of PHI co ntinue to stand. I d e n-
tifiable data re l ated to re po rtable diseases co nt i n u e s
to be re po rted to public health entities for public
health purpo s e s. The rule supplements and doe s
not over ride other fe d e ral re g u l ations re l ating to

the pro te ction of the pri va cy of human re s e a rc h
s u b j e cts (i.e. , the Fe d e ral Po l i cy for the Pro te ction of
Human Su b j e cts or “Common Ru l e”or the FDA’s Re g-
u l ations for the Pro te ction of Human Su b j e ct s ) .

The pri va cy rule also pro te cts PHI cre ated or
m a i ntained by a “business assoc i ate” on behalf of a
cove red ent i ty. A business assoc i ate is defined as a
person or ent i ty that pe rfo rm s, or assists in the pe r-
fo rm a n ce of,a function or act i v i ty involving the use or
d i s c l o s u re of PHI on behalf of a cove red ent i ty. Cov-
e red entities may not allow business assoc i ate s
a c cess to PHI unless they enter into a wri t ten co nt ra ct
with the business assoc i ate, e n s u ring that the busi-
ness assoc i ate will safe g u a rd all PHI appro p ri ate l y.

While ce rtain re s e a rchers might fall under the
definition of a business assoc i ate, the pri va cy ru l e
d oes not re q u i re re s e a rchers or re s e a rch sponsors to
be come business assoc i ates of cove red entities fo r

re s e a rch purpo s e s.
Individually identifiable health

i n fo rm ation gat h e red or main-
tained by anyone other than a
cove red ent i ty is not PHI, and the
p ri va cy rule does not apply to that
i n fo rm at i o n . So, i n fo rm ation co l-
l e cted by an indepe n d e nt
re s e a rc h e r, for instance, is not PHI
and the pri va cy rule does not

apply to its use or disclosure. But other fe d e ral and
s t ate laws pro te cting the co n f i d e nt i a l i ty of such info r-
m ation may still apply.

COMPLIANCE WITH THE PRIVACY RU L E

Th e re are four basic methods for disclosing
health info rm ation to re s e a rchers under the pri va cy
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Rachel Abramovitz, Esq., LL.B., LL.M.,
general counsel for Bradstreet, a clinical
and regulatory consulting firm in North
Brunswick, N.J., says the application of
the privacy rule requires careful planning,
thought, and analysis, but it shouldn’t put
a stop to clinical research.

Rachel Abramovitz

Th e re are fo u r
basic methods fo r
disclosing health 

i n fo rm ation to
re s e a rchers under
the pri va cy rule ...

. . . d e - i d e nt i f i cat i o n ,
a u t h o ri z at i o n s,

wa i ve r s, and 
l i m i ted data sets.

While its implication may pose some new challenges to re s e a rc h e r s,the benefits of the
p ri va cy rule to pro te ct pat i e nt pri va cy far outweigh any negat i ve aspe ct s.
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ru l e.The first method is de-ident i f i cat i o n . By re m ova l
of the 18 identifiers defined by the ru l e, health info r-
m ation is co n s i d e red to be de-identified and is no
longer defined as PHI.This method is not always fe a-
s i b l e, not only be cause of the
time and ex pense entailed in the
d e - i d e nt i f i cation proce s s,but also
be cause most clinical re s e a rc h
cannot be co n d u cted effe ct i ve l y
with data that has been de-iden-
tified in this manner. The thre e
remaining methods are autho-
rizations, waivers, and limited
d ata sets.

The use and disclosure of PHI
with an individual’s wri t ten pe rm i s-
sion in the fo rm of an authori z at i o n
is the second method of co m p l i-
a n ce.The pri va cy rule provides spe-
cific elements that all authori z a-
tions must co nt a i n , including the provision that
a u t h o ri z ations only pe rtain to a specific re s e a rch study.

An authori z ation obtained for a prior re s e a rc h
s t u dy may not be applied to additional or subse-
q u e nt studies or to the cre ation or mainte n a n ce of a
re s e a rch re po s i to ry or dat a b a s e, i . e. a re g i s t ry. Wh i l e
the re q u i red language for an authori z ation may be
included in the traditional info rmed co n s e nt, the pri-
va cy rule does not re q u i re as much. On the co nt ra ry,
inclusion of the authori z ation language in the
i n fo rmed co n s e nt re q u i res the rev i ew and approva l
of the authori z ation language by each re s e a rch site’s
institutional rev i ew bo a rd (IRB), while maintaining a
s e p a rate authori z ation fo rm does not re q u i re any
fo rm of rev i ew or approval by an IRB to comply with
the ru l e’s re q u i re m e nt s.

The third method is to obtain a wa i ver or alte r-
ation of an authori z ation re q u i re m e nt from an IRB or
p ri va cy bo a rd.When it is not feasible to obtain sepa-
rate pat i e nt authori z at i o n s, for instance in the case of
a re t ro s pe ct i ve re g i s t ry study, an IRB or a pri va cy
bo a rd may approve a wa i ver or an alte ration of the
a u t h o ri z ation re q u i re m e nt.

Wa i vers may only be gra nted if the IRB or pri va cy
bo a rd concludes that the use or disclosure of the PHI
i nvo l ves no more than minimal risk to the pri va cy of
the individuals invo l ve d, t h at the re s e a rch could not
p ra ct i cably be co n d u cted without the wa i ve r, a n d
t h at the re s e a rch could not pra ct i cably be co n d u ct-
ed without access to or use of the PHI.

In the case of multisite re s e a rc h , a wa i ver need
not be obtained from each IRB separate l y, a l t h o u g h
cove red entities may choose to re q u i re duplicate IRB
or pri va cy bo a rd rev i ews be fo re disclosing PHI to
re s e a rc h e r s.

Fi n a l l y, the fo u rth method allows for the use of a
“l i m i te d - d ata set,” along with a “d ata-use agre e-
m e nt.” A limite d - d ata set co m p rises PHI that
excludes 16 of the 18 dire ct identifiers defined by

the ru l e. Re s e a rchers may not
obtain access to such info rm a-
t i o n , unless a data-use agre e-
m e nt is in place. A dat a - u s e
a g re e m e nt is an agre e m e nt
e nte red into by the cove red ent i-
ty and the re s e a rcher and it
establishes the ways in which
the info rm ation in a limite d - d at a
set may be used and how it will
be pro te cte d. Under a dat a - u s e
a g re e m e nt re s e a rchers under-
t a ke to handle the data in a man-
ner similar to that which applies
to the cove red entities under the
p ri va cy rule and to use the dat a

for specific purposes only.

THE RULE’S T RANSITION PROV I S I O N S

Ma ny re s e a rchers are curre ntly asking them-
s e l ves how the rule applies to them and what they
need to do to ensure that their ongoing clinical tri a l s,
n ew tri a l s, or pat i e nt re g i s t ries are
HIPAA compliant. Researchers
conducting retrospective
re s e a rch may need to analyze
existing medical and pharm a cy
claims dat a b a s e s, rev i ew ex i s t i n g
medical records and patient
c h a rt s, and analyze existing clini-
ca l - t rial dat a . Re s e a rchers co n-
ducting prospective registry
studies may need to co l l e ct out-
comes data on an ongoing
o b s e rvational basis.Ap p l i cation of the pri va cy rule to
studies of this nat u re is not always simple.

Ac co rding to the transition provisions of the pri-
va cy ru l e, cove red entities may use or disclose PHI
for re s e a rch purposes if the PHI was cre ated or
re ce i ved be fo re or after the co m p l i a n ce date, a s
long as an authori z ation or ex p ress legal co n s e nt,
i n fo rmed co n s e nt, or IRB-approved wa i ver of
i n fo rmed co n s e nt was obtained be fo re the co m p l i-
a n ce date. In other wo rd s, cove red entities may co n-
tinue to disclose PHI cre ated after the co m p l i a n ce
d ate, as long as an authori z at i o n ,i n fo rmed co n s e nt,
or wa i ver of info rmed co n s e nt was obtained be fo re
Ap ril 14, 2 0 0 3 . This provision would apply to any
f u t u re re s e a rch using data obtained on the basis of
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a pre - Ap ril 14, 2 0 0 3 , a u t h o ri z at i o n / co n s e nt / wa i ve r
and would allow for the use of PHI from ex i s t i n g
m e d i cal re g i s t ries for future re s e a rc h .

But PHI and pat i e nt authori z ation both obtained
a fter the co m p l i a n ce date may not be used for any
re s e a rch other than the specific study cited in the
a u t h o ri z at i o n . So, n ew pat i e nt re g i s t ries cre ated afte r
the co m p l i a n ce date with pat i e nt authori z at i o n s
a fter Ap ril 14, 2 0 0 3 ,m ay no longer be used for addi-
tional re s e a rch studies unless one of the four meth-
ods of co m p l i a n ce is implemented (de-ident i f i ca-
t i o n ,n ew pat i e nt authori z at i o n , IRB or pri va cy bo a rd
wa i ve r, or limited data set with a data-use agre e-
m e nt ) .

THE BOTTOM LINE

Pro per application of the pri va cy rule re q u i re s
ca reful planning, t h o u g ht, and analys i s, but it by no
means puts a stop to clinical re s e a rc h .Some cove re d
e ntities may need to change their curre nt pra ct i ce s
re l ated to doc u m e nting re s e a rch uses and disclo-
s u re s, while others may choose to limit re s e a rc h e r s’
a c cess to PHI altog e t h e r.

Re s e a rchers can assist cove red entities in under-
standing the provisions of the pri va cy ru l e, t h u s
minimizing the re a d j u s t m e nt pe ri od and allow i n g

e s s e ntial re s e a rch to co nt i n u e.
Re s e a rch and re g i s t ries re m a i n
e s s e ntial elements in the pro-
cess of testing and approv i n g
n ew drugs and tre at m e nts as
well as eva l u ating po s t - a p p rova l
p rod u cts and generating mean-
i n gful po s t - a p p roval dat a . Th e
p ri va cy rule at tempts to stri ke a
d e l i cate balance be tween the
ri g ht of the individual to pre-
s e rve the pri va cy of his or her

health info rm ation and the needs of the scient i f i c
co m m u n i ty to co n d u ct re s e a rch for the benefit of
the general po p u l at i o n .

While its implication may pose some new chal-
lenges to re s e a rc h e r s, the benefits of the pri va cy ru l e
t h at pro te ct pat i e nt pri va cy far outweigh any nega-
t i ve aspe ct s.

Rachel Ab ra m ov i t z ,Es q. ,L L . B. ,L L . M . ,g e n e ral counsel fo r
Bra d s t re e t, a clinical and re g u l a to ry consulting firm in
No rth Bru n s w i c k ,N . J .✦
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