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Although most clinical researchers are not cov-
ered entities under the rule, they need to understand
the provisions of the rule, to the extent that they rely
on covered entities as sources of
medical data. Research registries
also are affected, since they are
used to collect data on specific
groups of patients, diseases, or
pharmaceutical products. Some
registries fill a mandatory public
health function (cancer registries
or immunization registries),while
others are created at the request
of private entities to track patient
outcomes or treatment efficacy.
Registries may be used in the
conduct of retrospective-observational research or
for the prospective monitoring of product use and
patient outcomes.

The effect of the privacy rule on clinical research
and registries is a topic of much concern to
researchers today. How do the rule’s specific
research-related provisions apply to ongoing and
new clinical trials? How should they be applied to
use of existing registries, creation of new registries,
access to and analysis of existing medical records,
and compilation of new databases?

THE RULE

The privacy rule is a federal regulation that was
issued by the Department of Health and Human Ser-
vices (HHS) in December 2000 and amended on
August 14,2002, establishing federal standards for safe-
guarding the privacy of PHI.The rule was issued under
a mandate established by the Health Insurance Porta-
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Legal Counsel: COMPLYING WITH HIPAA

The Effects of the

bility and Accountability Act (HIPAA) of 1996 to pro-
tect the privacy of PHI that identifies individuals who
are living or deceased by regulating the way in which
covered entities handle PHI. Cov-
ered entities are defined as health
plans, healthcare clearinghouses,
and healthcare providers who
electronically transmit any health
information in connection with
transactions for which the HHS has
adopted standards.

Research is defined as a sys-
tematic investigation, including
research development, testing,
and evaluation, designed to
develop or contribute to general-
izable knowledge. Most clinical research requires
that the researcher obtain access to medical
records, patient charts, tissue and
data repositories, and other PHI.
So, while not directly affected by
the rule, there is a substantial
indirect effect on researchers in
terms of gaining access to PHI
needed to conduct research and
to ensure the integrity of data
being collected.

The basic premise of the pri-
vacy rule is that covered entities may not use or dis-
close PHI,except as permitted or required under the
provisions of the rule. State laws that provide more
stringent standards for the protection of PHI and/or
mandatory reporting of PHI continue to stand. lden-
tifiable data related to reportable diseases continues
to be reported to public health entities for public
health purposes. The rule supplements and does
not over ride other federal regulations relating to

...de-identification,
authorizations,

waivers, and
limited data sets.

HIPAA Privacy Policy Rule
on Clinical Research and Registries

ON APRIL 14,2003, THE PRIVACY RULE TOOK EFFECT AND MOST COVERED ENTITIES MUST NOW
COMPLY WITH ITS PROVISIONS. THE RULE ESTABLISHES MINIMUM FEDERAL STANDARDS FOR
SAFEGUARDING THE PRIVACY OF INDIVIDUALLY IDENTIFIABLE HEALTH INFORMATION.
COVERED ENTITIES MAY NO LONGER USE OR DISCLOSE PROTECTED HEALTH INFORMATION
(PHI),EXCEPT AS PROVIDED FOR BY THE RULE.

the protection of the privacy of human research
subjects (i.e, the Federal Policy for the Protection of
Human Subjects or“Common Rule”or the FDAs Reg-
ulations for the Protection of Human Subjects).

The privacy rule also protects PHI created or
maintained by a “business associate” on behalf of a
covered entity. A business associate is defined as a
person or entity that performs, or assists in the per-
formance of,a function or activity involving the use or
disclosure of PHI on behalf of a covered entity. Cov-
ered entities may not allow business associates
access to PHI unless they enter into a written contract
with the business associate, ensuring that the busi-
ness associate will safeguard all PHI appropriately.

While certain researchers might fall under the
definition of a business associate, the privacy rule
does not require researchers or research sponsors to
become business associates of covered entities for
research purposes.

Individually identifiable health
information gathered or main-
tained by anyone other than a
covered entity is not PHI, and the
privacy rule does not apply to that
information. So, information col-
lected by an independent
researcher, for instance, is not PHI
and the privacy rule does not
apply to its use or disclosure. But other federal and
state laws protecting the confidentiality of such infor-
mation may still apply.

COMPLIANCE WITH THE PRIVACY RULE

There are four basic methods for disclosing
health information to researchers under the privacy



rule. The first method is de-identification. By removal
of the 18 identifiers defined by the rule, health infor-
mation is considered to be de-identified and is no
longer defined as PHI.This method is not always fea-
sible, not only because of the
time and expense entailed in the
de-identification process, but also
because most clinical research
cannot be conducted effectively
with data that has been de-iden-
tified in this manner. The three
remaining methods are autho-
rizations, waivers, and limited
data sets.

The use and disclosure of PHI
with an individual's written permis-
sionin the form of an authorization
is the second method of compli-
ance.The privacy rule provides spe-
cific elements that all authoriza-
tions must contain, including the provision that
authorizations only pertain to a specific research study.

An authorization obtained for a prior research
study may not be applied to additional or subse-
guent studies or to the creation or maintenance of a
research repository or database, i.e. a registry. While
the required language for an authorization may be
included in the traditional informed consent, the pri-
vacy rule does not require as much. On the contrary,
inclusion of the authorization language in the
informed consent requires the review and approval
of the authorization language by each research site’s
institutional review board (IRB), while maintaining a
separate authorization form does not require any
form of review or approval by an IRB to comply with
the rule’s requirements.

The third method is to obtain a waiver or alter-
ation of an authorization requirement from an IRB or
privacy board.When it is not feasible to obtain sepa-
rate patient authorizations, for instance in the case of
a retrospective registry study, an IRB or a privacy
board may approve a waiver or an alteration of the
authorization requirement.

Waivers may only be granted if the IRB or privacy
board concludes that the use or disclosure of the PHI
involves no more than minimal risk to the privacy of
the individuals involved, that the research could not
practicably be conducted without the waiver, and
that the research could not practicably be conduct-
ed without access to or use of the PHI.

In the case of multisite research, a waiver need
not be obtained from each IRB separately, although
covered entities may choose to require duplicate IRB
or privacy board reviews before disclosing PHI to
researchers.
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Finally, the fourth method allows for the use of a
“limited-data set” along with a “data-use agree-
ment.” A limited-data set comprises PHI that
excludes 16 of the 18 direct identifiers defined by
the rule. Researchers may not
obtain access to such informa-
tion, unless a data-use agree-
ment is in place. A data-use
agreement is an agreement
entered into by the covered enti-
ty and the researcher and it
establishes the ways in which
the information in a limited-data
set may be used and how it will
be protected. Under a data-use
agreement researchers under-
take to handle the data in a man-
ner similar to that which applies
to the covered entities under the
privacy rule and to use the data
for specific purposes only.

THE RULE’S TRANSITION PROVISIONS

Many researchers are currently asking them-
selves how the rule applies to them and what they
need to do to ensure that their ongoing clinical trials,
new trials, or patient registries are
HIPAA compliant. Researchers
conducting retrospective
research may need to analyze
existing medical and pharmacy
claims databases, review existing
medical records and patient
charts, and analyze existing clini-
cal-trial data. Researchers con-
ducting prospective registry
studies may need to collect out-
comes data on an ongoing
observational basis. Application of the privacy rule to
studies of this nature is not always simple.

According to the transition provisions of the pri-
vacy rule, covered entities may use or disclose PHI
for research purposes if the PHI was created or
received before or after the compliance date, as
long as an authorization or express legal consent,
informed consent, or IRB-approved waiver of
informed consent was obtained before the compli-
ance date.In other words, covered entities may con-
tinue to disclose PHI created after the compliance
date, as long as an authorization,informed consent,
or waiver of informed consent was obtained before
April 14, 2003. This provision would apply to any
future research using data obtained on the basis of

...while others
may choose to

limit researchers’
access to PHI
altogether.

a pre-April 14, 2003, authorization/consent/waiver
and would allow for the use of PHI from existing
medical registries for future research.

But PHI and patient authorization both obtained
after the compliance date may not be used for any
research other than the specific study cited in the
authorization. So, new patient registries created after
the compliance date with patient authorizations
after April 14,2003, may no longer be used for addi-
tional research studies unless one of the four meth-
ods of compliance is implemented (de-identifica-
tion,new patient authorization, IRB or privacy board
waiver, or limited data set with a data-use agree-
ment).

THE BOTTOM LINE

Proper application of the privacy rule requires
careful planning, thought, and analysis, but it by no
means puts a stop to clinical research.Some covered
entities may need to change their current practices
related to documenting research uses and disclo-
sures, while others may choose to limit researchers’
access to PHI altogether.

Researchers can assist covered entities in under-
standing the provisions of the privacy rule, thus
minimizing the readjustment period and allowing
essential research to continue.
Research and registries remain
essential elements in the pro-
cess of testing and approving
new drugs and treatments as
well as evaluating post-approval
products and generating mean-
ingful post-approval data. The
privacy rule attempts to strike a
delicate balance between the
right of the individual to pre-
serve the privacy of his or her
health information and the needs of the scientific
community to conduct research for the benefit of
the general population.

While its implication may pose some new chal-
lenges to researchers, the benefits of the privacy rule
that protect patient privacy far outweigh any nega-
tive aspects.
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