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Hacker Resources

At HackerOne, we’re committed to supporting security researchers with continuous learning and development.

We've compiled a list of resources that can help you enhance your web hacking skills and gain valuable insights

into the world of cybersecurity.

Web Hacking

e  Hackerl01 (https://www.hackerlOl.com): Our platform offering a variety of

web hacking lessons for beginners and experienced hackers alike.

e  Portswigger Web Academy (https://portswigger.net/web-security): A

comprehensive resource to learn about web application security and

exploitation techniques.

e  Pentesterlab (https://pentesterlab.com): Hands-on exercises and labs to hone

your penetration testing skills.

e  TryHackMe (https://tryhackme.com): A beginner-friendly platform with

guided hacking labs to improve your knowledge.

e Hack The Box (https://www.hackthebox.eu): Test your skills in a realistic lab

environment and access a structured learning path.

Pentesting Certifications

e  Offensive Security - OSCP (https://www.offensive-security.com): One of the

most respected certifications for penetration testing.

e  eLearnSecurity - eCCPT (https://elearnsecurity.com): A practical certification

focusing on web application penetration testing.

e eLearnSecurity - eWPT (https://elearnsecurity.com): A certification specialized

in web application penetration testing.

e  TCM Security - PNPT (https://www.tcm-sec.com): A hands-on certification

designed to improve your network penetration testing skills.

e  EC-Council - CEH (Practical) (https://www.eccouncil.org): The Certified

Ethical Hacker certification with a practical component.

Junior Pentesting Certifications

e  eLearnSecurity - JPT (https://elearnsecurity.com): An entry-level certification

to prepare you for more advanced courses.

e  HackTheBox - CPTS (https://www.hackthebox.eu): A certification based on

challenges and labs from the Hack The Box platform.

Other Resources

YouTube / Twitch Channels

@BugBountyReportsExplained

@infinitelogins
@insiderphd
@ippsec
@liveoverflow
@nahamsec
@STOKIfredrik
@thecybermentor

Podcasts

Critical Thinking - Bug Bounty Podcast

DarkNet Diaries
Dayzerosec Podcast

Blog Posts

e  Ten Rules to be Successful in Your Bug Bounty Career -

Ariel Garcia

e 100 Hacking Tools and Resources - HackerOne

. Hacker Education Resources - HackerOne

e  Free Bug Bounty Resources Thread — @ITSecurityguard

e  AView From the Other Side: A Security Analyst’s

Perspective on Bug Bounty

Newsletters

. Hive Five - Securibee

e  The Unsupervised Learning - Daniel Miessler

Learn more at hackerone.com or contact us at

support@hackerone.com.

#togetherwehitharder

l1iackerone

Updated October 2023



