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ABSTRACT

BACKGROUND

The objective of this study was to analyse contemporary approaches, identify key challenges, and provide recommendations for optimising data exchange with regard to speed, reliability, energy efficiency, and security.

MATERIALS AND METHODS

This work presents a structured narrative review analysing modern methods and technologies for data transmission between a drone swarm and a ground base, enabling an assessment of the effectiveness of various approaches in ensuring stable, rapid, and secure communication under conditions of high mobility and dynamic network topology.

RESULTS

The research indicated that 5G provides superior bandwidth (up to 10 Gbit/s) and negligible latency (under 1 ms), although its implementation is constrained by range (up to 1 km) and the requirement for advanced infrastructure. MANETs and DTNs offer adaptability in dynamic settings but encounter latency (up to several minutes) and connection stability challenges. Wi-Fi mesh networks provide effective coverage and stability. Nonetheless, they necessitate energy consumption optimisation for autonomous operation. Principal problems encompass interference, restricted drone power, and the necessity for improved security in conveyed data.

CONCLUSION

Combined approaches are proposed, incorporating dynamic routing, adaptive frequency management, and blockchain integration to improve authentication and data protection. Additionally, the use of machine learning algorithms for real-time threat detection and more efficient network resource allocation is explored. The findings can be further applied to enhance wireless communication systems in unmanned networks.
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Highlights


	Aerial vehicles have unlocked new horizons in defense, industrial, and other applications.

	Interaction between drones and base stations necessitates stable and secure data transmission.

	Innovative approaches based on blockchain and machine learning algorithms are being actively researched.





Introduction

The modern development of unmanned aerial vehicles (UAVs) and their deployment in drone swarms has unlocked new horizons in defence, industrial, agricultural, and environmental applications. Effective interaction between drones and a ground base necessitates stable, reliable, and secure data transmission, which is a critical factor for the successful operation of autonomous systems. In particular, the exchange of telemetric data, flight trajectory adjustments, and adaptation to environmental changes heavily depend on the quality and uninterrupted operation of communication channels. The relevance of research in this field is driven by the rapid advancement of artificial intelligence, machine learning, and network communication technologies, which enable the creation of more dynamic and adaptive data exchange systems. However, conventional wireless communication methods, such as Wi-Fi, LTE, or even modern 5G networks, often face limitations in range, resistance to interference, and energy consumption – factors particularly critical in mobile and autonomous systems.
 
The primary challenges in establishing communication between a drone swarm and a ground base include latency and packet loss in dynamic networks, limited bandwidth of communication channels, and security concerns regarding data integrity. In scenarios where large volumes of data – such as video streams, telemetry, and mapping data – impose high network loads, ensuring fast and reliable transmission becomes especially crucial. Furthermore, safeguarding data against cyberattacks and unauthorised access is a priority for contemporary researchers, as the security of communication channels determines the operational efficacy of drone swarms in real-world conditions.
 
Modern data transmission methods in such networks rely on mobile ad hoc networks (MANETs) and delay-tolerant networks (DTNs), as well as 5G, Wi-Fi Mesh, satellite communications, and radiofrequency technologies. Additionally, innovative approaches based on blockchain, which enhance security, and machine learning algorithms for adaptive traffic routing are being actively researched. Thus, the problem of data transmission between a drone swarm and a ground base is highly complex yet presents a promising research domain, offering new opportunities for deploying autonomous systems across various sectors and advancing modern communication technologies.

An analysis of numerous scholarly works delineates the current landscape of solutions for data transmission between drone swarms and ground bases, highlighting the multifaceted nature of approaches and the topic’s potential for further development. Patel et al.1 focused on 5G technology, demonstrating its capacity to enhance communication quality by minimising signal transmission time and reducing failures–critical in highly mobile drone swarms. Research by Gokalgandhi2 et al. underscores the efficacy of Wi-Fi mesh networks, where automatic node configuration enhances reliability and mitigates single points of failure. Meanwhile, Albalawi and Song3 emphasised the necessity of cryptographic protocols for securing transmitted data, noting the growing importance of cybersecurity in modern drone swarm management systems.
 
Jahir et al.4 proposed a dynamic routing model capable of adapting to rapidly changing network topologies, ensuring optimal data transmission paths even under unpredictable environmental conditions. Findings by Zhou et al.5 validated the effectiveness of satellite communications in extending coverage, enabling drone swarm deployment in remote or inaccessible regions. Kuznetsov et al.6 demonstrated that integrating blockchain into swarm management systems enhances data security and transparency – crucial for military and critical infrastructure applications. Pirzadi et al.7 explored the potential of DTNs in intermittent connectivity scenarios, proving their utility in emergencies or areas with weak traditional network coverage.
 
This integrated approach not only expands the functional capabilities of drone swarm management systems but also opens new prospects for their application across industries, enhancing resilience, adaptability, and security in modern UAV technologies.
 
Despite successful research in drone swarm-to-ground base data transmission, certain aspects require further investigation: notably, the optimisation of energy consumption during data transmission, adaptive routing in dynamic topologies, and the impact of external factors (e.g., atmospheric conditions) on communication quality remain understudied. Additionally, integrated approaches combining modern cryptographic protocols with machine learning algorithms for high-level cybersecurity are yet to be fully developed. This research advances existing literature by synthesising current methodologies and developing a comprehensive model that integrates dynamic routing with adaptive frequency management, thereby offering a holistic perspective on optimising UAV swarm communication systems. The incorporation of advanced technologies, particularly blockchain for secure communication and machine learning for real-time adaptation, distinguishes this study from previous research that primarily concentrated on isolated solutions without a framework for integrating these innovations.

The objective of this study was to analyse and optimise a complex data transmission system between a drone swarm and a ground base, ensuring a high level of reliability, efficiency, and communication security under variable operational conditions. The research work entailed identifying the deficiencies in existing methods, assessing critical algorithms and protocols, and examining their effects on system stability and energy efficiency. The study proposes a comprehensive model that enhances data integrity, network resilience, and real-time adaptability in UAV communication systems by integrating innovative approaches, including dynamic routing, adaptive frequency management, and blockchain for secure communication.
 


Literature Review

Numerous crucial studies have investigated the communication and networking technologies for UAVs, particularly concerning drone swarms. These investigations have yielded significant insights into multiple facets of UAV communication, encompassing network protocols, security issues, energy efficiency, and prospective developments. Nakas et al.8 addressed energy consumption in data transmission, proposing resource allocation methods that significantly extend drone flight times. Lastly, Asaamoning et al.9 analysed the impact of external factors, such as atmospheric conditions, on communication quality, concluding that adaptive systems can effectively mitigate such adverse effects. These studies underscore the need for a multidisciplinary approach. It is essential to combine innovative technologies, machine learning, blockchain, and advanced networking solutions to ensure efficient and secure data transmission.

Saleem et al.10 examined the incorporation of Cognitive Radio (CR) technology with UAVs, emphasising the problems, prospects, and future research dilemmas related to this integration. CR technology facilitates dynamic spectrum access and intelligent communication by adapting to the wireless environment, offering substantial potential for UAVs, especially regarding spectrum efficiency and interference reduction. Saleem et al. emphasised the restricted spectrum availability for UAV communication as a significant concern, observing that UAVs frequently depend on licensed spectrum bands, resulting in congestion and interference in heavily populated regions. Through the integration of CR, UAVs may utilise underused spectrum and dynamically modify communication parameters according to real-time environmental conditions, hence improving communication dependability. The authors recognised other research issues, such as the intricacies of spectrum management and the necessity for adaptive algorithms to improve frequency spectrum utilisation while ensuring low latency and high data throughput.

Liu et al.11 investigated the capacity of UAV swarms to sustain efficient coordination and formation control in dynamic and fluctuating communication environments. The authors presented a distributed control system wherein each UAV makes decisions based on local information from its neighbours, enabling the UAVs to adapt to alterations in network topology without necessitating a central controller. A primary problem identified in the study was sustaining communication stability when UAVs operate in areas with poor connectivity or intermittent links, which might hinder the coordination of the UAV swarm. The study’s findings are essential for UAV swarm communication, illustrating how directed switching communication may maintain connectivity among UAVs despite the temporary unavailability of specific links.
 
Campion et al.12 examined UAV swarm communication and control architectures, analysing various communication protocols employed for synchronising many UAVs within a swarm. They emphasised the difficulties associated with coordination and collaboration among UAVs, particularly when network circumstances change swiftly. The research indicated that MANETs and 5G technologies are especially conducive to UAV swarm communication due to their capacity for high mobility and low latency. Nevertheless, Campion et al. highlighted that these systems encounter difficulties in scaling to extensive UAV networks.
 
Giagkos et al.13 introduced an evolutionary coordination system for fixed-wing UAVs, designed to enhance the communication and coordination capacities of UAV swarms. Their system, designed with evolutionary algorithms, optimises the communication strategy of UAVs, ensuring the maintenance of an efficient communication network while adapting to environmental changes. The research revealed that the evolutionary coordination system could adapt communication techniques dynamically to align with prevailing network conditions, which is essential in contexts where UAVs encounter frequent alterations in network topology due to mobility. The authors highlighted the capacity of evolutionary algorithms to optimise communication protocols and synchronisation in UAV swarms, therefore markedly improving network efficiency and robustness.

Ma et al.14 introduced a cooperative communication framework for formations of UAVs and unmanned surface vehicles (USVs), emphasising the communication between UAVs and USVs inside a multi-hop network. This system facilitates the enhancement of communication range by employing cooperative relay nodes to augment coverage and signal integrity. The research indicated that collaborative communication improves network performance, especially in rural settings where conventional communication infrastructure is limited or nonexistent.
 
Sánchez-García et al.15 performed a survey on multi-hop networks for unmanned aerial and aquatic vehicles, emphasising wireless communications, assessment tools, and applications. They recognised critical concerns like network stability and energy efficiency in multi-hop networks, namely for UAVs and USVs. The study emphasised that multi-hop communication can address coverage deficiencies in remote regions, although it also presented issues about energy usage and network congestion.
 


Materials and Methods

The present study is a structured narrative review focused on assessing modern data transmission methods between drone swarms and base stations. The study synthesises and critically reviews findings from current literature and technical sources instead of offering new experimental data. The main evidence base contains scientific articles, technical reports, industry studies, and standards published in academic journals and on the official websites of leading organisations such as NIST and IETF.

A systematic search method was employed to guarantee methodological transparency and reproducibility. A systematic search was performed utilising Scopus, IEEE Xplore, and Google Scholar spanning the years 2015 to 2024. The employed search strings were: (“drone swarm” AND “UAV communication” AND “data transmission”) and (“5G” OR “LTE” AND “Wi-Fi Mesh” OR “MANET” AND “cybersecurity”). The search was concluded on November 10, 2024. The preliminary search identified 327 records. Following the removal of duplicates, ineligible records, and irrelevant research, 113 records were discarded prior to screening. Out of 214 records reviewed, 129 were eliminated for failing to meet the inclusion criteria. After the eligibility review, 53 reports were rejected due to factors including the absence of empirical data, a concentration on individual drone communication, and inadequate technical or simulation details. Consequently, 32 studies fulfilled the inclusion criteria and were included in the study. Studies were deemed eligible if they presented empirical data, simulation models, or technical standards relevant to communication between drone swarms and ground bases, and documented quantifiable parameters like bandwidth, latency, range, interference resilience, or energy efficiency. Research limited to individual-drone communication or deficient in technical specifics was omitted. This procedure of identification, screening, and inclusion was presented in PRISMA Figure 1.
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Fig 1 | Flowchart of study selection and analysis stages



Data extraction for each included study focused on communication parameters and security components. The extracted information encompassed performance measures like throughput, range, latency, and energy consumption, along with integration with cryptographic and security protocols. The reliability of the synthesis was ensured by evaluating the quality of each study using modified technical assessment criteria derived from NIST and IETF guidelines. The assessment emphasised methodological transparency, replicability, and the disclosure of performance metrics.

The evaluation was performed in three organised phases. Initially, essential factors defining the efficacy of data transmission technologies were determined, including bandwidth, range, latency, interference resistance, energy consumption, and compatibility with security protocols. A formal risk-of-bias and quality-grading criteria were used to ensure transparency and repeatable performance in the evaluation of the included studies. The Cochrane Risk of Bias tool was employed for randomised controlled trials, whilst non-randomised studies were assessed using the Risk of Bias in Non-Randomised Studies (RoBANS). The AMSTAR 2 tool was utilised to evaluate the methodological quality of systematic reviews. Two reviewers independently evaluated the studies, and any discrepancies were reconciled through conversation to ensure consistency. The inter-rater agreement for the risk-of-bias score was 90%, signifying high reliability in the rating of study quality. A comparative analysis of technologies including Wi-Fi, LTE, 5G, MANET, DTN, Wi-Fi Mesh, and satellite communication was conducted to elucidate their advantages and limits.16–18
 
The fundamentals of wireless communication and the characteristics of mobile networks were examined in the second stage. This involved the examination of modulation, multiplexing, and frequency band selection, along with the impacts of interference and multipath propagation. Simulations of real-world conditions, considering obstructions, atmospheric effects, and terrain characteristics, were performed to evaluate communication stability in highly dynamic situations.

The third level concentrated on cybersecurity within data transmission systems. Contemporary cryptographic technologies, including AES, RSA, ECC, TLS, and IPsec, were examined in conjunction with blockchain-based methodologies. Their performance, security standards, computational demands, and application areas were evaluated. Particular emphasis was placed on adaptive encryption, automated cyberthreat responses, and machine learning methodologies for anomaly identification and network behaviour analysis.

Both quantitative and qualitative synthesis methods were utilised. The quantitative assessment relied on documented technical data, whereas the qualitative synthesis examined implementation experiences across various operational settings. This integrated approach facilitated the identification of optimal use cases for each communication channel and highlighted major challenges, such as energy efficiency and routing complexity, that necessitate further refinement in future study.



Results

A screening method was used to evaluate the quality and relevance of the studies included in this review. Table 1 delineates the selected studies and provides the rationale for inclusions. The table includes solely the papers examined in the review. Additional works referenced in the article were deemed unsuitable for inclusion in the analysis, as they did not satisfy the inclusion criteria.




	Table 1 | PRISMA table




	No.
	Author/s
	Year
	Methods
	Focus
	Key Metrics
	Findings
	Risk of Bias





	1
	Patel et al.
	2022
	Systematic literature synthesis
	5G technology for communication enhancement
	5G bandwidth, latency, connectivity
	5G improves connectivity but limited by range and infrastructure
	Low risk (AMSTAR 2): criteria met for transparency and reproducibility.



	2
	Gokalgandhi et al.
	2021
	Empirical study, experimental, simulation
	Low-latency Wi-Fi Mesh networks
	Latency, reliability, network stability
	Wi-Fi Mesh reduces latency and improves stability
	Medium risk (Cochrane Risk of Bias Tool): medium risk due to model assumptions and limited real-world testing.



	3
	Albalawi and Song
	2019 
	Empirical study, conceptual model, survey
	Data security and privacy in drone swarms
	Data security, privacy protocols
	Security protocols are crucial for UAV swarm integrity
	High risk (RoB 2 tool): theoretical study with no empirical data, high risk due to lack of validation.



	4
	Zhou et al.
	2020
	Literature review
	UAV swarm intelligence and trends
	Network efficiency, AI integration
	AI can optimize swarm intelligence, future research needed
	Low risk (AMSTAR 2): comprehensive review with transparent methodology and no conflicts.



	5
	Kuznetsov et al.
	2024
	Conceptual paper, literature synthesis
	Integration of AI and blockchain for UAV security
	Blockchain, AI, security
	AI and blockchain enhance UAV security but with high energy cost
	Medium risk (RoBANS): limited empirical support and heavy reliance on conceptual models.



	6
	Pirzadi et al.
	2022
	Empirical study, simulation, comparison
	Routing in hybrid DTN-MANET networks
	Routing efficiency, latency, energy consumption
	Hybrid approach improves routing under critical conditions
	Medium risk (Cochrane Risk of Bias Tool): simulation-based results with assumptions about real-world applicability.



	7
	Asaamoning et al.
	2021
	Empirical study, simulation, system design
	Drone swarms as networked control systems
	Networking, control systems
	Networking and computing integration enhances control
	Medium risk (RoBANS): simulation model, high risk of bias due to idealized conditions.



	8
	Saleem et al.
	2015
	Literature review
	Cognitive Radio technology for UAVs
	Cognitive radio, spectrum efficiency
	Cognitive radio optimizes spectrum, essential for UAV comms
	Low risk (AMSTAR): clear, transparent methodology with no significant conflicts.



	9
	Liu et al.
	2015
	Empirical study, experimental, simulation
	Distributed formation control in UAVs
	Formation control, communication topologies
	Directed switching enhances formation control
	Medium risk (Cochrane Risk of Bias Tool): simulation-based, assumes ideal network conditions.



	10
	Campion et al.
	2019
	Literature review
	UAV swarm communication and control
	Communication protocols, swarm coordination
	MANET and 5G are optimal for swarm comms but scaling issues exist
	Low risk (AMSTAR 2): comprehensive review methodology and no conflicts identified.



	11
	Ma et al.
	2018
	Empirical study, experimental, system design
	UAV-UAV and UAV-USV communication
	Communication range, efficiency
	Cooperative frameworks improve range and communication in UAV-USV formations
	Medium risk (Cochrane Risk of Bias tool): due to idealized assumptions in simulations and lack of real-world testing.



	12
	Sánchez-García et al.
	2018
	Literature review
	Multi-hop networks for UAV and aquatic vehicles
	Multi-hop communication, network efficiency
	Multi-hop networks address coverage issues but face energy challenges
	Low risk (AMSTAR 2): comprehensive methodology and transparent data synthesis, no significant conflicts identified.



	13
	Ramphull et al.
	2021
	Literature review
	MANET protocols and applications
	MANET, network protocols
	MANET protocols are adaptable but face routing and stability challenges
	Medium risk (Cochrane Risk of Bias tool): Medium risk due to theoretical focus and lack of empirical validation in dynamic environments.



	14
	Sharma et al.
	2020
	Literature survey
	UAV communication and networking technologies
	Latency, bandwidth, communication reliability
	5G, Wi-Fi, and MANETs provide solutions but with range and interference limitations
	Low risk (AMSTAR 2): systematic review methodology with no conflicts of interest or methodological flaws.



	15
	Chen et al.
	2020
	Literature review
	UAV swarm communication architectures and routing protocols
	Network architecture, routing protocols
	Routing protocols for UAV swarms face scalability and latency challenges
	Low risk (AMSTAR 2): comprehensive and transparent review of communication architectures with no major conflicts.



	16
	Annenkov et al.
	2023
	Empirical study, experimental, data analysis
	Low-cost UAV data processing
	Processing accuracy, cost-effectiveness
	Low-cost UAV processing is feasible, but accuracy can be limited in complex conditions
	High risk (RoB 2 tool): preliminary study with limited data, high risk due to lack of validation and assumptions made about accuracy.



	17
	Abd El-Latif et al.
	2019
	Empirical study, simulation, modeling
	Quantum security protocols for 5G networks
	Data protection, quantum security
	Quantum protocols enhance security but require significant computational resources
	Medium risk (Cochrane Risk of Bias tool): simulation-based with assumptions about real-world scalability and resource use.



	18
	Aggarwal et al.
	2024
	Empirical study, simulation, theoretical model
	Synergy between network security and blockchain
	Blockchain integration, security protocols
	Blockchain and security integration enhances data security in UAV communications
	Medium risk (RoBANS): model-based research with assumptions about scalability and real-world feasibility.



	19
	Chen et al.
	2020
	Empirical study, literature synthesis, modeling
	UAV swarm intelligence and challenges
	AI, swarm intelligence, security
	AI and machine learning optimize UAV swarm coordination and security
	Medium risk (RoBANS): limited real-world testing and focus on theoretical advancements, assumptions made about AI application.



	20
	Kim and Lee
	2021
	Empirical study, experimental, data analysis
	Security enhancement for drones
	Data transmission, wireless channels
	Wireless security enhancements are crucial for drone network resilience
	Medium risk (Cochrane Risk of Bias tool): experimentation focused on specific security measures, applicability to real-world conditions uncertain.



	21
	Wang et al.
	2024
	Survey, literature review
	Security of UAV swarm networks
	Security protocols, attacks, countermeasures
	UAV swarm networks require robust countermeasures against cyberattacks
	Low risk (AMSTAR 2): thorough and transparent review, systematic methodology followed with no significant conflicts identified.



	22
	Kallenborn
	2022
	Conceptual paper, literature synthesis
	UAV swarm networks in information warfare
	Network security, military applications
	UAV swarms are effective in information warfare but face operational challenges
	Medium risk (RoBANS): Theoretical framework with no empirical validation, moderate risk due to assumptions.



	23
	Phadke and Medrano 
	2022
	Empirical study, experimental, model design
	Resiliency requirements in UAV swarms
	Resilience metrics, failure tolerance
	Resiliency protocols improve UAV swarm robustness under critical conditions
	Medium risk (Cochrane Risk of Bias Tool): Model design-based study, assumes ideal conditions.



	24
	Rexhepi et al.
	2023
	Empirical study, simulation, model-based
	Intrusion detection in MANETs
	Intrusion detection efficiency
	Secured IDS improves security in MANETs, applicable to UAV swarm networks
	Medium risk (Cochrane Risk of Bias Tool): theoretical model, relies on simulation, limited empirical testing.



	25
	Sharma et l.
	2020
	Empirical study, experimental, algorithmic
	Dynamic routing protocol for MANETs
	Routing stability, bandwidth usage
	SBADR enhances routing stability and bandwidth efficiency in dynamic networks
	Medium risk (RoBANS): Simulation-based with assumptions, lacks real-world validation.



	26
	Rabia et al.
	2024
	Empirical study, experimental, simulation
	SDN integration with MANETs for UAVs
	Network throughput, latency
	SDN integration enhances MANET performance for UAV swarm communication
	Medium risk (Cochrane Risk of Bias Tool): based on simulations, assumes ideal scenarios, limited real-world testing.



	27
	Lopez et al.
	2021 
	Literature survey
	Wireless mesh networks for UAV swarm connectivity
	Security threats, network performance
	Mesh networks improve UAV swarm connectivity but are vulnerable to cyber threats
	Low risk (AMSTAR 2): well-structured systematic survey, no significant risk of bias.



	28
	Khalil et al.
	2022
	Empirical study, simulation, machine learning
	Machine learning for UAV swarm communication
	Communication efficiency, data integrity
	Machine learning improves communication in UAV swarms for search-and-rescue tasks
	Medium risk (Cochrane Risk of Bias Tool): simulation-based study, assumptions about real-world applicability.



	29
	Alladi et al.
	2020
	Literature review
	Blockchain applications in UAVs
	Blockchain, security, UAV communication
	Blockchain enhances security and efficiency in UAV swarm communication
	Low risk (AMSTAR 2): systematic review with clear methodology, no conflicts.



	30
	Dong et al.
	2021
	Empirical study, experimental, simulation
	Security for UAV swarm communication
	Transmission security, encryption
	Enhanced transmission security protocols improve UAV swarm communication resilience
	Medium risk (Cochrane Risk of Bias Tool): experimental with assumptions based on simulations, needs real-world validation.



	31
	Wheeb et al.
	2021
	Literature review
	Routing protocols and mobility models for UAVs
	Network topology, mobility models
	Topology-based routing improves mobility and communication in UAV swarms
	Low risk (AMSTAR 2): comprehensive review with systematic methodology and transparent data synthesis.



	32
	Khalek et al.
	2023
	Literature survey
	Cognitive radio and machine learning for UAV networks
	Cognitive radio, spectrum management
	Cognitive radio optimizes spectrum usage in UAV communication networks
	Low risk (AMSTAR 2): thorough review with well-organized methodology and clear data.





The inclusion criteria emphasised relevance to UAV swarm communication and rigorous procedures, guaranteeing that the final selection of studies offers a thorough and dependable foundation for assessing the technologies and techniques examined in this review. Conventional wireless technologies, including Wi-Fi and LTE, along with recent innovations like 5G, provide adequate bandwidth for substantial data quantities.1 However, they encounter constraints in range and susceptibility to interference in adverse operational environments. Although 5G facilitates rapid data transmission and minimal latency, its implementation may be impractical in distant areas or during crises where infrastructure is lacking or compromised. MANET facilitates dynamic networking by establishing temporary communication links without centralised oversight, offering flexibility while facing problems such as instability and routing difficulties. DTN mitigates inconsistent connectivity by caching data and transmitting it upon restoration of the connection, proving advantageous in remote regions or emergency scenarios.19

Wi-Fi Mesh networks improve coverage by enabling each drone to function as a relay node, hence augmenting network resilience against node failures.2,29 Nevertheless, this elevates routing complexity and necessitates greater energy consumption, a vital consideration for autonomous systems.33 Satellite communication provides worldwide coverage, but it is constrained by significant delay and limited bandwidth, rendering it less suitable for real-time applications.39–41
 
In addition to traditional technologies, research is being conducted on innovative solutions such as machine learning for adaptive traffic routing to enhance data transfer by taking into account network dynamics and environmental variables. Blockchain technology improves data security via decentralised authentication and information verification, facilitating safe communication on UAV networks.6,24 Contemporary UAV swarm communication integrates conventional wireless technology with novel methods to enhance adaptability, resilience, and security. Every technology possesses unique benefits and constraints, underscoring the necessity of combining many systems to enhance performance in practical applications.20

Wireless communication depends on radio waves carried throughout the electromagnetic spectrum, that utilise modulation to encode information for long-distance transmission.42 The choice of frequency bands is essential, influencing bandwidth, range, interference resistance, and obstacle penetration. Multiplexing systems enable concurrent transmission from several users, minimising interference and enhancing spectrum efficiency.10,38

Mobile networks encounter difficulties stemming from the incessant mobility of nodes, resulting in alterations to the topology.21,37 Specialised routing algorithms adjust to these variations, guaranteeing stable communication despite transient connection disruptions. Mobile networks exhibit flexibility, scalability, and self-organisation, enabling nodes to determine optimal transmission paths.43

Interference and multipath propagation provide considerable hurdles, but adaptive strategies and error-correction procedures alleviate these problems.44 Mobile and wireless systems are interconnected, with communication reliability dependent on their capacity to adjust to environmental fluctuations and utilise existing technologies effectively.45,46 The advancement of innovative routing techniques, better spectrum distribution, and improved interference robustness is essential for establishing dependable communication systems in fluctuating situations.47
 
In UAV swarm systems, cybersecurity is crucial for safeguarding data transmissions between drones and base stations.22,48 Cryptographic protocols such as AES, RSA, and ECC safeguard information, guaranteeing confidentiality, integrity, and authentication. Blockchain enhances security through transparency, immutability, and decentralisation.23,49 It records actions, authenticates data, and safeguards against manipulation, rendering it essential for mission-critical applications such as military or infrastructure operations.

The integration of cryptographic protocols and blockchain establishes a resilient framework for secure data transport.50,51 AES provides rapid and secure encryption, whereas RSA and ECC facilitate key exchanges.24 Blockchain ensures data integrity by prohibiting unauthorised modifications. This method is especially advantageous in high-security contexts, such as military operations or critical infrastructure applications.35

Table 2 presents a comparative analysis of primary data transmission methods in drone swarms, encompassing parameters such as bandwidth, range, latency, interference resilience, energy consumption, application domains, and security protocol integration. Data sourced from open-access publications enables a clear evaluation of the advantages and limitations of each method, which is crucial for selecting optimal solutions in specific drone swarm deployment scenarios.




	Table 2 | Comparison of data transmission methods in drone swarms: characteristics and applications




	Data transmission method
	Bandwidth
	Range
	Latency
	Interference resilience
	Energy consumption
	Applications
	Security protocol integration





	Wi-Fi
	Up to 600 Mbps
	Up to 100 m (indoor, line-of-sight)
	Low (within range)
	Moderate
	High
	Local networks, small drone swarms
	Supports standard protocols (WPA2/WPA3)



	LTE
	Up to 100 Mbps
	Up to 10 km (urban, line-of-sight)
	Moderate
	High
	Moderate
	Urban swarms, agricultural use 
	Built-in security (IPsec)



	5G
	Up to 10 Gbps
	Up to 1 km (urban)/5 km (rural, line-of-sight)
	Very low (sub-1 ms, ideal conditions)
	High
	High
	Critical operations, high-speed comms
	Supports modern security protocols



	MANET
	Configuration-dependent
	Topology-dependent 
	Variable
	Moderate
	Hardware-dependent 
	Military ops, rescue missions 
	Requires additional crypto protocols



	DTN
	Low
	Several km to inter-planetary (depends on satellite network)
	High (up to several seconds)
	High
	Low
	Remote regions, space missions
	Requires specialised security protocols



	Wi-Fi Mesh
	Up to 600 Mbps
	Node-dependent (typically up to 200 m, depending on environment)
	Low
	Moderate
	High
	Extended local networks, urban swarms
	Supports WPA2, WPA3



	Satellite
	Up to 1 Gbps (low Earth orbit, LEO)/100 (geostationary orbit, GEO)
	Global coverage (LEO<1,200 km, GEO>35,000 km)
	High (LEO: 30-50 ms, GEO: 500 ms - 1 sec)
	Moderate
	High
	Remote regions, emergencies 
	Requires specialised security protocols



	Source: compiled by the author based on the analysis of relevant regulatory and technical documentation.16–-18





After analysing the table, several key conclusions can be drawn. Wi-Fi and Wi-Fi mesh technologies provide high throughput and are effective in local area networks, but their limited range may pose challenges when operating with large drone swarms. LTE and 5G mobile networks offer significantly greater coverage and lower latency, which are critical for urban applications or time-sensitive operational tasks, yet they require developed infrastructure and typically exhibit higher energy consumption.
 
Methods based on MANET and DTN principles demonstrate flexibility in scenarios with constantly changing network topologies.30 MANET enables network organisation without centralised control, which is advantageous in military operations or rescue missions, though it necessitates additional cybersecurity measures.53 DTN, on the other hand, is ideally suited for operation in remote or extreme environments where connectivity may be intermittent. Nonetheless, due to high latency, this method is more orientated towards data transmission in scenarios where time sensitivity is not a decisive factor.
 
Thus, the selection of an optimal data transmission method depends on the specific tasks and operational conditions of the drone swarm. A comprehensive approach combining multiple technologies can compensate for the shortcomings of individual solutions and create more reliable and efficient communication systems. In the future, the integration of modern security protocols, such as cryptographic methods and blockchain technologies, will further enhance system resilience against external threats and ensure the confidentiality of transmitted data.3,25
 
In modern unmanned systems, particularly in drone swarms, data transmission security is of critical importance.54 Due to the open nature of wireless networks and potential threats such as interception, spoofing, or data modification, robust cryptographic mechanisms must be implemented. In this context, various encryption algorithms and security protocols are employed to ensure data confidentiality, integrity, and authentication.36
 
Depending on the specific drone application scenario, the choice of algorithm or protocol must consider the trade-off between security level, operational speed, and the computational capabilities of the devices. Table 3 provides a comparison of the primary cryptographic solutions used for securing data in drone swarms.




	Table 3 | Comparison of cryptographic algorithms and protocols for data protection in drone swarms




	Algorithm/Protocol
	Type
	Key Length
	Performance
	Security Level
	Resource Requirements
	Application Scope





	AES
	Symmetric algorithm
	128, 192, 256 bits
	High (AES-128 is fast; AES-256 is more secure but slower)
	High
	Low
	Real-time data encryption, internal drone networks



	RSA
	Asymmetric algorithm
	2048 or 3072 bits
	Moderate (longer keys = slower but more secure)
	High
	High
	Key exchange, digital signatures, secure connection establishment



	Elliptic Curve Cryptography (ECC)
	Asymmetric algorithm 
	256 bits (equivalent to RSA 3072 bits)
	High (faster and more secure for smaller key sizes)
	High
	Low
	Key exchange, digital signatures, mobile and embedded devices



	Transport Layer Security (TLS)
	Secure communication protocol 
	Depends on underlying algorithms
	Configuration-dependent (performance varies based on cipher suite)
	High
	Medium
	Secure communications between drones and ground stations



	IPsec
	Network-layer protocol suite
	Algorithm-dependent
	Moderate (depends on specific protocol used)
	High
	Medium
	Secure VPN connections, network-layer communication between drones and base stations



	Blockchain-based protocols
	Distributed ledger protocol with cryptographic protection
	Variable
	Variable (depends on the system and transaction volume)
	High
	High
	Transaction logging, data verification, ensuring integrity and immutability of records 



	Source: compiled by the author based on the analysis of relevant regulatory and technical documentation.16–18;26;,





The analysis of cryptographic algorithms demonstrates that the choice of a specific protection mechanism depends on security requirements, performance, and computational resources. Symmetric algorithms, such as AES, provide high-speed operation with low resource demands, making them optimal for real-time data stream encryption. Asymmetric algorithms, particularly RSA and ECC, are more resource-intensive but effective for authentication and key exchange, with ECC offering significant advantages for devices with limited computational capabilities.
 
Protocols such as TLS and IPsec are widely used for securing network-layer communications, ensuring data confidentiality and integrity during transmission between drone swarms and ground stations, though their implementation requires sufficient computational power. A promising development direction is the adoption of blockchain technologies, which enable decentralised data protection, event logging, and guaranteed immutability of information transmitted between drones. However, the high resource consumption of blockchain solutions may be a limiting factor in mobile and energy-efficient systems.6,35
 
Thus, for effective data protection in drone swarms, it is advisable to employ hybrid encryption schemes that combine the advantages of symmetric and asymmetric algorithms alongside network security protocols.3,7 This approach achieves a balance between high security, performance, and energy efficiency, which is critical for mobile unmanned systems.27

Regulatory constraints, such as the allocation of cellular bands for UAV communication, significantly impact the deployment of UAV swarm communication systems. The 3GPP NTN (Non-Terrestrial Networks) standard, for example, is designed to integrate satellite and UAV communication with terrestrial 5G networks, yet its application is subject to strict licensing and spectrum management regulations.17 UAVs using cellular bands must adhere to regulations set by national and international bodies, which can limit their ability to operate in certain frequencies, especially in rural or remote areas. Additionally, spectrum licensing restrictions can hinder the availability of necessary bandwidth for UAV communication, particularly in densely populated regions where cellular bands are heavily allocated for other uses.
 
Operational constraints also play a critical role in the effectiveness of UAV swarm systems. One key challenge is Beyond Visual Line of Sight (BVLOS) operations, which are essential for long-range missions but require regulatory approval in many regions.58 BVLOS operations depend on reliable communication and high-altitude flight, which can face restrictions due to airspace management laws. UAVs operating at higher altitudes often encounter coverage trade-offs, as their communication range may increase, but latency and interference resilience can be compromised, particularly in urban environments with significant radio frequency noise. The need for clear communication channels, both for control and data transmission, adds complexity to UAV operations, especially when operating at altitudes where the line-of-sight to ground stations is obstructed.11

These regulatory and operational challenges must be carefully navigated to ensure that UAV swarm systems can operate efficiently and legally in real-world scenarios. Overcoming these constraints requires a combination of technological advancements in spectrum management, regulatory frameworks that allow for more flexible UAV operations, and adaptive solutions that balance communication reliability with the operational limitations imposed by both the environment and regulatory bodies.

Modern drone swarms also face numerous cyber threats, making protection against cyberattacks a critically important task.59,60 The use of adaptive approaches incorporating artificial intelligence and machine learning methods enables the detection of anomalies in network traffic and rapid response to potential threats.5;28;34 For instance, behavioural anomaly analysis can signal suspicious activities, such as DDoS attacks or spoofing, helping the system quickly identify malicious access attempts.

The systems employed for data transmission in UAV swarms have unique advantages and drawbacks, contingent upon the particular application, ambient factors, and performance criteria. A decision matrix can facilitate the selection of optimal technologies for various UAV swarm communication scenarios by offering a clear comparison based on critical parameters such as latency, energy consumption, and coverage. Table 4 illustrates the performance of various technologies across several mission profiles, aiding in the selection of suitable solutions.




	Table 4 | Decision matrix for technology selection in uav swarm communication based on mission profiles




	Technology
	Latency
	Energy Consumption
	Coverage
	Urban ISR
	Disaster Response
	Rural Agriculture
	Infrastructure-Denied





	5G
	Very Low
	Moderate
	High (Urban Focus)
	High
	Medium
	Low
	Low



	Wi-Fi Mesh
	Moderate
	High
	Short (Local)
	Medium
	Low
	Low
	Low



	LTE
	Low
	Moderate
	Medium
	Medium
	High
	Medium
	Low



	MANET
	High
	High
	Variable
	Medium
	Medium
	Low
	Medium



	DTN
	Very High
	Low
	Very High (Global)
	Low
	High
	High
	Very High



	Blockchain
	High
	Low
	Global
	Medium
	High
	Low
	High





Wi-Fi and Wi-Fi Mesh networks are appropriate for small-scale UAV operations necessitating high throughput in confined environments.33 Nonetheless, their range is constrained, and they are susceptible to interference in densely populated regions. Wi-Fi Mesh enhances coverage by employing drones as relay nodes, although it escalates routing complexity and energy consumption. These networks are unsuitable for extensive UAV swarms or applications requiring long-range communication and minimal latency.14
 
LTE and 5G provide rapid connectivity and minimal latency, rendering them appropriate for mission-critical applications such as urban surveillance.1 5G, characterised by multi-gigabit speeds and minimal latency, facilitates high-density drone operations. Nonetheless, both 5G and LTE encounter constraints in rural regions where infrastructure may be lacking and experience challenges with range when UAVs are distant from base stations. Moreover, their energy requirements and dependence on infrastructure impede autonomous, extended operations in isolated areas.
 
MANETs and DTNs offer options for UAVs operating in dynamic situations devoid of reliable infrastructure. MANETs adjust to changing topologies but encounter stability challenges and increased latency over extended distances or at elevated speeds. Delay Tolerant Networks (DTNs) are advantageous in regions with intermittent connectivity, as they provide data storage and forwarding upon the establishment of a link. Nonetheless, their elevated latency renders them inappropriate for real-time applications, although they are proficient for emergency operations or remote monitoring where energy efficiency and routing optimisation are paramount.
 
Satellite communication provides worldwide coverage and dependable data transmission in remote regions without terrestrial infrastructure. Nevertheless, it experiences considerable delay and restricted capacity, rendering it inappropriate for high-speed, real-time UAV swarm communication. Environmental factors, including meteorological conditions, significantly diminish satellite performance. Although crucial for global coverage in remote areas, its elevated latency and operational expenses render alternatives like 5G or Wi-Fi Mesh more appropriate for localised UAV operations.

The incorporation of 5G in the PHY layer, alongside MANET in the routing layer and AES in the security layer, facilitates low-latency, secure communication in urban swarm operations. This integrated method enhances data transfer, ensuring stability in fluctuating situations (Figure 2). The incorporation of blockchain for decentralised authentication enhances security, especially in mission-critical situations.


[image: An illustration depicts the conceptual framework of UAV swarm communication system across layers and mission profiles.]

Fig 2 | Conceptual framework of UAV swarm communication system across layers and mission profiles



Figure 2 depicts the interaction among the various technologies and layers of the UAV swarm communication system across diverse mission scenarios. The communication network among the UAVs is essential for facilitating real-time coordination and ensuring reliable data transfer. The PHY Layer of 5G facilitates high-speed communication with minimal latency, allowing real-time video transmission from UAVs to ground control. Wi-Fi Mesh is employed in the MAC Layer for localised, multi-hop communication among drones inside the swarm.15 These methods provide rapid and dependable data transmission in densely populated urban areas, where structures may impede long-range signals.
 
The MAC Layer technology Wi-Fi Mesh and the Routing Layer technology MANET collaborate to facilitate dynamic routing. As UAVs navigate the city, the MANET guarantees that each drone can adjust to alterations in the network topology and reroute data through various pathways as required, assuring continuous connection.30–32 The Security Layer utilises AES for real-time data encryption to safeguard communications between UAVs. This guarantees the protection of all data, encompassing critical information regarding survivor positions and drone movements. Furthermore, IPsec is employed for VPNs connecting ground stations and drones to protect the entire network against external threats. This integrated methodology, employing 5G, Wi-Fi Mesh, MANET, AES, and IPsec, facilitates the UAV swarm’s sustained communication in a complex and dynamic urban setting.12 The system utilises technology across all levels to guarantee the swarm’s effective functioning in urban swarms by providing strong, reliable, and secure communication for disaster response efforts.

In Urban Intelligence, Surveillance, and Reconnaissance (ISR), the primary objectives are minimal latency and rapid data transfer, particularly for real-time video streaming and telemetry data. 5G technology demonstrates exceptional suitability in this context, providing latency as low as 1 ms and bandwidth reaching 10 Gbps. Nonetheless, it is restricted by range constraints, generally not exceeding 1 km in metropolitan environments.14 This may be a constraint for extensive drone swarm operations, when UAVs may need to function beyond 1 km. Conversely, Wi-Fi Mesh offers considerable bandwidth (up to 600 Mbps) with little latency, although it functions optimally only across limited distances (up to 100 m). Wi-Fi Mesh is appropriate for tiny, localised swarm networks in urban environments, but it is inadequate for extensive urban ISR operations.2 LTE provides a limited range of up to 10 km, accompanied by elevated latency and modest bandwidth of up to 100 Mbps. In urban ISR operations where real-time communication is essential, 5G demonstrates superiority in bandwidth and latency. Yet, it entails a trade-off concerning energy consumption and dependence on infrastructure.

In rural agriculture, the foremost requirement is for extensive connectivity across regions without infrastructure. Delay-Tolerant Networking (DTN) has low energy consumption, making it suitable for remote activities; however, it is characterised by significant latency, which can extend to several seconds or minutes based on distance.9 It guarantees data resilience despite intermittent network connectivity, which is common in rural areas.29 In such instances, 5G and LTE would exhibit diminished efficacy owing to their restricted coverage in rural regions. DTN’s capacity for data storage and forwarding renders it suitable for long-range, low-latency-tolerant communication; nonetheless, its primary disadvantage is the elevated latency in time-sensitive situations. Wi-Fi Mesh may be utilised locally for short-range communication; however, it would be impractical for extensive operations.

Communication systems for disaster response must include the flexibility to react to real-time changing conditions. A hybrid strategy that integrates LTE and DTN demonstrates efficacy in this scenario.7 LTE facilitates medium-range communication with moderate latency (up to 50 ms) and demonstrates enhanced reliability in urban environments, where connectivity may remain partially operational. DTN is crucial for maintaining connectivity in rural areas with inconsistent access. The integration of store-and-forward methods in Delay Tolerant Networks (DTN) with real-time communication through LTE can provide robustness in disaster scenarios. 5G, characterised by minimal latency and substantial capacity, is ideal for high-speed applications such as live video streaming; nevertheless, its range constraints require integration with complementary technologies like MANET or DTN.30–32

In infrastructure-denied operations, such as military or remote operations lacking cellular or terrestrial infrastructure, satellite communication is vital. Satellite communication offers worldwide coverage; nevertheless, it is limited by significant delay (500 ms to 1 second), rendering it less suitable for time-sensitive operations. The compromise in this situation is between coverage and latency. DTN, characterised by its robust resilience and energy efficiency, is capable of functioning well in such contexts, guaranteeing data transmission even within intermittent connectivity conditions. Nonetheless, the elevated latency of satellite communication renders it inappropriate for real-time interactions; however, it can augment Delay Tolerant Networking (DTN) in scenarios necessitating worldwide coverage and secure data transmission.

These quantitative insights elucidate the trade-offs in communication technology across diverse mission profiles, clarifying latency, bandwidth, and energy usage under varying operational scenarios. Generally, 5G is ideal for real-time, high-bandwidth urban activities, DTN is superior in rural regions with sporadic coverage, and satellite communication facilitates worldwide operations despite significant latency. Simultaneously, technologies such as LTE and Wi-Fi Mesh provide a compromise appropriate for moderate-range applications, balancing latency and energy efficiency.

The validation plan for subsequent research must incorporate simulation parameters that account for mobility patterns, traffic load, and actual environmental variables (e.g., urban interference, rural topography) to assess the efficacy of each technology across varying contexts. Moreover, benchmarking against empirical datasets and employing energy models for UAVs will provide a more accurate quantification of trade-offs and offer recommendations for energy-efficient routing and adaptive frequency management. Integrating these simulations enhances the efficiency and resilience of UAV swarm communication, guaranteeing that the proposed methodologies are both feasible and scalable across diverse mission profiles.29

A tailored strategy grounded in particular operational necessities is recommended to enhance UAV swarm communication systems for diverse mission profiles. In urban ISR, 5G is optimal owing to its minimal latency (below 10 ms) and substantial capacity (up to 10 Gbps), rendering it suitable for real-time video streaming and rapid data transmission. Nonetheless, its energy usage raises concerns for extended missions. Conversely, Wi-Fi Mesh provides a limited range (up to 100 m) and exhibits greater energy efficiency, rendering it appropriate for small-scale operations but inadequate for extensive urban ISR missions. LTE has moderate latency (50 ms) and medium coverage (up to 10 km), although it is less effective for high-speed urban operations in comparison to 5G.
 
In rural agriculture, where extensive communication is required across regions with intermittent connectivity, Delay Tolerant Networking (DTN) provides the optimal solution because of its robustness and little energy usage, despite incurring latency of several minutes. 5G and LTE are less efficient in these regions because of their dependence on infrastructure. The Wi-Fi mesh is effective for localised networking. Nevertheless, its range and energy consumption pose constraints for extensive agricultural monitoring.
 
A hybrid strategy integrating LTE and DTN is advised for disaster response, ensuring communication remains functional despite compromised infrastructure.7 LTE provides dependable medium-range connection with moderate latency, whereas DTN guarantees data transmission in regions with intermittent access. Blockchain and AES/IPsec must be employed to guarantee secure data transmission and safeguard sensitive information.
 
In infrastructure-denied operations, such as military or space missions, satellite communication offers worldwide coverage but entails significant latency (500 ms to 1 second) and reduced capacity. DTN is essential for dependable communication across extended distances, guaranteeing data transmission even in the absence of real-time communication. Blockchain-based identity management ought to be employed to safeguard data exchanges and verify communications between UAVs and ground stations.
 
Every mission profile necessitates a distinct amalgamation of technologies customised to certain requirements. The trade-offs among latency, energy consumption, and coverage should determine the choice of technologies, including 5G, LTE, DTN, and Wi-Fi Mesh. Security is paramount, with AES, RSA, and IPsec protocols advised for safeguarding data within the communication network. Subsequent efforts must authenticate these recommendations by simulation and practical implementation to refine the system and guarantee optimal performance across various operating contexts.

Recent breakthroughs in machine intelligence and blockchain technologies provide intriguing alternatives to the limits of conventional communication methods.5;25 Machine learning methods facilitate adaptive routing, enabling UAVs to dynamically modify communication pathways according to real-time network conditions.34 This is especially beneficial in extensive UAV operations, where mobility and sporadic connectivity pose considerable issues. Moreover, blockchain offers a robust framework for guaranteeing data integrity and security in UAV communications, particularly in military and critical infrastructure contexts.6 Blockchain can decentralise authority, increasing the system’s resilience against attackers. Nonetheless, these technologies entail heightened computing demands and energy consumption, thus hindering their extensive use in energy-limited settings.35

Each communication method presents unique trade-offs regarding speed, latency, range, energy usage, and security. The choice of the most suitable approach is contingent upon the particular operational requirements of the UAV swarm, including the necessary range, latency sensitivity, and the security level mandated for the mission. The integration of dynamic routing, adaptive frequency management, and blockchain has demonstrated considerable theoretical enhancements in performance, such as improved security, efficiency, and network resilience. However, these results are still hypothetical and require further empirical validation through simulations and real-world data collection.

The validation plan for further studies must use simulation parameters that account for mobility patterns, traffic load, and actual environmental circumstances (e.g., urban interference, rural topography) to assess the efficacy of each technology across various scenarios. Furthermore, benchmarking against empirical datasets and employing energy models for UAVs would provide a more exact quantification of trade-offs and provide insights into energy-efficient routing and adaptive frequency management. Integrating these simulations enhances the efficiency and resilience of UAV swarm communication, guaranteeing that the offered methodologies are both pragmatic and scalable across diverse mission profiles.



Discussion

The analysis of contemporary data transmission methods in drone swarms indicates a broad spectrum of technological solutions, each with its own advantages and limitations. On the one hand, conventional wireless technologies such as Wi-Fi, LTE, and 5G provide high throughput, enabling the transmission of large volumes of data. On the other hand, their application is constrained by specific characteristics: Wi-Fi has limited range and moderate interference resistance, while 5G, despite its ultra-low latency and high speeds, may be economically impractical in remote regions or during emergency operations due to the lack of appropriate infrastructure.
 
Phadke and Medrano29 focused on conventional technologies in their study, noting that Wi-Fi offers high bandwidth, but its limited range and susceptibility to interference make it suboptimal for large drone swarms. LTE provides a balance between range and speed where infrastructure is well-developed, whereas 5G excels in ultra-low latency and high speed, though the economic costs of its deployment in remote areas remain a significant drawback. The present findings align with these conclusions regarding conventional technologies but are supplemented by an analysis of innovative approaches, such as MANETs, DTNs, and machine learning-based adaptive routing, which significantly enhance data transmission efficiency in dynamic environments. This demonstrates a more comprehensive and innovative approach in the current study. MANETs enable the formation of temporary networks without centralised control, ensuring system flexibility and adaptability in dynamic conditions.61
 
Sharma et al.31 examined dynamic conditions of high node mobility in MANETs, which ensure flexibility and adaptability through the formation of decentralised temporary networks. DTNs are used for data buffering and gradual delivery in challenging environments, but high latency restricts their use in highly time-sensitive scenarios. While MANETs provide responsiveness and DTNs ensure reliability in harsh conditions, both approaches require refinement to achieve an optimal balance between flexibility, reliability, and communication speed. The present findings demonstrate that MANETs offer flexibility but suffer from unstable connections, whereas DTNs are useful in extreme conditions yet are constrained by high latency.

The application of hybrid data transmission methods in unmanned networks can significantly enhance their efficiency and reliability.62,63 Combining Wi-Fi Mesh, MANETs, and machine learning technologies enables dynamic routing adaptation, minimising data loss and improving throughput. Simultaneously, integrating blockchain for authentication and verification adds an additional layer of security. Nevertheless, the primary challenge remains balancing performance and energy consumption, necessitating further research. Rabia et al.32 explored hybrid network architectures for unmanned systems and emphasised the importance of combining Wi-Fi Mesh and MANETs to enhance communication flexibility. Their conclusions align with the present findings regarding adaptive routing efficiency, though they focused less on security aspects, prioritising network load optimisation.
 
Aisyah et al.64 experimentally confirmed that integrating Wi-Fi Mesh and MANETs significantly reduces latency and improves Quality of Service (QoS) in highly dynamic environments, such as during rescue operations or in remote regions. Particular attention was given to optimising network load through adaptive routing, ensuring uniform traffic distribution among nodes and minimising the risk of congestion. The authors also considered multi-channel solutions to reduce inter-node interference, improving link stability and speed. Lopez et al.33 investigated the efficiency of Wi-Fi Mesh networks in drone swarms and concluded that their use significantly improves link stability, but only under optimal relay configuration. Their results confirm that Mesh architecture enhances coverage, as noted in the current study, though they found that increasing the number of network nodes may induce latency due to route congestion – an issue not identified as a key problem in the present research.
 
Adaptive routing that accounts for network dynamics and external factors optimises real-time data transmission, which is particularly relevant for drone swarms operating in complex and unpredictable conditions. Classification, clustering, and behavioural anomaly detection algorithms facilitate rapid identification of potential threats, improving overall system security. Khalil et al.34 examined the use of machine learning algorithms to optimise communication in drone swarms and found that adaptive routing significantly enhances data transmission efficiency in dynamic environments. Their conclusions align with the present findings regarding the importance of machine learning, though they focused on predictive modelling of network changes, whereas the current study places greater emphasis on anomaly analysis for security enhancement.
 
Combining cryptographic protocols with blockchain produces a synergistic effect, minimising unauthorised access risks and ensuring data integrity. However, high resource demands and energy consumption remain a major challenge for implementing such solutions in mobile unmanned systems. Alladi et al.35 explored blockchain applications for data security in unmanned systems and confirmed their effectiveness in ensuring authentication and information integrity. Their conclusions align with this study, though they propose hybrid blockchain architectures to reduce energy consumption, whereas the present research primarily focuses on cryptographic protocols.
 
Dong et al.36 investigated combined data transmission methods in drone swarms and concluded that integrating traditional networking technologies with adaptive algorithms significantly enhances communication efficiency. Their results generally align with the present findings, though they primarily focused on latency optimisation, whereas the current study also addresses security and energy consumption. Wheeb et al.37 analysed the impact of drone mobility on connection stability. They proposed methods for predicting network topology changes based on trajectory analysis and historical link quality data. This enabled the pre-determination of optimal data transmission paths, reducing connection drop frequency. Their study demonstrated that adaptive routing algorithms, such as Q-learning and AODV-PA (Prediction-Assisted), substantially improve transmission efficiency, particularly in high-density drone scenarios. The authors prioritised minimising transmission delays, whereas the present study additionally considers security and energy optimisation, which are critical for the long-term operation of autonomous drone swarms.
 
Khalek et al.38 explored the use of cognitive radio networks (CRN) in drone swarms, proposing a machine learning-based adaptive channel selection method that reduces latency and enhances link resilience. Their conclusions align with the present findings regarding communication improvements through adaptive algorithms. However, they focused solely on efficient frequency allocation and did not account for security and energy consumption, which are key aspects of the current study.
 
This study’s findings offer insights into optimising data transmission in UAV swarm systems, addressing the principal research concerns presented in the introduction. This research rigorously analyses classic and contemporary communication methods, demonstrating that a combination solution incorporating dynamic routing, adaptive frequency management, and blockchain markedly improves security, efficiency, and network resilience. This integrated strategy surpasses prior studies by combining established technologies with advanced machine learning algorithms for real-time adaptability and blockchain for enhanced data security, an area not thoroughly examined in previous studies. Although these results are encouraging, additional validation through simulations and empirical testing is necessary to enhance the practical implementation of these systems.



Conclusions

This study presents a comprehensive analysis of modern data transmission methods in drone swarms, aimed at ensuring stable, rapid, and secure communication under conditions of dynamic network topology and high node mobility. Both conventional and innovative approaches to communication organisation were examined, including the application of Wi-Fi, LTE, 5G, as well as MANET and DTN.
 
The use of Wi-Fi and Wi-Fi Mesh technologies enables high-throughput data transmission, which is critical for implementing local drone swarm networks. However, limited range and susceptibility to interference in complex operational environments impose certain constraints on these methods. LTE and 5G technologies demonstrate significantly higher transmission speeds and lower latency, representing a considerable advantage for urban applications or time-sensitive tasks. Yet, their implementation requires developed infrastructure and substantial financial investment, which may be impractical in remote regions or during emergency scenarios.
 
Particular attention was given to methods tailored for dynamic networks. The use of MANET facilitates the establishment of temporary networks without centralised control, which is advantageous in military or rescue operations. However, connection instability and routing complexity may affect data transmission efficiency. Similarly, DTN systems are optimal for environments with intermittent connectivity, ensuring data buffering and gradual delivery, though high latency limits their applicability in time-critical scenarios.
 
The study also highlighted promising directions for innovative technologies. The implementation of machine learning algorithms for adaptive routing optimises data transmission by accounting for variable network conditions, while blockchain integration enhances security through decentralised authentication and information verification systems. This comprehensive approach creates synergy, compensating for the shortcomings of individual methods and achieving a high level of reliability in drone swarm data transmission systems.
 
A comparative analysis of different data transmission methods was conducted based on parameters such as throughput, range, latency, interference resilience, energy consumption, and security protocol integration. The results indicate that the optimal solution depends on specific operational conditions and objectives. For instance, hybrid schemes combining conventional wireless technologies with innovative approaches are advisable when working with large drone swarms or in infrastructure-deficient environments.
 
Thus, this study has enabled a thorough evaluation of modern data transmission methods in drone swarms, identifying their advantages and limitations while outlining future directions for developing integrated communication systems. The current study’s findings could greatly enhance real-world applications in defence, disaster response, and agriculture, where reliable and safe communication is crucial for operational success. The analysis suggests that the hypothesis regarding the collective enhancement of UAV swarm communication using dynamic routing, adaptive frequency management, and blockchain is promising. Nonetheless, additional study, encompassing simulation studies and field testing, is required to verify the practical efficacy and optimisation of this integrated strategy. The research is limited to open-source data analysis and simulation models, which may not fully reflect the complexity of real-world drone swarm operations. Further studies should focus on experimental validation of the proposed data transmission methods in field conditions and the development of adaptive routing algorithms accounting for dynamic external factors.
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